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Issue In Brief 

TTHHEE  IISSSSUUEE    

President Bush’s proposal to establish a new Department of Homeland Security, which has 
passed the House of Representatives and is under consideration by the Senate, is rife with 
complexities. It means the merger of twenty-two federal agencies and the transfer of up to 
170,000 federal employees to a completely new governmental entity. 

The legislation has stalled because of a dispute over rules regarding the treatment of the 
department’s personnel. One of the major points of contention is whether or not the employees 
should have strong “whistleblower” protections against potential reprisals for disclosing 
evidence of government wrongdoing. The Whistleblower Protection Act, which applies to 
most federal employees, “makes it unlawful for an agency manager to retaliate against a federal 
employee because they have disclosed information that they reasonably believe evidences a 
violation of law, rule or regulation, gross mismanagement, gross waste of funds, an abuse of 
authority, or a specific and substantial danger to the public health or safety.”1  

The House of Representatives, following the president’s wishes, passed legislation that denies 
employees of the new department from exercising their rights under this law. The House bill 
allows the secretary of the department to waive the due process procedures the law affords on 
the basis of national security concerns. Under this scheme, at the discretion of the secretary, 
whistleblowers cannot file complaints of employer retribution with the Office of Special 
Counsel for investigation, or file with the Merit Systems Protection Board, as most federal 
employees currently have the right to do. Rather, in effect, this means the Homeland Security 
Department itself will judge whether the whistleblower’s complaint is legitimate or not. The 
administration contends it is concerned about workers who might reveal sensitive or classified 
information—the FBI and CIA are already excluded from the Whistleblower Protection Act. 

By contrast, the Senate bill, supported by Democrats and a few Republicans, provides that the 
employees will have the protections typically given to other federal employees. The president 
has threatened to veto the final bill creating the Department of Homeland Security if this and 
other labor related provisions are included in it. The dispute has threatened to derail plans to 
pass the bill this September. 

Allowing the secretary of the Department of Homeland Security to unilaterally pull 
whistleblower protections is unnecessary—and potentially dangerous. The president’s concerns 
about disclosure of sensitive information is certainly valid, but in fact there are already laws on 
the books to protect against disclosures of national security information. It is already a crime to 
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leak the most sensitive kinds of national security information, in particular the names of covert 
intelligence agents or cryptographic and communications intelligence information. In addition, 
the government can punish those who disclose classified information by pulling their security 
clearances, firing them, or keeping them from ever working again in national security.2  

Moreover, the 170,000 employees of the new department are not likely to be exposed to the 
types of information nor have the types of responsibilities members of the intelligence agencies 
have. The new department will include employees of the Immigration and Naturalization 
Service (INS), the Coast Guard, the Customs Service, the Transportation Security 
Administration, the Federal Emergency Management Agency; the Secret Service, and a 
number of smaller components now housed within the departments of Agriculture, Commerce, 
Defense, Energy, Health and Human Services and Justice. Clearly, limiting protections for all 
of these employees is, at best, very excessive.  

Furthermore, there have been many instances of whistleblowers revealing extremely important 
information and few times when leaks have been harmful. For example, without 
whistleblowers, Americans might never have learned of the Pentagon Papers, the Iran-Contra 
scandal, human radiation experiments, human rights abuses, or numerous cases of 
governmental mismanagement. Just this past spring, the INS was required to pay back wages 
and cancel the suspension and demotion of two border patrol agents who went public with 
security problems at the Canadian border.3 

The dangers of potentially silencing those who would reveal evidence of mismanagement, 
fraud, or abuse within an entity responsible for homeland security are self-evident. Those who 
would discard whistleblower protections argue doing so would enhance safety. However, just 
the opposite is true: keeping those protections would increase security. As evidenced most 
recently by the Coleen Rowley case, it is critical that we know when those entrusted with our 
nation’s security are not doing their jobs properly.  

This past spring, FBI Agent Coleen Rowley “blew the whistle” on the FBI for its pre–
September 11 mishandling of the investigation of Zacarias Moussaoui, a suspected 
coconspirator in the September 11 terrorist attack. Rowley testified before Congress that 
supervisors in FBI headquarters stifled attempts by Minneapolis agents to obtain a warrant to 
examine Moussaoui's laptop computer. Although Minneapolis agents frantically requested the 
warrant, Washington supervisors, she said, continued to “throw up roadblocks and undermine” 
the efforts to obtain it. After September 11, the computer was found to contain a great deal of 
information suggesting Moussaoui’s complicity in the attacks. 

Since FBI agents are not covered by the whistleblower law, Agent Coleen Crowley had to seek 
outside whistleblower protection to ensure the security of her job. Members of the Senate had 
to ask the attorney general specifically to promise that she would not face reprisals for her 
actions. Yet without the information she provided to the public and Congress, we might never 
have known of such lapses occurring within the FBI. 

Moreover, those in charge will not necessarily listen to complaints and make changes 
internally. As Rowley wrote to the director of the FBI concerning his public explanations for 
the September 11 attack, suggesting that top officials were misleading the public to avoid 
embarrassment, “I think your statements demonstrate a rush to judgment to protect the FBI at 
all costs. . . . perhaps even for improper political reasons.”4  
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TTHHEE  DDEEBBAATTEE  

Advocates of giving employees of the new department regular whistleblower protection argue 
that whistleblowers are essential to discovering when an agency or government official is 
trying to cover up mistakes rather than rectify them. This is particularly critical in the context 
of a department dealing with our nation’s security. As Senator Charles Grassley (R- IA), a 
champion of whistleblower protections, put it, “Any bill to create a new agency without 
whistleblower protections is doomed to foster a culture that protects its own reputation rather 
than the security of the homeland.”5 

In addition, some Democrats have argued that the administration is using the creation of the 
new department as part of a larger effort to undermine labor rights, civil service protections, 
and merit system rights more generally. Indeed, this is not the only recent instance where the 
administration and some members of Congress have demonstrated distaste for whistleblower 
protections.  

The Aviation and Transportation Security Act, which made baggage screeners at airports 
federal employees, exempted the new screeners from the civil service protections other civil 
service employees have, including those in the Whistleblower Protection Act.6 In addition, 
after the President signed the recent corporate responsibility act, the White House issued an 
interpretation of it that would limit protections of corporate whistleblowers. The 
administration said it would provide protection to employees in the context of a formal House 
or Senate investigation, but not to employees who speak informally to a member of the House 
or Senate.7 

Those who argue against giving employees of the new Department of Homeland Security full 
whistleblower protection rights say that when it comes to national security, the president needs 
expanded flexibility in managing the workforce. According to the White House spokesman for 
homeland security, the president wants only to extend limits on workers’ rights he already has 
the power to impose during times of national security threats. The administration contends it is 
concerned about shielding workers who publicize potentially sensitive or classified information. 
However, as stated earlier, there are laws in place now to deal with such situations. 

Those who argue against the protections also point out that the employees do have some 
whistleblower protections; it is only that they can be waived on the basis of national security. 
The definition of “national security,” however, could be very broad. The waiver provision could 
then be used to justify almost any act of silencing of an employee who wishes to report 
misconduct. 

WWHHIISSTTLLEEBBLLOOWWEERR  BBAACCKKGGRROOUUNNDD    

The congressional right-to-know law, the Lloyd LaFollette Act of 1912, made it illegal for 
employers to retaliate against federal employees who communicated acts of wrongdoing to 
members of Congress (but did not provide a legal remedy).8 The Civil Service Reform Act of 
1978 created the Office of Special Counsel to protect federal whistleblowers from reprisal and 
the Whistleblower Protection Act of 1989 strengthened various provisions of that act.  

Under the current system for most federal employees, the Special Counsel investigates 
complaints of whistleblower retaliation, and may report its findings and make 
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recommendations for action to the head of the agency involved. If the agency head rejects the 
recommendations, the Special Counsel can petition the Merit Systems Protection Board to 
order the agency to provide a remedy. If the employee is dissatisfied with the Board’s 
resolution, they can go to the U.S. Court of Appeals for the Federal Circuit (and only that 
court), but must give the Special Counsel 120 days to try to resolve the matter first.  

Congress exempted the FBI, CIA, and the National Security Agency from the whistleblower 
law. A separate system for FBI agents was established by the Department of Justice in 1999, 
but it affords less protection than the Whistleblower Protection Act. For example, under the 
rules of the system, FBI whistleblowers are protected only if they report misdeeds to a short 
list of FBI and Justice Department officials—not to Congress, in court, or to supervisors. FBI 
personnel also have no right to federal court review.  

Critics of the current law claim that the Court of Appeals, through a series of decisions over the 
years, has eviscerated any real ability of whistleblowers to find relief through the judicial 
system. For example, the Court has ruled that only the first person to challenge given 
misconduct can be considered a whistleblower. In Lachance v. White, the Court ruled that the 
threshold to earn protection—a “reasonable belief” of serious misconduct—can only be passed 
by first overcoming a presumption the government acts correctly, fairly, lawfully, and in good 
faith, by “irrefragable” or incontrovertible, “proof.” The Court also ordered there must be an 
inquiry into why the filer of the suit blew the whistle in the first place, in order to check 
whether the employee has another motive in bringing the case.9 Critics believe the collection of 
loopholes the Court has created has made it extremely difficult for whistleblowers to succeed in 
court. 

As a result, there have been efforts in Congress to strengthen the law in the past year or so. 
Neither have been signed; both deserve further consideration. 

In 2001, Senator Daniel K. Akaka (D-HI) introduced amendments to the current law that 
would have closed some of the judicially created loopholes.10 The bill (S. 995) expanded 
coverage to disclosures to coworkers, supervisors, or others in the chain of command in the 
course of doing their jobs. It also reinstated the original statutory threshold for protection, 
raised by the court in the Lachance case, to a reasonable belief of serious misconduct. The bill 
banned agencies from having any policy or forcing employees to sign an agreement that 
attempts to sidestep whistleblower protection laws. In addition, judicial appeals could be filed 
either in the Federal Circuit court or the circuit in which the employee resides. The bill 
provided judicial review of any final order or decision of the Merit Systems Protection Board 
with respect to cases involving disclosures about political activities. Senator Akaka is also 
including these provisions in an amendment to the bill to create the new Department of 
Homeland Security. 

The Paul Revere Freedom to Warn Act (HR 3806), introduced earlier this year by 
Representative Steven Israel (D- NY), would finally give whistleblowers who disclose 
information to Congress real legal remedies. The employee may bring a civil action (before a 
jury if requested) in U.S. District Court against the employer responsible for the violation. 

Just as with a disease, when it comes to government incompetence or misconduct, early 
detection is critical to the chances of a cure. It is unfortunately in the nature of bureaucracy, 
and in politics, to resist admitting mistakes, particularly in public. The instinct is to cover up, 
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circle the wagons, and try to slip by without any repercussion. This is what makes the role of 
the whistleblower so important. It is often only a regular employee who has the courage to 
speak up and say something wrong is happening that people need to know about.  

Such people need to be protected. The chances that someone will abuse such protection, 
disclose sensitive information, and cause serious damage are slight. The chances that someone 
unprotected from reprisals might fail to report abuse that compromises national security are 
much greater. Whistleblower protections are needed to support employees of the new 
Department of Homeland Security who have the courage to come forward—and hopefully, 
unlike the Coleen Rowley case, next time it will not be too late.  
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