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LEGAL NOTICE 

This document is intended to help with your configuration of the Data 
Connect service to work with your enterprise VPN.  No warranties express 
or implied are hereby created.  This document is not a part of your contract 
for Cingular Service.  All company, brand, and product names are referenced 

for identification purposes only and may be trademarks that are the sole 
property of their respective owners. 

 
Copyright © 2003 Cingular Wireless All rights reserved. 
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Overview  
 

A universal need for businesses with mobile workers is the requirement for fast, secure, 
wireless communications from laptops and PDA’s (Personal Digital Assistants).  This 
paper addresses the requirements for maximizing connectivity throughput between 
wireless devices and the corporate enterprise network. New Cellular network capabilities 
that have recently been made available (2.5G) and which continue to evolve (3G) 
provide increasingly effective connectivity to the enterprise for mobile users. This paper 
details the basics of the GSM / GPRS and EDGE networks and how data can be 
compressed and accelerated though these networks to realize effects such as faster 
page loads on wireless devices.  

 

Optimizing 
Throughput 

 

Using the latest technology, Data Connect optimizes data throughput by; 

(a) Compressing web and email content to reduce the amount of data that is 
transferred, 

(b) Caching recently used data so subsequent accesses can receive it more 
quickly, and 

(c) Optimizing the TCP transport protocol to behave more optimally over the 
wireless network link. 
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Figure 1 – Data Connect Overview 

Of course, throughput is not the only consideration in designing a Wireless Solution for 
an enterprise. Many enterprises put Security or even Cost as their primary concern 
before speed. The addition of security typically means that there will be overhead added 
to the data transmissions, translating into potentially greater cost to the user. Cingular 
recognizes this scenario. Data Connect has been developed to enable subscribers to 
regain speed that was previously thought to be lost. Cingular has solutions for VPN 
requirements that are discussed in this document. 

Enterprises are primarily focused upon finding wireless data solutions that 
maximize the transmission speeds while providing the most secure 

environment available at the lowest cost.  Cingular has created solutions that 
will directly address these Enterprise needs. 
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What is Data 
Connect? 

Data Connect is a wireless network service that enables email, Internet, and corporate 
Intranet access to a variety of supported Laptop and PDA devices. Once a device is 
enabled with Data Connect, the end user can access any Internet-based service.  An 
Enterprise back-office solution (data servers and applications) enabled with Internet 
access can be used by the Laptop or PDA user just as if they were directly wired to a 
secure LAN segment.   For the enterprise, Data Connect provides for the wireless 
extension of their corporate networks. 

 In-Network Data Compression / Acceleration: 
Cingular Wireless has added wireless data acceleration / compression servers to its core 
IP network to provide higher apparent throughput for its Data Connect subscribers.  
These servers compress and optimize Internet (HTTP) traffic and email (POP3 
and IMAP) traffic before sending it over the radio interface to the mobile users.  The 
standard applications present on the user's laptop or PDA then de-compress this data so 
it can be displayed normally to the user.  This network-based compression is provided by 
Cingular at no cost to the users.  In fact, it actually reduces the user's costs since they 
are billed for the smaller amount of compressed data that they transfer.   

Cingular provides Data Connect services using GSM / GPRS technology (also known as 
2.5G) and is working on Third Generation (3G) solutions (also known as EDGE). The 
migration to EDGE is driven by the desire for faster communications at lower costs.   
Both these evolutions rely on packetizing data for efficiency.  

A Few Words 
about Device 
Types 

The network performance experienced is dependent on the subscriber device 
capabilities and how they are used.   

• Class A Devices - simultaneous voice calls (via GSM) and data 
transmission (via GPRS) 

• Class B Devices - automatic switching between the GSM and GPRS mode 
(data transmissions are deferred during a voice call)  

• Class C Devices - only GPRS data transmission (no voice calls can be 
made) 

 
The three classes of devices listed above are all supported by Data Connect. The 
classes are listed because they are important to the process of identifying the correct 
and optimal devices the Enterprise end user are provisioned. Choosing the best class of 
device can have a positive impact on end user throughput in an Enterprise Data solution. 
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GPRS 
Advantages 

 

Needless to say, any evolution brings something new to the mix. GPRS has a number 
of capabilities applicable to the Wireless Data needs of the Enterprise 

• Data based billing: Enterprises pay for bytes sent or received. Costs are incurred 
only when there is data sent. The user is able to remain connected while 
reviewing any downloaded data – without being billed for the actual time 
connected. 

• Higher data transmission rate: GPRS raises the performance bar measurably 
over previous technologies. EDGE will realize as much as a 3X throughput 
advantage over GPRS in real-world conditions.  See Table 1 – Throughput 
Ranges for details..  

• Fast connections are made possible by having a persistent connection similar to 
that of a home DSL line. Without having to dial-up and establish connections, end 
users’ time is better spent actually working on the text or files being sent and 
received wirelessly. GPRS is based on IP and it provides simple connectivity 
setups from a mobile device to the Internet or Intranet. 

• Once the subscriber device has established a Packet Data Protocol (PDP) 
session, the ability to push data to the wireless devices is available. Vertical 
applications take advantage of pushing updates for a variety of solutions (i.e. 
Sales Force Automation (SFA), Customer Relations Management (CRM), 
Dispatching, and Fleet Management). 

• Fast and secure access to enterprise intranet and the internet: Third Party VPN 
options are available for establishing secure tunnels from wireless devices to 
enterprise data behind corporate firewalls. 

• The GPRS network option is more efficient than circuit-switched service because 
it operates only when transmitting data. This is economical because it reduces 
mobile data transmission costs.  

• GPRS is also packet based and more efficient because it doesn’t consume a 
channel. GPRS allows multiple users to share a channel. The Enterprise does not 
get billed for time on the network; they only get billed for data transferred. 

• Figure 2 is representative of highly redundant carrier class GPRS network 
topology. Note that Cingular has products and services that allow for enterprise 
host connections directly to the GPRS network (i.e. Data Connect, XpressMail, 
and Wireless Enterprise Services to name a few). 
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 Figure 2 – 2X Effective Speed-up with Cingular Acceleration and Compression 
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Dependencies Of course all the “typical” speeds depend on a couple of things… 

• The number of data channels supported by a particular phone (at most, 8 channels 
providing data transmission. Devices marketed today typically support at most 4 
simultaneous data channels.  

• The number of free channels available at the cellular site at the time of 
transmission.  

• General quality of the coverage – as measured by distance to the cell site and 
obstructions. 

Terminology 
Check 

 

Data: Wireless use outside of typical voice applications.  Includes email, Internet and 
intranet usage. Data is moved in separate, small blocks, called packets, based on the 
destination address of each packet. 
MB: Megabyte - quantity - used to determine how much data is transmitted. 1 MB = 1024 
kilobytes.  
Kbps: Kilobytes per second - unit of speed - used to determine connection speed. 

Bit – 1/8 of a character; there are 8 bits in a byte 
Byte – a character (letter, number, space) 
Kb – kilobit (1,000 bits)  
KB – Kilobyte (1,024 bytes)  
Mb – megabit (1,000 Kb) 
MB – megabyte (1,024 KB) (1,048,576 bytes)  
Kbps – Kilobits per second 

 

Expected 
Speeds 

Data Connect improves the effective throughput of your wireless network traffic in 
several ways: 

(a) Compression – Data Connect compresses web and email traffic before 
sending it over the wireless network to the mobile user, thus reducing the 
amount of data that must be sent and decreasing the time required to send it.  
Graphical images are further reduced in size by slightly reducing the quality of 
the images. 

(b) Caching - Data Connect stores a copy of recently compressed content from 
all users of this server, so that subsequent requests for the same content by 
another user can be returned immediately without needing to fetch it again from 
the Internet / Intranet and compress it again.  This shortens the delay for other 
users who request this information. 

(c) Transport Optimization - The TCP protocol exchanges are optimized 
between Data Connect and the mobile user to make them better optimized for 
the wireless transmission environment. 

Technology Typical Speed 2X Speed with Cingular Acceleration 
and Compression 

EDGE 75 -135 Kbps 150 - 270 Kbps 
GPRS 20 - 40 Kbps 40 – 80  Kbps 
CSD  9.6 - 14.4 Kbps 20 -30 Kbps 
WiFi 11 Mbps N/A 

Table 1 – Throughput Range 
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VPN Evolution:  

 
 

Enterprise 
Security and 
Speed 

 
 

Security adds overhead and causes pages to be perceived as loading slower on the end 
user device. Security scenarios employing VPN solutions have been tested by Cingular 
in combination with Data Connect and have realized throughputs that more than make 
up for the overhead introduced by the VPN tunnel. The following describes Cingular’s 
Solutions: 

Enterprises have become more global, with workforces that are both mobile and 
geographically dispersed.  Many such enterprises have facilities across the United States 
and around the world.  In this environment of continual evolution, enterprises share a 
common requirement: define and implement an effective method for maintaining fast, 
secure, reliable, and effective communications between the enterprise and virtually any 
user location. 

As the popularity of the Internet continues to grow, businesses increasingly turn to it as a 
means of extending their own private networks.  Intranets - which largely comprise the 
private enterprise connectivity infrastructure and which require secure password 
protected access - are typically deployed for exclusive use by a company’s employees or 
other similar closed user groups.  Many enterprises are deploying VPNs, or Virtual 
Private Networks, to accommodate the secure connectivity requirements of mobile 
employees and distant offices.  VPNs provide valuable benefits to the enterprise, 
including the following: 

• Security - The highest level of security using advanced encryption and 
authentication protocols that protect data from unauthorized access.  

• Savings - Organizations utilize cost-effective third- party Internet transport to 
connect remote offices and users to the main corporate site, eliminating 
expensive, dedicated WAN links and modem banks.   

• Scalability - Corporations utilize easy-to-provision and scale Internet ISP 
infrastructure and devices.  Thus, increasing their capacity without adding 
significant infrastructure investment.   

Numerous third party solutions (e.g. Checkpoint, Cisco, Nortel) are now available to 
provide secure VPN connectivity for remote workers and branch offices using standard 
IP Security (IPsec) technology.   

Increasing the 
ROI of Existing 
VPN Investment 

 

Cingular understands the enterprise need to effectively support remote workers with 
secure corporate network connectivity.   By wirelessly extending the corporate Intranet, 
the enterprise can provide VPN benefits to include: 

 
• Mobility - A company can provide secure Intranet access to remote and mobile 

workers.  This secure connectivity can offer greater employee uptime, 
productivity enhancements, reduced need for multiple information input, better 
support of remote/telecommuter workers, and reduced transit time and costs for 
remote workers. 

 
• Increased ROI - Increase the ROI of existing VPN investments by extending the 

corporate network into the wireless environment, helping companies increase 
productivity, effectiveness, and support of remote and mobile workers. 
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VPN Overview In providing a wireless VPN solution, it is important to recognize that the VPN standards 
were originally developed and optimized for providing the high level of security and 
privacy demanded by global enterprises on landline based networks. VPNs were not 
necessarily optimized for efficient operation over wide area wireless data networks such 
as those currently available from wireless carriers including Cingular Wireless.  
Consideration of the basic elements of the wireless VPN will help clarify.  Figure 1 below 
shows the elements of the Wireless VPN. 
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Figure 3 – VPN Overview 

This example illustrates a “user -initiated” VPN where the secure tunnel spans the entire 
distance between the mobile device and the enterprise Intranet.  At the highest level, the 
typical VPN solution consists of a remote user with a laptop or PDA computing device, 
with a VPN client; an enterprise network (Intranet) protected from the public Internet by a 
VPN firewall; and a public wireless data network that can provide connectivity between 
the remote user and the public Internet.  

While working together, all of these elements provide secure communications across the 
public wireless data network and the public Internet.  The remote computer employs a 
software product called a VPN Client.  This software encrypts the network traffic before it 
leaves the computer, and forwards all of this traffic to a single IP address of the VPN 
server, which is located inside the secure enterprise network.  The VPN server performs 
the reverse function of the VPN Client, de-encrypting the traffic and routing the original IP 
packet to its final destinations inside the enterprise.   The VPN server authenticates the 
VPN Client before allowing this connection, verifying the identity of the remote user via a 
password, secure token or public certificate. 
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Wireless VPN 
Challenges 

Smaller is faster and cheaper… but it still has to be secure… 

The issue of bandwidth overhead caused by VPN client solutions arises primarily from 
the additional headers added to every packet by the VPN software.  The figure below 
shows that the most common IPsec configuration used by VPN clients will add 62 bytes 
to every packet sent or received by a VPN user.  Figure 2 below shows IPsec Tunnel 
Mode with UDP Encapsulation, and indicative of 30% or more overhead caused by IPsec 
encryption. 

Figure 3 illustrates the path by which 30% of the overhead induced by IPsec transits the 
network as encrypted data and is therefore not visible to any in-network acceleration 
servers. Since data is basically protected by an end to end pipe it can not be accelerated 
while in the network. In the next section Virtual Private Networks and Data Connect 
Acceleration the loss of effective bandwidth is dealt with using an Acceleration solution 
that accommodates VPN’s. 
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Figure 4 - IPSec Encapsulation 

IPsec IPsec encryption equates to an approximate 30% reduction in the bandwidth available to 
the user over a network already challenged for bandwidth with respect to a non-wireless 
network such as DSL. Figure 4 below also shows 30% of overhead caused by IPsec 
encryption. 

Connection 
Type Typical Speed Overhead 

 
Net VPN Bandwidth 
(30% Overhead  
Subtracted) 

Circuit Switched 9.6  - 14.4 Kbps 30% or more 6.7 – 10.1 Kbps 
GPRS 20 - 40 Kbps 30% or more 21 - 28 Kbps 

EDGE 75 - 135 Kbps 30% or more 42 - 63Kbs 

Table 2 – Encryption Overhead 
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Virtual Private 
Networks and 
Data Connect 
Acceleration 

Because there is a solid pipe between the enterprise and the mobile device, acceleration 
should to be implemented behind the enterprise firewall in order to make up for IPSec 
overhead related bandwidth loss. The following describes the Data Connect Acceletator 
option for VPN solutions. 

To detail the flow of requests and data where the optimum data transmit speeds are 
required, the following illustration shows the addition of a Data Connect Accelerator 
(DCA) to a customer’s Enterprise. 
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Figure 5. – Data Connect VPN Accelerator Solution 
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Data Connect 
Acceleration Flow 

 

The desired state is where a Data Connect Accelerator (DCA) is deployed such that data 
content is loaded as fast as possible on a client device. To enhance that capability in a 
solution including a VPN connection, a Data Accelerator is employed within the 
Enterprise Firewall.  Data requested by an “entitled” client is compacted and transmitted 
to the client in the fastest possible format from within the Enterprise firewall and then 
transmitted out via the VPN connection. 

The acceleration will actually make up for bandwidth overhead lost to security and then 
some. The Data Connect Accelerated session can exceed speeds reached on Non-VPN 
equipped connections. 

Benefits of the Cingular Wireless VPN Acceleration Solution: 

1. Data Connect Acceleration provides a factor of 3x or better (best case estimates are 
up to 5x) increase in apparent bandwidth, which makes it equivalent to the accelerated 
speeds of non-VPN traffic on the data Connect network today. This provides GPRS 
speeds of 60-85Kbps that account for VPN Overhead. GPRS still yields rates better than 
the fastest dialup modems today. 

2. When used in conjunction with an Enterprise VPN, Data Connect Acceleration is a 
totally secure solution, which still allows enterprise traffic to be encrypted end-to-end 
between the mobile and the enterprise firewall, and allows the enterprise to control their 
own compression / acceleration server (dedicated to an enterprise and not shared with 
any other enterprises). 

3. Data Connect Acceleration saves the enterprise cost incurred on wireless network 
usage charges by reducing the amount of data transferred. 

4. Data Connect Acceleration is a solution tuned to optimize behavior over a wireless 
environment, as opposed to other generic approaches that still don't address wireless 
specific challenges like long and variable latency, higher packet loss rate, etc. 

5. The Data Connect Acceleration solution will provide a common acceleration client that 
in future will be able to work with the Enterprise's acceleration server as well as 
Cingular's in-network acceleration servers to provide the best performance regardless of 
what environment the mobile user is in. 
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Page 12 

 

Summary 
Enterprise process requirements that include retrieval of data residing on systems behind 
a Corporate firewall will find that the Data Connect solution employing VPN and Data 
Acceleration  yields Fast, Secure, Reliable and Accurate service to and from enabled 
laptop and handheld devices.  

Technical Overviews like this one tend to deliver knowledge at a high level and typically 
generate detailed questions specific to particular enterprise hardware, network, and 
software configurations. Cingular Wireless Technical Experts can be reached by calling 
1-866-CINGULAR or by visiting the web site at: 
http://www.cingular.com/business/contact_us 

Reference 
Material 

An on-line reference library is available on the Data Connect Product at: 

http://www.cingular.com/business/data_connect 

 

Cingular 
Continues to 
Develop Better 
Solutions 

Cingular is dedicated to effectively addressing the needs of the enterprise customer.  As 
part of that effort, Cingular is developing solutions that will offer and/or support an 
Enterprise Data Acceleration product which will counteract all of the VPN overhead, and 
provide additional acceleration above and beyond to make the wireless VPN session 
perform better than a normal non-accelerated session without a VPN.  

 

 

Cingular’s Data Connect features a Client / Server based solution 
that increases connectivity speeds by up-to a factor of five (5). 
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Appendix A - Definitions 
 

Term Definition 

2.5G Two and a half Generation wireless network. 

3G Third Generation wireless network. 

APN Access Point Name.  The service description and routing for GPRS data for application use.   

CD Compact Disc – also called CDROM – Compact Disk Read-Only Memory. 

CES Contivity Extranet Switch – Nortel’s name for the VPN gateway. 

CSD Circuit Switched Data.  Cingular operates at 9.6kb on both TDMA and GSM networks.  Cingular’s product name 
for CSD is Wireless Internet. 

Data 
Connect 

Data Connect is Cingular’s service that provides CSD and GPRS network access via Laptop or PDAs to Direct 
IP via Cingular or to an ISP of the user’s choice via PSTN dial-up Data Connect is not a separate offering and is 
a service included in the Wireless Internet or Wireless Internet Express, and Wireless Internet Express – Pay Per 
Use offerings. 

DSL Digital Subscriber Line - high speed Internet access technology using standard copper phone wires into a 
home or business. 

EDGE Enhanced Data for GSM Evolution - new higher speed evolution of GPRS / GSM data. 

ESP Encapsulating Security Protocol – a protocol used by IPsec for secure communications. 

GPRS General Packet Radio Service. General Packet Radio Service is the packet data transmission or bearer service 
for GSM networks. GPRS is provisioned via specific APN profiles.   

Cingular runs its GPRS in parallel with its existing GSM networks. It uses the same basic radio station 
infrastructure as the GSM network and compliments, not replaces, existing WAP, SMS, and CSD technologies. 

Benefits of GPRS include the following: 
• An “Always Registered” platform is provided for a large range of new applications. 
• Potential access speeds can provide up to 10 times faster connections than the current CSD methods 
• A subscriber can connect to the network in roughly half the time compared to CSD modem connect time. 
• GPRS speeds generally vary between 10 and 40 kilobits per second, depending upon network conditions. 
• Subscribers can seamlessly toggle between voice and data without losing their data connections. 
Cingular’s product name for GPRS is Wireless Internet Express or Wireless Internet Express – Pay Per Use. 

GSM Global System for Mobile (Communications) – a digital wireless network technology. 

GUI Graphical User Interface 

HTTP HyperText Transfer Protocol 

IP Internet Protocol 

IPsec Internet Protocol Security 

ISP Internet Service Provider 

Kbps Kilobits per second – 1000 bits per second. 

LAN Local Area Network 

Mbps Megabits per second – 1000 Kilobits per second. 

MTU Maximum Transmission Unit – the maximum size of a packet that will be sent over a network link. 
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Term Definition 

NAT Network Address Translation is the translation of an Internet Protocol address used within one network to a 
different IP address known within another network. One network is designated the inside network and the other is 
the outside. Typically, a company maps its local inside network addresses to one or more global outside IP 
addresses and un-maps the global IP addresses on incoming packets back into local IP addresses. This helps 
ensure security since each outgoing or incoming request must go through a translation process that also offers 
the opportunity to qualify or authenticate the request or match it to a previous request. NAT also conserves on 
the number of global IP addresses that a company needs and it lets the company use a single IP address in its 
communication with the world.  

PAT Port Address Translation - a function provided by some routers which allows hosts on a LAN to communicate 
with the rest of a network (such as the Internet) without revealing their own private IP address. All outbound 
packets have their IP address translated to the routers external IP address. Replies come back to the router 
which then translates them back into the private IP address of the original host for final delivery. 

PDA Personal Digital Assistant – a handheld computing device. 

PSTN Public Switched Telephone Network. 

QLM QuickLink Mobile – the Cingular network dialer client which is installed on the mobile laptop or PDA, used for 
Data Connect. 

RADIUS Remote Dial-In User Service – server that performs authentication, authorization, and accounting for remote 
users. 

ROI Return on Investment 

SIM Subscriber Identity Module – used in GSM and GPRS mobile devices. 

SMS Short Message Service 

SNMP Simple Network Management Protocol 

TCP Transport Control Protocol 

TDMA Time Division Multiple Access – a digital wireless network technology. 

UDP User Datagram Protocol 

URL Uniform Resource Locator – a world wide web address. 

VPN Virtual Private Network - A Virtual Private Network (VPN) is an extension of an enterprise’s private intranet 
across the Internet or other public network. It creates a secure private “tunnel” through the Internet to the other 
partner.  

VPN Client  VPN software product which runs on the end user’s PC or PDA. 

WAN Wide Area Network – a network which spans a wide geographical area. 

WAP Wireless Application Protocol 

WI Wireless Internet - Cingular’s offering name for TDMA and GSM CSD networks to use WAP and Data Connect 
services.   This service includes SMS capabilities. 

WIX Wireless Internet Express - Cingular’s offering name for GPRS networks to use WAP and Data Connect 
services.  This offering includes the CSD and SMS capabilities. 
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