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BD-ROM has three key CPS components to protect HD movie content on BD-ROM disc.
AACS: Conventional cipher based content protection system

BD-ROM mark: Special invisible data on Physical BD-ROM disc

BD+: Security Virtual Machine based Renewability system

BD-ROM Content Protection Technologies
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BD-ROM Content Protection Technologies
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The combination of the following three Content Protection technologies protect
AV contents on BD-ROM Discs in secure
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Overview of AACS 
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Interim vs. Final License Features

Interim License

Available 17 Feb. 2006

Short term

Forward-compatible w/ 
Final License

Enables development of 
next-generation optical 
disc players for basic 
playback of pre-
recorded media/content

Final License

Expected availability in 
Q2 2006

Long term

Builds on foundation of 
Interim License

Adds functionality
Managed Copy

Digital Only Token

Audio Watermark
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AACS Features – Managed Copy

Enables authorized movement of content onto home 
network and portable devices

Specifications allow first generation AACS-protected discs 
to be Managed Copy-ready

Devices manufactured under Interim License will have 
access to entire library of content (i.e., discs produced 
under current and future AACS specifications)

Managed Copy to be permitted under Final License
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AACS Features – Image Constraint Token

Applicable to Analog outputs

Provides better than current Standard Definition DVD 
experience for legacy Analog devices

960x540 – superior to current DVDs, twice the resolution of 
standard definition

Encourages industry adoption of protected digital 
interconnections

Provides flexible business options for Content Providers

Obligation to notify consumer when ICT used on disc

Employed at the option of the content owner
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AACS Features – Digital Only Token

Digital Only Token will be utilized to enable new business 
models that are materially different from traditional video 
sell-through

e.g., “Day and date” release of disc and theatrical versions
e.g., HD preview of content before generally available

Restricts content from flowing out of analog outputs, 
further protecting content from piracy
If employed, disc required to be clearly labeled to avoid 
consumer confusion
Encourages industry use of protected digital 
interconnections and enhanced security
Digital Only Token to be permitted under terms of Final 
Agreement
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AACS Features – Audio Watermark

Used at the discretion of content providers to combat 
piracy

Inaudible signal that a content provider may choose to 
insert into the audio track of their content 

Invisible to authorized users

Interim devices will not detect watermark

Final devices will detect and respond to WM in pirated 
content

Audio Watermark detection addressed in Final License
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AACS Features – Analog Sunset

Addressed as “Note to Adopter” in Compliance Rules under 
Interim License, since obviously not applicable until Final 
License

Addresses balance between content protection needs & 
realistic timeframe for digital output adoption

Complements existing timeframes for phase-out of analog 
broadcasting in US and Japan

2010 – analog output limited to SD Interlace Modes only (i.e., 
Composite, S-Video, 480i component)

2013 – sunset for all analog output
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Overview of ROM mark 
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BD-ROM mark – BD only features

BD-ROM Mark (Special invisible data on Physical BD-ROM disc) can prevent 
these hacked scenarios

1. Casual copy from BD-ROM to recordable media
Analog level mechanism of bit-by-bit copy protection

2. Piracy/Malicious Replicator
Special machinery to insert this invisible signal on disc in mastering 
process

BD-ROM BD-RE/R

Content can be copied

BD-ROM Mark
BD-ROM Mark 
cannot be copied BD-ROM Mark

Cannot 
play backCan play back

AV stream AV stream



March 29, 2006 BD Japan seminar 14

Overview of BD+ 



March 29, 2006 BD Japan seminar 15

BD+ basic

Small Virtual machine (BD+ Content Code 
interpreter) introduced to BD-ROM Player

to provide a basic processing environment for BD+ 
Content Code.

to make available for Studios to optionally include 
Title-specific BD+ Content Code on the Disc
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BD+ Virtual Machine

Simple Virtual Machine 
Small Interpreter

100 lines of code
60 Instructions
Minimal Impact on Player System Resource

API’s for player environment
Investigation of environment
Execution of Native Code

Media Transform Function 
Real Time Replacement of a part of AV stream
also use-able for Forensic Mark
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BD+ Architecture

BD-ROM Player

AV Stream

Security VM

Real time 
overwrite function

Navigation Data
Navigation Engine

Real time
Process

AACS MKB 
& Key elements AACS Engine Presentation Engine

BD+ (Security VM)
Content code
(Title Specific)

BD-ROM Mark

BD-ROM

Content Code on the BD-ROM Disc provides Title-Specific Content Protection

Simple Security VM will run the Content Code to apply the Security Check and  enable 
content playback when the player is legitimate

Media Transform is processed in real time block by using the output from Security VM 
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Keys

Demux

BD+ VM
continuously 

running

AACS 
decrypt Corrections from 

security code
AACS

Protected 
content

Corrected dataDecrypted data

(not viewable) (viewable)

When Transform Code is applied to swap a part of AV data, which is corrupted,
with correct one (available in FUT in the illustration below), 

Security code runs continuously during playback in order to correct the 
corrupted stream and produce viewable content

To successfully attack this new system, pirates must both:
Overcome the AV content security system (e.g. extract AACS keys) and
Overcome title-specific security code (e.g. reverse engineer security code)

BD+ Keys
Load Content 

Code

Example: Use of Transform Code

Crypto function

Initial Security 
CheckMedia Transform

FUT
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Three Phases of BD+ Deployment

Transform code (can be included on any title)
Swap a part of AV data with separately prepared AV data 
eg Such a part of AV data on the disc may be corrupted and will not 

be useful without corrections with BD+ content code running in 
the BD+ security VM
This same process can be used for forensic marking purpose, 
which may be used to identify the source of content that has 
been illegally distributed

Basic Countermeasure (when a hack has been confirmed)
When a hack is suspected, content provider can enter into a hack study
Once a hack is confirmed by the manufacturer of suspected Player, then 
Content Provider can have developed and release BD+ Content Protection 
code that detects and responds to the hack

Advanced Countermeasure (when basic countermeasure code does not work )
BD+ includes the ability to load native code (code that runs directly on the 
player’s host process). It is allowed to deploy it only after it is proven that 
basic countermeasure code cannot address the hack
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NEW
SERVICES

Authoring process with BD+

Content Protection code services are easily integrated 
into traditional authoring processes

Video & 
Interactive 

Content
Testing Replication

Security 
Authoring 

Tools

Piracy Tracking 
& Analysis

Countermeasure 
Development
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No Persistency
BD+ Content Code works only while Disc with the code is 
loaded.
After its ejection, Player to return to its state before the code is 
loaded.

No False Positive with BD+ Key identification
BD+ Key is available to cryptographically differentiate the 
target, hacked player from non-hacked, legitimate players so 
that BD+ Content Code can work on such hacked player 
identified with BD+ Key.

Protected Consumer Privacy

No information about legitimate users is reported

BD+, consideration for Users 
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Summary of BD+

BD+ provides a chance to develop BD+ Content Code to 
manage Hack in Market Field

Studios can invest in BD+ Content Code on a title-by-title 
basis 

Release window of secure Blu-ray content can be regarded 
extended
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