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Abstract

The problemof secureleaderelectionin wirelessad hoc networks is consideredandtwo cheat-proofelec-
tion algorithmsareproposed:Secure ExtremaFinding Algorithm (SEFA) andSecure Preference-basedLeader
ElectionAlgorithm(SPLEA). SEFA assumesthatall elector-nodesshareasinglecommonevaluationfunctionthat
returnsthe samevalueat any elector-nodewhenappliedto a given candidate-node.When elector-nodescan
havedifferentpreferencesfor acandidate-node,thescenariobecomesmorecomplicated.OurSecurePreference-
basedLeaderElectionAlgorithm(SPLEA)dealswith this case.Here,individualutility functionsat eachelector-
nodedetermineanelector-node’spreferencefor a givencandidate-node.We formally specifyandprovecorrect-
nessandsecuritypropertiesof SEFA andSPLEA usingtemporallogic. Their messagecomplexity andsigna-
ture/verificationcostsareevaluated.

Keywords : wirelessad hoc networks, secureleaderelection,network protocols,formal specificationand
verification.

1 Intr oduction

Leaderelectionalgorithmsfind many applicationsin both wired andwirelessdistributedsystems.In groupcom-

municationprotocols,for example,a new coordinatormustbeelectedwhena groupcoordinatorcrashesor departs

thesystem.The problemof leaderelectionin distributedsystemshasbeenwell-studiedandthereis a large body

of literaturefor this problem;a goodsurvey canbe found in [1]. Most of theseworks describeextremafinding

algorithmsthatelectanodewith themaximumidentifierfrom amongasetof candidate-nodes.

Recently, therehasbeenconsiderableinterestin usingleader-electionalgorithmsin wirelessenvironmentsfor key

distribution [3], routingcoordination[8], sensorcoordination[13], andgeneralcontrol [6, 5]. Here,usermobility

mayresultin frequentleaderelection,makingtheprocessacritical componentof systemoperation.Securityis also

of particularconcernin any wirelessenvironment.Existing leader-electionalgorithmsimplicitly assumecomplete

trust amongthenodesparticipatingin the leaderelectionprocess,andconsequentlyarevulnerableto a variety of

attacks.

In this paper, we thusconsidertheproblemof secureleaderelectionin adhocnetworks. We presenttwo algo-

rithmsthatusea round-basedhierarchy-building approachtowardsleaderelection:
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� Our Secure Extrema Finding Algorithm (SEFA) belongsto the category of extremafinding algorithms.
SEFA assumesthatall elector-nodesshareasingle,commonevaluationfunctionthatreturnsthesame“value”
atany elector-nodewhenappliedto agivencandidate-node.A candidate-node’s identifier(name),batterylife,
or certifiedlevel-of-trustwithin thesystemareexamplesof valuesfor whichall nodesmightwell hold sucha
commonview of acandidatenode.� Theleader-electionproblemis morecomplicatedwhennodescanhave differentpreferencesfor a leader. For
example,if topologicaldistanceis taken asa metric for determininga node’s preferenceamongcandidate-
nodes,eachelector-nodemight well have a different view of the “value” of eachcandidate. Our Secure
Preference-basedLeader Election Algorithm (SPLEA) dealswith this case.Here,individual utility func-
tions at eachelector-nodedeterminethe elector-node’s preferencefor a given candidate-node,and(loosely
speaking)SPLEAservesto aggregateindividual elector-nodepreferencesinto a single,system-widechoice
of a leader.

We formally specifythesetwo algorithmsandprove their correctnessandsecurityproperties,usinglinear time

temporallogic asthe formal tool for this purpose.We alsoanalyzetheir messagecomplexity andthe numberof

digital signatureandverificationoperationsrequired.

Theremainderof thepaperis organizedasfollows. In Section2 wediscussrelatedwork. Section3 describesour

assumptionsandalgorithmsandmessagingin detail. Section4 formally describesthevariouspropertieswe prove.

In Section5 we presentan analysisof our algorithms. Section6 discussesour conclusionsandagendafor future

work. Finally the appendixincludespseudo-codefor SPLEA anddetailedproofsof its correctnessandsecurity

properties.

2 Related Work

Many algorithmsfor leaderelection,clustering,andhierarchyconstructionhave beenproposed.Leaderelection

algorithmsfor mobile ad hoc networks have beenproposedin [5, 6]. In [5], an algorithmis proposedto electa

leaderfor eachconnectedcomponentof an ad hoc network. This algorithmis basedon TORA [14] (Temporally

OrderedRoutingAlgorithm),whichin turnis basedontheGafni-Bertsekasalgorithmfor constructingadestination-

orienteddirectedacyclic graph[15]. Thealgorithmusesthemechanismin TORA to detectpartitions,with thenode

detectinga partition beingelectedasa leader. The leaderelectionalgorithmsproposedin [6] areclassifiedinto

two categories,Non-Compulsoryprotocols(which do not affect the motion of nodes)andCompulsoryprotocols

(which determinethemotionof someor all of thenodes).TheNon-Compulsoryprotocolsrequiremobilenodesto

move in orderto meetandexchangeinformation.If nodesdo not meet, theprotocolmaynotelecta uniqueleader.

Themobilenodesareassumedto move in sucha way that thenumberof elector-nodesthatparticipatein protocol

executiondecreaseswith time. When thereis only oneparticipantleft, that nodebecomesthe leader. In order

to electa uniqueleader(with a high probabilityof success),theCompulsoryprotocolsrequirenodesto performa

randomwalk on thegraph.

The multicastoperationof the Ad Hoc On-DemandDistanceVectorRoutingAlgorithm [8] electsa leaderfor

its multicastgroup. Here, the first memberto join the groupbecomesthe leader. When the grouppartitions,a

leaderis electedfor eachgroup;whenpartitionsmerge,theprotocolensuresthatonly oneof thegroupleaderstakes

leadershipof thereconnectedpartitions.

2



Thetop-down hierarchyconstructionschemein [10] electsaleaderby asimplebully algorithm,whereeachmem-

berbroadcastsadvertisementsto all othermembers.TheMulticastArchie Server Hierarchy(MASH) [9] organizes

nodesinto a two-level hierarchyof parentsandchildren. Certainnodeschooseto becomeparentsandinvite other

nodesto becometheir children.A nodechoosesthenearestparentthatis willing to acceptit asachild.

Theclustering/hierarchyconstructionproposalsin [7, 11, 12, 13] useabottom-upapproachthatwehaveadapted

for SEFA andSPLEA. The algorithmin [7] constructsa hierarchyin a sensornetwork of low power devicesby

promotingnodeswith higherenergy up thehierarchy. A Landmarkhierarchyis constructedin a bottom-upfashion

in [11] for routing purposes.In [12], a structurecalledan AC Hierarchy is constructedthat logically organizes

processorsinto variouslevels. In [13], sensorsorganizethemselvesinto clustersandclusterheadsareelectedbased

on localizedcoordinationandcontrol. In addition,clusterheadsarerandomlyrotated,with eachnodeservingasa

headonly for a fixedduration. In orderto minimizeenergy spentin communicatingwith the remotebasestation,

clustermemberscommunicateto thebasestationthroughtheir clusterheads.

As we will see,our leaderelectionalgorithmsusethe ideaof bottom-uphierarchyconstruction,andaresimilar

to theclusteringproposalsin thatrespect.However, noneof thealgorithmsdescribedabove considerthethenotion

of secure leaderelection. Indeed,it is not clearwhethersecuritycaneasilybebuilt into their protocols.Themain

contribution of our work is thedevelopmentof secureleader-electionalgorithms,theproof of their correctnessand

securityproperties,andtheanalysisof their overheads.

3 Secure Distrib uted Leader Election Algorithms

In this section,we describetwo algorithms,SEFA andSPLEA,for secureleaderelection.Eachof thesealgorithms

adoptsa hierarchicalround-basedapproachin which a leaderis electedin a bottom-upfashion.During roundone,

candidate-nodescompetewith their one-hopneighbors.During thesecondround,thewinnersfrom thefirst round

competewith theotherround-onewinnersthat aretwo-hopsaway. Theseroundscontinueuntil a singleleaderis

elected.

Thefundamentaldifferencebetweenourtwo algorithmsis thatSEFA assumesthatall elector-nodesshareasingle,

commonevaluationfunction that returnsthesame“value” at any elector-nodewhenappliedto a given candidate-

node. SEFA alsorequiresthat the parametersusedto selectthe leaderin eachroundremainconstant.Thus,the

“goodness”of a nodeis independentof time. SPLEAsupportsa heterogeneousdecisionmodelin which different

elector-nodesmayhave differentpreferencesfor a leader. For example,if topologicaldistanceis takenasa metric

for determininga node’s preferenceamongcandidate-nodes,eachelector-nodemight well have a different view

of the “value” of eachcandidate-node.In SPLEA, individual utility functionsat eachelector-nodedeterminethe

elector-node’s preferencefor a givencandidate-node,and(looselyspeaking)SPLEAservesto aggregateindividual

elector-nodepreferencesinto asingle,system-widechoiceof a leader.

3.1 Objectives, Constraints, and Assumptions

In developingour secureelectionalgorithmsfor wirelessnetworks,we mustfirst definethesecurityobjectivesand

relatedassumptions.Foremost,we assumethat maliciousnodeshave the capacityto “snoop” on a conversation
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andpotentiallycorruptmessages.However, they cannotdeletemessagesfrom thenetwork. That is, messageloss

canbe detected.The goal of the proposedalgorithmsis to efficiently electa leaderwithout enablinga malicious

nodeto changeor disrupttheelectionprocess.Wemake thefollowing assumptionsaboutthenodesandthesystem

architecture:

1. Unique and Ordered Node IDs: All nodeshave uniqueidentifiers. Theseareusedto constructcertificates
andestablishsecurecommunications.They arealsousedto identify participantsduringtheelectionprocess.
Also, nodeIDs areorderedandthereforeusefulin breakingtiesduringelection.

2. Clock Synchronization: The clocksof all nodesin the network aresynchronized.This is usedto prevent
replayattacks.

3. Secure Node-to-NodeCommunications: Eachnodei hasa (public-key,private-key) pair ( ��� , �	� ) thatcanbe
usedto securelyestablishacommunicationlink betweenany two nodes.Thepublic key is consideredshared
informationandis availableto all membersof thedomain.

4. Reliable Node-to-NodeCommunications: Theadhocnetwork is modeledasa discretetime systemwhere
anodetakesonetime unit to deliver apacket reliably to its immediateneighbor.

5. NodeCertificates: Eachnodehastwo certificates.Thefirst certificateis a one-timecertificatethatbindsthe
node’s identity with its public key andstaticcharacteristicssuchasits trust-level,processingcapabilitiesetc.
Thiscertificateis availablefrom aTrustAuthority (TA) thatis well known to all nodes.Thesecondcertificate
is shorter-term, andbindsdynamiccharacteristicsof a node(e.g., the densityof nodesin its region) to the
node’s identity. This certificateis obtainedfrom a trustedGroup Authority (GA), asdescribedlater. These
latter certificatesmay changefrom oneelectionto the next, but remainconstant(andvalid) during a given
election.

6. Reliability and Survivability : Participatingnodesarereliableanddo not fail during the electionprocess.
Furthermore,no messagesarelostor delayeddueto buffering or otherperformanceproblemsat thereceiver.

7. Asymmetric links: Thecommunicationlinks in theadhocnetwork mayor maynotbebi-directional.

8. Network Topology: Although, nodescan be mobile beforeand after the election, it is assumedthat the
network topologyremainsstaticfor thedurationof election.

3.2 Secure Extrema Finding Algorithm(SEF A)

SEFA is an extrema-findingalgorithmin which all nodesusea CommonElectionAlgorithm (CEA) to determine

their respective votes.Specifically, wedefinetheCEA asamappingfrom 
 decisionfactors,X � , thatareassociated

with node � into the real numbers(f(X � ), f : ���� � ) suchthat the larger the CEA value,the more“desirable”

thenodeis asa leader. Decisionfactorsmight includenodeidentity, batterylife, or level-of-trust. It is importantto

notethatsinceall elector-nodesusethesameCEA, all elector-nodeswill computethesameCEA valuefor a given

candidatenode. As we will see,SEFA securelyelectsthe nodewith the maximumCEA valueasthe leader. We

emphasisethat the list of decisionfactorsis definedbasedon theselectedalgorithm(or classof algorithmsin the

caseof SPLEA)andthenumber/formatof decisionfactorsis chosenaccordinglyandagreeduponby all nodesprior

to thestartof election.
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Thevariousactionsandstatestakenby anelectornodeareshown in thefinite statemachinein Figure1. Eachof

thestatesis describedbelow:

� Initialization State: At thestartof theelectionprocess,nodei initializesWinner, a booleanvariable,to true.

Thisvariablereflectsi’scandidacy statusandis trueaslongasi is still acandidateduringalgorithmexecution.

� Election State: TheElectionstatecorrespondsto thebeginningof anelection.During round � , whenin the

ElectionState, eachnodebroadcastsan ELECTIONmessageto all nodesthat are � -hopsor lessfrom node� andstartsa timer ��� that is proportionalto � . This timer interval ensuresthatnodei collectsELECTION

messagesfrom all othercandidateswhosedistanceto i is k or less.Node � ’sELECTIONmessagecontainsthe

valuesof thedecisionfactorsthatareneededby theCEA to calculatenode� ’sCEA value.Notethatthevalues

for all decisionfactorsusedin CEA mustbeprovided by thenodein its ELECTIONmessage.If a decision

factoris notavailable,its valueis takento be0. BeforesendinganELECTIONmessage,theentiremessageis

hashedandthehashis signedusing � ’s privatekey to protectmessageintegrity. On expirationof � � , i enters

statetheParentNominationstate.

� Parent Nomination State: On receiving advertisementsfrom othercandidatenodes,a nodemustdetermine

thenodethat it prefersfrom amongthosefrom whomit hasreceived an ELECTIONmessage.This is done

via theTOP functionin Figure1. This functioncomputestheCEA valueof everynodefrom which it received

an ELECTIONmessageusing the transmitteddecisionfactors,and returnsa nodew with maximumCEA

value. If w is a nodedifferentfrom i, i acceptsw asits parentandsendsanOK messageto i. If i itself is the

maximumCEA-valuenode,theni doesnothave to chooseaparentandthereforeenterstheAdoptionState. In

theeventof a tie, a tie-breakingmechanismsuchasnodewith maximumidentifier, is used.TheOK message

originatedby i containsa certificatethat binds i’s identity with that of its parent. This certificateis signed

usingi’s privatekey. As before,ahashof themessageis computedandsignedusingi’s privatekey. Sincei is

nolongeracandidatein theelection,it setsits variableWinner to false.Eventhoughi is nolongeracandidate,

i couldhave beenchosenastheparentof someothernode.In orderto receive theirOK messages,i entersthe

AdoptionState.

� Adoption State: In this state,anodewaitsfor OK messagesfrom its children-to-be.All parent-childrelation-

shipsin thehierarchyareestablishedin this state.Every nodei maintainsa list, ��� , of its immediatechildren

in thehierarchyandaddsnodesin this list asit receivesOK messagesfrom them.

Node i startsa timer ��� on enteringthis state,waiting for OK messagesfrom its potentialchildren. Upon

receiptof anOK message,i addstheoriginatorof theOK messageto thesetof its immediatechildren, ��� . On

expirationof ��� , i entersParent/DecisionState.

� Parent/Decision State: In this state,i sendsa PARENTmessageto every nodefrom which it receivedanOK

message.It startsa timer ��� for its PARENTmessageto reachits childrenandalsofor receiving a PARENT

messagefrom its parent.Following expiry of � � , i evaluatesits candidacy statusanddecidesanappropriate

courseof action. If the booleanvariableWinner is still true andif L roundsof electionarenot yet over, it
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Winner = True
and

k < L

and
T_p timeout

and
Winner = False

T_p timeout

k= B*start timer  T_o

Rcv "OK" from children−to−be

Winner False

timer T_e = A*kstart

k=L

         which "OK" received         which "OK" received

T_e timeout

T_o timeout

send "LEADER" to every 

Add children to set I_i of 
its immediate children

k=k+1

other nodes in Buff

Election State 

Adoption State 

W = TOP(Buff)

send "PARENT" to all nodes from

start timer  T_p k= C*

Parent/Decision State 

Wait for "LEADER" message

Wait for  all nodes to receive 
"LEADER" message.

End of election

Leader State Wait State 

On receiving "LEADER", forward  to node in I_i

every node in I_i , if no exceptions

Terminal State 

Initialization State 
Winner True

k = 0

if (i <> W) send "OK"  W

send "ELECTION"

Rcv "ELECTION" from

Vi,k

Parent 
Nomination State

Figure 1: Finite StateMachinediagramof SEFA. � ��� � denotesthesetof all nodesk hopsawayor lessfrom nodei
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meansthat i is still a candidatein theelectionandso i loopsbackto ElectionStateto participatein thenext

round. If Winner hasalreadybeenset to false,i goesto Wait State. If L roundsareover andthe boolean

variableWinner is still truefor i, it enterstheLeaderState.

� Leader State: This statemarkstheendof all the roundsof election.Node i first verifiesthatall nodeswith

which it competedin roundL have sentanOK message,acceptingi astheir parent.If this is not thecase,i

broadcastsanexceptionmessageto ensurethatsomeothernodedoesnotmaliciouslydeclareitself theleader

aftertheLth round.

Following this, i sendsa LEADERmessageto all othernodes,declaringitself theleader. This is doneeither

distributing the LEADERmessagedown the parent/childhierarchy, or by a broadcastto all nodes. In the

formercase,i sendstheLEADERmessageto its immediatechildrenin � � � whenin turn forwardtheLEADER

messageto their immediatechildren,andsoon,until all nodesin thehierarchyreceive theLEADERmessage.

If noneof therecipientsof theLEADERmessagereportanexceptionafterafinite time interval, i becomesthe

leaderof thegroup.

� Wait State: In this state,i simply waits for a LEADERmessagefrom the eventual leader. Upon receipt

of a LEADERmessage,i checksto seeif the proclaimingleaderis not alreadyits child andonly forwards

the LEADERmessageto its immediatechildrenif it is not. If the proclaimingleaderis a child of i, then �
broadcastsanexceptionalertingothermembersof a maliciousattack.After enteringtheWait State, if i does

nothearaLEADERmessagefor afinite time interval, i will broadcastanexception.

To illustratetheoperationof SEFA, considerthenetwork shown in Figure2. Eachnodehasa uniqueidentifier

followed by a bracketednumberindicatingits CEA value,andlinks areassumedto be bi-directional. During the

first round,nodeC receivesdecisionfactorsfrom nodesA, B, andD. Calculatingtheir correspondingCEA values

andcomparing,nodeC selectsnodeB asits parent,andsendanOK messageto B. Similarly, A andB alsoselect

B astheir parent.Thefinal hierarchyresultingfrom executionof SEFA on graphof Figure2 is shown in Figure3.

At theendof round1, nodesB,E,I andK areeligible to competein round2. At theendof round2, I is theonly

surviving node.

G(8)

J(5)

A(3)

C(5)

B(7)

D(3)

F(4)

E(11)

H(6)

I(11)

K(9)

M(1)

L(2)

Figure 2: An examplegraphof anadhocnetwork. Circlesrepresentthemobilenodesandtheedgesbetweennodes
indicatethatthetwo nodescandirectly talk to eachother.
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B

B

E

E

I

I

K

K

I

A B C D E F G H I J K L M

Round 1

Round 2

Figure 3: Hierarchyconstructedon executionof SEFA

Note that a node i may receive OK messagesfrom other nodes,but itself have sentan OK messageto some

othernode. In this case,i sendsan PARENTmessageto the nodesthat sentan OK messageto it, but doesitself

not participatefuther in the election,sinceit hasalreadysentan OK messageto anothernode. This situationis

illustratedin Figure3 - nodeB sendsanOK messagesto nodeE, while nodeE itself sendsanOK messageto node

I. Accordingto thealgorithm,nodeE will sendaPARENTmessageto nodeB, but will notparticipateany furtherin

theelection.

SEFA electsthenodewith themaximumCEA valueastheleader, a resultdiscussedin Section4 andproven in

AppendixB. Intuitively, atevery roundhighCEA-valuenodesarepropagatedup thehierarchy. It is easyto seethat

theCEA valueof any nodeis greaterthanall of its descendants.Sincetheleaderis therootof thehierarchy, its CEA

valueis thehighestof all of its descendants.Wealsoprove thatthisalgorithmpreventsmaliciousnodes,thatdonot

sendtherequiredOK messagesbut continueto participatein theelectionprocess,from beingelectedleader.

3.3 Secure Preference-based Leader Election Algorithm (SPLEA)

RecallthatSEFA assumesthatall electornodesshareacommonCEA,andthusview the“desirability” of acandidate

nodeidentically. Our secondleaderelectionalgorithm,SPLEA,allows eachelectornodeto have differentview of

the“desirability” of acandidatenode.Wedefineelectornode� ’sutility functionfor acandidatenode,! � asamapping

from the 
 decisionfactorsof node! to therealnumbers( " �$#&%('*),+.-/'0� �1� "324��5�6� ). Weassume,without loss

of generality, thatthenode! with thelargestutility valuefrom amongasetof candidatenodesis thepreferredleader

from theperspective of node� .
We notethat � ’s utility function is generalin that no assumptionis madeaboutthe decisionfactors,% ' � that !

passesto � . For example,oneof thedecisionfactorsthat ! might passto � is thenumberof nodesfor which it is

currentlytheparentin theSPLEAalgorithm.This is avaluethatwill changeas! is promoteduptheleader-election

hierarchy.

We note that while SEFA electsthe leaderwith the largestCEA value(and in that sensemight be termedan

“optimal” leader),SPLEAdoesnot electanoptimal leader. Indeed,no globalsystem-wideobjective functionhas
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beendefinedandhencethe issueof optimality is itself not meaningful. A utility function simply representsthe

preferencesof the individual nodes,and allows electornodesto vote for a candidatenodethat they prefer (via

their utility function) over othercandidatenodes.The voting processserves to aggregateindividual electornode

preferencesinto a system-widedecisionfor the electedleader. The extent to which the electedleaderis “good”

(from aperformancestandpoint)or closeto optimal(accordingto somemeaningfulsystem-wideobjective function)

remainsanopenquestionfor futureresearch.

The finite statemachinediagramof SPLEA is shown in Figure4. The pseudo-codefor the algorithmhasalso

beenprovidedin AppendixA. Eachstatein thestatediagramis describedbelow:

� Initialization State: This stateis identicalto theSEFA InitializationStatedescribedearlier.

� Election state: This stateis similar to the SEFA ElectionStatedescribedearlier, with the following modi-

fication. EachELECTIONmessagein SPLEA alsocontainsthe list of descendantsof nodei asof roundk,

maintainedby i in theform of a list denotedby 7 �8� � . Thelist of descendantsis in theform of a setof certifi-

cates- onefor eachof its descendants,thusallowing � to prove to othersthatit is indeedanancestorfor each

of its descendants.Theinclusionof thelist of � ’s descendantsin theELECTIONmessageallows othernodes

to considerthis informationin theirevaluationof theutility of � .
� Voting State: In this state,every nodechoosesa nodeother than itself (from the set of candidatenodes

from whomit hasreceivedanELECTIONmessage)thathasthehighestutility, andthenvotesfor thatnode.

Informally, thegoal of voting is to allow candidateswith a large numberof votesto proceedon to the next

roundof theelection.

UponenteringtheVotingState, i executesafunctionTOP thatcomputestheutility of everynode(from whom

it hasreceivedanELECTIONmessage)with respectto i, usingi’sutility function, "*� . If node9 hasthehighest

utlity, i sendsa VOTE messageindicatingw asthechoicefor its parent.This messageis to bebroadcastby i

to all membersfrom whomit receivedanELECTIONmessage,to assurethemthatit hasmadeachoicefor its

parent.This rule is enforcedin orderto preventnodesfrom refusingto casttheir votes.TheVOTE message

containsadigital signaturethatbindsi with its choice.A timer ��: is startedto allow othercompetitor’s VOTE

messagesto reachi. Following theexpirationof this timer, i enterstheAnnounceVotesState.

� Announce Votes State: In this state,i first reportsan exceptionif it hasnot hearda VOTE from any of its

competitors,thusforcing nodeswhich refrainedfrom voting to casttheir vote. Nodei announcesthevotesit

hasreceivedfrom its competitors(i.e., thosenodeswho chose� astheir parent).An ANNOUNCEmessageis

broadcastto all membersfrom which i receivedanELECTIONmessage,indicatingthevotesit hasreceived.

Theabsenceof anANNOUNCEmessagefrom acompetitorindicatesthatthecompetitorhasreceivednovotes.

Again, a timer ��; is startedby i to collectANNOUNCEmessagesfrom othercompetitors.Theexpirationof

timer � ; causesa transitionto theParentNominationState.

� Parent Nomination State: As in SEFA, eachnodei choosesits parentbasedon thevotecountof eachof its

competitors,choosingasits parentthenodewith themaximumnumberof votes. i sendsanOK messageto
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T_a timeout

Winner = True
and

k < L

and
T_p timeout

and
Winner = False

T_p timeout

k= B*_vstart timer  T

send "VOTE(W)" Ri,k

k= C*start timer  T_a
send "ANNOUNCE" Ri,k

k= D*start timer  T _o

falseWinner
send "OK" W

k= E*

Winner true

k=L

Add the originators of "OK" toAdd the originators of "OK" to

Rcv "OK" from other nodesRcv "OK" from other nodes

         which "OK" received         which "OK" received

T_e timeout

T_v timeout

T_o timeout

and I_i

send "ELECTION" 

start

k=k+1

other nodes in Buff

V i,k
timer T_e *k= A

Rcv "ELECTION" from

Voting State 
W = TOP(Buff)

Rcv "VOTE" from other 
nodes 

Di,k

Election State

other nodes in Buff
Rcv "ANNOUNCE" from 

Announce Votes  
State

Adoption State 

State 
Parent Nomination 

W = Majority(Buff)send "PARENT" to all nodes from

start timer  T_p

Parent/Decision
State 

Wait for "LEADER" message

to every node in I_i, if no 
exceptions

Wait State 
send "LEADER" to every 

Leader State 

Wait for all nodes to receive
"LEADER" message

node in I_i

Terminal State 
End of election

k = 0

Initialisation State

On receiving "LEADER", forward it

Figure 4: FiniteStateMachinediagramof SPLEA. � �8� � denotesthesetof all nodesk hopsawayor lessfrom nodei
and < �8� � denotesthesetof all nodesfrom which i receivedELECTIONmessagein roundk
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thatnodeacceptingit asits parentandstartsa timer ��� . As in thecaseof theVOTEmessage,theOK message

is sentto all of its competitors.Uponexpirationof ��� , a competitorj of nodei thathasreceivedmorevotes

thani will reportanexceptionif it doesnothearanOK from i. OnceanOK is sent,theWinnervariableis set

to falseanda transitionto AdoptionStateis made.

� Adoption State: Thisstateis identicalto theSEFA Adoptionstatedescribedearlier. Theonly differencefrom

SEFA is thatuponreceiptof anOK messagefrom nodej, i addsnodej andall of j’s descendants(which it

knows from theELECTIONmessage)to thelist 7 �8� � of its descendants.

� Parent/Decision State: Thisstateis identicalto theSEFA Parent/DecisionStatedescribedearlier.

� Wait State: This stateis identicalto theSEFA Wait Statedescribedearlier.

� Leader State: Thisstateis identicalto theSEFA LeaderStatedescribedearlier.

An importantfeatureof SPLEA is that it is robust againstincompletelists of descendantsin the ELECTION

message.To illustratewhy, let considerthefollowing example.Suppose,that in a certainroundk, a nodei chooses

j asits parentwhich in turn choosesanothernodel asits parentin thesameround. In thefollowing round,l only

knows aboutj anddoesnot know that i is its descendant,sincej doesnot forward this informationto l. This has

importantsecurityimplications,asthe nodei, which is potentiallymalicious,cannow competewith l in the next

roundandgetelectedastheparentif l choosesi. With someluck, i couldsurvive roundL aswell. Thiswould result

in a loop in parent-childrelationships.Shouldthis occur, however, i will beexposedwhenits LEADERmessageis

receivedby j, whichhadearlierreceivedanOK messagefrom � .
In AppendixB, we formally prove thata nodethat sendsanOK messagein a roundcannotbecomethe leader.

This resultformsthebasisof acheat-proofleaderelection.

3.4 Message Security

Secureleaderelectionmustensurethatnonodecanusurptheelectionby providing falsecredentials.In thissection,

wedescribethedetailsof themessagesformatsusedin theSEFA andSPLEAalgorithmsandhow they preventsuch

falseresults.

Let # �>=@? � �	=A? ) and # �CB�? � ��B�? ) be the(public key,privatekey) pairsof TA (TrustAuthority) andGA (Group

Authority) respectively. In general,# ��D � �	D ) representsthe(privatekey,publickey) pairof noden and �	D (x) means

thatdatax is encryptedusingn’s privatekey.

As outlinedpreviously, SEFA requiresfour messages:ELECTION,OK, PARENTandLEADER. SPLEAinvolves

two additionalmessages,viz. VOTE andANNOUNCEand,in addition,modificationsto ELECTIONandOK mes-

sageshave beenmade.
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Election Message

TheSEFA ELECTIONmessageis usedby a nodeto initiate a new roundof theelectionprocess.In this message,

thenodeadvertisesits characteristicsto othercompetitors,andhasthefollowing fields:

� Nodei’s identity� currenttime� roundnumber� �E=A? (i,F � � F � �HGHGHGI� F KJ , �L� )� ��B�? (i,F  JNM � � F  JOM � �HGHGHGP� F  J J ,currenttime)� �E=A? (GA,F � � F � �HGHGHGI� F KJ ,�CB�? )� F KJ J M � �HGHGHGI� F � � � (Hash)

Thecurrenttime androundnumberfieldsindicatethetime andtheroundin which messagesaregenerated.The

fourth field in the messageis the one-timecertificateof i that is signedby TA using its private key �E=A? . This

certificatebinds i’s identity with its public key andits staticdecisionfactorssuchastrust level, batterylife, node

identifier, etc. Note that thesecharacteristicsareassumedto be fixed throughoutthe node’s lifetime. Henceit is

certifiedalongwith the node’s public key in the one-timecertificate. Sincethe public key ��=A? of the TA is well

known to all membersof the domain,every nodeinsidethe domaincandecryptthe certificatesignedby the TA.

Notethat � ’s one-timeTA-signedcertificatecannotbetamperedwith asit is signedusingtheTA’sprivatekey.

Thenext field is thecertificatethat i hasobtainedfrom theGA. TheGA is co-locatedwith thegroupleaderand

handsout certificateto every groupmemberwhena leaderis elected.Whenthe leaderdepartswith theGA, every

memberusesthe certificateof the last GA. This certificateis shorter-term andbinds i’s identity with its dynamic

characteristics.This certificatecanchangefrom oneelectionto next but remainsconstantduring an election. In

order to prevent this certificatefrom beingreplayed,the GA alsoincludesthe time of signaturein the certificate.

Sinceclocks of nodesare assumedto be synchronized,a recipientof the certificatecan determinewhetherthe

certificateis recentor old. SincetheGA’s public key might not beknown to the recipient,i includestheonetime

certificateof GA signedby theTA in themessage.This field is followedby thevaluesof thefactorsin X � thathave

to betakenon trust.

Finally, to protectthemessageintegrity, i computesahashover theentiremessageusingawell-known algorithm

suchasMD5 [16]. Thehashservestwo purposes,viz. (i) protectstheintegrity of themessageand(ii) reducesthe

lengthof themessageto beencrypted.In theabsenceof thehash,i will have to signevery field of theELECTION

messagewith its privatekey. Encryption/Decryptionusinga public key/privatekey canbeexpensive anddepends

on the lengthof the messagebeingencrypted/decrypted. Sincea hashis very easy(computationally)to compute

andpotentiallymuchsmallerin lengthin comparisonwith theactualmessageitself, i encryptsonly thehashwith

its privatekey.

TheSPLEAELECTIONmessageincorporatesdescendantinformationandhasthefollowing fields:

� i’s identity� currenttime
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� roundnumber� �E=A? (i,F � � F � �HGHGHGI� F KJ , �L� )� ��B�? (i,F ,J M � � F KJ M � �HGHGHGP� F ,J J ,currenttime)� � =A? ( QSR ,F � � F � �HGHGHGP� F KJ , � B�? )� F  J JOM � �HGHGHGI� F � For eachnodec in 7 �8� � :

– �UT (c,parent(c),OK,d(parent(c),c) roundnumber,currenttime)

– �E=A? (c,F � � F � �HGHGHGP� F  J , �VT )� � � (Hash)

Note that 7 ��� � denotesthe list of descendantsof nodei asof roundk. For every descendantin the list 7 �8� � , i

producesa certificatesignedby the descendant.This certificateis signedby the issuerin its OK message.The

public key of the descendantis also includedto allow i’s competitorsverify that i is indeedan ancestorof that

descendant.The certificatealso includesinformationabouta parent’s distanceto the child, d(p(c),c), for a child

c. Sincea node i containsthe certificateof eachnodein 7 �8� � , i’s distanceto eachof the nodesin 7 �8� � canbe

computedby i’s competitors.This informationcanbeusedto evaluatei’s regionaldensityi.e. theratio of number

of descendantsof i to theaveragedistanceof i to any of its descendants.If a nodei choosesnodej asits parent,

thenj adoptsi andall of its descendantsasits own descendantsandaddseachof thosenodesto thelist 7 �8� � . Thus

informationaboutanode’s descendantsgetsaggregatedandpropagatedup thehierarchyasroundsgoby.

OK Message

An OK messageis usedby SEFA to accepttheresultsof a roundandto selectits parent.TheOK messagehasthe

following fields:

� i’s identity� currenttime� roundnumber� identity of i’s parent� � =A? (i,F � � F � �HGHGHGI� F KJ , � � )� �	� (i,W@XZY\[H]�^ � (i),roundnumber,currenttime)� �	� (Hash)

A nodei acceptsa nodeasits parent,denotedby W@XZY\[H]�^ � # � ) , by signinga certificatethatbindsits identity with

thatof its parent.To prevent thecertificatefrom beingreplayed,the time of signingthecertificateis recorded.In

caseexceptionsoccurat a later time, the roundnumberfield provides informationaboutthe round in which the

signatureoperationwascarriedout.
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Parent Message

A PARENTmessageis usedby both the SEFA and SPLEA algorithmsand is issuedby a nodeto its proposed

children(i.e. thosethatissuedtheOK message)thatthey have beenassignedasits children.ThePARENTmessage

hasthefollowing fields:

� i’s identity� currenttime� roundnumber� a list of nodes� � =A? (i,F � � F � �HGHGHGI� F KJ , � � )� �	� (Hash)

Leader Message

After L roundsof electionareover, theleader(underbothSEFA andSPLEA)sendsoutaLEADERmessageto every

nodein ��� . Thenodesin ��� in turn forwardtheLEADERmessageto their immediatechildrenandtheprocessrepeats

until all nodesin thehierarchyreceive theLEADERmessage.TheLEADERmessagehasthefollowing fields:

� i’s identity� currenttime� �E=A? (i,F � � F � �HGHGHGI� F KJ , �L� )� �	� (Hash)

Eachrecipientof this messagechecksto seeif the proclaimingleaderis not alreadyits immediatechild and

broadcastsan exceptionif it is. Otherwise,it waits for a finite timer interval to seeif any othernodereportsan

exceptionto theresultof theelection.If no exceptionsarereported,thentheoriginatorof theLEADERmessageis

acceptedby all othermembersof thegroupasthenew leader.

Vote Message

A VOTE messageis uniqueto SPLEA andusedby a nodeto announceits “choice” of a leaderother thanitself.

Eachvoteis signedby theissuer. Thechoiceof leaderis indicatedasj in thecertificate.TheVOTEmessagehasthe

following fields:

� i’s identity� currenttime� roundnumber� �E=A? (i,F � � F � �HGHGHGI� F  J , �L� )� �	� (i,j,VOTE,roundnumber,currenttime)� �	� (Hash)
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The third argumentin the certificateis usedto indicatethat it is the certificateusedin the VOTE messageand

hencedifferent from the certificateusedin the OK message.This is donein order to prevent a nodefrom using

VOTE messagecertificatesin an ELECTIONmessagein future rounds. The remainingfields arefor purposesof

messageintegrity andreplayprotection,asalreadydiscussed.

As with the VOTE message,the SPLEA OK messagecarriesa certificatethat makesthe SPLEA OK message

differentfrom theSEFA OK message.Thecertificatein a nodei’s OK messagealsoincludesshortestpathdistance

of parentnodej to itself, d(j,i). This informationwill behelpful in computationof regionaldensityof its ancestors

in futurerounds.TheOK messagein SPLEAis thus:

� i’s identity� currenttime� roundnumber� identity of i’s parent� �E=A? (i,F � � F � �HGHGHGI� F KJ , �L� )� �	� (i,j,OK,d(j,i),roundnumber,currenttime)� � � (Hash)

Announce Message

ThismessageisalsouniquetoSPLEA.Nodei announcesthesetof votesit hasreceivedin theANNOUNCEmessage.

Eachvotein theANNOUNCEmessageis signedby theissuer(in its VOTEmessage)to preventtheannouncingnode

from spoofingtheresultsandmakingit appearasif it hasreceivedmorevotesthanwereactuallyissued.

Let Q �8� � # ^ ) = _IFa` x sendsa VOTE messagein roundk with i asits choicefor its parentb . Nodei’s ANNOUNCE

messagehasthefollowing fields:

� i’s identity� currenttime� For eachnodec in Q �8� � # ^ ) :

1. �UT (c,i,VOTE,roundnumber,currenttime)

2. �E=A? (c,F � � F � �HGHGHGP� F KJ , �VT )� �	� (Hash)
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4 Formal Specification and Verification of Proper ties

In Section3, we describedour secureelectionalgorithms. An importantcontribution of this paperis to formally

specifyandverify thecorrectnessandsecuritypropertiesof ouralgorithms.Weuselineartimetemporallogic asthe

tool for doingso.Theauthorsin [17] have usedthis tool in proving propertiesfor their LeaderElectionalgorithms.

[19] providesan extensive introductionto the useof temporallogic for communicationprotocolswhile [18] also

discussestheuseof temporallogic.

A temporalformula consistsof predicates,booleanoperators( c �edf�egh�eij��k	i ) andquantificationoperators

(l �em ) andtemporaloperators.We make useof only 2 temporaloperatorsfor our proofs,viz. n which means’at

every momentin thefuture’ and o whichmeansat ’somemomentin thefuture’. If p is any arbitraryformula,thennqp meansp is trueatevery momentin thefutureand orp meansp will betrueatsomemomentin thefuture.

Beforeformally specifyingthe propertiesof our algorithm,we introducesomenotation. Let st� be a predicate

thatevaluatesto true if i is a leaderand uCvxwy7(� � # ! � 
{zI| ) bea predicatethatevaluatesto trueif nodei sendsmsg

to nodej in roundk.

The propertiesof our algorithmshave beendivided into two classes:correctnesspropertiesandsecurityprop-

erties.Correctnesspropertiesincludethosepropertiesthatarerequiredof a leaderelectionalgorithmregardlessof

securityaspects;thesecuritypropertiesspecifythesecurityclaimsthatouralgorithmssatisfy.

Theproperties(C1-C3andS1-S2)areprovedin AppendixB andhave beenincludedfor review. Thecorrectness

propertiesC1,C2andC3holdfor bothalgorithms.Althoughwhile proving themwehaveusedsomespecificdetails

of SPLEA,theproof procedureswill remainexactly thesameandwill differ only in minor detailswhenappliedto

SEFA. We leave it to thereaderto seehow proofsfor P1,P2andP3canbeappliedto SEFA aswell. Theproperties

C3 andS2arespecificto SEFA.

4.1 Correctness Proper ties

� The electionalgorithmselect a uniqueleader, underthe assumptionthat the numberof rounds(L) in the

electionis at leastaslargeasthediameterof thenetwork.

}	~ 2 #�m �t2O2ZsK� i�# l�!	2Z���+ !U2 g sL' )$) (1)

Theproofshows thatat theendof L roundsof election,if thereis asurviving candidatethenevery othernode

is in thefailedstatei.e., is no longerin contentionto becometheleader.

� Thealgorithmssatisfythelivenesspropertythateventuallythereis anodei thatis electedastheleader. More

formally, we prove that: ���r�4�U���/�K�O�\�t���
(2)

Thelivenesspropertyis provedby showing thatat theendof L roundsof electionthereis at leastonesurviving

candidateandin conjunctionwith propertyC1,weinfer thatthealgorithmindeedterminateselectinga leader.
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� SEFA electsa nodewith themaximumCEAvalueastheleader. Weshow that:���r�����A�K�O�\�K�>�������	��� �� �U�����a���/�*�$�
(3)

This propertyis proved using a very similar reasoningas for propertyC2. We show that at the endof L

rounds,themaximumCEA-valuenodeis still in contentionandevery othernodeis in thefailedstate.Hence

theleaderis indeedthemaximumCEA-valuenode.

4.2 Security Proper ties

Thealgorithmsthatwe proposearefor secureelectionandthebiggestchallengein designingsuchanalgorithmis

to ensureacheat-proofelectionmechanismacrossadistributedsystemof nodes.In thissection,westatethevarious

securitypropertiesof our algorithms. Someof thesepropertiesareformally proved, while the othersareobvious

(thoughno lessimportant)andwe statethemfor sake of completeness.

� Thealgorithmsguaranteeintegrity of everymessage. This is facilitatedby hashingthemessagecontentsand

signingthehashusingthesender’s privatekey. Thisallowstherecipientof themessageto verify thesignature

by usingthesender’s publickey which is alsosentin themessage.Henceif amaliciousinterveningnodetries

to corrupta messagefrom someothernode,it will be detectedby the recipient. Also if the integrity of the

messageis verified,thenthesourceof themessageis alsoverified. This is becauseonly thesourceknows its

privatekey andhencethesignaturemusthave beengeneratedby thesourceonly andno oneelse.

� All messagesin thealgorithmsare replayprotected. In eachmessage,thesenderis requiredto includethe

time whenthemessageis originated.Sinceall nodeshave synchronizedclocks,a recipientof a messagecan

determinewhetheramessageis recentor not.

� Theelectionalgorithmsare cheat-proof. Weshow thatanodei thatsendsanOK messagein any roundk can

never get electedasthe leader. This propertymeansthat our algorithmsprevent nodesfrom cheatingonce

they losein a round. �f�������A� � � �0  �O���C¡�¢¤£(�¦¥/�O� �e§�¨ �t�ª©q«C�t���
(4)

This propertyis provedby showing thatif anodethatsentanOK messagein a certainroundk, but competes

in theLth roundandsurvivesthatround,its LEADERmessagewill reachall nodesin thehierarchyincluding

its parentin roundk, whichwill reportanexception.

Moreover, in SPLEA,we make it compulsoryfor nodesto sendan OK messagewhenthey encountercom-

petitorswith highernumberof votes. As describedin Section3, every nodemonitorsits competitorclosely

andreportsexceptionsasandwhenamaliciousbehavior is noticed.

Sincethereis no enforcementmechanismin SEFA for nodesto sendOK messages,a maliciousnodemight

not sendan OK messageeven after encounteringa nodewith higherCEA value. We show that if a nodei

is not themaximumCEA-valuenode,then i cannotgetelectedasthe leadereven if i competeswith higher

utility nodesanddoesnot sendOK messages.This formsthebasisof acheat-proofelectionin SEFA.
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Message Network
Complexity Bandwidth

WorstCase O(Ln) O( ¬A ® )
BestCase O(n) O(n)

Fully Balanced O(mn) O( ¯  ° ® )
Hierarchy

Table 1: Complexity analysisof thetwo algorithms

�a�(�����A� � � �0  �\� �� �	��� §²±5³ ¡²´µ¡��8� � � �0  �L¶·�8�����¸������¶¹«t�C¡x¢y£(�$� §�¨ �t�ª©q«C�K�¦�
(5)

This propertyis shown by proving thatmaximumCEA-valuenode,sayw, will bea candidatein roundL and

all nodeshave to competewith oneanotherin roundL. Henceif the maliciousnodedoesnot sendan OK

messageacceptingw asits parentin roundL, w will reportanexception.

5 Comple xity Anal ysis

In thissection,wesummarizeouranalysisof thetwo algorithmsin variouscases.In additionto messagecomplexity,

we alsostudythenetwork bandwidthconsumedby variousmessages.Thenetwork bandwidthis measuredasthe

sumof numberof hopsover all messagesin theentireelection.Finally, we studysignatureandverificationcostsof

ouralgorithms.

Table1 shows messagecomplexity andnetwork bandwidthconsumedby themessagesundervariousscenarios.

The complexity parametersarenumberof roundsof election(L), numberof nodesin the hierarchy(n) and the

averagenumberof neighborsof any node(R). Threedifferentcaseshave beenconsidered.

Theworstcaseoccurswhenevery nodeis L hopsaway from every othernode.We would like to emphasizethat

theworstcasecannotoccurandweareusingthishypotheticalsituationonly asanupperboundon thevariouscosts

of our electionalgorithms. In this case,every nodesendsan ELECTIONmessagein every roundof the election

until roundL - 1 but doesnothearany oneelse’sELECTIONmessage.In roundL, everynodehearseveryoneelse’s

ELECTIONmessage.The bestcaseis whenevery nodeis onehop away from every othernode. Finally, a fully

balancedhierarchyis formedwhenevery candidateadoptsm - 1 childrenatevery roundof theelection.

SEFA andSPLEA have the samemessagecomplexity, and the samenetwork bandwidthrequirements.Their

messagecomplexity is dominatedby theELECTIONmessagesin bothalgorithmsandeventhoughthereisadditional

messagingin SPLEA, they do not increassethe complexity. The constantssubsumedwithin the O notationare,

however, largerfor SPLEAthanfor SEFA.

Thesignatureandverificationcostsof thetwo algorithmsareshown in Table2. Thecomplexity parametersareh,

theheightof anodein thehierarchy, n, thenumberof nodescompetingin theelectionandin caseof afully balanced

hierarchy, m, thenumberof childrenthatevery non-leafnodein thehierarchyhas.Theheightis 1 for leafnodes.

Interestingly, in a one hop network (that correspondsto bestcasein Table1) every nodemust perform O(n)

verificationsand O(1) signatures.The O(n) verification cost is as a result of competingwith every other node.

Similarly in thecasewheneverynodeis L hopsawayfrom everyothernode(whichwereferto asL hopnetwork for
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SEFA SPLEA
Signature Verification Signature Verification

Cost Cost Cost Cost
OneHop Network O(1) O(n) O(1) O(n)

L HopNetwork O(L) O(n) O(L) O(n)
Fully Balanced O(h) O( ¯�º » ) O(h) O( ¯�¼ )

Hierarchy

Table 2: SignatureandVerificationcostspernodeof thetwo algorithms

conciseness),every nodehasto performO(n) verificationsandO(L) digital signatureoperations.The tableshows

thecostsin variousscenarios.

For a generalfully balancedhierarchy, thehigherthenodeis within thehierarchy, thegreateris thecostincurred

by it dueto signaturegenerationandverification.It canbeseenthatthehighestcostis alwaysincurredby theleader.

In thecasewhenh = ½&¾P¿ÁÀ �8ÂL�
, it canbeseenthatsignaturecostis O( ½&¾Ã¿ÁÀ �8ÂL�

) andverificationcostis O(n).

6 Conc lusions and Future Work

In this paper, we have proposedtwo new algorithmsfor secureleaderelectionin wirelessadhocnetworks. SEFA

assumesthatall elector-nodesshareasinglecommonevaluationalgorithmthatreturnsthesamevalueatany elector-

nodewhenappliedto agivencandidate-node.WeshowedthatSEFA electstheleaderwith themaximumCEA value.

TheSecure Preference-basedLeaderElectionAlgorithm(SPLEA)dealswith thecasethateachelectornodehasan

individual utility function that determinesits preferencefor a given candidate-node.We formally specifiedand

provedthecorrectnessandsecuritypropertiesof SEFA andSPLEAusingtemporallogic. Theirmessagecomplexity

andsignature/verificationcostswasevaluated.

We note that while SEFA electsthe leaderwith the largestCEA value(and in that sensemight be termedan

“optimal” leader),SPLEAhasno well-definedsystem-wideobjective function,andhencetheissueof optimality is

itself not meaningful. The SPLEA voting processservesto aggregatethe individual preferencesof electornodes

(as expressedthroughtheir individual utility functions) into a system-widedecisionfor the electedleader. The

extentto which theelectedleaderis “good” (from aperformancestandpoint)or closeto optimal(accordingto some

meaningfulsystem-wideobjective function)remainsanopenquestionfor futureresearch.

Many implementationissuesmustalsobeaddressedbeforethesealgorithmscanbeusedin practice.Thealgo-

rithmswe have describedaresynchronizedandproceedin a lockstepfashion.Weplanto investigatethepossibility

of makingtheelectionprocessasynchronous.Nodesarealsoassumedto not fail (or leave thenetwork) duringthe

electionprocess.Fault toleranceis anotherimportantissuethatwe will addressin our futurework.
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APPENDIX

A Detailed Algorithm (SPLEA)

A.1 Table of Variab les and functions

1. Variablesof LEADER ELECTIONAlgorithm of Nodei :
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Variable Name Meaning Domain of Values
RoundNumber,k currentroundnumberof election 1,2,ÄHÄHÄ ,L

Winner trueif i is still a candidate True,False´�Å � ´@Æ � ´�Ç � ´�È � ´�É � ´�Ê
TimerVariables Ë

A,B,C,D,E constants Ë
Parent parentof nodei characterstring
Event eventthatcausedtheinterrupt -

M MessageQueue arrayof messagesof typeM -Ì � Í ¥ list of nodeseachof which is atadistance -
of k hopsor lessfrom iÎ � Í ¥ list of nodesfrom which i received -

ELECTIONmessagein roundk£ � Í ¥ list of descendantsof i asof roundk -Ï �
list of immediatechildrenof i -

2. Functionsof LEADER ELECTIONAlgorithm of Nodei :

Function Name Meaning
StartTimer(́ ) setstimervalueto T andstartstimer

ExpireTimer(́ ) returnstrueif timer T expires
send(j,m) i sendsmessagem to j
recv(m) i receivesa messagem

check(m) checkthevalidity andauthenticityof messagem
returns1 if valid elsereturns0

Top(ELECTIONMessageQueue) verify signaturesof all themessagesin
ELECTION MessageQueueandreturnaVOTE message

Majority(VOTE MessageQueue) verify signaturesof all themessagesin
VOTE MessageQueueandreturntheparent

of nodei

1

A.2 Pseudo Code for SPLEA

LEADER ELECTION() atnodei :
RoundNumber= 1;
Winner= True;
while (RoundNumberÐ L) do

if (Winner= True)then
k = RoundNumber;
constructELECTIONpacket for thecurrentround;
send(

Ì � Í ¥ ,ELECTION);´�Å
= A.k;

StartTimer(́

�Å
);

while (1) do
switch(Event)

caserecv(ELECTION) : addELECTIONmessageto theELECTION MessageQueue
addtheoriginatorof ELECTIONmessageto

Î � Í ¥
caseExpireTimer(́

�Å
) : exit outof while loop;
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endswitch
endwhile
VOTE= Top(ELECTIONMessageQueue);
send(

Î � Í ¥ ,
Ì § ´µ¡

);´�Æ
= B.k;

StartTimer(́

�Æ
);

while (1) do
switch(Event)

caserecv(
Ì § ´Ñ¡

) : add
Ì § ´µ¡

messageto theVOTE MessageQueue;
caseExpireTimer(́

�Æ
) : exit outof thewhile loop

endswitch
endwhile
Broadcastanexceptionif anodej Ò Î � Í ¥ did not sendaVOTE message
send(

Î � Í ¥ ,ANNOUNCE);´�Æ
= C.k;

StartTimer(́

�Ç
);

while (1) do
switch(Event)

caserecv(ANNOUNCE) : addANNOUNCEmessageto theANNOUNCE MessageQueue
caseExpireTimer(́

�Ç
) : exit outof while loop;

endswitch
endwhile
Parent= Majority(VOTE MessageQueue);
if (Parent �� i) then

Winner= False;
send(

Î � Í ¥ , §�¨ );
endif´�È

= D.k;
StartTimer(́

�È
);

while (1) do
switch(Event)

caserecv(§�¨ ) : add §�¨ messageto theOK MessageQueue;
if originatorchoosesi asits parentthen

addtheoriginatorof OK messageto
Ï �

addtheoriginatorof §²¨ messageandits descendantsto

£ � Í ¥ ;
endif

caseExpireTimer(́

�È
) : exit outof thewhile loop

endswitch
endwhile
Broadcastanexceptionif anodej Ò Î � Í ¥ with fewervotesthani did not sendanOK message.
if (not empty(OK MessageQueue))then

send(allnodesthatacceptedi asparent,PARENT);
endif´�É

= E.k;
StartTimer(́

�É
);

while (1) do
switch(Event)

caserecv(PARENT) : check(PARENT);
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caseExpireTimer(́

�É
) : exit outof thewhile loop

endswitch
endwhile
RoundNumber= RoundNumber+ 1;

elsé�Ê �ÔÓÖÕ�ÓÖÕ�×LØ1Ù&Ú ¥ Ó ¥ ×LØ1Ù�Ù&ÛÜÓÖÝ�×�Þ>×�ß�×�àa×�á�Ùâ
StartTimer(́

�Ê
);

while (1) do
switch(Event)

caserecv(LEADER) : exit outof thewhile loop;
caseExpireTimer(́

�Ê
) : exit outof while loop;

endswitch
endwhile

endif
endwhile
if (Winner== True)then

send(
Ï �

,LEADER);
else

Broadcastexceptionif LEADERnot received
if (check(LEADER) == 1)

forwardLEADERto every nodein
Ï �

elsebroadcastexception;
endif

endif

B Proofs of Proper ties

We first introducesomenotationsandterminologythatwe will beusingwhile verifying thepropertiesof our algo-

rithm.

1. ã �8� � �/� : shortestpathdistancefrom i to j

2.
Ì � Í ¥ : setof all nodesthatareat adistanceof k or lessfrom nodei

3.

� � Í ¥ : apredicatethatevaluatesto trueif nodei is acandidateat thebeginningof roundk.

4.

�t�
: apredicatethatevaluatesto trueif nodei is a leader.

5. ä �8� �
: parentof nodei in someroundthat i thatparticipatedin.

6. ä ¥ �8�å�
: parentof nodei in roundk.

7.
Ï �

= æ �Aç ä Ó
�4� � �$è

is thesetof i’s immediatechildrenin thehierarchy.
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8.

£ � Í ¥ : setof descendantsof nodei at thebeginningof roundk andis definedasfollows :

£ � Í ¥ � ����� Ò Ì � Í ¥ Ú�Øêé ÄÜëeÄ ä�ìÁí/î Ø Í ¥ Ú�Ø¦ï
�O�/� � �K�4ðñ£ � Í ¥ Ú�Ø (6)

£(� Í â � ë � � æ �@ç ä Ø
�O�4� � �$è

(7)

9.

¢ ¥ �8� �
: numberof votesthatnodei receivedin roundk.

10.

���
: CEA-valueof nodei.

11.

� ¥ � æ �òçÜ� � Í ¥ è . In otherwords,

� ¥
is thesetof surviving candidatesat thebeginningof roundk.

12.

£�¡xóµ£·�8� �
: apredicatethatevaluatesto trueif nodei is dead.

13.

�C¡�¢¤£(�ê�O� �$ô é ¿
�

: apredicatethatevaluatesto trueif nodei sendsmsgto nodej.

14.

�C¡�¢¤£(� ¥ �O� �$ô é ¿
�

: apredicatethatevaluatesto trueif nodei sendsmsgto nodej in roundk.

15.
Î � Ì � �O� �$ô é ¿

�
: apredicatethatevaluatesto trueif nodei receivesmsgfrom nodej.

16.
Î � Ì � ¥ �O� �$ô é ¿

�
: apredicatethatevaluatesto trueif nodei receivesmsgfrom nodej in roundk.

17.

� §²±5³ ¡²´µ¡��8� � � �0  �
: apredicatethatis definedasfollows :���A� � � �0  �\� �� �U�/� � Í ¥ ¶K� � Í ¥ ¶t� §�±õ³ ¡²´µ¡��8� � � �0  �÷ö	� Î � Ì ��¥��O� � ¡x�K¡(�Ñ´ Ï § ¢3�$¶ Î � Ì �I¥��8� � ¡��,¡r�S´ Ï § ¢·�$�

(8)

18.

´ Ï ± ¡ §(ø ´ ¥ ��´S�
: evaluatesto trueif timer T expiresin roundk.

19.

¡²ù·�²¡ ³ ´ Ï § ¢��8� �0  �
: evaluatesto trueif nodei broadcastsanexception.

20. OK(i,l) : nodei choosesnodel asits parent.

21. LEADER(m) : LEADERmessageoriginatedby nodem.

Wenow formally definesomerelevantassumptions.

Assumption5.1

(

�A�K�O�4� � Í Ø
�ª©S��«C£ú¡�óÑ£¤�8� �$�

)

Assumption5.2

Initially (

�A�t�O�/�,� Í Ø ) holdstrue.

Assumption5.3

(

�A� � ����� �� �U�\û	ü ã �8� � �4� Ð �
)

Assumption5.4

For thesake of simplicity of verificationandwithout compromisingongeneralitywe assumethat:
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In SPLEA: (

�A� � ����� �� �	�\¢ ¥ �8� � �� ¢ ¥ �8�å�
)

In SEFA : (

�A� � �U�\� �� �	�\��� �� ���
)

Assumption5.5

V(t) is finite.

Werestatethepropertieswe areaboutto prove :

1. C1 : (

�/�K�O�Z�t�>�ý�����U��� �� �U�4«C�V�P�
)

2. C2 :

�����/�a�O�Z�K�¦�
3. S1: (

�A� � � �0  �\� �� �	���C¡�¢¤£(� ¥ �O� �e§²¨ �t�ý�å©q«C�t�
))

4. C3 : For SEFA, (

�A�K�O�\�K���ý�����E�Z� �� �	�\���C�þ�/�*�
)

5. S2: For SEFA, (

�A� � � �0  �\� �� �	�4� §²±5³ ¡�´µ¡ú�8� � � �0  �V¶3�8� � �þ� � �>¶{«t�C¡�¢¤£ � � §�¨ �t�ª©q«C� �
)

Lemma 5.1

(

�A� � � �0  �A�8� �� �4�>¶ú� � � Ò � ¥ ×LØ
� ã �8� � �4���  ²ÿ ã �O� � � ���   )

Statedin words,this lemmameansthatfor any pair (i,j) of nodesin

� ¥
, eitherd(i,j)

�
k or d(j,i)

�
k. This result

will beusedin proving propertyC1.

Proof : Theproof is by inductionon thenumberof roundsk.

Let � ¥
: (

�A� � � �0  �A�8� �� �4��¶ú� � � Ò � ¥ ×LØ
� ã �8� � �/� �  ²ÿ ã �O� � �å� �   )

1. BaseCase: k = 1.�
Ø � æ �òçÜ�,� Í Ø

è
Since(

�A� � �U�\� �� �U� ã �8� � �4�q� û
), � ¥

holdsfor k = 1.

Assume� ¥
holdsfor k = m, i.e., (

�A� � � �$ô ���8� �� �4�>¶ú� � � Ò � À � ã �8� � �4� �õ� ô�� �P� ÿ ã �O� � �å�q�õ� ô�� �P�
)

2. Inducti ve step: Weshallnow prove thefollowing :

��À ×LØ : (

�A� � � �$ô �A�8� �� �4��¶ú� � � Ò � À ×LØ
� ã �8� � �4��� ô ÿ ã �O� � � � � ô )

Fromtheprotocoldescriptionof SPLEAwe have thefollowing properties:

���A� � � �0  �\� �� �Ñ¶ � � � Ò � ¥ � Î � Ì ��¥��O� � ¡��,¡r�S´ Ï § ¢·� ö	� ã �O� � � � Ð   �
(9)

A candidatei in roundk receivesanELECTIONmessagefrom anothercandidatej if andonly if ã �O� � � � Ð   .

���A� � � �0 @�0 �� �A�8� �� �4�>¶ �8� � � Ò � ¥ ��¶·�  �� �   �h�/� §�±õ³ ¡�´µ¡ú�8� � � �0  �h� ���Ò � ¥	� ÿ �
�Ò � ¥�� �
(10)

Thestatement(10) indicatesthat for any pair of nodes(i,j) for which

� §²±5³ ¡�´Ñ¡��8� � � �0  �
holdstrue,at the

endof roundk at leastoneof the2 nodesmustgo to thefailedstatei.e. at leastoneof thetwo nodescanno

longerbeacandidateat theendof theround.

25



Restating(8),���A� � � �0  �\� �� �/¶V� � � Ò � ¥ �4� §�±õ³ ¡�´µ¡ú�8� � � �0  �÷ö	� � Î � Ì � ¥ �O� � ¡��,¡r�Ñ´ Ï § ¢3�$¶ Î � Ì � ¥ �8� � ¡x�K¡r�S´ Ï § ¢·�$�$�
(11)

A candidatei competeswith anothercandidatej in roundk if andonly if eachreceivestheother’s ELECTION

messagein thatround.

Thecontrapositive of statement(10)canbewrittenas:���A� � � �0 @�0  � �A�8� �� �/��¶·�   � �   �>¶ �8� � � Ò � ¥�� �,�/«t� §²±5³ ¡�´Ñ¡��8� � � �0  �$�
(12)

Substituting(9) and(11) into (12)we get,���A� � � �0 @�0  � �A�8� �� �/�>¶3�   � ü   ��¶3�8� � � Ò � ¥ �h��«q� ã �O� � � � Ð   � �$� ÿ « � ã �8� � �/� Ð   � �$� (13)

���@� � � �0 @�0  � �A�8� �� �4��¶3�   � ü   �>¶·�8� � �/� Ò � ¥ �A� ã �O� � � ���   � � ÿ � ã �8� � �4���   � �$� (14)

Substitutingk = m+ 1 in (14)we get:

���@� � � �$ô3�0 �� �A�8� �� �4��¶3�  �� ü ô� �P�>¶·�8� � � Ò � À ×LØ
�,�A� ã �O� � � ���  �� � ÿ � ã �8� � �4���  �� �$� (15)

This provesLemma5.1.

Weshallnow prove thefollowing lemma:

Lemma 5.2

(

�A� � �	�A�8� �� �4�L¶·�8� � � Ò �
Õ
�f�4� §²±5³ ¡²´µ¡��8� � � � �h�

)

Statedin words, every node i that is a candidateat the beginning of round L will competewith every other

candidatej at thebeginningof roundL.

Proof: Lemma5.1statesthat:���@� � � �0  �A�8� �� �/��¶3�8� � � Ò � ¥ ×LØ
�h� ã �8� � �4���  ²ÿ ã �O� � � � �   �

(16)

Substitutingk = L - 1 in (16)gives:���@� � �	�@�8� �� �/�>¶3�8� � � Ò �
Õ
�,� ã �8� � �4�q� �

�
� ÿ ã �O� � �å�q�¸�

�
�P�

(17)

SubstitutingAssumption5.3 in (17)we get:���A� � �U�A�8� �� �4�>¶3�8� � � Ò �
Õ
�h�A� ã �8� � �4� � �·¶ ã �O� � �å� Ð �f� ÿ � ã �O� � � � � �¤¶ ã �8� � �4� Ð �f�$�

(18)
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Substituting(9) in (18)we get,���A� � �U���8� �� �4�L¶·�8� � � Ò �
Õ
�h� Î � Ì � Õ �8� � ¡��K¡(�Ñ´ Ï § ¢3�$�

(19)

Substituting(11) into (19)we get,���A� � �����8� �� �4�>¶3�8� � � Ò �
Õ
�h�4� §²±5³ ¡�´Ñ¡��8� � � � �h�$�

(20)

Thiscompletestheproof of Lemma5.2.

Sinceanodecaneitherbein thecandidatestateor in thefailedstate,we have :�����	�Ã�
�Ò �
Õ

�4«t�C� Í Õ�×LØ
�

(21)

Wecannow completetheproof of propertyC1.

From(10) weget, ���A� �0  �O�/� � Í ¥ ×LØ
�ý�����	�A�8� �� �/�>¶3��� §²±5³ ¡�´µ¡ú�8� � � �0  �$� �Ã���Ò � ¥ ×LØ

�$�
(22)

Substituting(20) in (22)weget,���/�t�O�/�,� Í Õ�×LØ
�������	�@�8� �� �4�L¶·�O� Ò �

Õ
�h��«t�C� Í Õ/×LØ

�$�
(23)

This predicatestatesthat if thereis a nodei that is a candidateat thebeginningof roundL + 1 thenevery other

nodej that is in

�
Õ goesto thefailedstate.

Predicate(21)statesthatevery nodej thatis not in

�
Õ goesto thefailedstate.Substituting(21) in (23) weget,���/�t�O�Z�K���������	�Z� �� �U�/«C�L�Ã�$�

(24)

Thisstatesthatevery nodeexcepttheleaderis in thefailedstateandcompletestheproof of propertyC1.

Wenow prove thatourelectionalgorithmSPLEAsatisfiesthelivenessproperty. More formally :

C2 :

�����/�a�O�Z�K�¦�
Proof : Restatingthedefinitionof

� ¥
, � ¥ � æ �òçÜ� � Í ¥ è (25)

Statedin words,

� ¥
is thesetof surviving candidatesat thebeginningof roundk.

Now

� ¥
is a finite setandmustcontainat leasta candidatej which received maximumnumberof votesof all

candidatesin roundk - 1.
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� ¥
will containat leastthenodej suchthat (

�A�Ñ�a�8� �� �4�C¶÷�8� � � Ò � ¥ Ú�Ø
�²�A¢ ¥ Ú�Ø �O�4���5¢ ¥ Ú�Ø �8�å� ), sincenodej

couldnothave sentanOK messageto any othernode.Hence,���   �O�@çÜ� ¥ ç��.�P�
(26)

Substitutingk = L + 1 in (26),we get çÜ�
Õ/×LØ

ç��õ�
(27)

Statement(27) indicatesthat thereis at leastonesurviving candidateat the endof roundL. We have already

proved(24) which statesthatif thereexistsa surviving candidateat theendof roundL, thenevery othernodemust

bein thefailedstate.

From(27) and(24), we caninfer that,

çÜ�
Õ�×LØ

ç � �
andcontainsthe leader. Every roundlastsa finite amountof

timeandLth roundresultsin a leaderbeingelected.ThisprovesthelivenesspropertyC2.

Weshallnow proceedto prove thesecuritypropertiesof SPLEA.

S1: (

�A� � � �0 @� ½ ��� �� ½ �4�C¡�¢¤£(� ¥ �O� �e§�¨ �8� � ½ �$�K���å©f«C�K�
))

Proof : ¿Fromtheprotocoldescription,we have���A� � � �0 @� ½ ���8� �� �4�>¶ �8� �� ½ �h�4�C¡x¢y£(� ¥ �O� �e§²¨ �8� � ½ �$�,� ä ¥ �8� � � ½ � (28)

Weshallprovethisresultby assumingthatthereis amaliciousnodem, thatcontinuesto participatein theelection

processeventhoughit hassentanOK messagein anearlierround.Moreover, we alsoassumethatm causesa loop

in ancestor/descendant relationship.More formally :��� ô3� � � � �0 @�0 ��¦�0 �� � ���8� �� � �� ô ��¶3�   Ð  �� ü  �� � �h��� ä ¥ � ô � � � �>¶ �8� Ò £ � Í ¥�� ��¶3� ä ¥�� � �O�4� � ô �$�
(29)

If mhappensto survive roundL, thenaccordingto theprotocol,beforegettingelectedastheleaderit will have to

sendaLEADERmessageto all its immediatechildrenin
Ï À .��� ô3� � � � �0 @�0  � �0  � � �A�8� �� � �� ô �>¶3�   Ð   � ü   � � �,� ä ¥ � ô � � �@¶ú� Ò £ � Í ¥�� ¶ ä ¥�� � �O�4� � ô ¶ � À Í Õ�×LØ

�
��� ½ �A� ½f�� ô �>¶·� ½aÒ Ï À �h�4�C¡x¢y£ À � ½ � �K¡�óÑ£ú¡ Î � ô �$�$�

(30)

Theprotocoldescriptionalsostatesthatevery nodeuponreceiving a LEADERmessagechecksto seeif theorig-

inatorof LEADERmessageis not alreadyits immediatechild andforwardstheLEADERmessageto its immediate

childrenonly if it is not thecase.���A� � � �0 @�$ô ��� �� � �� ô ��� ä ¥ �8� � � �/�>¶ Î � Ì �$�O� � �K¡xóµ£ú¡ Î � ô �$�L¶¹«q� ä � ô � � � �t�
��� ½ ��� ½q�� � �>¶3� ½CÒ Ï ���h�4�C¡x¢y£(�ê� ½ � �K¡xóµ£ú¡ Î � ô �$�$�

(31)
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Wehave assumedin ournetwork modelin Section3.1 thatpacketsaredeliveredreliably to theirdestination.���A� � � �$ô é ¿
��� �� �U�4�C¡x¢y£(�ê�O� �$ô é ¿

� ö	� Î � Ì �\�8� �$ô é ¿
�$�

(32)

Substituting(32) in (31)weget,���A� � � �0 @�$ô ��� �� � �� ô � ä ¥ �8� � � �S¶ Î � Ì � �O� � �K¡xóµ£ú¡ Î � ô �$�V¶·��«q� ä � ô � � � �$�K�
��� ½ ��� ½q�� � �>¶·� ½aÒ Ï � �h� Î � Ì Ê��8� � �K¡�óÑ£ú¡ Î � ô �$�$�$�

(33)

Recursive applicationof (33) yields,���A� � � �0 @�$ô ��� �� � �� ô � ä ¥ �8� � � �S¶ Î � Ì � �O� � �K¡xóµ£ú¡ Î � ô �$�V¶·��«q� ä � ô � � � �$�K�
��� ½ �0  � ��� ½q�� � �>¶3� ½aÒ £ � Í ¥�� �>¶3�   � Ð   �f� Î � Ì Ê�� ä � ½ � � �K¡�óÑ£ú¡ Î � ô �$�$�$�

(34)

Substituting(34) in (30)��� ô3� � � � �0 @�0  � ���8� �� � �� ô ��¶3�   Ð   � ü   � � �h� ä ¥ � ô � � ��¶ú� Ò £ � Í ¥�� ¶ ä ¥�� � �O�4� � ô ¶
� À Í Õ/×LØ

� Î � Ì �å� ä �8� � � �,¡�óÑ£�¡ Î � ô �$�$�
(35)��� ô3� � � � �0 @�0  � ���8� �� � �� ô ��¶3�   Ð   � ü   � � �h� ä ¥ � ô � � ��¶ú� Ò £ � Í ¥�� ¶ ä ¥�� � �O�4� � ô ¶

� À Í Õ/×LØ
� ¡�ù·��¡ ³ ´ Ï § ¢��8� �$�$�

(36)

This statementindicatesthata nodei uponseeinga LEADERmessagefrom oneof its immediatechildrenwill

immediatelybroadcastanexceptionandwill thusprevent thatnodefrom takingover astheleader. This shows that

anodethathasalreadysentanOK messagewill beunsuccessfulin becomingtheleaderwhichprovesPropertyS1.

���A� �0  ���U�A�8� �� �4�>¶3�8� � � Ò � ¥ Ú�Ø
�h�Á´ Ï ± ¡ §rø ´ ¥ ��´ Æ ��¶¹� §²±5³ ¡�´µ¡ú�8� � � �0  �V¶ « Î � Ì � �8� � Ì § ´µ¡r�$�K�

¡²ù3��¡ ³ ´ Ï § ¢÷�O� �0  �$�
(37)

This propertymeansthatevery nodethatcompeteswith at leastoneothernodein a roundwill beforcedto send

theVOTEmessagein thatround.���A� �0  ���U�A�8� �� �4�>¶ �8� � � Ò � ¥ Ú�Ø
�f�Á´ Ï ± ¡ §(ø ´ ¥ ��´�ÈI��¶¹� §�±õ³ ¡²´µ¡��8� � � �0  �V¶ ¢ ¥ �O�4� �¸¢ ¥ �8� �$�K�

¡²ù3��¡ ³ ´ Ï § ¢÷�O� �0  �$�
(38)

This propertyensuresthat for any pair (i,j) of nodesthatcompetewith eachotherin a round,if oneof thenodes

findsthatit hasmorevotesthantheother, thenit will makesurethatthenodewith fewervotessendsanOK message.

PropertiesS1,(37) and(38)arethecoresecuritypropertiesof SPLEA.
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Wenow prove propertyC3 associatedwith SEFA. Theproofof propertyC3 is fairly simple.� ¥ � æ �òçÜ� � Í ¥ è (39)� ¥
representsthesetof surviving nodesat thebeginningof roundk i.e. nodeswhichhavenotsentanOK message

to any othernodeuntil the endof roundk - 1. This set is finite andthereforemustcontainthe node,sayw, with

maximumleadership-valueat theendof every round. This is becausew could not have sentan OK messageto a

nodewith a lower leadership-value.Thus � Ò �
Õ/×LØ musthold true.

Theabove observationscanbestatedmoreformally as:���
�

�
� Ò �

Õ/×LØ
�A���@�t�A�8� �� � �h���

�
�þ� � �$�

(40)

Hence, çÜ�
Õ/×LØ

ç��õ�
(41)

Statement(41)tells that

�
Õ/×LØ containsat leastthenodewith maximumleadership-value.Wehavealreadyproved

(24)whichstatesthatif thereexistsasurviving candidateat theendof roundL, theneveryothernodemustbein the

failedstate.

From(41) and(24),we caninfer that,

çÜ�
Õ�×LØ

ç � �
andcontainsthenodew with maximumleadership-value.

ThusSEFA electsanodewith maximumleadership-valueastheleader. ThisprovespropertyC3.

We turnourattentionto proving animportantsecuritypropertyofferedby SEFA, propertyS2.This propertycan

beprovedusingpreviously provedresults.

(40)statesthat ���
�

�
� Ò �

Õ
�A���@�t�A�8� �� � �f���

�
�þ�A�¦�$�

(42)

Sincew is themaximumutility node,w couldnothave sentanOK messageto any othernode.Lemma5.2states

thatall candidatesin roundL competewith eachother.

SubstitutingLemma5.2 in (43),we get���
�

�
� Ò �

Õ
�����@�K���8� Ò �

Õ
��¶3�8� �� � �f�A�8�

�
�þ� � �>¶ � §�±õ³ ¡�´µ¡ú�8� � � � �f�$�$�

(43)

Fromtheprotocoldescription,all candidatesin roundL, which follow theprotocol,will electw astheir parent

andwill sendan OK messageto w. This is becauseevery nodewill hearw’s ELECTIONmessageandw is the

maximumCEA valuenode.���
�

�
� Ò �

Õ
�����A�,���8� Ò �

Õ
�>¶·�8� �� � �h�A�8�

�
�þ� � ��¶ ä Õ

�8�å� � � �$�
(44)

But if a maliciousnodem, participatesin roundL anddoesnot sendanOK messageto w, thenw will reportan

exception.
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(45)

This shows that only themaximumCEA valuenodecanbecomethe leaderandno oneelse. Thusa malicious

nodecouldhave gottenaway by not sendinganOK messageuntil roundL, but it will beforcedto do soin thefinal

round.ThisprovespropertyS2.
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