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Abstract

The problemof secureleaderelectionin wirelessad hoc networks is considerecandtwo cheat-proofelec-
tion algorithmsare proposed:Secue ExtremaFinding Algorithm (SEFA) and Secue Prefeence-based eader
ElectionAlgorithm(SPLEA)SEFA assumethatall electornodessharea singlecommonevaluationfunctionthat
returnsthe samevalue at ary electornodewhen appliedto a given candidate-node When electornodescan
have differentpreference$or a candidate-nodehe scenaridoecomesnorecomplicated Our Secue Prefeeence-
based.eaderElectionAlgorithm (SPLEA)dealswith this case Here,individual utility functionsateachelector
nodedeterminean electornodes preferencdor a givencandidate-nodeéWe formally specifyandprove correct-
nessandsecuritypropertiesof SEFA and SPLEA usingtemporallogic. Their messageompleity and signa-
ture/verificationcostsareevaluated.

Keywords : wirelessad hoc networks, secureleaderelection,network protocols,formal specificationand
verification.

1 Introduction

Leaderelectionalgorithmsfind mary applicationsn both wired andwirelessdistributed systems.In groupcom-
municationprotocols for example,a new coordinatormustbe electedwhena groupcoordinatorcrasheor departs
the system. The problemof leaderelectionin distributed systemshasbeenwell-studiedandthereis a large body
of literaturefor this problem;a good surwey canbe foundin [1]. Most of theseworks describeextremafinding
algorithmsthatelecta nodewith the maximumidentifierfrom amonga setof candidate-nodes.

Recentlytherehasbeenconsiderablénteresin usingleaderelectionalgorithmsin wirelesservironmentsor key
distribution [3], routing coordination[8], sensorcoordination[13], andgeneralcontrol [6, 5]. Here,usermobility
mayresultin frequentieaderelection,makingthe processa critical componentf systemoperation.Securityis also
of particularconcernin ary wirelesservironment. Existing leaderelectionalgorithmsimplicitly assumecomplete
trustamongthe nodespatrticipatingin the leaderelectionprocessandconsequentharevulnerableto a variety of
attacks.

In this paper we thusconsiderthe problemof securdeaderelectionin ad hoc networks. We presentwo algo-
rithmsthatusearound-basethierarchy-hilding approactowardsleaderelection:



e Our Secure Extrema Finding Algorithm (SEFA) belongsto the category of extremafinding algorithms.
SEFA assumethatall electornodessharea single,commonevaluationfunctionthatreturnsthesame‘value”
atary electornodewhenappliedto agivencandidate-nodeA candidate-nodsidentifier(name) batterylife,
or certifiedlevel-of-trustwithin the systemareexamplesof valuesfor which all nodesmightwell hold sucha
commonview of acandidatenode.

e Theleaderelectionproblemis morecomplicatedvhennodescanhave differentpreference$or aleader For
example,if topologicaldistanceis taken asa metric for determininga nodes preferenceamongcandidate-
nodes,eachelectornode might well have a differentview of the “value” of eachcandidate. Our Secue
Preference-based_eader Election Algorithm (SPLEA) dealswith this case.Here,individual utility func-
tions at eachelectornodedeterminethe electornodes preferencdor a given candidate-nodeand (loosely
speaking)SPLEA senesto aggrgateindividual electornodepreferencednto a single, system-widechoice
of aleader

We formally specifythesetwo algorithmsandprove their correctnessindsecurityproperties,usinglineartime
temporallogic asthe formal tool for this purpose.We alsoanalyzetheir messageompl«ity andthe numberof
digital signatureandverificationoperationsequired.

Theremaindeof the paperis organizedasfollows. In Section2 we discusgelatedwork. Section3 describesur
assumptiongandalgorithmsandmessagingn detail. Sectiond formally describeghe variouspropertiesve prove.
In Section5 we presentan analysisof our algorithms. Section6 discusse®ur conclusionsand agenddor future
work. Finally the appendixincludespseudo-coddor SPLEA and detailedproofs of its correctnesand security
properties.

2 Related Work

Marny algorithmsfor leaderelection,clustering,and hierarchyconstructionhave beenproposed.Leaderelection
algorithmsfor mobile ad hoc networks have beenproposedn [5, 6]. In [5], analgorithmis proposedo electa
leaderfor eachconnecteccomponenf anad hoc network. This algorithmis basedon TORA [14] (Temporally
OrderedRoutingAlgorithm), whichin turnis basednthe Gafni-Bertsekaslgorithmfor constructinga destination-
orienteddirectedagyclic graph[13. Thealgorithmusesthe mechanisnmn TORA to detectpartitions,with thenode
detectinga partition beingelectedasa leader The leaderelectionalgorithmsproposedn [6] are classifiedinto
two cateyories,Non-Compulsonprotocols(which do not affect the motion of nodes)and Compulsoryprotocols
(which determinethe motion of someor all of the nodes).The Non-Compulsoryprotocolsrequiremobile nodesto
move in orderto meetandexchanganformation. If nodesdo not meet, the protocolmay not electa uniqueleader
The mobile nodesareassumedo move in sucha way thatthe numberof electornodesthat participatein protocol
executiondecreasewvith time. Whenthereis only one participantleft, that nodebecomeshe leader In order
to electa uniqueleader(with a high probability of success)the Compulsoryprotocolsrequirenodesto performa
randomwalk onthegraph.

The multicastoperationof the Ad Hoc On-DemandDistanceVector Routing Algorithm [8] electsa leaderfor
its multicastgroup. Here,the first memberto join the group becomeghe leader Whenthe group partitions,a
leaderis electedfor eachgroup;whenpartitionsmeige, the protocolensureghatonly oneof thegroupleadergakes
leadershipf thereconnectegartitions.



Thetop-davn hierarchyconstructiorschemen [10] electsaleadetby asimplebully algorithm,whereeachmem-
berbroadcastadwertisementso all othermembersThe Multicast Archie Sener Hierarchy(MASH) [9] organizes
nodesinto a two-level hierarchyof parentsandchildren. Certainnodeschooseto becomeparentsandinvite other
nodesto becometheir children. A nodechooseshe nearesparentthatis willing to accepit asa child.

Theclustering/hierarchgonstructiorproposalsn [7, 11, 12, 13] useabottom-upapproactthatwe have adapted
for SEFA and SPLEA. The algorithmin [7] constructsa hierarchyin a sensometwork of low power devices by
promotingnodeswith higherenegy up thehierarchy A Landmarkhierarchyis constructedn a bottom-upfashion
in [11] for routing purposes.In [12], a structurecalled an AC Hierarchy is constructedhat logically organizes
processorto variouslevels. In [13], sensor®rganizethemselesinto clustersandclusterheadsareelectedbased
on localizedcoordinationandcontrol. In addition,clusterheadsarerandomlyrotated with eachnodeservingasa
headonly for afixed duration. In orderto minimize enegy spentin communicatingwith the remotebasestation,
clustermembersommunicateo the basestationthroughtheir clusterheads.

As we will see,ourleaderelectionalgorithmsusetheideaof bottom-uphierarchyconstructionandaresimilar
to theclusteringproposalsn thatrespect However, noneof the algorithmsdescribedabore consideithethe notion
of secue leaderelection. Indeed,it is not clearwhethersecuritycaneasilybe built into their protocols. The main
contrikution of ourwork is the developmentof securdeaderelectionalgorithms,the proof of their correctnesand
securitypropertiesandthe analysisof their overheads.

3 Secure Distrib uted Leader Election Algorithms

In this section,we describewo algorithms,SEFA andSPLEA, for securdeaderelection.Eachof thesealgorithms
adoptsa hierarchicakround-base@pproactin which a leaderis electedin a bottom-upfashion.During roundone,
candidate-nodesompetewith their one-hopneighbors.During the secondround,the winnersfrom the first round
competewith the otherround-onewinnersthat aretwo-hopsaway. Theseroundscontinueuntil a singleleaderis
elected.

Thefundamentatlifferencebetweerourtwo algorithmss thatSEFA assumethatall electornodesshareasingle,
commonevaluationfunction thatreturnsthe same‘value” at ary electornodewhenappliedto a given candidate-
node. SEFA alsorequiresthatthe parametersisedto selectthe leaderin eachroundremainconstant. Thus,the
“goodness’of a nodeis independenof time. SPLEA supportsa heterogeneoudecisionmodelin which different
electornodesmay have differentpreferencesor aleader For example,if topologicaldistanceis taken asa metric
for determininga nodes preferenceamongcandidate-nodesachelectornode might well have a different view
of the “value” of eachcandidate-nodeln SPLEA, individual utility functionsat eachelectornode determinethe
electornodes preferencdor a given candidate-nodeand(looselyspeaking)SPLEA senesto aggrgateindividual
electornodepreferenceito a single,system-widechoiceof aleader

3.1 Objectives, Constraints, and Assumptions

In developingour secureelectionalgorithmsfor wirelessnetworks, we mustfirst definethe securityobjectvesand
relatedassumptions.Foremost,we assumethat maliciousnodeshave the capacityto “snoop” on a cornversation



andpotentiallycorruptmessagesHowever, they cannotdeletemessagefrom the network. Thatis, messagéoss
canbe detected.The goal of the proposedalgorithmsis to efficiently electa leaderwithout enablinga malicious
nodeto changeor disruptthe electionprocessWe make the following assumptionsboutthe nodesandthe system
architecture:

1. Unique and Ordered Node IDs: All nodeshave uniqueidentifiers. Theseareusedto constructcertificates
andestablishsecurecommunicationsThey arealsousedto identify participantsduringthe electionprocess.
Also, nodelDs areorderedandthereforeusefulin breakingtiesduringelection.

2. Clock Synchronization: The clocksof all nodesin the network are synchronized.This is usedto prevent
replayattacks.

3. Secure Node-to-NodeCommunications Eachnodei hasa (public-key,private-ke) pair (F;,K;) thatcanbe
usedto securelyestablishra communicatiorink betweerary two nodes.Thepublickey is consideredhared
informationandis availableto all memberf thedomain.

4. Reliable Node-to-NodeCommunications Theadhocnetwork is modeledasa discretetime systemwhere
anodetakesonetime unit to deliver apacletreliably to its immediateneighbor

5. Node Certificates. Eachnodehastwo certificates.Thefirst certificateis a one-timecertificatethatbindsthe
nodes identity with its public key andstaticcharacteristicsuchasits trust-level,processingapabilitiesetc.
This certificateis availablefrom a Trust Authority (TA) thatis well known to all nodes.Theseconccertificate
is shorterterm, and binds dynamiccharacteristic®f a node(e.g.,the densityof nodesin its region) to the
nodes identity. This certificateis obtainedfrom a trustedGroup Authority (GA), asdescribedater These
latter certificatesmay changefrom one electionto the next, but remainconstant(andvalid) during a given
election.

6. Reliability and Survivability: Participatingnodesare reliable and do not fail during the electionprocess.
Furthermoreno messagearelost or delayeddueto buffering or otherperformanceroblemsat therecever.

7. Asymmetric links: Thecommunicatiorinks in thead hocnetwork mayor may notbebi-directional.

8. Network Topology. Although, nodescan be mobile before and after the election, it is assumedhat the
network topologyremainsstaticfor the durationof election.

3.2 Secure Extrema Finding Algorithm(SEF A)

SEFA is an extrema-findingalgorithmin which all nodesusea CommonElection Algorithm (CEA) to determine
theirrespectre votes.Specifically we definethe CEA asa mappingfrom m decisionfactors X;, thatareassociated
with nodei into thereal numbers(f(X;), f : R™ — R) suchthatthe larger the CEA value,the more“desirable”
thenodeis asaleader Decisionfactorsmight includenodeidentity, batterylife, or level-of-trust. It is importantto
notethatsinceall electornodesusethe sameCEA, all electornodeswill computethe sameCEA valuefor a given
candidatenode. As we will see,SEFA securelyelectsthe nodewith the maximumCEA value asthe leader We
emphasisehatthe list of decisionfactorsis definedbasedon the selectedalgorithm(or classof algorithmsin the
caseof SPLEA)andthenumber/formabf decisionfactorsis choseraccordinglyandagreeduponby all nodesprior
to thestartof election.



Thevariousactionsandstategaken by anelectornodeareshawvn in thefinite statemachinein Figurel. Eachof
the statess describedelow:

e Initialization State: At the startof the electionprocessnodei initializesWinner, a booleanvariable,to true.
Thisvariablereflects’s candidag statusandis trueaslong asi is still acandidateduringalgorithmexecution.

e Election State: The Electionstatecorresponds$o the beginning of anelection. During roundk, whenin the
Election State eachnodebroadcastan ELECTIONmessagéo all nodesthat are k-hopsor lessfrom node
1 andstartsa timer T, thatis proportionalto k. This timer internval ensureghatnodei collectsELECTION
messageBom all othercandidatesvhosedistanceoi is k or less.Nodei’'s ELECTIONmessageontainghe
valuesof thedecisionfactorsthatareneededy the CEA to calculatenodei’s CEA value.Notethatthevalues
for all decisionfactorsusedin CEA mustbe provided by the nodein its ELECTIONmessagelf a decision
factoris notavailable,its valueis takento be 0. Beforesendingan ELECTIONmMessagethe entiremessagés
hashedandthe hashis signedusingi’s privatekey to protectmessagéntegrity. On expirationof T, i enters
statethe ParentNominationstate.

e Parent Nomination State: On receving adwertisementgrom othercandidatenodes,a nodemustdetermine
the nodethatit prefersfrom amongthosefrom whomit hasreceved an ELECTIONmessageThisis done
viathe TOP functionin Figurel. Thisfunctioncomputeshe CEA valueof every nodefrom whichit receved
an ELECTIONmessageausing the transmitteddecisionfactors,and returnsa nodew with maximumCEA
value. If wis anodedifferentfrom i, i acceptsv asits parentandsendsan OK messageo i. If i itself is the
maximumCEA-valuenode theni doesnothave to choosea parentandthereforeentershe AdoptionState In
theeventof atie, atie-breakingmechanisnsuchasnodewith maximumidentifier, is used.The OK message
originatedby i containsa certificatethat bindsi’s identity with that of its parent. This certificateis signed
usingi’s privatekey. As before,a hashof themessagés computedandsignedusingi’s privatekey. Sincei is
nolongeracandidaten theelection,it setsts variableWinnerto false.Eventhoughi is nolongera candidate,
i couldhave beenchoserasthe parentof someothernode.In orderto receve their OK messages,entersthe
AdoptionState

e Adoption State: In this state a nodewaitsfor OK messagefom its children-to-be All parent-childrelation-
shipsin the hierarchyareestablishedn this state.Every nodei maintainsalist, I;, of its immediatechildren
in the hierarchyandaddsnodesin thislist asit recevesOK messagefom them.

Nodei startsa timer T, on enteringthis state,waiting for OK messagefrom its potentialchildren. Upon
receiptof anOK message, addsthe originatorof the OK messagéo the setof its immediatechildren,I;. On
expirationof T, i entersParent/DecisiorState

e Parent/Decision State: In this state,i sendsa PARENTmessage¢o every nodefrom whichit recevedan OK
messagelt startsatimer 7, for its PARENTmessagéo reachits childrenandalsofor receving a PARENT
messagédrom its parent. Following expiry of T}, i evaluatests candidag statusanddecidesanappropriate
courseof action. If the booleanvariableWinner is still true andif L roundsof electionarenot yet over, it



Initialization State

Winner=- True
k=0

Parent

Election State
k=k+1 , Nomination State
send "ELECTION" — V; T_e timeout W = TOP(Buff)
start timer T_e = A*k if (i <> W) send "OK*= W
Rcv "ELECTION" from .
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Rcv "OK" from children—to—be
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send "PARENT" to all nodes from
which "OK" received

start timer T_p = C*k
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and
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Wait State
Wait for "LEADER" message

On receiving "LEADER", forward
every node in I_i, if no exceptions

Leader State

send "LEADER" to every
node in |_i

Wait for all nodes to receive
"LEADER" message

Terminal State

End of election

Figure 1: Finite StateMachinediagramof SEFA. V; ;, denoteghesetof all nodesk hopsaway or lessfrom nodei



meanghati is still a candidaten the electionandsoi loopsbackto Election Stateto participatein the next
round. If Winner hasalreadybeensetto false,i goesto Wait State If L roundsare over andthe boolean
variableWinner is still truefor i, it entersthe LeaderState

e Leader State: This statemarksthe endof all the roundsof election. Nodei first verifiesthatall nodeswith
which it competedn roundL have sentan OK messageaccepting astheir parent. If thisis notthe case;i
broadcastsn exceptionmessagéo ensurghatsomeothernodedoesnot maliciouslydeclardtself theleader
aftertheLth round.

Following this, i sendsa LEADERmessag¢o all othernodesdeclaringitself theleader Thisis doneeither
distributing the LEADER messagalown the parent/childhierarchy or by a broadcasto all nodes. In the
formercasej sendghe LEADERmessag¢o its immediatechildrenin I;, whenin turnforwardthe LEADER
messag¢o theirimmediatechildren,andsoon, until all nodesin the hierarchyreceve the LEADERmessage.
If noneof therecipientsof the LEADERmMessageeportanexceptionafterafinite timeintenal, i becomeshe
leaderof thegroup.

e Wait State: In this state,i simply waits for a LEADER messagdrom the eventualleader Upon receipt
of a LEADERmessagei, checksto seeif the proclaimingleaderis not alreadyits child andonly forwards
the LEADERmessageéo its immediatechildrenif it is not. If the proclaimingleaderis a child of i, theni
broadcastan exceptionalertingothermembersof a maliciousattack. After enteringthe Wait State if i does
notheara LEADERmessagéor afinite time interval, i will broadcasanexception.

To illustratethe operationof SEFA, considerthe network shavn in Figure2. Eachnodehasa uniqueidentifier
followed by a bracletednumberindicatingits CEA value,andlinks areassumedo be bi-directional. During the
first round,nodeC recevesdecisionfactorsfrom nodesA, B, andD. Calculatingtheir correspondingCEA values
andcomparing,nodeC selectsnodeB asits parent,andsendan OK messagé¢o B. Similarly, A andB alsoselect
B astheir parent. Thefinal hierarchyresultingfrom executionof SEFA on graphof Figure2 is shavn in Figure 3.
At theendof round1, nodesB,E,l andK areeligible to competein round2. At the endof round2, | is the only
surviing node.

B(7) @) c® 1an M(D)

Figure 2: An examplegraphof anadhocnetwork. Circlesrepresenthe mobile nodesandthe edgesetweemodes
indicatethatthetwo nodescandirectly talk to eachother
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Figure 3: Hierarchyconstructean executionof SEFA

Note that a nodei may receve OK messagefrom other nodes,but itself have sentan OK messagdo some
othernode. In this case,i sendsan PARENTmessagdo the nodesthat sentan OK messagéo it, but doesitself
not participatefutherin the election,sinceit hasalreadysentan OK messagéo anothernode. This situationis
illustratedin Figure3 - nodeB sendsan OK messageto nodeE, while nodeE itself sendsan OK messagé¢o node
I. Accordingto thealgorithm,nodeE will senda PARENTmessagéo nodeB, but will not participateary furtherin
theelection.

SEFA electsthe nodewith the maximumCEA valueastheleader aresultdiscussedn Section4 andprovenin
AppendixB. Intuitively, atevery roundhigh CEA-valuenodesarepropagatedip the hierarchy It is easyto seethat
the CEA valueof ary nodeis greatetthanall of its descendantsSincetheleaderis therootof thehierarchyits CEA
valueis the highestof all of its descendants/Ve alsoprove thatthis algorithmpreventsmaliciousnodesthatdo not
sendtherequiredOK messagebut continueto participatein the electionprocessfrom beingelectedeader

3.3 Secure Preference-based Leader Election Algorithm (SPLEA)

RecallthatSEFA assumethatall electomodesshareacommonCEA, andthusview the“desirability” of acandidate
nodeidentically Our secondeaderelectionalgorithm,SPLEA, allows eachelectornodeto have differentview of
the“desirability” of acandidatenode.We defineelectomode;’s utility functionfor acandidatenode,j, asamapping
from them decisionfactorsof node; to therealnumberyf;(X;) = u;;, f : R™ — R). We assumewithoutloss
of generalitythatthenodej with thelargestutility valuefrom amonga setof candidatenodess the preferredeader
from the perspectie of nodes.

We notethats’s utility functionis generalin thatno assumptioris madeaboutthe decisionfactors,X;, that j
passedo i. For example,one of the decisionfactorsthat; might passto : is the numberof nodesfor which it is
currentlytheparentin the SPLEAalgorithm. This is avaluethatwill changeas; is promotedup theleaderelection
hierarchy

We note that while SEFA electsthe leaderwith the largest CEA value (andin that sensemight be termedan
“optimal” leader),SPLEA doesnot electan optimalleader Indeed,no global system-wideobjective function has



beendefinedand hencethe issueof optimality is itself not meaningful. A utility function simply representshe
preference®f the individual nodes,and allows electornodesto vote for a candidatenodethat they prefer (via
their utility function) over othercandidatenodes. The voting processsenesto aggr@ateindividual electornode
preferencesnto a system-widedecisionfor the electedleader The extentto which the electedleaderis “good”
(from aperformancestandpointpr closeto optimal (accordingo somemeaningfulsystem-widebjectve function)
remainsanopenquestiorfor futureresearch.

The finite statemachinediagramof SPLEA is shavn in Figure4. The pseudo-codéor the algorithmhasalso
beenprovidedin AppendixA. Eachstatein the statediagramis describedelow:

e |nitialization State: This stateis identicalto the SEFA Initialization Statedescribedearlier

e Election state: This stateis similar to the SEFA Election Statedescribedearlier with the following modi-
fication. EachELECTIONmessagén SPLEA alsocontainsthe list of descendantsf nodei asof roundk,
maintainedoy i in theform of alist denotedby D; ;. Thelist of descendantis in theform of a setof certifi-
cates- onefor eachof its descendantshusallowing 7 to prove to othersthatit is indeedanancestofor each
of its descendantsTheinclusionof thelist of i’s descendants the ELECTIONmessagallows othernodes
to considetthis informationin their evaluationof the utility of :.

e \oting State: In this state,every node choosesa node other thanitself (from the setof candidatenodes
from whomit hasreceved an ELECTIONmessagedhat hasthe highestutility, andthenvotesfor thatnode.
Informally, the goal of voting is to allow candidatesvith a large numberof votesto proceedon to the next
roundof theelection.

Uponenteringthe Voting State i executesafunction TOP thatcomputegheutility of every node(from whom
it hasrecevedanELECTIONmMessagewith respectoi, usingi’sutility function, f;. If nodew hasthehighest
utlity, i sendsa VOTE messagéndicatingw asthe choicefor its parent. This messagés to bebroadcasby i
to all membergrom whomit recevedanELECTIONmessagep assureahemthatit hasmadea choicefor its
parent. This rule is enforcedin orderto preventnodesfrom refusingto casttheir votes. The VOTE message
containsadigital signaturghatbindsi with its choice.A timerT, is startedo allow othercompetitors VOTE
message® reachi. Following the expirationof thistimer, i entershe Announcé/otesState

e Announce Votes State: In this state,i first reportsan exceptionif it hasnot hearda VOTE from ary of its
competitorsthusforcing nodeswhich refrainedfrom voting to casttheir vote. Nodei announceshe votesit
hasrecevedfrom its competitordi.e., thosenodeswho chosei astheir parent).An ANNOUNCEmMessagés
broadcasto all memberdrom whichi receved an ELECTIONmessagendicatingthe votesit hasreceved.
Theabsencef anANNOUNCEmNessag&om acompetitorindicateshatthecompetitotasrecevednovotes.
Again, atimerT, is startedby i to collect ANNOUNCEmessageffom othercompetitors.The expiration of
timer T, causesatransitionto the ParentNominationState

e Parent Nomination State: As in SEFA, eachnodei choosests parentbasedon the vote countof eachof its
competitorschoosingasits parentthe nodewith the maximumnumberof votes. i sendsan OK messagé¢o
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k=0
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k=k+1
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Figure 4: Finite StateMachinediagramof SPLEA.V; ;, denoteghesetof all nodesk hopsaway or lessfrom nodei
andR; ;, denoteghesetof all nodesfrom whichi receved ELECTIONmessagén roundk
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thatnodeacceptingt asits parentandstartsatimer7,. As in the caseof the VOTE messagethe OK message
is sentto all of its competitors.Upon expiration of T,,, a competitorj of nodei thathasreceved morevotes
thani will reportanexceptionif it doesnothearanOK fromi. OnceanOK is sent,theWnner variableis set
to falseandatransitionto AdoptionStateis made.

e Adoption State: This stateis identicalto the SEFA Adoptionstatedescribedearlier Theonly differencefrom
SEFRA is thatuponreceiptof an OK messagdrom nodej, i addsnodej andall of j's descendantéwhich it
knows from the ELECTIONmessagefo thelist D; . of its descendants.

e Parent/Decision State: This stateis identicalto the SEFA Parent/DecisiorStatedescribecearlier
o Wait State: This stateis identicalto the SEFA Wait Statedescribedearlier

e Leader State: This stateis identicalto the SEFA LeaderStatedescribedebarlier

An importantfeatureof SPLEA is thatit is robust againstincompletelists of descendants the ELECTION
messageTo illustratewhy, let considerthe following example.Supposethatin a certainroundk, anodei chooses
j asits parentwhichin turn choosesanothemodel asits parentin the sameround. In thefollowing round,| only
knows aboutj anddoesnot know thati is its descendantsincej doesnot forward this informationto |. This has
importantsecurityimplications,asthe nodei, which is potentially malicious,cannow competewith | in the next
roundandgetelectedasthe parentf | chooses. With someluck, i couldsurvive roundL aswell. Thiswould result
in aloopin parent-childrelationships.Shouldthis occur however, i will be exposedwhenits LEADERmMessagés
recevedby j, which hadearlierreceved an OK messagérom i.

In AppendixB, we formally prove thata nodethat sendsan OK messagén a roundcannotbecomethe leader
Thisresultformsthe basisof a cheat-proofeaderelection.

3.4 Message Security

Securdeaderelectionmustensurehatno nodecanusurptheelectionby providing falsecredentialsin this section,
we describghedetailsof themessage®rmatsusedin the SEFA andSPLEAalgorithmsandhow they preventsuch
falseresults.

Let (Pra, Kra) and(Pga, Kga) bethe (public key,private key) pairsof TA (Trust Authority) and GA (Group
Authority) respectrely. In general(P,, K,,) representshe (privatekey,publickey) pair of noden and K, (x) means
thatdatax is encryptedusingn’s privatekey.

As outlinedpreviously, SEFA requiresfour messagesELECTIONOK, PARENTandLEADER SPLEAinvolves

two additionalmessagesyiz. VOTE andANNOUNCEand,in addition,modificationsto ELECTIONandOK mes-
sageshave beenmade.

11



Election Message

The SEFA ELECTIONmessagés usedby a nodeto initiate a nev roundof the electionprocess.In this message,
thenodead\ertisesits characteristicso othercompetitorsandhasthe following fields:

¢ Nodei’'sidentity
e currenttime
e roundnumber

[} KTA(i,.Tl, Ly eeey Lyt ,R)

o Kaa(l,xm 41, Tm42, - - -, Tyr,cUrrenttime)
o Kra(GAz1,%2,...,2Z0,Paa)

® LyilyennyTm

e K;(Hash)

Thecurrenttime androundnumberfieldsindicatethe time andthe roundin which messagearegeneratedThe
fourth field in the messages the one-timecertificateof i thatis signedby TA usingits privatekey Ky 4. This
certificatebindsi’s identity with its public key andits staticdecisionfactorssuchastrustlevel, batterylife, node
identifier, etc. Note thatthesecharacteristicare assumedo be fixed throughoutthe nodes lifetime. Henceit is
certifiedalongwith the nodes public key in the one-timecertificate. Sincethe public key Pr4 of the TA is well
known to all membersof the domain,every nodeinside the domaincandecryptthe certificatesignedby the TA.
Notethat:’s one-timeTA-signedcertificatecannotbe tamperedvith asit is signedusingthe TA's privatekey.

Thenext field is the certificatethati hasobtainedfrom the GA. The GAis co-locatedwith the groupleaderand
handsout certificateto every groupmemberwhena leaderis elected.Whenthe leaderdepartswith the GA, every
memberusesthe certificateof the last GA. This certificateis shorterterm andbindsi’s identity with its dynamic
characteristics.This certificatecan changefrom one electionto next but remainsconstantduring an election. In
orderto prevent this certificatefrom beingreplayed,the GA alsoincludesthe time of signaturein the certificate.
Sinceclocks of nodesare assumedo be synchronizeda recipientof the certificatecan determinewhetherthe
certificateis recentor old. Sincethe GA's public key might not be known to the recipient,i includesthe onetime
certificateof GA signedby the TA in themessageThis field is followed by the valuesof the factorsin X; thathave
to betakenontrust.

Finally, to protectthe messagéntegrity, i computesa hashover the entiremessagesinga well-knowvn algorithm
suchasMD5 [16]. Thehashsenestwo purposesyiz. (i) protectsthe integrity of the messagand(ii) reducegshe
lengthof the messagé¢o be encrypted.In the absencef the hash,i will have to signeveryfield of the ELECTION
messagevith its privatekey. Encryption/Decryptiorusinga public key/private key canbe expensve anddepends
on the length of the messagdeingencrypted/decrypt. Sincea hashis very easy(computationally}fo compute
andpotentiallymuchsmallerin lengthin comparisorwith the actualmessagdself, i encryptsonly the hashwith
its privatekey.

The SPLEAELECTIONmessag@ncorporateslescendannformationandhasthefollowing fields:

e i’sidentity
e currenttime
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e roundnumber

o Kraliyxi,xzo,...,Tm F;)

o Koa(lZm/ 41, T2, - - -, Ty ,CUITENttiMe)

o Kra(GAx1,x2,...,Tm Pga)

® Tymlyly---yTm

e Foreachnodecin D,y :
— K,(c,parent€),OK,d(parent(c),0 roundnumbercurrenttime)
— Kra(cz1,z9,. .., 2, Pp)

° Ki(Hash)

Note that D; ;, denotesghe list of descendantsf nodei asof roundk. For every descendanin thelist D; , i
producesa certificatesignedby the descendant.This certificateis signedby the issuerin its OK message.The
public key of the descendanis alsoincludedto allow i’'s competitorsverify thati is indeedan ancestorof that
descendantThe certificatealsoincludesinformation abouta parents distanceto the child, d(p(c),c), for a child
c. Sinceanodei containsthe certificateof eachnodein D; , i’s distanceto eachof the nodesin D;; canbe
computedby i's competitors.This informationcanbe usedto evaluatei’s regional densityi.e. the ratio of number
of descendantsf i to the averagedistanceof i to ary of its descendantslf a nodei choosesiodej asits parent,
thenj adopts andall of its descendantasits own descendantandaddseachof thosenodesto thelist D; ;. Thus
informationabouta nodes descendantgetsaggrgiatedandpropagatedip the hierarchyasroundsgo by.

OK Message

An OK messagés usedby SEFA to acceptthe resultsof aroundandto selectits parent. The OK messagéasthe
following fields:

e i'sidentity

e currenttime

e roundnumber

e identity of i’s parent

o Kraliyxi,xo,...,Tm ,F;)

o K;(i,parent(i),roundnumbercurrenttime)

e K;(Hash)

A nodei acceptsa nodeasits parent,denoteddy parenty (i), by signinga certificatethat bindsits identity with

thatof its parent. To preventthe certificatefrom beingreplayed the time of signingthe certificateis recorded.In

caseexceptionsoccurat a later time, the round numberfield providesinformation aboutthe roundin which the
signatureoperatiorwascarriedout.
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Parent Message

A PARENTmessagés usedby both the SEFA and SPLEA algorithmsandis issuedby a nodeto its proposed
children(i.e. thosethatissuedthe OK messagethatthey have beenassignedsits children. The PARENTmessage
hasthefollowing fields:

e i’sidentity

e currenttime

e roundnumber

e alist of nodes

o Kra(i,x1,22,--., Ty )

e K;(Hash)

Leader Message

After L roundsof electionareover, theleaderiunderbothSEFA andSPLEA)sendoutaLEADERmMessageo every
nodein I;. Thenodedn I; in turnforwardthe LEADERmessag#o theirimmediatechildrenandthe processepeats
until all nodesin the hierarchyreceve the LEADERmessageThe LEADERmessagéasthe following fields:

i’'sidentity
currenttime

KTA(i W L1y Ly« sy Lyp! ,]DZ)
K;(Hash)

Eachrecipientof this messagehecksto seeif the proclaimingleaderis not alreadyits immediatechild and
broadcasts&n exceptionif it is. Otherwise,it waits for a finite timer interval to seeif ary othernodereportsan
exceptionto theresultof the election.If no exceptionsarereportedthenthe originatorof the LEADERmessagés
acceptedy all othermembersf the groupasthe new leader

Vote Message

A VOTE messages unigueto SPLEA andusedby a nodeto announcdts “choice” of a leaderotherthanitself.
Eachvoteis signedby theissuer The choiceof leaderis indicatedasj in the certificate. The VOTE messagéasthe
following fields:

e i'sidentity
e currenttime
e roundnumber

L] KTA(i,.Tl, Ly eeeyLyy! ,R)
e K(i,j,VOTE,roundnumbejcurrenttime)
e K;(Hash)
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The third agumentin the certificateis usedto indicatethatit is the certificateusedin the VOTE messageand
hencedifferentfrom the certificateusedin the OK message.This is donein orderto preventa nodefrom using
VOTE messageertificatesin an ELECTIONmessagen future rounds. The remainingfields arefor purposeof
messagéntegrity andreplayprotection asalreadydiscussed.

As with the VOTE messagethe SPLEA OK messagearriesa certificatethat makesthe SPLEA OK message
differentfrom the SEFA OK messageThe certificatein anodei’s OK messagealsoincludesshortespathdistance
of parentnodej to itself, d(j,i). Thisinformationwill be helpfulin computatiorof regional densityof its ancestors
in futurerounds.The OK messagé SPLEAIs thus:

e i'sidentity

currenttime

roundnumber

identity of i’s parent

KTA(i W L1y Ly« oy Lyp! ,JDZ)

K;(i,J,OK,d(j,i),roundnumbejcurrenttime)
K;(Hash)

Announce Message

Thismessagés alsouniqueto SPLEA.Nodei announcethesetof votesit hasrecevedin the ANNOUNCEmMessage.
Eachvotein the ANNOUNCEmMessagés signedby theissuer(in its VOTE messagefo preventtheannouncingiode
from spoofingthe resultsandmakingit appeaasif it hasreceved morevotesthanwereactuallyissued.

Let G, x(t) = {z| x sendsa VOTE messagén roundk with i asits choicefor its parent}. Nodei’'s ANNOUNCE
messagéasthefollowing fields:

i's identity
currenttime

For eachnodecin G; x(t) :

1. K.(c,i,VOTE,roundnumbejcurrenttime)
2. KTA(C,.CL‘l,;EQ, P ,Pc)

Ki(Hash)
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4 Formal Specification and Verification of Proper ties

In Section3, we describedour secureelectionalgorithms. An importantcontrikution of this paperis to formally
specifyandverify thecorrectnesandsecuritypropertief our algorithms.We uselineartime temporalogic asthe
tool for doingso. Theauthorsin [17] have usedthistool in proving propertiedor their LeaderElectionalgorithms.
[19] providesan extensie introductionto the useof temporallogic for communicatiorprotocolswhile [18] also
discusseshe useof temporallogic.

A temporalformula consistsof predicatespooleanoperatorgV, A, -, =, <= ) andquantificationoperators
(v, 3) andtemporaloperators.We make useof only 2 temporaloperatordor our proofs,viz. O which meansat
every momentin the future’ and< which meansat’somemomentin thefuture’. If ¢ is ary arbitraryformula,then
O meansp is trueatevery momentin thefutureand<¢ meansy will betrueatsomemomentin thefuture.

Before formally specifyingthe propertiesof our algorithm, we introducesomenotation. Let L; be a predicate
thatevaluatego trueif i is aleaderand SEN D;*(j, msg) bea predicatethatevaluatesto trueif nodei sendsmsg
to nodej in roundk.

The propertiesof our algorithmshave beendivided into two classes.correctnesgropertiesand securityprop-
erties. Correctnespropertiedncludethosepropertieshatarerequiredof a leaderelectionalgorithmregardlesof
securityaspectsthe securitypropertiesspecifythe securityclaimsthat our algorithmssatisfy

ThepropertieC1-C3andS1-S2)areprovedin AppendixB andhave beenincludedfor review. Thecorrectness
propertiesC1,C2andC3 holdfor bothalgorithms.Althoughwhile proving themwe have usedsomespecificdetails
of SPLEA, the proof proceduresvill remainexactly the sameandwill differ only in minor detailswhenappliedto
SEFA. We leave it to thereaderto seehow proofsfor P1,P2andP3canbeappliedto SEFA aswell. Theproperties
C3andS2arespecificto SEFA.

4.1 Correctness Properties

e Theelectionalgorithmselecta uniqueleader underthe assumptiorthat the numberof rounds(L) in the
electionis atleastaslarge asthediameterof the network.

Cl:(Fi:Li= (Vj:i#j:-Lj)) (1)

Theproofshavs thatatthe endof L roundsof election,if thereis a surviving candidatehenevery othernode
is in thefailed statei.e., is nolongerin contentiorto becometheleader

e Thealgorithmssatisfythelivenesgropertythateventuallythereis anodei thatis electedastheleader More
formally, we prove that:
C2:O(Fi = Ly) 2

Thelivenespropertyis provedby shaving thatattheendof L roundsof electionthereis atleastonesurviing
candidateandin conjunctionwith propertyC1, weinfer thatthealgorithmindeedterminateslectingaleader
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4.2

SEFA electsa nodewith the maximumCEAvalueastheleader We shaw that:
C3:(VizLi= (Vj:i#7j:u > uj)) (3)

This propertyis proved using a very similar reasoningas for propertyC2. We show that at the end of L
rounds.the maximumCEA-valuenodeis still in contentionandevery othernodeis in the failed state.Hence
theleaderis indeedthe maximumCEA-valuenode.

Security Proper ties

The algorithmsthatwe proposearefor secureelectionandthe biggestchallengen designingsuchanalgorithmis

to ensurea cheat-prootlectionmechanisnacrossa distributedsystemof nodes.In this sectionwe statethevarious

securitypropertiesof our algorithms. Someof thesepropertiesareformally proved, while the othersare olbvious

(thoughno lessimportant)andwe statethemfor sale of completeness.

¢ Thealgorithmsguaranteeintegrity of everymessge. This s facilitatedby hashingthe messageontentsand

signingthe hashusingthesenders privatekey. This allows therecipientof themessagéo verify thesignature
by usingthe senders publickey whichis alsosentin the messagetHenceif amaliciousinterveningnodetries

to corrupta messagdrom someothernode,it will be detectedoy the recipient. Also if the integrity of the

messagés verified, thenthe sourceof the messagés alsoverified. Thisis becaus@nly the sourceknows its

privatekey andhencethe signaturemusthave beengeneratedby the sourceonly andno oneelse.

All messgesin the algorithmsare replayprotected In eachmessagethe sendetis requiredto includethe
time whenthe messagés originated.Sinceall nodeshave synchronizeatlocks,a recipientof amessagean
determinevhethera messagés recentor not.

Theelectionalgorithmsare cheat-poof. We shav thata nodei thatsendsan OK messagén ary roundk can
never get electedasthe leader This propertymeansthat our algorithmsprevent nodesfrom cheatingonce
they losein around.

S1:(Vi,j,k :: SEND;*(j,0K) = O-L;) (4)

This propertyis proved by shaving thatif anodethatsentan OK messagén a certainroundk, but competes
in the Lth roundandsurvivesthatround,its LEADERmessagevill reachall nodesn the hierarchyincluding
its parentin roundk, whichwill reportanexception.

Moreover, in SPLEA, we make it compulsoryfor nodesto sendan OK messagaevhenthey encounteicom-
petitorswith highernumberof votes. As describedn Section3, every nodemonitorsits competitorclosely
andreportsexceptionsasandwhena maliciousbehaior is noticed.

Sincethereis no enforcemenmechanisnin SEFA for nodesto sendOK messagesa maliciousnodemight
not sendan OK messageven after encounteringa nodewith higher CEA value. We shaw thatif a nodei
is not the maximumCEA-valuenode,theni cannotgetelectedasthe leaderevenif i competeswith higher
utility nodesanddoesnot sendOK messagesT his formsthe basisof a cheat-prooklectionin SEFA.
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Message Network
Compl«ity | Bandwidth
WorstCase Oo(Ln) O(L*n)
BestCase O(n) O(n)
Fully Balanced o(mn) O(m”Rn)
Hierarchy

Table 1: Compleity analysisof thetwo algorithms

S2: (Vi,j,k :i#j: COMPETE(i,j, k) A (u; > u;) A ~SEND;(OK) = O-L;) (5)

This propertyis shavn by proving thatmaximumCEA-valuenode,sayw, will bea candidaten roundL and
all nodeshave to competewith one anotherin roundL. Henceif the maliciousnodedoesnot sendan OK
messagacceptingv asits parentin roundL, w will reportanexception.

5 Comple xity Analysis

In this sectionwe summarizeour analysiof thetwo algorithmsin variouscasesIn additionto messageompl«ity,
we alsostudythe network bandwidthconsumedy variousmessagesThe network bandwidthis measuredsthe
sumof numberof hopsover all messages the entireelection.Finally, we studysignatureandverificationcostsof
our algorithms.

Table1 shavs messageomplity andnetwork bandwidthconsumedy the messageandervariousscenarios.
The compleity parametersare numberof roundsof election(L), numberof nodesin the hierarchy(n) andthe
averagenumberof neighborsf any nodeR). Threedifferentcasedave beenconsidered.

Theworstcaseoccurswhenevery nodeis L hopsaway from every othernode.We would like to emphasizéhat
theworstcasecannotoccurandwe areusingthis hypotheticakituationonly asanupperboundon thevariouscosts
of our electionalgorithms. In this case,every nodesendsan ELECTIONmessagen every round of the election
until roundL - 1 but doesnothearary oneelses ELECTIONmessageln roundL, every nodehearseveryoneelses
ELECTIONmessage.The bestcaseis whenevery nodeis one hop away from every othernode. Finally, a fully
balancedhierarchyis formedwhenevery candidateadoptsm - 1 childrenat every roundof the election.

SEFA and SPLEA have the samemessage&ompleity, andthe samenetwork bandwidthrequirements.Their
messageompleity is dominatedy theELECTIONmessagein bothalgorithmsandeventhoughthereis additional
messagingn SPLEA, they do not increassehe compleity. The constantssubsumedvithin the O notationare,
however, largerfor SPLEAthanfor SEFA.

Thesignatureandverificationcostsof thetwo algorithmsareshavn in Table2. Thecompleity parametersreh,
theheightof anodein thehierarchyn, thenumberof nodescompetingn theelectionandin caseof afully balanced
hierarchy m, the numberof childrenthatevery non-leafnodein the hierarchyhas.The heightis 1 for leaf nodes.

Interestingly in a one hop network (that correspondgo bestcasein Table 1) every node must perform O(n)
verificationsand O(1) signatures. The O(n) verification costis as a result of competingwith every othernode.
Similarly in thecasewhenevery nodeis L hopsaway from every othernode(which we referto asL hopnetwork for
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SEFA SPLEA

Signature| Verification || Signature| Verification
Cost Cost Cost Cost
OneHop Network 0o(1) O(n) 0o(1) O(n)
L Hop Network Oo(L) O(n) o(L) O(n)
Fully Balanced O(h) O(m.h) O(h) O(m™)
Hierarchy

Table 2: SignatureandVerificationcostspernodeof thetwo algorithms

concisenessgvery nodehasto performO(n) verificationsandO(L) digital signatureoperations.The table shavs
thecostsin variousscenarios.

For agenerafully balancedierarchythehigherthe nodeis within the hierarchythe greateiis the costincurred
by it dueto signatureggeneratiorandverification. It canbeseerthatthehighestcostis alwaysincurredby theleader
In thecasewhenh =log,,(n), it canbe seenthatsignaturecostis O(log,, (n)) andverificationcostis O(n).

6 Conclusions and Future Work

In this paper we have proposedwo new algorithmsfor securdeaderelectionin wirelessad hoc networks. SEFA
assumethatall electornodessharea singlecommonevaluationalgorithmthatreturnsthe samevalueat ary elector
nodewhenappliedto agivencandidate-nodéNe shavedthatSEFA electstheleadetwith themaximumCEA value.
The Secue Prefeence-basetieaderElectionAlgorithm (SPLEA)dealswith the casethateachelectornodehasan
individual utility function that determinests preferencdor a given candidate-node We formally specifiedand
provedthecorrectnesandsecuritypropertieof SEFA andSPLEAusingtemporalogic. Theirmessageompleity
andsignature/erificationcostswasevaluated.

We note that while SEFA electsthe leaderwith the largest CEA value (andin that sensemight be termedan
“optimal” leader),SPLEAhasno well-definedsystem-wideobjective function,andhencetheissueof optimality is
itself not meaningful. The SPLEA voting processsenesto aggregatethe individual preference®f electornodes
(as expressedhroughtheir individual utility functions)into a system-widedecisionfor the electedleader The
extentto whichtheelectedeaderis “good” (from aperformancestandpointlr closeto optimal (accordingo some
meaningfulsystem-wideobjective function) remainsan openquestionfor futureresearch.

Many implementatiorissuesmustalsobe addressedbeforethesealgorithmscanbe usedin practice. The algo-
rithmswe have describedaresynchronizedndproceedn alockstepfashion.We planto investigatethe possibility
of makingthe electionprocessasynchronousNodesarealsoassumedo not fail (or leave the network) duringthe
electionprocessFaulttolerancds anothelimportantissuethatwe will addressn our futurework.
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APPENDIX

A Detailed Algorithm (SPLEA)

Al

Table of Variables and functions

1. Variablesof LEADER_ELECTION Algorithm of Nodei :
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Variable Name Meaning Domain of Values
RoundNumbek currentroundnumberof election 1,2,..L
Winner trueif i is still acandidate True,Ralse

Te, Ty, Ty, Ty, T, T; Timer Variables R
A,B,C,D,E constants R

Parent parentof nodei charactestring
Event eventthatcausedheinterrupt -
M_MessageQueue arrayof messagesf typeM -
Vik list of nodeseachof whichis atadistance -

of k hopsor lessfromi
R; list of nodesfrom whichi receved -
ELECTIONmessagén roundk

D;y list of descendantsf i asof roundk -
I; list of immediatechildrenof i -

2. Functionsof LEADER_ELECTION Algorithm of Nodei :

Function Name Meaning
StartTimer(T") setstimervalueto T andstartstimer
ExpireTimer(T’) returnstrueif timer T expires
sendj,m) i sendamessagento j
recv(m) i recevesamessagen
checkm) checkthevalidity andauthenticityof messagen
returnsl if valid elsereturnsO
Top(ELECTION.MessageQueue) verify signature®f all the messagem
ELECTION MessageQueuandreturna VOTE message
Majority(VOTE_MessageQueue verify signature®f all the messagem
VOTE_MessageQueuandreturnthe parent
of nodei

A.2 Pseudo Code for SPLEA

LEADER_ELECTION() atnodei :
RoundNumber 1;
Winner= True;
while (RoundNumbek L) do
if (Winner= True)then
k = RoundNumber;
constructELECTIONpaclet for the currentround;
sendV; ,ELECTION;
T. = Ak
StartTimer(Z);
while (1) do
switch(Event)
caserecvELECTION : addELECTIONmessagé¢o the ELECTION_MessageQueue
addtheoriginatorof ELECTIONmessagéo R; j
caseExpireTimer(T,) : exit out of while loop;
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endswitch
endwhile
VOTE = Top(ELECTION. MessageQueue);
send®; x,VOTE),
T, =B.k;
StartTimer(Z},);
while (1) do
switch(Event)
caserecv(VOTFE) : addVOT E messagéo theVOTE_MessageQueue;
caseExpireTimer(Z},) : exit outof thewhile loop
endswitch
endwhile
Broadcastnexceptionif anodej € R; ; did notsenda VOTE message
send®; » , ANNOUNCHE;
T,=Ck;
StartTimer(Ty);
while (1) do
switch(Event)
caserecvANNOUNCH : addANNOUNCEmessag¢o the ANNOUNCE MessageQueue
caseExpireTimer(T,) : exit outof while loop;
endswitch
endwhile
Parent= Majority(VOTE_MessageQueue);
if (Parent#£ i) then
Winner= False;
send®; ,OK),
endif
T,=D.k;
StartTimer(Zy,);
while (1) do
switch(Event)
caserecv(OK) : addOK messag¢o the OK_MessageQueue;
if originatorchooses asits parentthen
addtheoriginatorof OK messageo I;
addtheoriginatorof OK messageandits descendant® D; ;

endif
caseExpireTimer(Z},) : exit outof thewhile loop
endswitch
endwhile

Broadcastnexceptionif anodej € R; ;, with fewervotesthani did notsendanOK message.
if (not empty(OK MessageQueuedhen

send(allnodegsthataccepted asparent,PARENT);
endif
T,=EKk;
StartTimer(7});
while (1) do

switch(Event)

caserecvPARENT) : checkPARENT);
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caseExpireTimer(I},) : exit outof thewhile loop
endswitch
endwhile
RoundNumber RoundNumbet 1;
else
T = (L(L+1)fk(k—|—1))2.(A—|—B—|—C—|—D—|—E)
StartTimer(1});
while (1) do
switch(Event)
caserecv{LEADER : exit out of thewhile loop;
caseExpireTimer(T;) : exit outof while loop;
endswitch
endwhile
endif
endwhile
if (Winner==True)then
send({; LEADER);
else
Broadcasexceptionif LEADERnNotreceved
if (checkLEADER ==1)
forward LEADERto every nodein I;
elsebroadcasexception;
endif
endif

B Proofs of Properties

We first introducesomenotationsandterminologythatwe will be usingwhile verifying the propertiesof our algo-
rithm.

1. d(i,7) : shortespathdistancdromi toj

2. V;, : setof all nodeghatareat a distanceof k or lessfrom nodei

3. C; - apredicatehatevaluatedo trueif nodei is a candidateat the beginning of roundk.
4. L, : apredicatghatevaluatedo trueif nodei is aleader

5. p(4) : parentof nodei in someroundthati thatparticipatedn.

6. pr(7) : parentof nodei in roundk.

7. I; ={jlpj) = i} isthesetof i’'simmediatechildrenin thehierarchy

23



8. D, . setof descendantsf nodei atthe beginningof roundk andis definedasfollows:

Di = (Vi € Vig—18-t-pgep o) (i) =i : | Djr—1 (6)

Di(t) = {jlp1(5) = i} ()
9. N*(i) : numberof votesthatnodei recevedin roundk.
10. u; : CEA-valueof nodei.
11. S, = {i|C; }. In otherwords, Sy, is the setof surviving candidatesit the beginning of roundk.
12. DEAD(i) : apredicatehatevaluatedo trueif nodei is dead.
13. SEND;(j, msg) : apredicatehatevaluatego trueif nodei sendamsgto node;j.
14. SEN D;*(j,msg) : apredicatehatevaluatego trueif nodei sendsmsgto nodej in roundk.
15. RCV;(j, msg) : apredicateahatevaluatego trueif nodei recevesmsgfrom nodej.
16. RCV;*(j, msg) : apredicatehatevaluatego trueif nodei recevesmsgfrom nodej in roundk.
17. COMPETE(i, j,k) : apredicatethatis definedasfollows:
(Vi, 4,k i # j : CixNCj.ACOMPETE(i, j, k) <= RCVi¥(j, ELECTION)ARCV;*(i, ELECTION))
(8)
18. TIMEOUT(T) : evaluatego trueif timer T expiresin roundk.
19. EXCEPTION (i, k) : evaluatedo trueif nodei broadcastsnexception.
20. OK(i,l) : nodei choosesodel asits parent.

21. LEADERmM) : LEADERmessageriginatedoy nodem.

We now formally definesomerelevantassumptions.
Assumption5.1
(Vi :: C;1 = O(-DEAD(7)))
Assumption5.2
Initially (V2 :: C; 1) holdstrue.
Assumption5.3
(Vi,j i j:0<d(i,j) <L)
Assumption 5.4
For the sale of simplicity of verificationandwithout compromisingon generalitywe assumehat:
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In SPLEA: (Vi,j : i # j : NE(i) # NF(i))
InSEEA(Vz,jz;«é]uZyéu])
Assumption5.5
V(t) is finite.
We restatethe propertieswve areaboutto prove :
1.ClL:(Fi= L= (Vj:i#j:-Ly))
2. C2:O(Fi = Ly)
3. S1: (Vi,j,k:i# j: SEND*(j,0K) = (O-L;))
4. C3: ForSERA, (Vi :: Ly = (Vj 14 # j : uj > uy))
5. S2: For SER, (Vi, 4,k : i # j : COMPETE(i, j, k) A (uj > u;)) AN ~SEND;(OK) = O-L;)
Lemmas.1
Statedn words,thislemmameanghatfor ary pair (i,j) of nodesin Sy , eitherd(i,j) > k or d(j,i) > k. Thisresult

will beusedin proving propertyC1.
Proof: Theproofis by inductionon the numberof roundsk.

LetQy : (Vi, 5,k : (i # j) Niyj € Spyr : d(i,5) > kVd(j,3) > k)
1. BaseCase: k=1.

S1={i|Ciq}

Since(Vi,j : i # 7 : d(i,j) > 0), Qx holdsfor k= 1.

AssumeQ), holdsfor k=m, i.e.,(Vi,j,m : (i # j) Ni,j € S : d(i,7) > (m — 1) Vd(j,i) > (m — 1))
2. Inductive step: We shallnow prove thefollowing :

Qm+1: Vi, j,m (1 #J)ANi,j € Spy1 :d(3,7) > mVd(4,i) >m)
Fromthe protocoldescriptionof SPLEAwe have thefollowing properties
(Vi,j,k:i#jAi,j €S, : RCVi*(j, ELECTION) < d(j,i) < k) (9)

A candidate in roundk recevesan ELECTIONmessagérom anothercandidatg if andonly if d(j,:) < k.

(Vi,j, k. k' : (i # 5) A (5,5 € Sg) A(K' > k) : COMPETE(i,j,k) =i¢ Sy Vj¢Sw) (10)

The statemen({10) indicatesthatfor ary pair of nodes(i,j) for whichCOM PETE(i, j, k) holdstrue,atthe
endof roundk at leastoneof the 2 nodesmustgo to thefailed statei.e. atleastoneof thetwo nodescanno
longerbe a candidateatthe endof theround.
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Restating8),

(Vi,j,k : i # jAi,j € Sy : COMPETE(i, j,k) <= (RCVi*(j, ELECTION)ARCV;*(i, ELECTION)))
(11)

A candidate competesvith anothercandidatg in roundk if andonly if eachrecevesthe others ELECTION
messagén thatround.

Thecontrapositie of statemen{10) canbewritten as:

(Vi,j, k. k' : (i # 5) AN(K' > k) A (i,5 € Sp) : -COMPETE(i,j,k)) (12)

Substituting(9) and(11) into (12) we get,

(Viajakakl : (Z #* .7) N (kl < k) N (Za] € Sk) : ﬁ(d(],’t) < kl)) \ ﬁ(d(l,]) < k,)) (13)

(Vi, gk, K" = (i # ) A (K < k) A(6,5) € Sk (d(5,4) > K) v (d(i, 5) > k) (14)

Substitutingk =m+ 1in (14) we get:

Vi, j,m, k' (0 £ DA K <m+1) A (4,5 € Smy1) = (d(G,1) > k') V (d(5,7) > K)) (15)

This provesLemmab.1.

We shallnow prove thefollowing lemma:
Lemma5.2
Vi,j: (1 #J) N(i,7 € St.) : COMPETE(3,j,L))
Statedin words, every nodei thatis a candidateat the beginning of round L will competewith every other

candidatg atthebeginningof roundL.

Proof: Lemmab.1 stateghat:

(Vi g, k= (i # 3) A (3,5 € Sgqa) 2 d(i, 5) > kV d(j,i) > k) (16)

Substitutingk =L - 1in (16) gives:

(Vi,g: (o #4) A6 € Sp) = d(i,j) > L —1vd(j,i) > L—1) 17)

SubstitutingAssumption5.3in (17) we get:

(Vi j: (6 # J) A (65 € Sp) : (d(i,§) = L Ad(j,1) < L)V (d(j,1) = L Ad(i,5) < L)) (18)
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Substituting(9) in (18) we get,

(Vi,j: (i # j) A (i,§ € Sz) : RCV;*(i, ELECTION)) (19)

Substituting(11) into (19) we get,

(Vi,j: (i #7) A (4,5 € Sp) : COMPETE(i, j, L)) (20)

This completeghe proofof Lemma5.2.

Sinceanodecaneitherbein thecandidatestateor in thefailed state we have :

(Vi:j ¢ SL:=Cjr1) (21)
We cannow completethe proof of propertyC1.
From(10) we get,
(Vi,k 2 Cipyr = (Vi : (i # j) A(COMPETE(, j,k)) : j & Sk+1)) (22)

Substituting(20) in (22) we get,

(37: : Ci,L-H = (Vj : (Z 75 j) A (j € SL) i j,L+1)) (23)

This predicatestateghatif thereis anodei thatis a candidateat the beginning of roundL + 1 thenevery other
nodej thatis in S, goesto thefailedstate.
Predicatg21) stateghatevery nodej thatis notin S, goesto thefailed state.Substituting(21) in (23) we get,

(Hi L, = (Vj 11 75_] : —|Lj)) (24)
This stateghatevery nodeexcepttheleaderis in thefailed stateandcompleteghe proof of propertyC1.

We now prove thatour electionalgorithmSPLEA satisfieghelivenesgproperty More formally :
C2: O(Fi = Ly)
Proof : Restatinghe definitionof S,

Sk ={ilCik} (25)

Statedin words, Sy, is the setof surviving candidatesit the beginning of roundk.
Now S, is a finite setand mustcontainat leasta candidatg which receved maximumnumberof votesof all
candidatesn roundk - 1.
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S, will containat leastthe nodej suchthat(Vi : (i # ) A (4,7 € Sk_1) : N¥71(5) > N*71(4)), sincenodej
couldnot have sentan OK messagéo ary othernode.Hence,

(VEk 2 |Sk| > 1) (26)
Substitutingk =L + 1 in (26), we get

|Sp41| > 1 (27)

Statemen{(27) indicatesthat thereis at leastone surviving candidateat the end of round L. We have already
proved (24) which stateghatif thereexistsa surviing candidateat the endof roundL, thenevery othernodemust
bein thefailedstate.

From (27) and(24), we caninfer that,|Sz+1| = 1 andcontainsthe leader Every roundlastsa finite amountof
time andLth roundresultsin aleaderbeingelected.This provesthelivenesgpropertyC2.

We shallnow proceedo prove the securitypropertiesof SPLEA.
S1: (Vi j, k,l:i #1: SEND;*(j,0K (i,1)) = (O-L;))
Proof: ¢ Fromthe protocoldescriptionwe have
(Vi,j, k12 (i # §) A (i 1) : SEND* (5, 0K (i, 1)) = px(i) = ) (28)

We shallprove thisresultby assuminghatthereis amaliciousnodem, thatcontinuego participaten theelection
proceseventhoughit hassentan OK messagén anearlierround. Moreover, we alsoassumehatm causes loop
in ancestor/descenaterelationship.More formally :

(Hmaiajakak,ak” : (IL #J 7é m) A (k < kl < k”) : (pk(m) = IL) A (Z € -Dj,k’) A (pk”(]) = m)) (29)

If mhappengo survive roundL, thenaccordingo the protocol,beforegettingelectedastheleaderit will have to
senda LEADERmessag¢o all its immediatechildrenin I,,,.

(3m, i, 5,k K E" (i £ j#Fm) A (k<K <E"):pr(m) =iANi€ Djp Apgr(j) =mACryyp1 =
(Vi: (I #m)A( € Iy) : SENDw(l, LEADER(m))) (30)

Theprotocoldescriptionalsostateghatevery nodeuponreceving a LEADERmessageheckso seeif theorig-
inator of LEADERmMessagés not alreadyits immediatechild andforwardsthe LEADERmMessagéo its immediate
childrenonly if it is notthe case.

(Vi,j,k,m i # j #m: (pe(i) = j) A RCV;(j, LEADER(m)) A =(p(m) = i) =

VI:(#£i)A(l€L): SEND;(, LEADER(m))) (31)
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We have assumedhn our network modelin Section3.1thatpacletsaredeliveredreliably to their destination.
(Vi,j,msg : i # j : SEND;(j,msg) <= RCV;(i, msg)) (32)
Substituting(32) in (31) we get,
(Vi, s kym 2 i # j # m: p(i) = j A RCVi(j, LEADER(m)) A (=(p(m) = i)) =
(Vi:(I#i)A(l €L;): RCVi(i, LEADER(m)))) (33)
Recursie applicationof (33) yields,
(Vi,j,k,m 2 # j # m : p(s) = j ARCVi(j, LEADER(m)) A (~(p(m) = i)) =
(VI,E': (1 #i) Al € Dip) A (K" < k) : RCVi(p(l), LEADER(m)))) (34)
Substituting(34)in (30)
(Fm, i, .k, K2 (i # G #m) A (k <K <K") s p(m) =i Ai € Dyjp Apo(j) = mA
Cumz+1 = RCVi(p(i), LEADER(m))) (35)
(3m, i, 5, k, k' 2 (i £ 5 # m) A (k <K <k") : pg(m) =i Ai € Dy A pprr () = mA
Cm..+1 = EXCEPTION(1))) (36)

This statementndicatesthata nodei uponseeinga LEADERmMessagdrom oneof its immediatechildrenwill
immediatelybroadcasanexceptionandwill thuspreventthatnodefrom takingover astheleader This shaws that
anodethathasalreadysentan OK messagevill be unsuccessfuh becomingtheleaderwhich provesPropertyS1.

(Vi, k3j : (i # §) A (4,5 € Sp—1) : TIM EOUT,(T,) ACOMPETE(i, j, k) A~RCV;(i,VOTE)) =

EXCEPTION(j,k)) (37)

This propertymeanghatevery nodethatcompetewith atleastoneothernodein aroundwill beforcedto send
the VOTE messagén thatround.

(Vi, k35 : (i # 5) A (5,5 € Sx_1) : TIMEOUT(T,) N\COMPETE(i, j, k) A N¥(j) > N*()) =

EXCEPTION(j,k)) (38)

This propertyensureghatfor ary pair (i,j) of nodesthatcompetewith eachotherin around,if oneof thenodes
findsthatit hasmorevotesthantheother thenit will malke surethatthenodewith fewervotessendsanOK message.
PropertiesS1,(37) and(38) arethe coresecuritypropertieof SPLEA.
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We now prove propertyC3 associateavith SEFA. The proofof propertyC3is fairly simple.

Sk = {i|Cix} (39)

S representthesetof surviving nodesatthebeginningof roundki.e. nodeswhich have notsentanOK message
to ary othernodeuntil the endof roundk - 1. This setis finite andthereforemustcontainthe node,sayw, with
maximumleadership-alue at the end of every round. This is becausev could not have sentan OK messagédo a
nodewith alowerleadership-glue. Thusw € Sy+; mustholdtrue.

Theabove obserationscanbe statedmoreformally as:

(Fw:w € Sp41: (Vi: (1 # w) :uyw > u;)) (40)

Hence,
|Sp+1] > 1 (41)

Statemen(41)tellsthatS;; containsatleastthenodewith maximumleadership-alue. We have alreadyproved
(24) which stateghatif thereexistsa surviving candidateatthe endof roundL, thenevery othernodemustbein the
failedstate.

From(41)and(24),we caninfer that,|Sz+1| = 1 andcontainshe nodew with maximumleadership-alue.

ThusSEFA electsa nodewith maximumleadership-&lueastheleader This provespropertyC3.

We turn our attentionto proving animportantsecuritypropertyofferedby SEFA, propertyS2. This propertycan
be proved usingpreviously provedresults.
(40) stateghat
(Fw:w e Sp: (Vi:(i# w): Uy > u;)) (42)

Sincew is the maximumutility node,w couldnot have sentan OK messag¢o ary othernode.Lemmab.2 states
thatall candidatesn roundL competewith eachother
SubstitutingLemmab.2in (43), we get

(Fw:weSr:(Vi: (1€ SL)A(tF#w): (uy >u;)) \COMPETE(i,w, L))) (43)

Fromthe protocoldescription,all candidatesn roundL, which follow the protocol,will electw astheir parent
andwill sendan OK messagdo w. This is becauseavery nodewill hearw's ELECTIONmessagandw is the
maximumCEA valuenode.

(FGw:weSr:(Vi: (1€ SL)A(EF#w): (uy > ui) Apr(zi) = w)) (44)

But if amaliciousnodem, participatesn roundL anddoesnot sendan OK messagé¢o w, thenw will reportan
exception.
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(3m :m #w: COMPETE(m,w,L) A ~SEND,,"(w, OK (w, L)) = EXCEPTION (w, L)) (45)

This shaws that only the maximumCEA value nodecanbecomethe leaderandno oneelse. Thusa malicious
nodecould have gottenaway by not sendingan OK messageintil roundL, but it will beforcedto do soin thefinal
round. This provespropertyS2.
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