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Abstract 

The speedy development of the information and 
communication technology in the past few years has caused 
the physical tools of this technology to at least double in 
quantity. Since  the role of the technology is only to support 
other university staff and not to yield profit which could be 
used to finance the development of these offices, it is 
impossible to staff the central offices for information 
technology administration at the same speed. The necessary 
measure to be taken was to work out a methodology which 
would allow for a minimum number of network administrators 
to operate and administer all the tools. 

The paper describes the process of gradual introduction of 
new technologies into the University Information System, 
which minimizes the administrators' tasks (account 
administration, reconfiguration of network set-up and 
services, security and system watch, upgrade) by transforming 
them into fully automatic software. 

Keywords: Central network management, LDAP, remote 
configuration Cisco switches, university information system. 

1 Introduction 

The speedy development of the information and 
communication technology in the past few years has caused 
the physical tools of this technology – desktops, printers, 
laptops, PDAs, mobile phones, active elements, access points, 
cabling, servers, etc. – to at least double in quantity. Since the 
role of the technology is only to support other university staff 
and not to yield profit which could be used to finance the 
development of these offices, it is impossible to staff the 
central offices for information technology administration at 
the same speed. 

2 Problem definition 

The necessary measure to be taken was to work out a 
methodology which would allow for a minimum number of 
network administrators to operate and administer all the tools. 
Moreover, the aim was to administer the tools remotely since 
the university buildings are located in geographically varied 
regions. There were three intuitive theses which formed the 
foundation of the new central computer network management 
at our university: 1) unified system of logging in and working 

conditions for all users, 2) minimization of change in the 
network topology without previous notice and 3) construction 
of standard tools for self-monitoring of all installed 
technologies. 

3 Use only one login per user 

To effectuate the unified system of logging in and working 
conditions for all users, we designed a central LDAP system, 
which distributed the users’ accounts in the computer network 
according to the rules set in the University Information 
System. We discuss about our LDAP system at EUNIS 
conference last year. 

 
The LDAP tree contains information about all users of the 
network (authentication data) as well as authorization of 
individual users to enter certain systems or servers 
(authorization data). One by one, standard files and 
application servers of the university were connected to the 
LDAP tree, together with information systems, tools for 
wireless computer networks, VPN and modem switchboard. 



The pictures on this and the previous pages show two 
applications managing the principle of one login per all users 
– users accounts overview in LDAP tree and the modification 
of the standard conditions for assigning accounts at individual 
servers of our university. Both applications are intended for 
Czech speaking net administrators and have not been 
translated into English. 

 
Standard working conditions for all users have been provided 
by central file server (or more servers at individual faculties) 
whose home volumes are connected at the place of the users’ 
registration. Home volumes assist in distributing the user’s 
profile so the working environment and the set-up of all 
applications is the same for offices as well as for classrooms. 
It is teachers in particular who profusely profit by this option 
to prepare and employ the tools of information technology. 

4 Disallow changing of network topology 

The second principle was to guarantee minimum of changes in 
the network topology without previous notice from the 
administrators. The problem was eventually solved by 
progressive transition of the computer network to Cisco 
switches (they are easy to configure by IOS commands) 
technology. 

The newly developed module of the University Information 
System registers all components of the computer network and, 
according to predefined connections of active elements and 
computers, remotely configures access authorizations at 
individual Cisco switches. The following picture shows the 
sample of the basic application of the module.  

 
Therefore, it is impossible for the end users to change the 
connection of their workstations and, subsequently, create 
discrepancies between the documentation in the information 
system and the reality. 

 



The constructed solution not only helps to keep the register of 
linked computers organized, but also increases the safety of 
the computer network (only the registered computers are 
permitted to link to the network). Nevertheless, for its 
construction it is necessary to set up a homogenous 
environment consisting exclusively of Cisco switches 
supporting Cisco IOS.  

The homogeneity facilitates both smooth generation of all 
files, necessary for administering the network operation 
(DNS, DHCP, firewall rules, WINS), and executing 
atomically any changes in the network topology from one spot 
(from the information system). The system helped to solve the 
problems with uncovered plugs for teachers’ laptops, 
conferences with foreign participants and helped to design a 
methodology of transition from unrestricted operation to 
restrictive conditions imposed by Cisco switches technology.  

A thoroughly administered topology helps to locate the 
problem user quickly, ensures his rapid disconnection or 
implementing limited net services for computer library (a 
teacher can permit or forbid his students to access the Internet 
at his lectures through UIS, etc.).  

5 Self monitoring tools 

The last principle to be mentioned is the preparation of the 
tools which monitor non-stop and supervise all active 
elements and servers at the university. Their function is also 
going to be to notify the supervising systems, e-mails and 
mobile phones of problems and in case of increasing number 
of problems to report to the head officers. 

 
These tools process thousands of data every minute, analyse 
them and require the help of the administrators only in case of 
error or non-standard operation. Simultaneously, the tools for 
automatic upgrade, back-up and synchronization of all servers 
and active elements were put into operation. As a result, the 
number of administrators could be reduced to 5 despite the 
3,000 connected devices.  

At the university we make use of the standard syslog 
programme with a distant logging at several logging servers.  
In these servers we have installed the logcheck programme 
which continuously analyses the incoming messages and on 

the basis of a large regulations database evaluates the attack 
warnings, active risks, and corruptions in system safety and 
non-standard operations executed in the university computer 
network. The results are sent by electronic mail both to the 
administrators of the individual servers, the heads (in the case 
of problem escalation) and on the mobile phones of the 
emergency services staff.  

6 Conclusion 

The paper describes the process of gradual introduction of 
new technologies into the University Information System, 
which minimizes the administrators’ tasks (account 
administration, reconfiguration of network set-up and 
services, security and system watch, upgrade) by transforming 
them into fully automatic software. 

This procedure requires only 5 administrators (1 person 
attending to operation of remote locations, the rest executing 
the remaining manual tasks) in the central office to ensure a 
daily running of our university (3,000 connected devices, app. 
100 servers and several geographically remote locations).  
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