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Abstract

This chapter reviews core concepts of peer-to-peer (P2P) networking. It
highlights the management of resources, such as bandwidth, storage,
information, files, and processor cycles based on P2P networks. A model
differentiating P2P infrastructures, P2P applications, and P2P communities
is introduced. This model provides a better understanding of the different
perspectives of P2P. Key technical and social challenges that still limit the
potential of information systems based on P2P architectures are discussed.
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I ntroduction

Peer-to-peer (P2P) has become one of the most widely discussed terms in
informationtechnol ogy (Schoder, Fischbach, & Teichmann, 2002; Shirky, True-
love, Dornfest, Gonze, & Dougherty, 2001). Theterm peer-to-peer referstothe
concept that in a network of equals (peers) using appropriate information and
communication systems, two or more individuals are able to spontaneously
collaborate without necessarily needing central coordination (Schoder &
Fischbach, 2003). In contrast to client/server networks, P2P networks promise
improved scalability, lower cost of ownership, self-organized and decentralized
coordination of previously underused or limited resources, greater fault toler-
ance, and better support for building ad hoc networks. In addition, P2P networks
provideopportunitiesfor new user scenariosthat could scarcely beimplemented
using customary approaches.

This chapter is structured as follows: The first paragraph presents an overview
of the basic principles of P2P networks. Further on, aframework is introduced
which servesto clarify the various perspectives from which P2P networks can
be observed: P2P infrastructures, P2P applications, P2P communities. The
following paragraphs provide a detailed description of each of the three
corresponding levels. First, the main challenges—namely, interoperability and
security—of P2Pinfrastructures, which act asafoundation for theabovelevels,
are discussed. In addition, the most promising projects in that area are high-
lighted. Second, the fundamental design approaches for implementing P2P
applications for the management of resources, such as bandwidth, storage,
information, files, and processor cycles, are explained. Finally, socioeconomic
phenomena, such as free-riding and trust, which are of importance to P2P
communities, arediscussed. Thechapter concludeswith asummary and outl ook.

P2P Networks: Characteristics and a
Three-Level Model

Theshared provision of distributed resourcesand services, decentralization and
autonomy are characteristic of P2P networks (M. Miller, 2001; Barkai, 2001,
Aberer & Hauswirth, 2002, Schoder & Fischbach, 2002; Schoder et al., 2002;
Schollmeier, 2002):

1.  Sharing of distributed resources and services. In a P2P network each node
can provide both client and server functionality, that is, it can act asboth a
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provider and consumer of servicesor resources, such asinformation, files,
bandwidth, storage and processor cycles. Occasionally, these network
nodes are referred to as servents—derived from the terms client and
server.

2.  Decentralization: Thereisno central coordinating authority for the organi-
zation of the network (setup aspect) or the use of resources and commu-
nication between the peersin the network (sequence aspect). This applies
in particular to the fact that no node has central control over the other. In
this respect, communication between peers takes place directly.

Frequently, adistinction is made between pure and hybrid P2P networks.
Due to the fact that all components share equal rights and equivalent
functions, pure P2P networks represent the reference type of P2P design.
Within these structures there is no entity that has a global view of the
network (Barkai, 2001, p. 15; Yang & Garcia-Molina, 2001). Inhybrid P2P
networks, selected functions, such as indexing or authentication, are
allocated to a subset of nodes that as a result, assume the role of a
coordinating entity. This type of network architecture combines P2P and
client/server principles(Minar, 2001, 2002).

3. Autonomy: Each nodeinaP2P network can autonomously determinewhen
and to what extent it makes its resources available to other entities.

On the basis of these characteristics, P2P can be understood as one of the ol dest
architecturesintheworld of telecommunication (Oram, 2001). In thissense, the
Usenet, with itsdiscussion groups, and the early Internet, or ARPANET, can be
classified as P2P networks. Asaresult, there are authors who maintain that P2P
will lead the Internet back to its origins—to the days when every computer had
equal rightsin the network (Minar & Hedlund, 2001).

Decreasing costsfor theincreasing availability of processor cycles, bandwidth,
and storage, accompanied by the growth of the Internet have created new fields
of applicationfor P2P networks. Intherecent past, thishasresultedinadramatic
increase in the number of P2P applications and controversial discussions
regarding limits and performance, as well as the economic, social, and legal
implications of such applications (Schoder et al., 2002; Smith, Clippinger, &
Konsynski, 2003). Thethreelevel model presented bel ow, which consistsof P2P
infrastructures, P2P applications, and P2P communities, resolves the lack of
clarity in respect to terminology, which currently exists in both theory and
practice.

Level 1 represents P2P infrastructures. P2P infrastructures are positioned
above existing telecommunication networks, which act as a foundation for all
levels. P2P infrastructures provide communication, integration, and transl ation
functions between IT components. They provide servicesthat assist in locating
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Figure 1. Levels of P2P networks

Level 3: P2P Communities

Cooperative interaction between persons with similar
interests or rights

Level 2: P2P Applications
P2P Networks
Applications based on P2P infrastructures

Level 1: P2P Infrastructures

Communication mechanisms and techniques
and integration of IT components

Telecommunication Networks

and communicating with peers in the network and identifying, using, and
exchanging resources, aswell asinitiating security processes such as authenti-
cation and authorization.

Level 2 consists of P2P applications that use services of P2P infrastructures.
They are geared to enable communication and collaboration of entities in the
absence of central control.

Level 3focuseson social interaction phenomena, in particular, the formation of
communities and the dynamics within them.

In contrast to Levels 1 and 2, where the term peer essentially refersto technical
entities, in Level 3 the significance of the term peer is interpreted in a
nontechnical sense (peer as person).

P2P I nfrastructures

The term P2P infrastructures refers to mechanisms and techniques that
provide communication, integration, and translation functions between IT
componentsin general, and applications, in particular. The core function isthe
provision of interoperability with the aim of establishing apowerful, integrated
P2P infrastructure. This infrastructure acts as a “P2P Service Platform” with
standardized APIs and middleware which in principle, can be used by any
application (Schoder & Fischbach, 2002; Shirky et al., 2001; Smith et al., 2003).

Among the services that the P2P infrastructure makes available for the
respective applications, security has become particularly significant (Barkai,
2001). Security is currently viewed as the central challenge that has to be
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resolved if P2P networks are to become interesting for business use (Damker,
2002).

I nter operability

Interoperability referstotheability of any entity (deviceor application) to speak
to, exchange data with, and be understood by any other entity (Loesgen, n.d.).
At present, interoperability between various P2P networks scarcely exists. The
developers of P2P systems are confronted with heterogeneous software and
hardware environments as well as telecommunication infrastructures with
varying latency and bandwidth. Efforts are being made, however, to establish a
common infrastructure for P2P applications with standardized interfaces. This
isalso aimed at shortening devel opment timesand simplifying theintegration of
applicationsinexisting systems(Barkai, 2001; Wiley, 2001). In particular, within
the World Wide Web Consortium (W3C) (W3C, 2004) and the Global Grid
Forum (GGF, n.d.) discussions aretaking place about suitabl e architectures and
protocolsto achieve this aim. Candidates for a standardized P2P infrastructure
designed to ensureinteroperability include JXTA, Magi, Web services, Jabber,
and Groove (Baker, Buyya, & Laforenza, 2002; Schoder et al., 2002).

e« JXTAisanopen platformthat aimsat creating avirtual network of various
digital devicesthat can communicate viaheterogeneous P2P networksand
communities. The specificationincludes protocol sfor locating, coordinat-
ing, monitoring and the communicati on between peers(Gong, 2001; Project
IXTA, n.d.).

. Magi is designed to set up secure, platform-independent, collaborative
applications based on Web standards. A characteristic of Magi is the
shared use of information and the exchange of messages between devices
of any type, in particular, handheld devices (Bolcer et al., 2000).

»  Webservicesarefrequently classified asan application areain the context
of P2P. However, they represent a complementary conceptual design,
which can be used as one of the technological foundations for P2P
applications. Evidence of this, for example, is the growing change in
direction of the middlewareinitiatives of the National Science Foundation
andtheGlobal Grid Forumtoward Web services. Bothinitiativesenjoy wide
acceptance in both research and practice and are leading the way in the
continuing development of grid computing. With their own initiatives,
important playersin the market, such as Microsoft with .NET (Dasgupta,
2001), IBM with WebSphere, and Sun with SUnONE, are pushing forward
the development of Web services. Key technologies of Web services are
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the Extensible Markup Language as a file format, the Simple Object
Access Protocol for communication, the Web Services Description Lan-
guagefor the description of services, the Web Services Flow Languagefor
the description of work flows, and Universal Description, Discovery, and
Integration for the publication and location of services (Baker et al., 2002;
Bellwood et al., 2003; Web services activity, 2004; Wojciechowski &
Weinhardt, 2002).

e TheJabber Open Source Project (Jabber, 2004) isaimed at providing added
value for users of instant messaging systems. Jabber functions as a
converter, providing compatibility between the most frequently used and
incompatibleinstant messaging systemsof providers, suchasY ahoo, AOL,
and M SN. Thisenables users of the Jabber network to exchange messages
and present information with other peers, regardless of which proprietary
instant messaging network they actually use. Within the framework of the
Jabber-as-Middleware-Initiative, Jabber devel opersare currently working
on a protocol that is aimed at extending the existing person-to-person
functionality to person-to-machine and machine-to-machine communica-
tion (J. Miller, 2001).

e The Groove platform provides system services that are required as a
foundation for implementing P2P applications. A well-known sample
applicationthat utilizesthisplatformisthe P2P Groupware Groove Virtual
Office. The platform provides storage, synchronization, connection, secu-
rity and awarenessservices. Inaddition, itincludesadevelopment environ-
ment that can be used to create applications or to expand or adapt them.
Thisfacilitatesthe integration of existing infrastructures and applications
(such as Web Services or .NET Framework) (Edwards, 2002).

Security

The shared use of resources frequently takes place between peers that do not
know each other and, as a result, do not necessarily trust each other. In many
cases, the use of P2P applications requires granting third parties access to the
resources of aninternal system, for example, in order to sharefilesor processor
cycles. Opening an information system to communicate with, or grant accessto,
third partiescan havecritical sideeffects. Thisfrequently resultsin conventional
security mechanisms, such asfirewall software, being circumvented. A further
exampleiscommunication viainstant messaging software. I nthiscase, commu-
nication often takes place without the use of encryption. Asaresult, the security
goal of confidentiality is endangered. Techniques and methods for providing
authentication, authorization, avail ability checks, dataintegrity, and confidential -
ity are among the key challengesrelated to P2P infrastructures (Damker, 2002).
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A detailed discussion of the security problems which are specifically related to
P2P, as well as prototypical implementations and conceptual designs can be
found in Barkai (2001), Damker (2002), Udell, Asthagiri, and Tuvell (2001),
Groove Networks (2004), Grid Security (2004), Foster, Kesselman, Tsudic, and
Tuecke (1998), and Butler et al. (2000).

P2P Applications:
Resource M anagement Aspects

Intherespectiveliterature, P2P applicationsareoften classified accordingtothe
categories of instant messaging, file sharing, grid computing and collaboration
(Schoder & Fischbach, 2002; Shirky etal., 2001). Thisform of classification has
developed over time and fails to make clear distinctions. Today, in many cases
the categories can be seen to be merging. For this reason, the structure of the
following sections is organized according to resource aspects, which in our
opinion, arebetter suited to providing an understanding of the basi c principlesof
P2P networks and the way they function. Primary emphasis is placed on
providing anoverview of possibleapproachesfor coordinating thevarioustypes
of resources, thatis, information, files, bandwidth, storage, and processor cycles
in P2P networks.

I nformation

Thefollowing sectionsexplain the deployment of P2P networks using examples
of the exchange and shared use of presence information, of document manage-
ment, and collaboration.

. Presenceinformation: Presenceinformation playsavery importantrolein
respect to P2P applications. It is decisive in the self-organization of P2P
networks because it provides information about which peers and which
resources are available in the network. It enables peers to establish direct
contact to other peers and inquire about resources. A widely distributed
example of P2P applicationsthat essentially use presence information are
instant messaging systems. These systems offer peers the opportunity to
passoninformation viathe network, such aswhether they are availablefor
communication processes. A more detailed description of the underlying
architecture of instant messaging system can be found in Hummel (2002).
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The use of presence information is interesting for the shared use of
processor cycles and in scenarios related to omnipresent computers and
information availability (ubiquitouscomputing). Applicationscanindepen-
dently recognize which peers are avail able to them within acomputer grid
and determinehow intensive computing tasks can bedistributed amongidle
processor cycles of the respective peers. Consequently, in ubiquitous
computing environmentsit ishel pful if amobile device canindependently
recognize those peers which are availablein its environment, for example
inorder to request Web Services, information, storage or processor cycles.
Thetechnological principlesof thistype of communicationarediscussedin
Wojciechowski and Weinhardt (2002).

. Document management: Customary, Document Management Systems
(DMS), which are usually centrally organized, permit shared storage,
management, and use of data. However, it is only possible to access data
that have been placed in the central repository of the DMS. As a result,
additional effort is required to create a centralized index of relevant
documents. Experience shows that a large portion of the documents
created in acompany are distributed among desktop PCs, without acentral
repository having any knowledge of their existence. Inthis case, the use of
P2P networks can be of assistance. For example, by using the NextPage-
NXT 4 platform, it is possible to set up networks that create a connected
repository fromthelocal dataontheindividual peers(Next Pagelnc.,n.d.).
Indexing and categorization of datais accomplished by each peer on the
basisof individually selected criteria.

In addition to linking distributed data sources, P2P applicationa can offer
services for the aggregation of information and the formation of self-
organized P2P knowledge networks. Opencola (L euf, 2002) was one of the
first P2P applications that offer their users the opportunity to gather
distributed information in the network from the areas of knowledge that
interest them. For this purpose, users create folders on their desktop that
are assigned keywords that correspond to their area of interest. Opencola
then searches the knowl edge network independently and continuously for
available peers that have corresponding or similar areas of knowledge
without being dependent on centrally administeredinformation. Documents
from relevant peersare analyzed, suggested to the user as appropriate, and
automatically duplicated in the user’ sfolder. If the user rejects respective
suggestions, the search criteriaare corrected. The use of Opencolaresults
in aspontaneous networking of userswith similar interests without aneed
for a central control.

. Collaboration: P2P groupware permits document management at thelevel
of closed working groups. As a result, team members can communicate
synchronously, conduct joint online meetings, and edit shared documents,
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either synchronously or asynchronously. In client/server-based groupware
acorresponding working areafor the management of central data hasto be
set up and administered on the server for each working group. In order to
avoid this additional administration task, P2P networks can be used for
collaborativework. The currently best-known applicationfor collaborative
work based on the principles of P2P networks is Groove Virtual Office.
This system offers similar functions (instant messaging, file sharing,
notification, co-browsing, whiteboards, voice conferences, and data bases
with real-time synchronization) to those of the widely used client/server-
based Lotus products, Notes, Quickplace, and Sametime, but does not
require central datamanagement. All of the data created are stored on each
peer and are synchronized automatically. If peers cannot reach each other
directly, thereistheoption of asynchronoussynchronizationviaadirectory
and relay server. Groove Virtual Offce offers users the opportunity to set
up so-called shared spaces that provide a shared working environment for
virtual teams formed on an ad hoc basis, aswell asto invite other usersto
work in these teams. Groove Virtual Office can be expanded by system
developers. A development environment, the Groove Development Kit, is
available for this purpose (Edwards, 2002).

Files

Filesharingisprobably the most widespread P2P application. It isestimated that
as much as 70% of the network traffic in the Internet can be attributed to the
exchange of files, in particular musicfiles (Stump, 2002) (morethan onebillion
downloads of music files can be listed each week [Oberholzer & Strumpf,
2004]). Characteristic of file sharing isthat peersthat have downloaded thefiles
intheroleof aclient subsequently makethem availableto other peersintherole
of aserver. A central problem for P2P networksin general, and for file sharing
in particular, islocating resources (lookup problem) (Balakrishnan, Kaashoek,
Karger, Morris, & Stoica, 2003). In the context of file sharing systems, three
different algorithms have devel oped: the flooded request model, the centralized
directory model, and the document routing model (Milojicicet al., 2002). These
can be illustrated best by using their prominent implementations—Gnutella,
Napster, and Freenet.

P2P networksthat are based on the Gnutella protocol function without acentral
coordination authority. All peers have equal rights within the network. Search
requests are routed through the network according to the flooded request model
which means that a search request is passed on to a predetermined number of
peers. If they cannot answer the request, they pass it on to other nodes until a
predetermined search depth (ttl = time-to-live) has been reached or the re-
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guested file has been located. Positive search results are then sent to the
requesting entity which canthendownloadthedesiredfiledirectly fromtheentity
thatisofferingit. A detailed description of searchesin Gnutellanetworks, aswell
as an analysis of the protocol, can be found in Ripeanu, Foster, and lamnitchi
(2002) and Ripeanu (2001). Due to the fact that the effort for the search,
measured in messages, increases exponentially with the depth of the search, the
inefficiency of simple implementations of this search principleis obvious. In
addition, thereisno guaranteethat aresourcewill actually belocated. Operating
subject to certain prerequisites (such as nonrandomly structured networks),
numerous prototypical implementations (for example, Aberer et al., 2003;
Crowcroft & Pratt, 2002; Dabek et al., 2001; Druschel & Rowstron, 2001; Nejdl,
etal. 2003; Pandurangan & Upfal, 2001; Ratnasamy, Francis, Handley, Karp, &
Shenker, 2001; Lv, Cao, Cohen, Li, & Shenker, 2002; Zhao et al., 2004)
demonstrate how searches can be effected more “intelligently” (see, in particu-
lar, Druschel, Kaashoek, & Rowstron [2002], and also Aberer & Hauswirth
[2002] for abrief overview). The FastTrack protocol enjoys widespread usein
this respect. It optimizes search requests by means of a combination of central
supernodes which form a decentralized network similar to Gnutella.

In respect of its underlying centralized directory model, the early Napster
(Napster, 2000) can be viewed as a nearly perfect example of a hybrid P2P
system in which a part of the infrastructure functionality, in this case the index
service, is provided centrally by a coordinating entity. The moment a peer logs
into the Napster network, the files that the peer has available are registered by
the Napster server. When a search request isissued, the Napster server delivers
alist of peersthat have the desired files available for download. The user can
obtain the respective files directly from the peer offering them.

Searching for and storing fileswithin the Freenet network (Clarke, Miller, Hong,
Sandberg, & Wiley, 2002; Clarke, 2003) takes place viathe so-called document
routing model (Milgjicicetal.,2002). A significant differencetothe model sthat
have been introduced so far is that files are not stored on the hard disk of the
peers providing them, but are intentionally stored at other locations in the
network. The reason behind thisisthat Freenet was developed with the aim of
creating a network in which information can be stored and accessed anony-
mously. Among other things, thisrequiresthat the owner of anetwork node does
not know what documents are stored on his/her local hard disk. For this reason,
filesand peersareallocated unambiguousidentification numbers. When afileis
created, itistransmitted, vianeighboring peers, tothe peer with theidentification
number that isnumerically closest to the identification number of thefileandis
stored there. The peers that participate in forwarding the file save the identifi-
cation number of the file and also note the neighboring peer to which they have
transferred it in a routing table to be used for subsequent search requests.
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The search for files takes place along the lines of the forwarding of search
gueriesonthebasisof theinformationintheroutingtablesof theindividual peers.
In contrast to searching networks that operate according to the flooded request
model, when a requested file is located, it is transmitted back to the peer
requesting it via the same path. In some applications, each node on this route
stores areplicate of the filein order to be able to process future search queries
morequickly. Inthisprocess, thepeersonly storefilesup to amaximum capacity.
When their storageisexhausted, files are del eted according to the least recently
used principle. Thisresultsin a correspondingly large number of replicates of
popular files being created in the network, whereas, over time, files that are
requested less often are removed (Milgjicic et al., 2002).

Invariousstudies (Milgjicic et al., 2002), the document routing model has been
proven suitable for use in large communities. The search process, however, is
more complex than, for example, intheflooded request model. Inaddition, it can
resultintheformation of islands—that is, a partitioning of the network inwhich
the individual communities no longer have a connection to the entire network
(Clarke et al., 2002; Langley, 2001).

Bandwidth

Dueto the fact that the demands on the transmission capacities of networks are
continuously rising, in particular duetotheincreaseinlarge-volumemultimedia
data, effective use of bandwidth is becoming more and more important.
Currently, in most cases, centralized approaches in which files are held on the
server of an information provider and transferred from there to the requesting
client are primarily used. In this case, a problem arises when spontaneous
increasesindemand exert anegativeinfluenceontheavailability of thefilesdue
to the fact that bottlenecks and queues devel op.

Without incurring any significant additional administration, P2P-based ap-
proaches achieveincreased | oad balancing by taking advantage of transmission
routesthat are not being fully exploited. They alsofacilitatethe shared use of the
bandwidth provided by theinformation providers.

. Increased load balancing: In contrast to client/server architectures, hybrid
P2P networks can achieve abetter load balancing. Only initial requestsfor
files have to be served by a central server. Further requests can be
automatically forwarded to peers within the network, which have already
received and replicated thesefiles. Thisconcept ismost frequently applied
in the areas of streaming (for example, PeerCast [“ PeerCast”, n.d.], P2P-
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Radio [“P2P-Radio”, 2004], SCVI.net [“SCVI.NET”, n.d.]) and video on
demand. The P2P-based Kontiki network (Kontiki, n.d.) is pursuing an
additional design that will enable improved load balancing. Users can
subscribe to information channels or software providers from which they
wish to obtain information or software updates. When new information is
available the respective information providers forward it to the peers that
have subscribed. After receiving the information, each peer instanta-
neously acts as a provider and forwards the information to other peers.
Application areas in which such designs can be implemented are the
distribution of eL earning coursewareinanintranet (Damker, 2002, p. 218),
thedistribution of antivirusandfirewall configuration updates (for example,
Rumor [McAfee, n.d.]) and also updating computer games on peer
computers (for example, Descent (Planet DESCENT, n.d.) and Cybiko
[Milojicicetal., 2002]).

. Shared use of bandwidth: In contrast to client/server approaches, the use
of P2P designs can accelerate the downloading and transport of big files
that are simultaneously requested by different entities. Generally, these
filesaresplitintosmaller blocks. Singleblocksarethen downloaded by the
requesting peers. In thefirst instance each peer receives only a part of the
entire file. Subsequently, the single file parts are exchanged by the peers
without a need for further requests to the original source. Eventually, the
peersreconstruct the single partsto form an exact copy of the original file.
An implementation utilizing this principle can be found in BitTorrent
(Cohen, 2003).

Stor age

Nowadays, Direct Attached Storage (DAS), Network Attached Storage (NAS),
or Storage Area Networks (SAN) are the main design concepts used to store
datain a company. These solutions have disadvantages such as inefficient use
of theavailablestorage, additional |oad on the company network, or the necessity
for specially trained personnel and additional backup solutions.

However, increased connectivity andincreased avail ability of bandwidth enable
alternativeformsof managing storagewhich resolvethese problemsand require
less administration effort. With P2P storage networks, it is generally assumed
that only a portion of the disk space available on a desktop PC will be used. A
P2P storage network is a cluster of computers, formed on the basis of existing
networks, that share all storage available in the network. Well-known ap-
proachesto this type of system are PAST (Rowstron & Druschel, 2001), Pasta
(Moreton, Pratt, & Harris, 2002), OceanStore (Kubiatowicz et al., 2000), CFS
(Dabek, Kasshoek, Karger, Morris, & Stoica, 2001), Farsite (Adyaet al., 2002),
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and Intermemory (Goldberg & Yianilos, 1998). Systems that are particularly
suitable for explaining the way in which P2P storage networkswork are PAST,
Pasta, and OceanStore. They have basic similarities in the way they are
constructed and organized. Inorder to participatein aP2P storage network, each
peer receivesapublic/privatekey pair. Withtheaid of ahash function, thepublic
key is used to create an unambiguous identification number for each peer. In
order to gain accessto storage on another computer, the peer hasto either make
availablesomeof itsown storage, or pay afee. Correspondingtoitscontribution,
each peer is assigned amaximum volume of datathat it can add to the network.
When a file is to be stored in the network, it is assigned an unambiguous
identification number, created with ahash function from the name or the content
of the respectivefile, aswell as the public key of the owner. Storing of thefile
and searching for it in the network take place in the manner described as the
document routing model before. In addition, afreely determined number of file
replicates are also stored. Each peer retrieves its own current version of the
routing table which is used for storage and searches. The peer checks the
availability of itsneighborsat setintervalsin order to establi shwhich peershave
left the network. In this way, new peers that have joined the network are also
included in thetable.

To coordinate P2P storage networks, key pairs have to be generated and
distributed to the respective peers and the use of storage has to be monitored.
OceanStore expands the administrative tasksto include version and transaction
management. As a rule, these tasks are handled by a certain number of
particularly high-performance peersthat are al so distinguished by ahigh degree
of availability inthe network. In order to ensurethat alack of availability onthe
part of one of these selected peers does not affect the functional efficiency of
theentire network, the peersare coordinated viaaByzantine agreement protocol
(Castro, 2001). Requests are handled by all available sel ected peers. Each sends
aresult to the party that has issued the request. This party waits until a certain
number of identical results are received from these peers before accepting the
result as correct.

By meansof filereplication and random distribution of identification numbersto
peers using ahash function, the P2P storage network automatically ensures that
various copiesof thesamefilearestored at different geographical locations. No
additional administration or additional backup solution is required to achieve
protection against a local incident or loss of data. This procedure also reduces
the significance of a problem which is characteristic of P2P networks: in P2P
networks there is no guarantee that a particular peer will be available in the
network at aparticular pointintime (availability problem). In case of P2P storage
networks, this could result in settings where no peer is availablein the network
that stores the file being requested. Increasing the number of replicates stored
at various geographical locations can, however, enhance the probability that at
least one such peer will be available in the network.
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Thelow administration costs, which result from the self-organi zed character of
P2P storage networks, and the fact that additional backup solutions are seldom
required are among the advantages these new systems offer for providing and
efficiently managing storage.

Processor Cycles

Recognition that the available computing power of the networked entities was
often unused was an early incentive for using P2P applications to bundle
computing power. At the same time, the requirement for high-performance
computing, thatis, computing operationsinthefield of bio-informatics, logistics,
or thefinancial sector, hasbeenincreasing. By using P2P applicationsto bundle
processor cycles, it is possible to achieve computing power that even the most
expensive supercomputers can scarcely provide. Thisis effected by forming a
cluster of independent, networked computers in which a single computer is
transparent and all networked nodesare combined into asinglelogical computer.
The respective approaches to the coordinated release and shared used of
distributed computing resources in dynamic, virtual organizations that extend
beyond any single institution, currently fall under the term grid computing
(Baker etal., 2002; Foster, 2002; Foster & Kesselman, 2004; Foster, K esselman,
& Tuecke, 2002; GGF, n.d.). The term grid computing is an analogy to
customary power grids. The greatest possible amount of resources, in particular
computing power, should be available to the user, ideally unrestricted and not
bound to any location—similar to the way in which power is drawn from an
electricity socket. The collected works of Bal, Lohr, and Reinefeld (2002)
provide an overview of diverse aspects of grid computing.

One of the most widely cited projectsin the context of P2P, which, however, is
only an initial approximation of the goal of grid computing, is SETI@home
(Search for Extraterrestrial Intelligence) (Anderson, 2001). SETI@home is a
scientificinitiativelaunched by the University of California, Berkeley, with the
goal of discovering radio signals from extraterrestrial intelligence. For this
purpose, a radio telescope in Puerto Rico records a portion of the electromag-
netic spectrum from outer space. This data is sent to the central SETI@home
server in California. There, they take advantage of the fact that the greater part
of processor cycleson private and business computersremainsidle. Rather than
analyzing the datain a costly supercomputer, the SETI server divides the data
into smaller units and sends these units to the several million computers made
availableby thevolunteerswho haveregistered to participateinthisproject. The
SETI client carries out the calculations during the idle processor cycles of the
participants' computersand then sends back theresults. Intherelated literature,
SETI@home is consistently referred to as a perfect example of a P2P applica-
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tion in general, and more specifically, a perfect example of grid computing
(Oram, 2001; M. Miller, 2001). This evaluation, however, is not completely
accurate, asthe core of SETI@homeisaclassical client/server application, due
tothefact that acentral server coordinatesthetasks of the nodes and sendsthem
task packets. The peers process the tasks they have been assigned and return
the results. In this system there is no communication between the individual
nodes. SETI@home does have, however, P2P characteristics (Milojicic et al.,
2002). Thenodesform avirtual community and make resourcesavailableinthe
form of idle processor cycles. The peers are to a large extent autonomous, as
they determine if and when the SETI@home software is allowed to conduct
computing tasks (Anderson, 2001; Anderson, Cobb, Korpela, Lebofsky, &
Werthimer, 2002). The shared accomplishment of these types of distributed
computing tasks, however, isonly possibleif the anal ytic steps can be separated
and divided into individual data packets.

The vision of grid computing described earlier, however, extends far beyond
projects such as SETI@home. At an advanced stage of development, it should
not only be possible for each network node to offer its own resources, but it
should also be possiblefor it to take advantage of the resources availablein the
P2P network. The first implementations suitable for industrial use are already
being announced by the big playersin the market. It will most probably be quite
sometimebeforeagenerally available, open grid platformiscreated, dueto the
fact that suitable middleware architecturesand APIsarestill inthe development
phase (Baker et al., 2002). A currently influential initiativeisthe Globus Project
(TheGlobusAlliance, 2004), whichisworking on astandardized middlewarefor
grid application and has been greeted with wide acceptance throughout the grid
community. The project isbeing supported by important market players such as
IBM, Microsoft, Sun, HP, and NEC.

P2P Communities

The term virtual community was introduced by Licklider and Taylor (1968):
“[1Tn most fieldsthey will consist of geographically separated members, some-
timesgroupedinsmall clustersand sometimesworkingindividually. They will be
communitiesnot of common location but of commoninterest.” Today, numerous
variations and extensions of the original definition can be found in the related
literature. Schoberth and Schrott (2001) have identified a minimum consensus
among the various definitions according to which common interest, common
normsand values, aswell asacommon interaction platform arethe el ementsthat
constituteavirtual community. Emotional links, continuity, alternating relation-
ships, and sel f-determination represent additional qualifying elements. Based on
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this, we define P2P communities as virtual communities that use P2P applica-
tionsascommuni cation and interaction platformsto support the communication,
collaboration, and coordination of working groupsor groupsof persons. Virtually
no research has been conducted on the extent to which, or if in fact, all of the
elementscited are evident or fulfilled in concrete P2P communities. In contrast,
itisrelatively easy to identify common interests and common infrastructuresin
the context of P2P communities. Users of file sharing networks, for example,
wish to exchange music and operate an interaction platform to do so. This
platform is established by the networked entities and the protocols such as
FastTrack or Gnutella. In the anything@home networks, users are linked by
interests, for exampl e, for thesearch for extraterrestrial lifeforms(SETI @home)
or for a cure for AIDS (fightaids@home). The existence or the pronounced
development and efficiency of common norms and valuesin P2P networks can
scarcely be determined from the currently available research. In thisrespect, it
can at | east be assumed that the establishment of common normsand valueswill
increase asthe availability of sanctions and reputation mechanisms grows. The
early Napster clients, for example, enable users to deny access to their own
resources for selected persons who have no resources or only undesired
resourcesto offer, sothat free-riding persons can be barred fromthe community.

It remains open asto whether qualifying elements such asemotional attachment
or afeeling of belonging or continual membership in acommunity exist—or for
that matter, whether they are even relevant. On the other hand, the criterion for
self-determination is directly fulfilled by the autonomy of peers described as a
characteristic of P2P networks at the onset.

Initial stepstoward studying P2P communitiesare currently being undertakenin
the areas of the restructuring of value chains by P2P communities, P2P
communities as a business model and trust, as well as free riding and account-
ability. These will be described briefly in the following paragraphs.

. Restructuring of value chains: Hummel and L echner (2001) usethe music
industry asan example of thefact that P2P communities can achieve scales
that result in changes to the configuration of the value chain, as well as
having atendency to transfer control over individual value creation steps
from the central market players to consumers and, in some cases, to new
intermediaries.

. Communitiesasbusinessmodels: Viewing communitiesasbusinessmodel s
originatesfrom Hagel and Armstrong (Armstrong & Hagel, 1996; Hagel &
Armstrong, 1997). These authors broke away from the idea of viewing
communitiesas purely sociological phenomenaand observed virtual com-
munities as a business strategy for achieving economic goals. Their
research interest in this respect focuses on the question regarding the
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extenttowhichvirtual communitiescan actually beused by individual swith
commercial interests (Hummel & Lechner, 2002). Itisparticularly unclear
which monetary and nonmonetary attractions motivate potential members
to participate.

*  Trust: Thereare limitations on virtual collaboration structures. Thisis of
particular importance for P2P applications, astrust is an essential prereg-
uisitefor opening up aninternal systemto accessby others. Limitationson
trust al so constitute limitations on collaboration in P2P networks.

As aresult, it is necessary to have designs that allow trust to be built up
between communication partners. Reputation can prove to be a very
important element for the creation of trust in P2P networks (L ethin, 2001).
Reputationisaggregated information regarding the previousbehavior of an
actor. In P2P networks, it is possible to take advantage of awide spectrum
of central and decentralized reputation mechanismsthat have already been
discussed and, in part, implemented in the area of electronic commerce
(Eggs, 2001; discussed with particular reference to P2P in Eggs et al.
[2002]).

. Freeriding and accountability: Thesuccessof thefilesharingcommunities
established by early Napster and other similar applications has a remark-
ableorigin. Individual maximization of usagein P2P communities|eadsto—
with regard to thecommunity—collectively desirableresults. Thisisdueto
thefact that when afileisdownloaded, areplicate of themusicfileisadded
to the database of the file sharing community. These dynamics are
threatened by free riders by denying access to the downloaded file or
moving the file immediately after downloading so that the collective
database doesn’t increase. Free-riding peers usetheresourcesavailablein
the P2P network, but do not make any resources available (Adar &
Hubermann, 2000). For most P2P applications in general, and for file
sharing systems in particular, this can create a significant problem and
prevent anetwork from devel opingitsfull potential. Freeriding reducesthe
availability of information as well as the level of network performance
(Golle, Leyton-Brown, & Mironov, 2001; Ramaswamy & Liu, 2003). A
possible solution for overcoming thisproblemisaccountability (L ui, Lang,
& Kwok, 2002). It consists of the protocolling and assignment of used or
provided resourcesand theimplementation of negative (debits) or positive
(credits in the form of money or user rights) incentives. In view of the
absence of central control, however, difficult questionsariseregarding the
acceptance, enforceability, privacy of user data, and so forth, and as a
result, the practicality of such measures.
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Schoberth and Schrott (2001) have noted a scarcity of empirical research in the
areaof virtual communities (and consequently, in the area of P2P communities)
as well as a lack of models for illustrating the development, interaction, and
disintegration processes of virtual communities. There is a clear need for
research regarding the devel opment, motivation, stabilization, and control of P2P
communities.

Conclusion

The introduction of a three-level model comprising P2P infrastructures, P2P
applications, and P2P communitieshel psto differentiatethediscussion regarding
P2P networks. The management of significant resources such as information,
files, bandwidth, storage, and processor cyclescan benefit from the existence of
P2P networks.

Initial experiencewith protocols, applications, and application areasisavailable
and provides evidence of both the weaknesses and the potential of P2P-based
resource management. The use of P2P networks for resource management
promises advantages such as reduced cost of ownership, good scalability, and
support for ad hoc networks.

. Reduced cost of ownership: The expenditure for acquiring and operating
infrastructure and communication systemscan belowered by using existing
infrastructures and reducing the administration and user costs. For ex-
ample, P2P storage networks avoid the necessity for operating a central
server for the purpose of storing the entire data volume for a network. By
utilizing existing resources, therelative costs for each peer arereduced in
respect of datastorage or distributed computing. In addition, the operation
of central or, as the case may be, additional storage servers or high
performance computers, is no longer necessary to produce the same total
performance within the network. In the context of collaboration, P2P
groupware applications, such as Groove Virtual Office, frequently make
the central administration of a server or the central distribution of rights
when forming working groups obsol ete.

. Scalability: Implementations have shown that P2P networks reduce the
dependency onfocal pointsand thereby reducethe potential for bottlenecks
by spatially distributing information and creating replicates. Thisenhances
their scalability. Hybrid file sharing networks, such as early Napster, have
scalability advantages in comparison to client/server approaches. This
results from the direct exchange of documents between peers without the
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assistance of aserver. With thismethod, early Napster wasin aposition to
serve maorethan six million users simultaneously. New approaches such as
OceanStore and PAST are aimed at providing their services for several
billion userswith avolume of filesgreater than 10 (Milojicicet al., 2002,
p. 13).

*  Ad hoc networks: P2P networks are ideal for the ad hoc networking of
peers because they tolerate intermittent connectivity. As a result, it is
conceivable that the underlying philosophy of P2P networks will be
increasingly utilized by approaches such as grid computing, mobile busi-
ness, and ubiquitous computing—in particular when the task at hand isto
establish communication between spontaneously networked peersor enti-
ties (PDAs, mobile telephones, computers, smart devices, or things in
general) inthe absence of coordinating, central authorities (Chtcherbina&
Wieland, 2002).

These advantages are currently counteracted by some disadvantages. Security
mechanisms, such as authentication and authorization aswell asaccountability,
areeasier toimplement in networkswith acentral server. Equally, theavailability
of resources and services cannot always be guaranteed in networkswith asmall
number of participants due to their intermittent connectivity. In file sharing
networks, for example, in order to provide the desired level of availability, a
correspondingly large number of replicates have to be created. This, however,
resultsinincreased use of storage and can have anegative effect on theresource
advantages that could be otherwise be achieved.

At all threelevels, two points become clear: the importance of P2P networks as
information system architectures and the pressing need for research and
development in thisfield. To the best knowledge of the authors, there has been
no quantitative comparative study to date, which takes P2P networks into
account when investigating the advantages of various information system
architectures. However, it should be noted that the potential of P2P networkslies
in the establishment of new application scenariosand a*“simple” comparison of
performance would probably be inadequate. According to this potential, the
authors expect that knowledge management will especially benefit from P2P-
based resource management. When thinking of knowledge asafurther resource,
we haveto distinguish betweenimplicit and explicit knowledge. Implicit knowl-
edge is tied to individuals and therefore is shared face-to-face. Face-to-face
communication can be supported very well by P2P knowledge management
systems(Tiwana, 2003). P2P groupware, for example, facilitates self-organized
and ad hoc networking of knowledge workers and therefore offers different
communication channels. Explicit knowledge, however, isrepresented in docu-
ments. In order to enable access to this knowledge, a centralized knowledge
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management system has to create arepository of all available documents. This
organizational effort can be omitted by using P2P knowledge management
systems. Dueto this, decentralized knowledge repositories enable access to up-
to-date and as yet unrecognized knowledge better than centralized approaches
can do (Susarla, Liu, & Whinston, 2003).

It remainsto be seen which further application scenarios can be established and
how effectively and how efficiently decentralized, in principle, self-controlled,
P2P networks can fulfill the requirementsfor fair cost distribution, trustworthi-
ness, and security (Schoder & Fischbach, 2003). In any case, alongside client/
server structures, P2P networks offer a self-contained approach for the
organization and coordination of resources. They have both advantages and
disadvantages that will have to be evaluated in the relevant context.
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