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Foreword 65 

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies 66 
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO 67 
technical committees. Each member body interested in a subject for which a technical committee has been 68 
established has the right to be represented on that committee. International organizations, governmental and 69 
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the 70 
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 71 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 72 

The main task of technical committees is to prepare International Standards. Draft International Standards 73 
adopted by the technical committees are circulated to the member bodies for voting. Publication as an 74 
International Standard requires approval by at least 75 % of the member bodies casting a vote. 75 

This standard may be revised after 5 years on the basis of practical experience. Committees writing standards 76 
are invited to inform the ISO Central Secretariat of any difficulties encountered with the implementation of its 77 
provisions. 78 
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Introduction 79 

Organizations of all types and sizes face a range of risks that may affect the achievement of their objectives. 80 

These objectives may relate to a range of the organization's activities, from strategic initiatives to its 81 
operations, processes and projects, and be reflected in terms of societal, environmental, safety and security 82 
outcomes, commercial, financial and economic measures, as well as social, cultural, political and reputation 83 
impacts. 84 

All activities of an organization involve risks that must be managed. The risk management process aids 85 
decision making by taking account of uncertainty and the possibility of future events or circumstances 86 
(intended or unintended) and their effects on agreed objectives. 87 

Risk management involves applying logical and systematic methods for: 88 

 communicating and consulting throughout this process; 89 

 establishing the organization’s context for identifying, analysing, evaluating, treating, and monitoring risk 90 
associated with any activity, product, function or process; and 91 

 reporting the results appropriately. 92 

This International Standard recognizes the variety of the nature, level and complexity of risks and provides 93 
generic guidelines on principles and implementation of risk management. This International Standard sets out 94 
how an organization should understand the specific context in which it implements risk management. 95 

Risk management can be applied across many areas, to specific functions and levels of an organization as 96 
well as to the entire organization.  97 

When implemented and sustained in accordance with this standard, risk management should enable an 98 
organization to achieve, for example: 99 

 awareness of the need to treat and manage risk in organizations;  100 

 compliance with relevant legal and regulatory requirements and international norms;  101 

 confident and rigorous basis for decision making and planning; 102 

 definitions of controls to empower decision making and planning; 103 

 effective allocation and use of resources for risk treatment;  104 

 enhanced safety;  105 

 improved corporate governance; 106 

 improved financial reporting; 107 

 improved identification of opportunities and threats; 108 

 improved incident management and prevention; 109 

 improved operational effectiveness and efficiency; 110 

 improved stakeholder confidence and trust;  111 

 loss reduction; and 112 
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 proactive rather than reactive management. 113 

Achieving these aims should ensure that organizations have a balanced and proportionate response to the 114 
risks affecting them. Risk management should thus help avoid an over-reaction to risk that can unnecessarily 115 
prevent legitimate activity and/or seriously distort resource allocation. 116 

To be effective within an organizational context, risk management should be developed by taking account of 117 
the organization’s overall governance, management, reporting processes, policies, philosophy and culture. 118 
Indeed, the use of risk management can be expected to strengthen these areas. 119 

The same risk management approach can be used within this wide variety of specific contexts such as a 120 
project, defined function, asset, product or activity. The adoption of this risk management approach will in turn 121 
strengthen the linkages between, and support the aims of, a specific project, activity or function to the 122 
organization’s overall objectives. 123 

This International Standard is intended to be used by all stakeholders such as: 124 

 developers of standards, guides, procedures, and codes of practice that in whole or in part set out how 125 
risk is to be managed within the specific context of their documents; 126 

 those needing to evaluate an organization’s practices in managing risk; 127 

 those who need to ensure that an organization manages risk; and 128 

 those within an organization who need to manage risk within a specific area or activity. 129 

Although the practice of risk management has developed over time and within diverse sectors to meet diverse 130 
needs, a generic approach consisting of a framework of essential elements can help to ensure that risk is 131 
managed effectively and coherently across an organization. The generic approach described in this 132 
International Standard provides guidelines on implementing these essential elements so as to manage risk 133 
within any scope and context with transparency and credibility. 134 

Each specific sector or application of risk management brings with it individual needs, audiences, perceptions 135 
and criteria. A novel feature of this International Standard is the inclusion of “establishing the context” as a key 136 
activity at the start of this generic process. This feature will capture the diversity of criteria as well as the 137 
nature and complexity of risk and other factors that need to be considered and managed in each case. 138 

Some areas of risk management within, for example, the areas of safety, human health and environment, 139 
impose criteria that reflect an aversion to negative consequences. Such criteria may or may not be contained 140 
in legal, regulatory requirements and international norms. The application of the risk management approach 141 
described in this International Standard helps to ensure that those criteria are identified and applied. 142 
Therefore, this International Standard can also be an aid to the management of compliance and performance. 143 
The relationship between the principles, framework and process described in this standard are shown in 144 
Figure 1. 145 



ISO/CD  31000 

© ISO 2007– All rights reserved vii 
 

Process
(Clause 6)

5.2
Mandate and 
commitment

5.3
Framework
design for 

managing risk

5.4
Implementing 

risk management

5.6
Continual 

improvement of 
the framework

5.5
Monitoring and 
review of the 
framework

Principles
(Clause 4)

 146 

Figure 1 — Relationship between the principles, framework and process 147 

 148 



COMMITTEE DRAFT ISO/CD 31000 
 

© ISO 2007 – All rights reserved 1 
 

Risk management — Guidelines on principles and 149 

implementation of risk management 150 

1 Scope 151 

This International Standard gives generic guidelines for the principles and the adequate implementation of risk 152 
management. This International Standard also harmonizes risk management processes and definitions in 153 
existing and future standards. 154 

This International Standard can be applied to a wide range of activities, decisions, and operations of any 155 
public, private or community enterprise, association, group or individual. Therefore, this International Standard 156 
is generic and not specific to any industry or sector. For convenience, all the different addressees of this 157 
International Standard are referred to by the general term “organization”. 158 

This International Standard can be applied to all stages in the life cycle of an organization and its activity, 159 
process, function, project, product, service or asset. 160 

This International Standard is a generic standard and intended to provide a common approach in support of 161 
standards dealing with specific risks and/or sectors, and does not replace those standards.  162 

Whereas this International Standard provides generic guidelines, it is not intended to enforce uniformity of risk 163 
management within organizations, as the design and implementation of risk management will depend on the 164 
varying needs of a specific organization, particular objectives, context, structure, products, services, projects, 165 
the operational processes and specific practices employed. 166 

This International Standard is not intended to be used for the purpose of certification and cannot in itself be 167 
used for contractual purposes. 168 

2 Normative references 169 

The following referenced document is indispensable for the application of this document. For dated reference, 170 
only the edition cited applies. 171 

ISO/IEC Guide 73, Risk management — Vocabulary1)  172 

3 Terms and definitions 173 

For the purposes of document, the terms and definitions given in Guide 73 apply. 174 

4 Principles for managing risk 175 

To be most effective, an organization’s risk management should adhere to the following principles. 176 

                                                     

1) To be published. 
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a) Risk management should create value.  177 

Risk management should contribute to the demonstrable achievement of objectives and improvement of, for 178 
example, efficiency in operations, environmental protection, financial performance, corporate governance, 179 
human health and safety, product quality, legal and regulatory compliance, public acceptance, and reputation. 180 

b) Risk management should be an integral part of organizational processes. 181 

Risk management should be part of the responsibilities of management and an integral part of the normal 182 
organizational processes as well as of all project and change management processes. Risk management 183 
should not be a stand-alone activity or be separate from the main activities and processes of the organization. 184 

c) Risk management should be part of decision making. 185 

Risk management can help prioritize actions and distinguish among alternative courses of action.  186 

Risk management helps decision makers make informed choices. Ultimately, risk management can help with 187 
decisions on whether a risk is unacceptable and whether risk controls will be adequate and effective. 188 

d) Risk management should explicitly address uncertainty. 189 

Risk management deals with those aspects of decision making that are uncertain, the nature of that 190 
uncertainty, and how it may be treated. 191 

e) Risk management should be systematic and structured. 192 

Risk management approaches should ensure where practicable that the results are consistent, comparable 193 
and reliable. 194 

f) Risk management should be based on the best available information.  195 

The inputs to the process of managing risk should be based on information sources such as experience, 196 
feedback, observation, forecasts and expert judgement. However, decision makers should be informed of and 197 
may need to take into account any limitations of the data or modelling used or the possibility of divergence 198 
among experts. 199 

g) Risk management should be tailored. 200 

Risk management should be aligned with the organization’s external and internal context and risk profile. 201 

h) Risk management should take into account human factors. 202 

The organization’s risk management should recognize the capabilities, perceptions and intentions of external 203 
and internal people that may facilitate or hinder attainment of the organization’s objectives. 204 

i) Risk management should be transparent and inclusive.  205 

Appropriate and timely involvement and inclusion of stakeholders and, in particular, decision makers at all 206 
levels of the organization, should ensure that risk management remains relevant and up-to-date. Involvement 207 
also allows stakeholders to be properly represented and to have their views taken into account in determining 208 
risk criteria, stakeholders’ perceptions and levels of tolerable risk. 209 

j) Risk management should be dynamic, iterative and responsive to change. 210 

As internal and external events occur, context and knowledge change, monitoring and review take place, new 211 
risks emerge and others decrease. An organization should ensure that risk management continually senses 212 
and responds to change. 213 

k) Risk Management should be capable of continual improvement and enhancement. 214 
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Organizations should develop strategies to improve their risk management maturity alongside all other 215 
aspects of their organization. Annex A "Attributes of enhanced risk management" provides further information. 216 

5 Framework for managing risk 217 

5.1 General 218 

To be successful and sustainable, risk management should be embedded in the organization and supported 219 
by management. A framework for managing risks aims to assist an organization to manage its risks effectively 220 
through the application of the risk management process at varying levels and within specific contexts of the 221 
organization. Such a framework should ensure that risk information derived from these processes is 222 
adequately reported and used as a basis for decision making at all relevant organizational levels. 223 

This clause provides guidelines for designing, implementing, monitoring and improving a management 224 
framework within which the risk management process (see Clause 6) should be set and which should ensure 225 
that direction and implementation of the process are fully addressed. 226 

The elements of the framework for managing risk are shown in Figure 2. 227 

5.2 Mandate and commitment

5.3 Framework design for managing risk
5.3.1 Understanding the organization and its environment
5.3.2 Risk management policy
5.3.3 Integration into organizational processes
5.3.4 Accountability
5.3.5 Resources
5.3.6 and 5.3.7 Establishing internal and external communication and
reporting mechanisms

5.4 Implementing risk management
5.4.1 Developing a plan for implementation
5.4.2 Implementing the framework
5.4.3 Implementing the process

5.6 Continual improvement of the framework

5.5 Monitoring and Review of the framework

 228 

Figure 2 — Framework for managing risk 229 

 230 
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This framework is not intended to describe a management system; but rather, it is to assist the organization to 231 
integrate risk management within its overall management system. Therefore, organizations should adapt the 232 
elements of the framework to their specific needs. 233 

Many organizations’ existing management practices and processes include elements of risk management and 234 
many organizations have already adopted a formal risk management process for particular types of risk or 235 
circumstances. These should be critically reviewed and assessed. 236 

5.2 Mandate and commitment 237 

Risk management requires strong and sustained commitment by management of the organization as well as 238 
strategic and rigorous planning. The management should: 239 

 articulate and endorse the risk management policy; 240 

 communicate the benefits of risk management to all stakeholders; 241 

 define risk management performance indicators that align with organizational performance;  242 

 ensure alignment of risk management objectives with the objectives and strategies of the organization; 243 

 ensure legal and regulatory compliance; and 244 

 ensure that the necessary resources are allocated to risk management. 245 

5.3 Framework design for managing risk 246 

5.3.1 Understanding the organization and its environment 247 

Before starting the design and implementation of the framework for managing risk, it is important to 248 
understand both external and internal environment of the organization since these can contribute importantly 249 
to the design of the framework. 250 

Aspects of the organization’s external environment that may be considered include the: 251 

 cultural, political, legal, regulatory, financial, economic and competitive environment, whether international, 252 
national or regional; 253 

 key drivers and trends having impact on the objectives of the organization; and 254 

 perceptions and values of external stakeholders. 255 

It is also necessary to understand the organization in terms of, for example: 256 

 capabilities, understood in terms of resources and knowledge (e.g. capital, people, competencies, 257 
processes,  systems and technologies); 258 

 information flows and decision making processes; 259 

 internal stakeholders; 260 

 objectives, and the strategies that are in place to achieve them; 261 

 perceptions, values and culture; 262 

 policies and processes; 263 



ISO/CD  31000 

© ISO 2007– All rights reserved 5 
 

 standards and reference models adopted by the organization; and 264 

 structures (e.g. governance, roles and accountabilities). 265 

5.3.2 Risk management policy  266 

The risk management policy should make clear the organization's objectives for and commitment to risk 267 
management and may specify the following: 268 

 accountabilities and responsibilities for managing risk; 269 

 commitment to the periodic review and verification of the risk management policy and framework and its 270 
continual improvement; 271 

 links between this policy and the organization’s objectives; 272 

 organization’s risk appetite; 273 

 organization's rationale for managing risk; 274 

 processes and methods to be used for managing risk; 275 

 resources available to assist those accountable or responsible for managing risk; and 276 

 the way in which risk management performance will be measured and reported. 277 

5.3.3 Integration into organizational processes 278 

Risk management should be embedded in all the organization’s practices and business processes so that it is 279 
relevant, effective, efficient and sustained. In particular, risk management should be embedded into the policy 280 
development, business and strategic planning and change management processes.  281 

5.3.4 Accountability 282 

The organization should ensure that there is accountability and authority for managing risks, the adequacy 283 
and effectiveness of risk controls and the implementation as well as sustaining of the risk management 284 
process. This may be facilitated by: 285 

 ensuring appropriate levels of recognition, reward, approval and sanction; 286 

 establishing performance measurement and internal and/or external reporting and escalation processes; 287 

 specifying risk owners or categories of risk for implementing risk treatment, maintenance of risk controls 288 
and internal reporting of relevant risk information; and 289 

 specifying who is accountable for the development, implementation and maintenance of the framework for 290 
the management of risk. 291 

5.3.5 Resources 292 

The organization should develop the practical means by which it implements risk management including 293 
allocating appropriate resources for the risk management function.  294 

Consideration should be given to the following: 295 

 documented processes and procedures; 296 
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 information systems; 297 

 people and skills; and 298 

 resources needed for each step of the risk management process. 299 

5.3.6 Establishing internal communication and reporting mechanisms 300 

The organization should establish internal communication and reporting mechanisms to ensure that relevant 301 
information derived from the application of risk management is available at appropriate levels in the 302 
organization as a basis for decision making in support of the achievement of the organization’s objectives.  303 

These mechanisms should include processes to consolidate risk information where appropriate from a variety 304 
of sources within the organization taking into account its sensitivity. 305 

5.3.7 Establishing external communication and reporting mechanisms 306 

The organization should develop and implement a plan as to how it will communicate with external 307 
stakeholders. This should involve: 308 

 communicating with stakeholders in the event of a crisis or contingency; 309 

 engaging appropriate external stakeholders and ensuring an effective exchange of information; 310 

 internal and external reporting due to legal, regulatory, and corporate governance requirements; 311 

 internal reporting on the framework and its effectiveness and the outcomes; 312 

 making disclosures as required by legalization; 313 

 receiving feedback on communications; and 314 

 using communication to provide transparency and build confidence in the organization. 315 

5.4 Implementing risk management 316 

5.4.1 Developing a plan for implementation 317 

There should be an organization-wide plan for ensuring that the management of risk is embedded throughout 318 
the organization, integrated with normal business practice, and maintained through monitoring and reviewing 319 
of risks, controls, and changes in the internal and external environments. 320 

5.4.2 Implementing the framework for managing risk 321 

In implementing the organizations framework for managing risk, the organization should consider the 322 
following: 323 

 applying the risk management policy and process to the organizational processes according to its plan;  324 

 communicating with stakeholders to ensure that its risk management framework remains appropriate; 325 

 decision making, including the development and setting of objectives, aligned with the application of the 326 
risk management process; 327 

 designating a person accountable for implementation of the framework; and 328 

 holding information and training sessions. 329 
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5.4.3 Implementing the process 330 

Risk management is implemented by ensuring that the risk management process outlined in Clause 6 is 331 
applied at all relevant levels and functions of an organization as part of the organization’s practices and 332 
business processes.   333 

5.5 Monitoring and review of the framework 334 

To ensure that risk management is sustained, an organization should: 335 

 periodically measure progress against the risk management plan; 336 

 periodically review whether the risk management framework, policy, and plan are still appropriate given 337 
the organizations’ internal and external context; 338 

 report on risks, progress with the risk management plan and how well the risk management policy is 339 
being followed; and 340 

 review the effectiveness of the risk management process including the adequacy of controls. 341 

5.6 Continual improvement of the framework 342 

Based on the review, decisions should be made on how the risk management framework, policy and plan can 343 
be improved. These decisions should lead to improvements in the organization’s risk management, 344 
management culture. This will contribute to improvement in the organization’s resilience, governance, and 345 
accountability.  346 

6 Process for managing risk 347 

6.1 General 348 

The risk management process comprises the activities described from 6.2 to 6.7, and is shown in Figure 3. 349 

6.4 Risk   assessment

6.2  
Communication 

and 
consultation

6.7
Monitoring

and
review

6.3 Establishing the context

6.4.3 Risk analysis

6.4.4 Risk evaluation

6.5 Risk treatment

6.4.2 Risk identification

 350 
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Figure 3 — Risk management process 351 

6.2 Communication and consultation 352 

Communication and consultation with internal and external stakeholders as far as necessary should take 353 
place at each stage of the risk management process.  354 

Therefore, a plan to communicate and consult with both internal and external stakeholders should be 355 
developed at an early stage. This plan should address issues relating to the risk itself, its consequences (if 356 
known), and the measures being taken to manage it. 357 

Effective internal and external communication and consultation should be done to ensure that those 358 
accountable for implementing the risk management process and those with a vested interest, and thus a key 359 
contribution to make, understand the basis on which decisions are made, and the reason why particular 360 
actions are required to improve the organization’s risk management culture. 361 

A team approach is useful to: 362 

 bring together different areas of expertise for analyzing risks; 363 

 develop a communication plan;  364 

 enhance appropriate change management during the risk management process;  365 

 ensure that different views are appropriately considered in evaluating risks; 366 

 ensure that the interests of stakeholders are understood and considered; 367 

 help define the context appropriately; 368 

 help ensure that risks are adequately identified; and 369 

 secure endorsement and support for a treatment plan. 370 

Stakeholders may make judgements about risk based on their perceptions of risk. Perceptions of risk can vary 371 
due to differences in values, needs, assumptions, concepts and concerns of stakeholders. As their views can 372 
have a significant impact on the decisions made, it is important that the stakeholders perceptions are 373 
identified, recorded and taken into account in the decision making process. 374 

The communication and consultation plan must be in accordance with the following: 375 

 the communication and consultation should be an exchange and not a monolog of each stakeholder; 376 

 the communication and consultation should convey messages which are honest and understandable and 377 
must not aim at manipulating but at convincing on basis of evidences; and 378 

 the communication should be useful. The contribution of its use should be assessed. 379 

6.3 Establishing the context 380 

6.3.1 General 381 

The risk management process should be aligned with the organization’s culture, processes and structure. 382 

Establishing the context defines the basic parameters for managing risk and sets the scope and criteria for the 383 
rest of the process. The context may include both internal and external parameters relevant for the 384 
organization. While many of these parameters are similar to those considered in the design of the risk 385 
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management framework (see 5.3.1), when applying the risk management process, they need to be considered 386 
in greater detail and particularly how they relate to the scope of the particular risk management process. 387 

6.3.2 Establishing the external context 388 

External context is anything outside the organization that may influence objectives. 389 

Understanding the external context is important to ensure that external stakeholders, their objectives and 390 
concerns are considered when developing risk criteria. It is based on the organization wide context but with 391 
specific details of legal and regulatory requirements, stakeholder perceptions, and other aspects of risks 392 
specific to the scope of the risks management process. 393 

The external context may include, but is not limited to: 394 

 cultural, political, legal, regulatory, financial, economic and competitive environment, whether international, 395 
national or regional; 396 

 key drivers and trends having impact on the objectives of the organization; and 397 

 perceptions and values of external stakeholders. 398 

6.3.3 Establishing the internal context 399 

Internal context is anything within the organization that may influence the way in which an organization will 400 
manage risk. It should be established because: 401 

 a major risk for some organizations is failure to achieve their strategic, project or business objectives, and 402 
this risk affects ongoing organizational commitment, credibility, and value; 403 

 objectives and criteria of a particular project or activity should be considered in the light of objectives of 404 
the organization as a whole; and 405 

 risk management takes place in the context of the objectives of the organization. 406 

It is necessary to understand the internal context, in terms of, for example: 407 

 capabilities, understood in terms of resources and knowledge (e.g. capital, people, competencies, 408 
processes,  systems and technologies); 409 

 information flows and decision making processes; 410 

 internal stakeholders; 411 

 objectives, and the strategies that are in place to achieve them; 412 

 perceptions, values and culture; 413 

 policies and processes; 414 

 standards and reference models adopted by the organization; and 415 

 structures (e.g. governance, roles and accountabilities). 416 

6.3.4 Establishing the risk management process context 417 

The objectives, strategies, scope and parameters of the activities of the organization or those parts of the 418 
organization where the risk management process is being applied should be established. The management of 419 
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risk should be undertaken with full consideration of the need to justify the resources used in carrying out risk 420 
management. The resources required, responsibilities and authorities, and the records to be kept should also 421 
be specified. 422 

The context of the risk management process will vary according to the needs of an organization. It may 423 
involve, but is not limited to: 424 

 defining responsibilities; 425 

 defining the depth and breadth of the risk management activities to be carried out, including specific 426 
inclusions and exclusions; 427 

 defining the extent of the project, process, function or activity in terms of time and location; 428 

 defining the project, process, function, activity and its goals and objectives; 429 

 defining the relationships between a particular project or activity and other projects or activities of the 430 
organization; 431 

 defining the risk assessment methodologies; 432 

 defining the way performance is evaluated in the management of risk; 433 

 identifying and specifying the decisions that have to be made; and 434 

 identifying scoping or framing studies needed, their extent, objectives, and the resources required for 435 
such studies. 436 

Attention to these and other relevant factors should help ensure that the risk management approach adopted 437 
is appropriate and proportionate to the situation of the organization and to the risks affecting the achievement 438 
of its objectives. 439 

6.3.5 Developing risk criteria 440 

The organization should develop the criteria against which risk is to be evaluated based on the context. Risk 441 
criteria express the organization’s values, objectives and resources. Some criteria may be imposed by, or 442 
derived from, legal and regulatory requirements. Risk criteria should be consistent with the organization’s risk 443 
management policy (see 5.3.2). Risk criteria should be developed at the beginning of any risk management 444 
process and continually reviewed. 445 

When defining risk criteria, factors to be considered should include the following: 446 

 how likelihood will be defined; 447 

 how the level of risk is to be determined; 448 

 nature and types of consequences that may occur and how they will be measured; 449 

 the level at which risk becomes acceptable; 450 

 the time frame of the likelihood and/or consequence; 451 

 what level of risk may require treatment; and 452 

 whether combinations of multiple risks should be taken into account. 453 
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6.4 Risk assessment 454 

6.4.1 General 455 

Risk assessment is the overall process of risk identification, risk analysis and risk evaluation.  456 

6.4.2 Risk identification 457 

Risk identification seeks to identify the risks that are relevant to the objectives as established in 6.3.4. The 458 
organization should identify sources of risk, events or sets of circumstances, and their potential 459 
consequences. The aim of this step is to generate a comprehensive list of risks based on those events and 460 
circumstances that might enhance, prevent, degrade or delay the achievement of the objectives. 461 
Comprehensive identification and recording is critical, because a risk that is not identified at this stage is 462 
excluded from further analysis. Identification should include risks whether or not they are under the control of 463 
the organization. 464 

The organization should apply a set of risk identification tools and techniques which are suited to its objectives 465 
and capabilities, and to the risk the organization faces.  466 

Relevant and up-to-date information is important in identifying risks. This should include suitable background 467 
information where possible. People with appropriate knowledge should be involved in identifying risks. After 468 
identifying what might happen, it is necessary to consider possible causes and scenarios that show what 469 
consequences may occur. All significant causes should be considered. 470 

In identifying the risks, it is also important to consider the risks associated with not pursuing an opportunity. 471 

6.4.3 Risk analysis 472 

Risk analysis is about developing an understanding of the risk. Risk analysis provides an input to risk 473 
evaluation and to decisions on whether risks need to be treated and the most appropriate risk treatment 474 
strategies.  475 

Risk analysis involves consideration of the causes and sources of risk, their positive and negative 476 
consequences, and the likelihood that those consequences may occur. Factors that affect consequences and 477 
likelihood may be identified. Risk is analyzed by determining consequences and their likelihood, and other 478 
attributes of the risk. An event or set of circumstances may have multiple consequences and may affect 479 
multiple objectives. Existing risk controls and their effectiveness should be taken into account. 480 

The way in which likelihood and consequences are expressed and the way in which they are combined to 481 
estimate a level of risk will vary according to the type of risk and the purpose for which the risk assessment 482 
output is to be used. These should all be consistent with the risk criteria. It is also important to consider the 483 
interdependence of different risks and their sources. 484 

The confidence in estimates of risk and their sensitivity to preconditions and assumptions should be 485 
considered in the analysis, and communicated effectively to decision makers and other stakeholders if 486 
required. Factors such as divergence of opinion amongst experts or limitations on modelling should be stated 487 
and may need to be highlighted. 488 

Risk analysis may be undertaken with varying degrees of detail depending on the risk, the purpose of the 489 
analysis, and the information, data and resources available. Analysis may be qualitative, semi-quantitative or 490 
quantitative, or a combination of these, depending on the circumstances. In practice, qualitative analysis is 491 
often used first to obtain a general indication of the level of risk and to reveal the major risks. When possible 492 
and appropriate, one should undertake more specific and quantitative analysis of the risks as a following step. 493 

Consequences may be determined by modelling the outcomes of an event or set of events, or by 494 
extrapolation from experimental studies or from available data. Consequences may be expressed in terms of 495 
tangible and intangible impacts. In some cases, more than one numerical value or descriptor is required to 496 
specify consequences for different times, places, groups or situations. 497 
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6.4.4 Risk evaluation 498 

The purpose of risk evaluation is to assist in making decisions, based on the outcomes of risk analysis, about 499 
which risks need treatment and treatment priorities 500 

Risk evaluation involves comparing the level of risk found during the analysis process with risk criteria 501 
established when the context was considered 502 

The objectives of the organization and the extent of opportunity that could result should be considered. Where 503 
a choice is to be made between options, this will depend on an organization’s context. 504 

Decisions should take account of the wider context of the risk and include consideration of the tolerance of the 505 
risks borne by parties other than the organization that benefit from it. Decisions need to take into account 506 
constraints imposed by laws and other requirements. 507 

If the level of risk does not meet risk criteria, the risk should be treated 508 

In some circumstances, the risk evaluation may lead to a decision to undertake further analysis. The risk 509 
evaluation may also lead to a decision not to treat the risk in any way other than maintaining existing risk 510 
controls. This decision will be influenced by the organization’s risk appetite and the risk criteria that it has 511 
established. 512 

6.5 Risk treatment 513 

6.5.1 General  514 

Risk treatment involves selecting one or more options for addressing risks, and implementing those options. 515 

Risk treatment may involve a cyclical process of assessing a risk treatment, deciding that residual risk levels 516 
are not tolerable, generating a new risk treatment, and assessing the effect of that treatment until a level of 517 
residual risk is reached which is one within which the organization can tolerate based on the risk criteria. 518 

Risk treatment options are not necessarily mutually exclusive or appropriate in all circumstances. The options 519 
include the following: 520 

a) avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk; 521 

b) seeking an opportunity by deciding to start or continue with an activity likely to create or maintain the risk;  522 

c) changing the likelihood; 523 

d) changing the consequences; 524 

e) sharing the risk with another party or parties; and 525 

f) retaining the risk, either by choice or by default. 526 

6.5.2 Selection of risk treatment options 527 

Selecting the most appropriate risk treatment option involves balancing the costs and effort of implementation 528 
against the benefits derived.  529 

A number of treatment options may be considered and applied either individually or in combination. The 530 
organization may benefit from the adoption of a combination of treatment options. 531 

Decisions should take into account rare but severe risks that may warrant risk treatment actions that are not 532 
justifiable on strictly economic grounds. Legal and regulatory requirements and social responsibility override 533 
financial cost benefit analysis. 534 
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Risk treatment options should consider the values and perceptions of stakeholders and the most appropriate 535 
ways to communicate with them. Where risk treatment options may impact on risk elsewhere in the 536 
organization, these areas should be involved in the decision. Though equally effective, some risk treatments 537 
may be more acceptable to stakeholders than others.  538 

If the resources for risk treatment are limited, the treatment plan should clearly identify the priority order in 539 
which individual risk treatments should be implemented. Full cost of not taking action should be compared 540 
against the budgetary saving. 541 

Risk treatment itself may introduce risks. A significant risk may be the failure or ineffectiveness of the risk 542 
treatment measures. Monitoring may need to be an integral part of the risk treatment plan to give assurance 543 
that the measures remain effective. 544 

Risk treatment might also introduce secondary risks that need to be assessed, treated, monitored and 545 
reviewed. These secondary risks should be incorporated into the same treatment plan as the original risk and 546 
not treated as a new risk, and the link between the two risks should be identified. 547 

Decision makers and other stakeholders should be aware of the nature and extent of the residual risk after risk 548 
treatment. The residual risk may be documented and subjected to monitoring, review and, where appropriate, 549 
further treatment. 550 

6.5.3 Preparing and implementing risk treatment plans 551 

The purpose of risk treatment plans is to record how the chosen treatment options will be implemented. The 552 
information provided in treatment plans may include: 553 

 expected benefit to be gained; 554 

 performance measures and constraints; 555 

 persons who are accountable for approving the plan and those responsible for implementing the plan; 556 

 proposed actions; 557 

 reporting and monitoring requirements; 558 

 resource requirements; and 559 

 timing. 560 

Treatment plans should be integrated with the management processes of the organization and discussed with 561 
appropriate stakeholders.  562 

6.6 Recording the risk management process 563 

Risk management activities should be traceable. In the risk management process, records provide the 564 
foundation for improvement in methods, tools as well as the overall process. 565 

Decisions concerning the creation of records should take into account: 566 

 benefits of re-using information for management purposes; 567 

 costs and effort involved in creating and maintaining records; 568 

 legal, regulatory, and operational needs for records; 569 

 method of access, retrievability and storage media; 570 
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 retention period; and 571 

 sensitivity of information. 572 

6.7 Monitoring and review 573 

Monitoring and review is concerned with: 574 

 analyzing and learning lessons from events, changes and trends; 575 

 detecting changes in the external and internal context including changes to the risk itself which may 576 
require revision of risk treatments and priorities; and 577 

 ensuring that the risk control and treatment measures are effective in both design and operation. 578 

Actual progress in implementing risk treatment plans provides a performance measure and may be 579 
incorporated into the organization’s performance management, measurement and internal and external 580 
reporting activities. 581 

Monitoring and review can involve regular checking or surveillance of what is already present or can be 582 
periodic or ad hoc. Both aspects should be planned. 583 

It is not sufficient to rely only on occasional reviews and audits. 584 

The results of monitoring and review should be recorded and internally or externally reported as appropriate 585 
and may also be used as an input to the review of the risk management framework (see Clause 5). 586 

Responsibilities for monitoring and review should be clearly defined. 587 
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Annex A 588 
(Informative) 589 

 590 
Attributes of enhanced risk management 591 

A.1 General 592 

The ability to manage risk is one of the core competencies of any organization and its employees. Risk 593 
management methods and tools assist any organization to plan and implement concrete actions and 594 
programmes to maximise their opportunities and to control their threats.   595 

The organization has greater control of its own growth and development when risk management is applied 596 
throughout the enterprise. 597 

All organizations should aim at the highest level of performance of their risk management framework in line 598 
with the criticality of the decisions that are to be made. The list of attributes below represents a high level of 599 
performance in managing risk. To assist organizations in measuring their own performance against these 600 
criteria, some tangible indicators are given in attribute. 601 

A.2 Attributes 602 

A.2.1 An emphasis on continual improvement in risk management through the setting of organizational 603 
performance goals, measurement, review and the subsequent modification of processes, systems, resources, 604 
capability and skills. 605 

This would be indicated by the existence of explicit performance goals against which the organization’s and 606 
individual manager’s performance is measured. The organization’s performance could be published and 607 
communicated. Normally, there would be at least an annual review of performance and then a revision of 608 
processes systems, and the setting of revised performance objectives for the following period. 609 

This risk management performance assessment is an integral part of the overall organization’s performance 610 
assessment and measurement system for departments and individuals. 611 

A.2.2 Comprehensive, fully defined and fully accepted accountability for risks, risk controls and risk 612 
treatment tasks. Designated individuals fully accept, are appropriately skilled and have adequate resources to 613 
check risk controls, monitor risks, improve risk controls and communicate effectively about risks and their 614 
management to internal and external stakeholders. 615 

This would be indicated by all members of an organization being fully aware of the risks, risk controls and 616 
tasks for which they are accountable. Normally this will be recorded in job/position descriptions, database or 617 
information system. The definition of risk management roles, accountabilities and responsibilities should be 618 
part of all the organization’s introduction programs. 619 

The organization ensures that those who are accountable are equipped to fulfil that role by providing them 620 
with the authority, time, resources and skills sufficient to assume their accountabilities. 621 

A.2.3 All decision making within the organization, whatever the level of importance and significance, 622 
involves the explicit consideration of risks and the application of risk management to some appropriate 623 
degree. 624 

This is indicated through the examination of the records of meetings and decisions to show that explicit 625 
discussions on risks took place. Also, it should be possible to see that all elements of risk management are 626 
represented within key processes for decision making in the organization; for example, for decisions on the 627 
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allocation of capital, on major projects and on re-structuring and organizational changes. For these reasons, 628 
soundly based risk management is seen within the organization as providing the basis for effective and 629 
prudent governance. 630 

A.2.4 Continual communications with and highly visible, comprehensive and frequent internal and external 631 
reporting of risk management performance to all stakeholders as part of a governance process. 632 

This is indicated by communication with interested parties as being clearly regarded as an integral and 633 
essential component of risk management so that communication takes place as part of each part of the risk 634 
management process. Communication is rightly seen as a two way process so that properly informed 635 
decisions can be made about the level of risks and the need for risk treatment against properly established 636 
and comprehensive risk criteria. 637 

Highly visible, comprehensive and frequent internal and external reporting of both significant risks to the 638 
organization and of risk management performance contributes substantially to effective governance within the 639 
organization. 640 

A.2.5 Risk management is viewed as central to the organization's management processes so that risks are 641 
considered in terms of effect of uncertainty on objectives. The organization’s governance structure and 642 
process are founded on the management of risk. Effective risk management is regarded by managers as 643 
essential for the achievement of the organization’s objectives.  644 

This is indicated by managers’ language and important written materials in the organization using the term 645 
“uncertainty” in connection with risks. This statement is also normally reflected in the organization’s 646 
statements of policy, particularly that relating to risk management. Normally, this attribute would be verified 647 
through interviews with managers and through the evidence of their actions and statements. 648 




