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Purpose: To provide a tinmestanp format for Gid perfornmance work

Rationale: Gid performance work will require accuracy across the
whol e conputing Grid. To providing accuracy will require sinple and
accurate timestanps that can be generated with little inmpact on cpu
system or network | oad.

Attributes of a Tinmestanp: A tinestanp nust have the follow ng
attributes:

Be accurate

Be consistent across the Gid

Contain accuracy information (sanpling error)
Contai n synchronization information

Have little inpact on system and network perfornance

grwONE

Dialectic: The dialectics brought forth in discussion include:

1. Binary or ASCII tinmestanps or both? (Brian Tierney)

2. Database or network (UDP TCP) packet format or both? (Dan
Qunt er)

3. Is the nost inportant itemthe nmessage or the tinestanp?
(Dan Gunter)

1. Discussion

Initial discussion anong the group nmenbers was that an ASCI| tinestanp
woul d be good for all-around Grid usage. This led me to survey

associ ates on the relative nerits of binary and ASCIlI formats. By and
| arge the binary format was seen as the sinplest and the NTP tinestanp
format of fered a well-defined, accurate and accepted timestanp

st andar d.

1.1 ASCI| Tinestanps

The ASCII tinmestanp was seen to have sonme aspects that might nake it
nore difficult to work with than a binary tinestanp. No matter what
ASCI| tine stanmp was used, it would likely have these attri butes:

1. It would need to be converted to a binary format for any sort of
performance work, at least internally at the client side. The only
pl ace time stanps would be used is inside perfornmance anal ysis
applications and would need to go through a formatting of somne
sort. If they were going to be reformatted in a print routine or
perl script, the presence of a binary tinmestanp nmade conversion to
an ASClI| display fornmat trivial
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2. The presence of any ASCI|I format woul d be confusing since it needed
to regard:
1. Conversion to local time from GVl
2. Daylight savings tine
3. Usual time rollovers, mnute, hour, day, nonth, year, |eap
year, |eap seconds

3. ASClII nostly useful for visual inspection, and even then it can be
conf usi ng.

1.2 The Message or the Tinestanp?

VWhich is nore inportant, the nessage or the timestanp? This issue is
one that depends on viewpoint. If one |ooks at fromthe progranmer's
poi nt of view, the tinmestanp may be seen as a necessary evil. If one
| ooks at fromthe data integrity side, then accurate tinmestanps are
critical for any perfornmance or archival data.

Dan Gunter pointed out that the "ASCI| tinmestanps are desirable

because they can be enbedded in a nmessage (in our case a nonitored
event), not the other way around." He would like tinestanps that "can
be witten to a file, archived in a relational database, stored in a
directory service, or transmtted via a higher-1level network protoco
(like RM or 110P). Timestanps should be enbeddabl e any nunber of tines
in a given nmessage or data structure. A UDP packet protocol cannot be
used for these purposes.”

Agreed, that if the data is stored in situ on a server, then yes, there
nm ght be no need for a UDP packet. In the case of Gid conputing, the

i npression formed was that was that al nmost no tinmestanps woul d be
generated locally [Is this view correct?]. If few tinmestanps are
generated locally, then for perfornmance work there could be many

ti mestanps generated which in turn could quickly overwhel ma system or
a network.

Additionally, any archived tinestanps may need to be NTP conpati bl e
since the synchroni zation and accuracy need to be recorded with the
data. Since the tinmestanps would be part of a relational database, the
need to be human readabl e may not exist. For a database, the UDP packet
could be a clean, conpact, and consistent entry. It might be best if
the full I P packet were used since it contains the source |IP address.

Dan Gunter also wanted to "di scuss these issues at a higher |evel of
abstraction, first to stinulate discussion, and second to ease mappi ng
the results of the discussion into nore than one syntax." This opens

t he question of possible multiple formats if there are to be nultiple
synt axes, and conversion and correl ation between them As a
counterpoint, all data archived with present syntaxes will need to
undergo conversion to new syntaxes as they obsol esce ol der fornats.
Having multiple formats increases the anbunt work needed to correl ate
data, and may not be worthwhile.

The goal in any tinmestanp format should be to minimze the work for al
consuners of tinme critical data, and nmaxinize reuse.
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Anot her key issue in tinmestanp error is the construction and issuance
of the tinestanp by the kernel. Kernel jitter is key and creating a
timestanmp with ASCII data could substantially increase the tining
jitter because of the high overheads in construction of ASC
timestanps frominternal clocks. Wthout the use of NTP conpliant

cl ocks, the accuracy of any tinestanps becone questionable, and at
wor st unusabl e for research, especially for Gid conputing.

1.3 Network Based Ti nestanps

Hooki ng the timestanps to user socket ports was seen as a trivia
nmet hod to comunicate to renpte systens. Ask yourself:

Q How does one transnmit a timestanp fromone systemto another across
the Gid?

A. The net hods avai |l abl e i ncl ude:

Email -- for sinple things Iike job conpletions

FTP of a file -- transfer of output froma run

Telnet or rlogin -- sinple renote queries

Sockets -- low | evel communications used by TCP, UDP, which in
turn are used by HITP, XM., RM, RPC, etc.

PP

XML and RM are higher-1level applications that use sockets to

conmuni cate. The only comuni cations that may be reasonable for
transmtting application tinestanps in the Gid is sockets. [Should

ot her methods be considered?] If one is to use sockets, then a trivial
sockets based protocol needs to be proposed.

This leads to a straw nan proposal based on RFC 2030 for SNTP
(http://ww. | andfield. comrfcs/rfc2030.htnm): GIP (Gid Tine Protocol)
Ti mest anp For mat

2. GIP (Gid Tinme protocol) Tinestanp Fornat

GTP proposes the use of the standard NTP tinestanp fornat described in
RFC- 1305 and previ ous versions of that docunent. In confornance with
standard Internet practice, NIP data are specified as integer or fixed-
point quantities, with bits numbered in big-endian fashion from?O0
starting at the left, or high-order, position. Unless specified
otherwi se, all quantities are unsigned and nay occupy the full field
width with an inplied 0 preceding bit O.

Since GIP tinestanps are cherished data and, in fact, represent the
mai n product of the protocol, a special tinestanp format has been
establ i shed. GIP tinmestanps are represented as a 64-bit unsigned fixed-
poi nt nunber, in seconds relative to Oh on 1 January 1900. The i nteger
part is in the first 32 bits and the fraction part in the last 32 bits.
In the fraction part, the non-significant | ow order can be set to O.

It is advisable to fill the non-significant |ow order bits of the
timestanp with a random unbiased bitstring, both to avoid systematic
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roundoff errors and as a neans of | oop detection and replay detection
(see below). One way of doing this is to generate a randombitstring in
a 64-bit word, then performan arithnetic right shift a nunber of bits
equal to the nunmber of significant bits of the tinmestanp, then add the
result to the original tinestanp.

This format all ows convenient nultiple-precision arithnetic and
conversion to UDP/ TI ME representation (seconds), but does conplicate
the conversion to | CMP Ti nestanp nessage representation, which is in
m|liseconds. The naxi mum nunber that can be represented is
4,294,967, 295 seconds with a precision of about 200 picoseconds, which
shoul d be adequate for even the npbst exotic requirenents.

1 2 3
01234567890123456789012345678901
i i SR S e r i s i i i SR S S i S S S
| Seconds |
B T aT e T e o e S S i S o i sl T ST S S e S

| Seconds Fraction (0-padded)
i i SR S e r i s i i i SR S S i S S S

Note that, since sone tine in 1968 (second 2,147, 483, 648) the nost
significant bit (bit O of the integer part) has been set and that the
64-bit field will overflow some tinme in 2036 (second 4, 294, 967, 296) .
Shoul d GTP or NTP be in use in 2036, sone external means will be
necessary to qualify tine relative to 1900 and tine relative to 2036
(and other nultiples of 136 years). There will exist a 200-pi cosecond
interval, henceforth ignored, every 136 years when the 64-bit field
will be 0, which by convention is interpreted as an invalid or
unavai l abl e ti nestanp.

As the NTP tinmestanp format has been in use for the last 17 years, it
remains a possibility that it will be in use 40 years from now when the
seconds field overflows. As it is probably inappropriate to archive GIP
ti mestanps before bit 0 was set in 1968, a convenient way to extend the
useful life of GIP timestanps is the follow ng convention: If bit 0 is
set, the UTCtinme is in the range 1968-2036 and UTC tine is reckoned
fromOh OmOs UTC on 1 January 1900. If bit O is not set, the tine is
in the range 2036- 2104 and UTC tine is reckoned from 6h 28m 16s UTC on
7 February 2036. Note that when cal cul ating the correspondence, 2000 is
not a leap year. Note also that | eap seconds are not counted in the
reckoni ng.

2.1 GIP Message For mat

Both GTP and NTP are clients of the User Datagram Protocol (UDP)
[PCS80], which itself is a client of the Internet Protocol (IP)

[ DAR81]. The structure of the IP and UDP headers is described in the
cited specification documents and will not be detailed further here.
The UDP port nunber assigned to GIP is [TBD], which should be used in
both the Source Port and Destination Port fields in the UDP header. The
remai ni ng UDP header fields should be set as described in the

speci fication.
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Bel ow i s a description of the proposed GIP nessage format,
follows the I P and UDP headers. This fornat
in RFC-1305. The header fields are defined as follows:
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T

PID (64)

Ref erence Tinestanp (64)

T T S e s L S S S S S i i S S S S e I

Data Ti mestanp (64)

S S i s Ui SN S S S L S S S

Message Length (8)

T T S e s L S S S S S i i S S S S e I

Message (0-255 Bytes)

S S i s Ui SN S S S L S S S

As described in the next section,
initialized with pre-specified data. For conpl eteness,
of each field is briefly sumrmarized bel ow.

Leap Indicator (LI):
| eap second to be inserted/deleted in the | ast

day, with bit 0 and bit 1, respectively, coded as follows:
LI Val ue Meani ng

00 0 no war ni ng

01 1 | ast minute has 61 seconds

10 2 | ast minute has 59 seconds)

11 3 alarm condition (clock not synchronized)

Versi on Nunmber (VN): This is a three-bit
version nunber. The version nunber
for Version 4 (1Pv4, IPv6 and OSI).
| Pv4, 1Pv6 and OSI, the encapsul ating context

i nteger

must
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in SNTP nost of these fields are
the function

This is a two-bit code warning of an inpending
m nute of the current

i ndi cating the GIP

is 3 for Version 3 (IPv4 only) and 4
I f necessary to distinguish between

be i nspected.
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Mode: This is a three-bit integer indicating the node, with val ues
defined as foll ows:

reserved

synmetric active

symetric passive

client

server

br oadcast

reserved for GIP control nessage
reserved for private use

~NoOo o~ WNEO

In unicast and anycast nodes, the client sets this field to 3 (client)
in the request and the server sets it to 4 (server) in the reply. In
nmul ti cast node, the server sets this field to 5 (broadcast).

Stratum This is an eight-bit unsigned integer indicating the stratum
I evel of the local clock, with values defined as foll ows:

Stratum Meani ng

0 unspeci fi ed or unavail abl e
1 primary reference (e.g., radio clock)
2-15 secondary reference (via NTP or SNTP)

16- 255 reserved

Poll Interval: This is an eight-bit signed integer indicating the

maxi mum i nterval between successive nessages, in seconds to the nearest
power of two. The val ues that can appear in this field presently range
from4 (16 s) to 14 (16284 s); however, nobst applications use only the
sub-range 6 (64 s) to 10 (1024 s).

Precision: This is an eight-bit signed integer indicating the precision
of the local clock, in seconds to the nearest power of two.

The values that nornally appear in this field range from-6 for mains-
frequency clocks to -20 for microsecond cl ocks found in sone
wor kst ati ons.

Reference Identifier: This is a 32-bit bitstring identifying the
particul ar reference source. In the case of NIP Version 3 or Version 4
stratum O (unspecified) or stratum 1 (primary) servers, this is a four-
character ASCII string, left justified and zero padded to 32 bits. In
NTP Version 3 secondary servers, this is the 32-bit | Pv4 address of the
reference source. In NTP Version 4 secondary servers, this is the | ow
order 32 bits of the latest transnit tinmestanp of the reference source.
NTP primary (stratum 1) servers should set this field to a code
identifying the external reference source according to the follow ng
list. If the external reference is one of those listed, the associated
code should be used. Codes for sources not |listed can be contrived as
appropri ate.
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Code Ext ernal Reference Source

LOCL uncal i brated | ocal clock used as a primary reference for
a subnet without external means of synchronization

PPS atom c clock or other pul se-per-second source
individually calibrated to national standards

ACTS NI ST di al up nodem servi ce

USNO USNO npdem servi ce

PTB PTB (Ger nany) nodem service

TDF Al'louis (France) Radio 164 kHz

DCF Mai nflingen (Gernany) Radio 77.5 kHz

VBF Rugby (UK) Radi o 60 kHz

VWA Ft. Collins (US) Radio 2.5, 5, 10, 15, 20 M+

WAVB Boul der (US) Radio 60 kHz

WAVH Kaui Hawaii (US) Radio 2.5, 5, 10, 15 M&

CHU Otawa (Canada) Radi o 3330, 7335, 14670 kHz

LORC LORAN- C r adi onavi gati on system

OVEG OVEGA r adi onavi gati on system

GPS d obal Positioning Service

GOES Ceostationary Orbit Environnent Satellite

Ref erence Tinestanp: This is the tinme at which the local clock was | ast
set or corrected, in 64-bit tinmestanp format.

Server UD: This is a standard U D nunber in 64-bit fornmat.

Process nunber: This is a 64-bit process |ID used by the kernel to
direct the data to the correct process.

Data Timestanp: This is the tinme at which the client request was
satisfied by the server, in 64-bit tinmestanp format.

Message | ength: Length of the server side application message in 8-bit
format.

Application nessage: The applicati on nessage, up to 256 bytes.

2.2 GIP dient Operations

A GIP client can operate in multicast node, unicast node or anycast
node. In multicast node, the client sends no request and waits for a
broadcast (node 5) from a designated multicast server. In unicast node,
the client sends a request (node 3) to a designated unicast server and
expects a reply (node 4) fromthat server. In anycast node, the client
sends a request (npde 3) to a designated |ocal broadcast or multicast
group address and expects a reply (node 4) fromone or nore anycast
servers. The client uses the first reply received to establish the
particul ar server for subsequent unicast operations. Later replies from
this server (duplicates) or any other server are ignored. O her than
the selection of address in the request, the operations of anycast and
uni cast clients are identical
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Requests are nornally sent at intervals from 100ns to 1024 s, depending
on the frequency tolerance of the client clock and the required
accuracy.

A uni cast or anycast client initializes the GIP nessage header, sends
the request to the server and zeros the Data Timestanp field of the
reply. For this purpose, all but the UD and PID GIP header fields
shown above can be set to 0. In the first octet, the LI field is set to
0 (no warning) and the Mode field is set to 3 (client). The VN field
nmust agree with the versi on number of the GIP server; however, Version
4 servers will also accept previous versions. Version 3 (RFC 1305) and
Version 2 (RFC-1119) servers already accept all previous versions,

i ncluding Version 1 (RFC-1059).

Since there will probably continue to be GIP servers of all four
versions interoperating in the Internet, careful consideration should
be given to the version used by GIP Version 4 clients. It is
recomended that clients use the |atest version known to be supported
by the selected server in the interest of the highest accuracy and
reliability. SNTP Version 4 clients can interoperate with all previous
versi on GIP servers, since the header fields used by GIP clients are
unchanged. Version 4 servers are required to reply in the sane version
as the request, so the VN field of the request al so specifies the
version of the reply.

The follow ng table sunmarizes the GIP client operations in unicast,
anycast and nulticast nodes. The recommended error checks are shown in
the Reply and Multicast colums in the table. The nmessage shoul d be
considered valid only if all the fields shown contain values in the
respective ranges. Wiether to believe the nessage if one or nore of the
fields marked "ignore" contain invalid values is at the discretion of

t he i npl enent ati on.

Fi el d Nane Request Uni cast/ Anycast Mul ticast Reply
Reply
LI 0 0-2 0-2
VN 1-4 copied fromrequest 1-4
Mbde 3 4 5
Stratum 0 1-14 1-14
Pol | 0 i gnhore i gnore
Preci si on 0 i gnore i gnore
Ref er ence 0 i gnore i gnore
I dentifier
Ref erence Tinmestanmp O i gnhore i gnore
Data Ti mest anp 0 0 0

2.3 GIP Server Qperations

A GIP Version 4 server operating with either a GIP client of the sane
or previous versions retains no persistent state.

A GIP server can operate in unicast node, anycast node, multicast npde

or any conbi nati on of these nodes. In unicast and anycast nodes, the
server receives a request (node 3), nodifies certain fields in the GIP
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header, and sends a reply (node 4), possibly using the sane nessage
buffer as the request. In anycast node, the server listens on the
designated | ocal broadcast or nulticast group address assigned by the
| ANA, but uses its own unicast address in the source address field of
the reply. OGther than the selection of address in the reply, the
operations of anycast and unicast servers are identical. Milticast
messages are normally sent at poll intervals from64 s to 1024 s,
dependi ng on the expected frequency tol erance of the client clocks and
the required accuracy.

In unicast and anycast nodes, the VN and Poll fields of the request are
copied intact to the reply. If the Mbde field of the request is 3
(client), it is set to 4 (server) in the reply; otherwise, this field
is set to 2 (synretric passive) in order to conformto the GIP
specification. This allows clients configured in symetric active (node
1) to interoperate successfully, even if configured in possibly
subopti nal ways. In nulticast (unsolicited) node, the VN field is set
to 4, the Mdde field is set to 5 (broadcast), and the Poll field set to
t he nearest integer base-2 logarithmof the poll interval.

In unicast and anycast nodes, the server may or nmay not respond if not
synchroni zed to a correctly operating radio clock, but the preferred
option is to respond, since this allows reachability to be deterni ned
regardl ess of synchronization state. In nmulticast node, the server
sends broadcasts only if synchronized to a correctly operating
reference cl ock.

The remaining fields of the GIP header are set in the follow ng way.
Assuming the server is synchronized to a radio clock or other primry
ref erence source and operating correctly, the LI field is set to 0 and
the Stratumfield is set to 1 (primary server); if not, the Stratum
field is set to O and the LI field is set to 3. The Precision field is
set to reflect the maxi mumreading error of the local clock

For all practical cases it is conputed as the negative of the nunber of
significant bits to the right of the decinmal point in the GIP tinestanp
format.

The tinestanp fields are set as follows. If the server is
unsynchroni zed or first conming up, all tinestanp fields are set to
zero. |f synchronized, the Reference Tinestanp is set to the time the
| ast update was received fromthe radio clock or nodem |n unicast and
anycast nodes, Data Tinestanp fields are set to the tinme of day when
the nmessage is sent. In nulticast nmode, the Oiginate Tinestanp and
Receive Tinmestanp fields are set to 0 and the Transnit Tinmestanp field
is set to the time of day when the nessage is sent.

The follow ng table sunmarizes these actions.
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Fi el d Nane 3. Request Unicast/Anycast Milticast
Reply Reply
LI i gnore 0 or 3 0 or 3
VN 1-4 copied from 4
request
Mode 3 2 or 4 5
Stratum i gnore 1 1
Pol | i gnore copied from | og2 pol
request i nterval
Preci sion i gnore -l og2 server -1 0g2
signi ficant server
bits significant
bits
Ref erence Identifier i gnhore source ident source
i dent
Ref erence Ti mest anp i gnore time of |ast time of
radi o updat e | ast radio
copied from updat e
request copi ed from
request
PID/U D use copi ed from copi ed from
request request
Data Ti mest anp i gnore copied from 0
transmt
ti mestanmp

There is sone latitude on the part of npbst clients to forgive invalid
ti mestanmps, such as might occur when first com ng up or during periods
when the primary reference source is inoperative.
is the LI
When this value is displayed

regardl ess of the contents

i ndi cator of an unhealthy server

i ndi cates an unsynchroni zed condition
clients should discard the server

of other fields.
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