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Foreword

A recent report fromthe U.S. General Accounting Office (GAO) highlightshow interna-
tional terrorists make widespread use of alternative and informal mechanismsto raise, move,
and securetheir funds.* The very nature of theseinformal financial mechanisms—the use of
charitiesand informal banking systems, or tradein licit andillicit commodities—makesit ex-
tremely difficult for counter-terrorist and law enforcement officialsto monitor flows of funds
that terrorist groups need to sustain themselves and to execute attacks. The overlapping mis-
sionsandjurisdictionsof different government agenciescomplicatesthesituation further. Some
agencies advocate the immediate seizure of funds when they are discovered, while others
prefer to monitor transfersin order to expose more of theterrorist network. The GAO report
concludesby noting that without good dataand analysis, officials cannot make good decisions
among competing prioritiesand challenges nor all ocate resourcesto address them. We hope
that the publication of thispaper, which detail s Jemaah I damiyah’ sfinancing networksin Southeast
Asia, will contributeto anincreased understanding of thiscritical challenge.

Inthisissue of the NBR Analysis, Dr. Zachary Abuza, Associate Professor of Interna-
tional Politicsat SSmmons College, illustratesavariety of methodsthat Jemaah |damiyah uses
toraise and transfer funds. He detail s how the organization uses | slamic charities (many of
which are associated with charities based in Saudi Arabia) and front companiesto raisefunds
and move money around the region; how it secures pledgesfrom itsmembersand supporters,
aswell asdivertslegitimate donationsaway from mosquesand charitiesto itscoffers; how it
usesthe hawala (underground banking) system and personal couriers(carrying cash, gold, or
gems) to transfer funds across borders almost without trace; and also how some cells have
resorted to petty criminal activities, such asbank robberies, to support their operations.

Dr. Abuzaarguesthat Al Qaedainitially regarded the countries of Southeast Asia, with
their loosely regulated financial sectorsand pervasive money laundering and smuggling net-
works, asa“back office,” providing logistical and financia support for itsactivitieselsewhere.

1 General Accounting Office, “Terrorist Financing: U.S. Agencies Should Systematically Assess
Terrorists' Use of Alternative Financing Mechanisms,” GAO-04-163, November 2003.
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The establishment of front companies, charities, and religious school s acrossthe region pro-
vided theinfrastructurethat Jemaah | damiyah used to builditsterrorist network throughout the
1990s, before launching itsfirst attacksin 2000. Dr. Abuza contrasts successes in regional
cooperationinthearrest of leading terrorist operatives with uneven enforcement of interna-
tiona agreementsand lack of political will to move against financing systems.

In asobering illustration of the asymmetrical nature of theterrorist threat, Dr. Abuza
detailshow funding for the October 2002 Bali bombings camefrom avariety of sourcesand
through different channels. The entire operation—which claimed more than 200 lives, devas-
tated Bali’s tourism-dependent economy, and according to some assessments dragged
Indonesia seconomic growth rate down as much as one percentage point—required lessthan
$50,000 to plan and execute. Nonetheless, Dr. Abuza argues that sustained action against
terrorigt financing, despitethe cond derabledifficulties isworthwhilebecauseit limitsthe space”
that groups such as Jemaah |lamiyah need to plan, train, and carry out attacks.

Dr. Abuza's paper isthelatest in aseries of assessmentsof therise of terrorismin South-
east Asiathat NBR has sponsored and published inthe past two years, which include: Sheldon
Simon, “ Southeast Asiaand the U.S. War on Terrorism,” NBR Analysis, July 2002; Robert
Hefner, “Islam and Asian Security,” Srategic Asia 2002-03: Asian Aftershocks, Septem-
ber 2002; and Zachary Abuza, “The War on Terrorism in Southeast Asia,” Srategic Asia
2003-04: Fragility and Crisis, September 2003.

Wearegrateful to the Henry M. Jackson Foundation for itssupport of the NBRAnalysis
series. Aswith all issuesof the NBR Analysis, the author issolely responsiblefor the content
and recommendations of hispaper.

Richard J. Ellings
President
TheNational Bureau of Asian Research



Funding Terrorism in Southeast Asia:
TheFinancial Network of Al Qaeda and Jemaah | slamiyah

Zachary Abuza

Before Al Qaeda’s regional affiliate Jemaah Islamiyah developed its own
terrorist capability and Southeast Asia became a theater of operations, the
region wasfirst and foremost aback office for Al Qaeda, providing important
logistical and financial support. Southeast Asia remains an important finan-
cial center for Al Qaeda. At the same time, Jemaah |slamiyah has devel oped
its own funding mechanisms, including charities, front companies, donations,
hawala (underground banking), gold and gem smuggling, and petty crimeto
support its operations. To date, none of these mechanisms have effectively
been shut down. While terrorism is asymmetrical warfare and operations are
relatively cheap, maintaining terrorist organizations does cost a significant
amount of money. Shutting down terrorist funding isadifficult but not futile
task. Itisan important investigative tool and giveslaw enforcement officials
amechanism to deal with institutions, such as charities or remittance firms,
rather than individuals. Thisisimportant because the primary successin the
war on terrorism to date has been the arrest of leading operatives, while the
institutions supporting terrorism remain intact. Whereas states have been willing
to arrest known operatives, there tends to be less political will to pursue
terrorist financing, and enforcement of sanctions and implementation of in-
ternational agreements tends to be uneven at best.

Zachary Abuza is Associate Professor of International Politics and the Director of the East Asian
Studies Program at Simmons College in Boston, Massachusetts. He is the author of Militant Islam in
Southeast Asia: Crucible of Terror, Lynne Rienner, 2003; and Renovating Politics in Contemporary
Vietnam, Lynne Rienner, 2001. He has also written numerous articles on terrorism in Southeast Asia,
including the chapter, “The War on Terrorism in Southeast Asia,” in Richard J. Ellings and Aaron L.
Friedberg, eds., Srategic Asia 2003-04: Fragility and Crisis, The National Bureau of Asian Research,
2003; as well as articles on Vietnamese politics and foreign policy and the Khmer Rouge in Cambodia.
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I ntroduction”

Thewar on terrorism has continued apace in Southeast Asia, and governmentsin the
region deserve credit for thearrests of more than 200 Jemaah | amiyah (JI) membersthrough
September 2003, including morethan 30 in Singapore, 80in Malaysia, 80 inIndonesia, about
12 in the Philippines, and 8 in Thailand and Cambodia. Severa members of JI’s regional
shura, itsleadership body, have been arrested, including operations chief Riduan Isamuddin
(Hambali), Mohammed I gbal Rahman (Abu Jibril), Agus Dwikarna, and Faiz bin Abu Bakar
Bafana, while its spiritual leader, Abu Bakar Ba asyir wastried in Indonesiafor treason.*
Thesearrestsare significant, especially asJl isnot alarge organi zation, with perhaps 500 to
1,000 members. Thefact that it is now focusing on soft targets such as tourist venues may
indicateingtitutional weaknesses—theresult of two yearsof intensiveinvestigationsand ar-
rests—anditislessableto plan and executeterrorist attacksthan it wasayear ago, especially
against hardened targetssuch asU.S. embassies. Jl still maintainsits capacity to attack soft
targets, though, asdemonstrated by the J.W. Marriott Hotel bombing in Jakartaon August 5,
2003, and onewould befoolishto underestimateits capabilitiesto launch devastating terrorist
attacksthroughout theregion.

Inadditionto the arrests, regional security forces have stepped up their surveillance of
suspected |damist militants, and havetried to better monitor the sale of explosives, chemical

" A paper that covers such a range of complex issues in so many countries is the result of the time,
assistance, and knowledge of many people. Most of the government officials whom | interviewed
requested anonymity. They hail from the United States, Australia, Canada, Indonesia, Malaysia, the
Philippines, Singapore, and Thailand. They know who they are and how grateful | am for their assis-
tance. Matt Levitt gave me a lot of help and encouragement. | would also like to thank officials of
Komite Penanggulangan Krisis (KOMPAK) and the Mgjelis Mujahidin Indonesia (MMI) in Indonesia
for their perspectives. Finally there are a few members of the fourth estate who deserve particular
mention: Simon Elegant and Andrew Perrin of Time Magazine, Ellen Nakashima of The Washington
Post, Nick McKenzie of the Australian Broadcasting Corporation, Jane Perlez of The New York Times,
Marianne Wilkinson of The Sydney Morning Herald, Shawn Donan of the Financial Times, Kimina
Lyall and Sian Powell of The Australian, Jane MacCartney and Simon Cameron-Moore of Reuters, and
Eddie Chua of The Malay Mail. The input of all of these individuals was invaluable, but the conclu-
sions are my own. Finaly, | would like to thank the Freeman Foundation and Dean Diane Raymond of
Simmons College for helping to cover many of the travel expenses relating to this research. | would also
like to thank Jessica Robash for all her help, and Michael Wills and two anonymous reviewers for their
comments and guidance.

1 Ba' asyir was acquitted of the treason charge, though in September 2003 he was sentenced to
four years for subversion and immigration violations. In December, an appeals court cleared him of the
subversion charge and reduced his sentence to three years. The prosecution had requested a 15-year
sentence.



ABUZA 7

components used in bomb-making, and military stockpiles.2 The glaring exception to their
successinfighting terrorism hasbeen on thefinancia front. The mechanismsfor funding terror-
ismremainlargely untouchedin Southeast Asia, and
to datea most noterrorist assetsor fundshavebeen
seized in theregion. The assets of two leading JI
members, Hambali and Abu Jibril, were blocked
by the United Statesunder Executive Order 13244
in January 2003, but this took place 18 months
after Abu Jibril was arrested. Indeed, thisis a problem around the world; as of September
2003, only $136.7 million in Al Qaedarlinked assets had been frozen.

The mechanisms for funding terrorism
remain largely untouched in
Southeast Asia.

Inearly 2003, the U.S. Treasury Department’s Office of Foreign Asset Control drew up
alist of 300individuals, charities, and corporationsin Southeast Asiabelieved to beAl Qaeda
and JI funders. Dueto inter-agency disputes, diplomatic concerns, and tactical considerations,
thelist waswinnowed downto 18 individua sand 10 companies. Only on September 5, 2003,
wasthispartia list announced. AsoneU.S. officid said, “Most of thereally sensitive names
have been dropped, so it won't havethekind of impact that the full 300 would have, though
there' |l till beafew surprises.” 2 Nonethel ess, the designationsthat werefinally announcedin
September 2003 were adiplomatic compromise, and belied thereal scope of the problem.

Yet Southeast Asia seems to have gained in importance to Al Qaeda’s money men,
accordingto U.S. law enforcement officials. DenisLormel, the head of theterrorist financing
tracking unit at the Federal Bureau of Investigation (FBI), assertsthat with the crackdown on
Middle Eastern funding mechanisms, especially thefinancial centersin Abu Dhabi and other
partsof the United Arab Emirates(UAE), Al Qaedahasincreasingly relied on Southeast Asia
to moveitsmoney and hideitsassets.*

Al Qaeda'sfinancia network isvery sophisticated and complex, and dates back to the
late-1980s. Osamabin Laden set out to establish an organization that woul d be sl f-sustaining
over time; in part self-reliant, but in part reliant on the ummah—the Muslim community. Be-
neath bin Laden and hissenior lieutenantsisthe shuramajlis, the consultative council. Four
specialized committees, military, religious-legal, finance, and media, report to bin Laden and

2 See, for example, “It's All Too Easy to Buy a Bomb in Indonesia,” Sraits Times, November 2,
2002; and “ Seized: 1 Tonne of Chemicals for Bombmaking,” Sraits Times, December 17, 2002.

8 Cited in Simon Elegant, “Cash Flowing,” Time Asia, March 24, 2003.

4 Jane MacCartney and Simon Cameron-Moore, “USto Freeze ‘ Terror’ Fundsin SE Asia—Sources,”
Reuters, March 13, 2003; Agence France-Presse, “FBIl Watching al-Qaeda Funds in Southeast Asia,”
Financial Times, March 31, 2003.
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the shura majlis. The finance shura wastraditionally the largest of the four, with about 20
members. AsRohan Gunaratnanotes, “ Al Qaeda s finance and busi ness committee—com-
prising professional bankers, accountants, and financiers—managesthe group’sfundsacross
four continents.”® A Council on Foreign Relationstask force notesthat:

Al Qaeda sfinancia backboneis built from the foundation of charities, non-govern-
mental organizations, mosques, websites, fund-raisers, intermediaries, facilitators, and
banks and other financial institutions that helped finance the mujiheddin throughout
the 1980s. This network extended to all corners of the Muslim world.®

“Thegoad of counter-terrorism,” according to Mathew L evitt, “ should beto condtrict the
environment inwhichterroristsoperate,” including “their logistical and financial support net-
works,” which * deniesterroriststhe meansto travel, communicate, procure equi pment and
conduct attacks.”” Thisisarguably themost difficult part in thewar on terrorism, asterrorist
organizationsuse myriad waysto fund their operations, bothlegal andillegdl, overt and covert,
somewith paper trails, and somewithout. It hasa so never beenapriority for law enforcement
or counter-terrorism officials. Terrorist financing was always seen as ancillary to counter-
terrorist operations, but never apriority initsownright.

How doesAl Qaedafund itsoperationsin Southeast Asia? How doesitsregiond ffiliate
Jemaah Idlamiyah support itself? While Jemaah | lamiyah and Al Qaedaarelinked, through
somejoint membership, financia support, and expertise, Jemaah |damiyah hasitsown agenda
andisnot subordinateto Al Qaeda. Al Qaedadoes
not control JI operations, although it hasprovided
financia support and expertiseto JI. Mdaysanin-
telligence officialsbelieve that Hambali, the head
of JI's operations and a member of Al Qaeda's
shura, had approximately $500,000 in assetsat hisdisposal for usein operations. A senior Al
Qaedaoperationschief, Khalid Sheikh Mohammed, who himself had considerabl e experi-
encein Southeast Asia, was known to beimpressed with Hambali’sfinancial management.
According to Mohammed' sinterrogation report, Hambali and JI, “ Unlike Gulf Arabs, were
poor, and therefore take great carein how they spend money for operations.”®

Jemaah Islamiyah has its own agenda
and is not subordinate to Al Qaeda.

> Rohan Gunaratna, Inside Al Qaeda: Global Network of Terror, London: Hurst, 2002, p. 61.

& “Terrorist Financing: Report of an Independent Task Force Sponsored by the Council on Foreign
Relations,” New York: The Council on Foreign Relations, October 2002, p. 7.

"Mathew Levitt, “ Stemming the Flow of Terrorist Financing: Practical and Conceptual Challenges,”
Fletcher Forum of World Affairs, vol. 27, no. 1 (Winter/Spring 2003).

8 Cited in Ellen Nakashima, “Inquiry Shows Indonesian’s Ties to Al Qaeda,” Washington Post,
March 29, 2003.
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J haswisely and effectively diversfied itssourcesof revenue; relying on no singlemecha-
nism. Thereareeight primary sourcesof income, both internal and external, though most funds
comefrom external sources.’ AsAli Ghufron (Mukhlas), theleader of the cell that perpetrated
the Bali bombings, said, “Hambali isnot knownto haveany big [local] funding sources.” To
that end, Indonesian investigators unequivocally stated that “ Jemaah |dlamiyah’sjihad opera-
tionswerefunded by Al Qaeda.” *° The primary sourcesof funding include:

 Cash brought into the country on person;

* Fundsskimmed from Idamic charities;

* Corporateentities(somelegitimate bus ness, othersfront companiesfor terrorist activities);
* Proceedsfrom hawala (underground banking) shops;

» Gold and gem smuggling;

» Contributions (zakat and infag) from JI’sown members and outside supporters;

* Al Qaedainvestments and accounts already established intheregion, especially inthe
Idlamic banking system; and

 Proceedsfrom petty crime, racketeering, extortion, gun-running, and kidnapping.

These sourceswill bediscussedin detail below, using examplesfrom Jl cellsand affiliates
acrosstheregion, but it isimportant to know that none of the funding mechanismshasbeen
effectively shut down sincethewar on terrorism began. In part thisisdueto the near impossi-
bility of shutting down hawala networks, for instance, or of stopping petty crime. Inpartitis
also dueto bureaucraticinertia, alack of political will and diplomatic pressure. Indeed, one of
the aspectsthat made Southeast Asiaso appedling to the Al Qaedaleadership inthefirst place
wasthe network of 1damic charities, poorly-regulated | damic banks, business-friendly envi-
ronments, and economiesthat aready had records of extensive money laundering. Itislikely
that Al Qaedasaw theregionfirst and foremost asaback officefor itsactivities (especialy to
set up front companies, fundrai se, recruit, forge documents, and purchase weapons), and only
later asatheater of operationsinitsownright, asitsaffiliate organizationin Southeast Asia,
Jemaah | damiyah, devel oped itsown capabilities.

91n 2000, for example, when JI operatives blew up the Philippine ambassador’s residence in Jakarta,
the money for the operation came from a Qatari bank account.
10 Simon Elegant and Jason Tedjaskmana, “The Jihadis’ Tale,” Time Asia, January 27, 2002.
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Southeast Asiahaslong been acenter for transnational criminal activity: drug- and gun-
running, money laundering, people smuggling, document forging, etc. Indeed, money launder-
ing hastill not been criminalized in every Southeast Asian state. The Organi zation for Eco-
nomic Cooperation and Development’ s Financia Action Task Force (FATF) still hasBurma,
Indonesia, and the Philippines on its blacklist of money laundering states.** In most cases
terroristsdiffer fromtransnationa criminal organizations, which aredriven by profit. Money is
important to JI, but only as much as it needs funds to buy weapons, explosives, pay for
transport, maintain safe-houses, and bribelocal officias. But if you strip away theterrorist act
itsdlf, terroristsrequirethe sameinfrastructure on which transnational crimerelies. Southeast
Asiathus becomes an important area of counter-terrorist operations.

Findly, itisasoimportant to be cognizant of thefact that it isnot aninordinate amount of
money that isneeded to perpetrateterrorism. The Bali bombings, which killed 202 peopleand
led to the estimated | oss of morethan $1 billionin tourist revenuefor Indonesia, cost under
$35,000 to plan and execute. It isnot theintrinsic value of money, but the capabilitiesthat it
givesterrorist organizations, that justifiestargeting terrorist financing. Terrorismisthustruly
asymmetrical warfare. But theterrorist organization itself doesrequirefunds. Recruitsneed
training, they need to travel to Mindanao or Pakistan, safe houses need to be bought, opera-
tivesare constantly on the move and need fundsfor living expensesaswell asfalseidentity
papers and travel documents, and of course funds are needed for equipment and bomb-
making matériel. Shutting downterrorist fundingis
difficult but not futile. Itisalso animportant inves-

Counter-terrorist strategy has tigativetool and avulnerability that can beexploited.
not focused on targeting the
“institutions of terror.” One of the problemsin the current counter-

terrorist strategy isthat it istoo focused on decapi-
tation. U.S. and regional security officialsbelieve
that arresting theleaders of Al Qaedaand Jemaah | lamiyah will degrade these organi zations
to the point of collapse. Yet both have proven adept at replacing their |eadership and devel op-
ing new command and control structures. Counter-terrorist strategy hasnot focused on tar-
getingthe“ingtitutionsof terror.” Disrupting terrorist infrastructure, including sources of fund-

" The Financial Action Task Force (FATF) was established at the G-7 summit in 1989 to create
international norms for combating money laundering. It has since come up with alist of 40 recommenda-
tions. Following the September 11 terrorist attacks, the FATF has used its knowledge of money launder-
ing to tackle terrorist financing. On October 30, 2001 it adopted eight special recommendations on
terrorist financing, which can be found at <http://www21.oecd.org/fatf/>.
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ing, and eliminating the space that terrorists need to plan, train, and execute attacks must be
given as much attention asthe arrests of individual terroristsfor thewar on terrorismto be
successful. Yet, asthispaper will show, little has been doneto disrupt the extensive financial
networksthat Al Qaedaand Jl have established in Southeast Asia. Weak domestic legidation,
resource-strapped financial investigative agencies, poor enforcement capacity, and alack of
political will have hampered thisimportant front in thewar on terrorism. To that end, Southeast
Asialikely remainsanimportant financial hub for Al Qaeda organization, while JI will most
likely be ableto support itsreconstitution.

Jemaah Idlamiyah

Organization of Jemaah |slamiyah

Tobegin, itisimportant to start with aconceptualization of what Jl is.*? Jl wasestablished
in 1993 or 1994 by two radical Indonesian clerics, Abu Bakar Ba asyir (Bashir) andthelate
Abdullah Sungkar, who had beenlivinginexileinMalaysiasince 1984. They built up afollow-
ingamong radica Maaysiansand Indonesian exiles, and wereactiverecruitersfor themujahidin
inAfghanistan.®* Two of their closest associates, Riduan | samuddin (Hambali) and M ohammed
Igbal Rahman (Abu Jibril), both of whom fought inthe mujahidinand wererecruited intoAl
Qaeda, wereinstructed to establish anetwork of cell sacross Southeast Asiabeginningin 1994.
Shortly thereafter, Abdullah Sungkar visited Afghanistan, wherehemet with Osamabin L aden,
and Jl wasbrought into the Al Qaedafold.

There has been considerable debate in the region and beyond over the extent to which
the Jl is affiliated with Al Qaeda. Indeed Indonesian police chief D’a Bachtiar recently
dismissed any such links between thetwo.* Although Al Qaedaencouraged and assisted in
the development of Jl, it did not create the organization. Yet while Jl hasits own regional

2 For a history of Jemaah Islamiyah, see Zachary Abuza, Militant Islam in Southeast Asia:
Crucible of Terror, Boulder, Colo.: Lynne Rienner, 2003. See also Zachary Abuza, “The War on Terror-
ism in Southeast Asia,” in Richard J. Ellings and Aaron L. Friedberg with Michael Wills, eds., Srategic
Asia 2003-04: Fragility and Crisis, Seattle, The National Bureau of Asian Research, 2003.

18 Alan Sipress and Ellen Nakashima, “A Quiet Voice Among Islamic Radicals,” Washington Post,
January 3, 2003.

14 “Police Fail to Connect al-Qaeda with Bali Bombers,” Jakarta Post, January 9, 2003.
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agendaandisnot aglobal jihadist organization, it should beseen asanintegral part of theAl
Qaeda network. Although there is no evidence that J| members pledged bayat (an oath of
personal loyalty) to Osamabin L aden, the organization wasvery much at Al Qaeda’ sdisposal.
Therdationshipexistsat many levels. First, thereismuch overlapping membership. Inaddition
toHambali, several othersaremembersof both organizations, likewiseAl Qaedadispatched
important operatives and trainers to work with the Jl leadership. Second, based on his
interrogation report, Al Qaedamember Omar al-
Farugrelied not just on JI personnel for hisopera-
tions but indicated that he even worked through
Ba asyirtoplanall operations.*®* Third, Al Qaeda
and JI official splanned operationstogether at two
important meetings—the January 2000 meetingin
Kuala L umpur inwhich the suicide attack on the
USSColeand the September 11 attacks on the United Stateswere planned, and the January
2002 meeting in Bangkok inwhich M ohammed Mansour Jabarah represented Khalid Sheikh
Mohammed intheplanning of the Bali bombings.*® Fourth, some operationswere planned and
conducted jointly. For example, JI cellsin Indonesiaand Singapore often planned suicide
attacks and were charged with surveillance and bomb-making, but the attacks themselves
were to be executed by Al Qaeda operatives from the Middle East.'” Yet other operations,
such as the Bali attack were autonomous. Hambali has confessed that Al Qaeda was so
pleased with the attack they sent $100,000 for Hambali to useat hisown discretionfor future
attacks. Finally, Al Qaeda dispatched numerous trainers to camps of the Moro Islamic
Liberation Front (MILF) in Mindanao, and Jl campsinIndonesia, totrain Jl members.

While JI has its own regional agenda
and is not a global jihadist organiza-
tion, it should be seen as an integral
part of the Al Qaeda network.

Jemaah |damiyah hasaformal structure, with Abdullah Sungkar and Abu Bakar Ba asyir
serving asthegroup’samirs, or spiritual leaders.’® Hambali becamethe chairman of JI’sfive-
member shura (regiona advisory council). Other membersincluded Abu Jibril, AgusDwikarna,

% Romesh Ratnesar, “Confessions of an Al Qaeda Terrorist,” Time, September 16, 2002; Baden
Intelgjen Negara (BIN), “Interrogation Report of Omar al-Farug,” June 2002.

16 Canadian Security and Intelligence Service, “Interrogation Report of Mohammed Mansour
Jabarah,” 2002.

7 Ministry of Home Affairs, “White Paper: The Jemaah Islamiyah Arrests and the Threat of Terror-
ism,” Singapore, 2003.

8 Abu Bakar Ba asyir is suspected of being more than simply the spiritual leader of JI; he al'so had
operational authority. Omar al-Faruq, the Al Qaeda operative captured in Indonesia in June 2002, has
admitted to working closely with Ba' asyir and coordinating operations and attacks with the cleric. See
Ratnesar, “Confessions of an Al Qaeda Terrorist”; BIN, “Interrogation Report of Omar al-Faruq”; also
see Sipress and Nakashima, “A Quiet Voice Among Islamic Radicals.”
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Abu Hanafiah and Faiz bin Abu Bakar Bafana. Bafana, aMalaysian businessman, wasakey
aideto Hambali and served as JI’ streasurer.’® Benesth the shura werethe secretariesand the
fivefunctional sub-shura:®

Operations— Thisshurawasresponsi blefor both training members, dispatching themto
Afghanistan or Mindanao for training, planning, conducting operations, and liaisng with
the MILF.

»  Communications—Thisshurawasresponsiblefor establishing primarily e ectronic com-
munications. It wasa soin charge of maintaining web pages, such as<www.fatidah.com>,
that were affiliated with JI.

 Security —Thissmall shurawasresponsiblefor interna control, discipline, and counter-
intelligence.

» Finance—Thisshurawasin chargeof fundraising, liaising with charities, establishing
bank accounts, laundering money, and establishing front companies.

* Missionary (dakwah) — This shurawasresponsiblefor recruitment, training, and run-
ning J’snetwork of madrassas. It a so engaged in mosgue outreach and fundraising for
jihadist operationsin Indonesia

Also beneath the shura were the heads of the 4 regional commands, or mantigis.
* Mantigi 1—peninsular Malaysia, Singapore, and southern Thailand.
* Mantiqgi 2—Javaand Sumatra(Indonesia).

* Mantigi 3—thePhilippines, Bruneli, eastern Malaysia, Kaimantan, and Sulawes (Indo-
nesia).

* Mantigi 4—being developed to establish cellsin Australiaand Papua (formerly Irian
Jaya), but not Papua New Guinea.

19 Classified interrogation report of Faiz bin Abu Bakar Bafana, Singapore, 2002. See also tran-
scripts of Bafana's video-testimony in the Trial of Abu Bakar Ba asyir, June 26, 2003; and Indictment of
Abu Bakar Ba asyir, Office of the Attorney General, Indonesia, April 2003.

20 Written in 1996, the Pedoman Umam Perjungan Al-Jemaah Al-Islamiyah (The General Guide-
book for the Struggle of Jemaah Islamiyah), known as the PUPJI, outlines the authority structure, or-
ganization, goals, and rights and duties of its members. There are 15 chapters in addition to preambles,
definitions, conclusions, and explanations. The fact that they took the time to develop and write such
a thorough and complex document is telling, and it says a lot about their patient and deliberative at-
tempt to develop their network.
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Each mantiqi in turn had several sub-cells, or fiah. Altogether, JI has between 500 and
1,000 members, though the former ismore alikely estimate, spread throughout theregion.?

Mantigi 1, with an estimated 200 members, was perhapsthelargest Ji cell inthe 1990s.
It wasled by Abu Hanafiah and Faiz bin Abu Bakar Bafana, and recruited actively among both
Indonesian exiles and educated Malays, especially technical students. At least five senior Ji
membersand recruiterswerelecturersin the Universiti Tecknologi Malaysia(UTM).%

Mantigi 1 had four discernablefunctions. First, it worked very closaly with the Kampulan
Mujahidin Maaysia(KMM), with which there was some overlap in membership and goals.
Second, it was the primary conduit between JI and Osama bin Laden and Al Qaedain Af-
ghanistan. TheMa aysian cell wasthelogistical hub for up to 100 JI operativeswho were sent
toAfghanistan for training in Al Qaedacamps, in addition to running itsown camp in southern
Malaysia?® Third, it wasresponsiblefor recruiting and education. Much of the recruiting was
done through two madrassas, Tarbiyah Lugmanul Hakiem school in Johor Bahru and the
Sekolah Menengah Arab Darul Anuar in KotaBaru. Fourth, Mantiqi 1 wasresponsiblefor
establishing dozens of front companiesthat were used to channel Al Qaedafundsand procure
weapons and bomb-making matériel. Theseinclude Green Laboratory Medicine, whichwas
responsiblefor procuring 21 tons of ammonium nitrate, and I nfocus Technology, an Internet
firm that was used to get Zacarias M oussaoui into the United States.?* Front companieswere
not the only businesses established by JI. There were also many casesin which Jl members
established legitimate businesses, received contracts and business from Jl supporters, and
then plowed the proceeds back into the organi zation. According to the Singaporegovernment’s
white paper, “all JI-run businesses had to contribute 10 percent of their total earningsto the
group. This money was to be channeled into the JI’s special fund called infaq fisbilillah
(contributionsfor theldamic causeor jihad fund).” %

Mantiqi 2 has becomethe operational epicenter of the organization and now provides
the bulk of the membership. Inthemid-1990s, there appearsto havebeenlittleJl activity in
Indonesia. Following the fall of Suharto in May 1998, there was a surge in JI activity as

2 Indictment of Abu Bakar Ba asyir, Office of the Attorney General, Indonesia, April 2003.

22 Associated Press, “KL Arrest Prime Terror Suspect,” September 27, 2002.

2 Ministry of Home Affairs, “White Paper: The Jemaah Islamiyah Arrests and the Threat of Terror-
ism,” Singapore, 2003, p. 6.

24 “Indictment Chronicles ‘Overt Acts' That it Said Led to Sept. 11 Attacks,” New York Times, De-
cember 12, 2001, p. B6.

% Ministry of Home Affairs, “White Paper: The Jemaah Islamiyah Arrests and the Threat of Terror-
ism,” p. 6.
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hundredsof radical Indonesiansreturned to thearchipelago. Thelndonesian cell providedthe
bulk of themembership and devel oped JI’ stwo paramilitary arms: the Laskar Mujahidinand
the Laskar Jundullahin 1999 and 2000. Mantiqi 2 isconnected toAbu Bakar Ba asyir’sovert
political organization, theMajelisMujahidinIndonesia(MMI, or the Mujahidin Council of
Indonesia), alargeumbrellagrouping for approximately 100 small radical and militant groups
from acrossthe archipel ago that were committed to establishing an Ilamic state.?® In addition
to recruitment and running anetwork of radical madrassas, Mantiqi 2 was responsible for
running anetwork of training camps, including seven in Sulawesi and one in Kalimantan.
Mantigi 2wasalsoimportantinliaisingwithAl Qaeda-linked slamic charities, especially Al
Haramain, and becameanimportant conduit for foreign funding.

Mantigi 3wasamgor logisticscell for the network, responsiblefor acquiring explosives,
guns, and other equipment, aswell asliaising with the Moro Islamic Liberation Front and
supporting Al Qaedaoperativesand trainersin theregion (such as Omar a-Farug, al-Mughira
al-Gaza'iri, and Omar a-Hadrani).?” Thesetrainersal so played animportant rolein establish-
ing the MILF sown terrorist arm, the Specia Operations Group, in 1999.2 The cell leader
was Fathur Rohman al-Ghozi, an Indonesian who had studied at Al Mukmin from 1984 to
1990, before going to a Pakistani madrassa where he was recruited into JI. In addition to
explosives, a-Ghozi wasresponsiblefor the purchase of light armsand assault riflesthat were
used by Laskar Jundullah in Poso and Laskar Mujahidinin Ambon startingin 1999.%

Mantiqi 4 wasthe smallest and least devel oped of the JI cells. It included northern Aus-
tralia, which JI leaders frequented to recruit and raise funds from the large population of
Indonesian exiles.®

Until hisarrestin Thailand in August 2003, Hambali wasthe operationschief of J.. One
of Hambali’ slegaciesistheimportance placed on maintaining theintegrity of the organization.
Pressreports notethat Hambali confessed that Dr. Azahari bin Husin had replaced him, while
Zulkarnaen, hasbecomethemilitary chief, indicating that JI had contingency plansin place.

% Ba asyir established the MMI in 2000. Because many MMI leaders, such as Abu Jibril and Agus
Dwikarna, were also senior Jl officials, the MMI is considered the public face of the covert terrorist
organization.

27 Ratnesar, “ Confessions of an Al Qaeda Terrorist”; BIN, “Interrogation Report of Omar al-Farug.”

2 Philippine National Intelligence Coordinating Agency, “An Update on the Recent Bombings in
Mindanao and Metro Manila,” November 25, 2002.

2 Fathur Rohman al-Ghozi, written deposition, July 2002.

% For revelations on the extent of JI's penetration of Australia, see Sally Neighbour, “The Austra-
lian Connections,” Australian Broadcasting Corporation, June 9, 2003.
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Although the mantiqi structure—themiddlelevel of the organization—seemsto bein disar-
ray, there appears to be more direct interaction between the top leaders and the fiah—the
individual cells—which have moreoperational autonomy. J placesapremium on maintaining
theintegrity of the organization. When leadersarearrested, they are quickly replaced. Just like
Al Qaeda, Jl isableto quickly tap new |eadersto maintainits command and control network.
Although the new |eaders may not have as much experience or authority; the organizationis
still ableto hold meetings and maintain some degree of command and control.

However, JI isnot atop-down structure, nor isit achain of affiliated organizationsor a
“star hub” with Ba asyir at its center (see Figure 1). JI, modeled on Al Qaeda, isan “all-
channel network” withasmall center.® Onecell relieson the strength of the others (see Figure
2). AsJohnArquilanotes, “ These groups share the principles of the networked organization—
relatively flat hierarchies, decentralization and del egation of decision-making authority and
looselateral tiesamong dispersed groupsand individuals.” *? Thus, while much of JI’sleader-
ship hasbeen arrested in the past two years, it isstill ableto conduct operations. Jl truly isa
network, which makes combating it so difficult. It isnot an organization that can simply be
killed through decapitation of theleaders.

Jemaah |slamiyah’s Operations

Although Jl was founded in 1993 or 1994, it did not commit any known terrorist acts
until 2000. Thisisahallmark of amature organization. Jl spent theyearsfrom 1994 to 2000,
devel oping itsnetwork, recruiting, training, and assisting in Al Qaedaoperations.® J members
were sent to Al Qaedacampsin Afghanistan and MILF campsin the Philippinesfor training.
Madrassas were opened to recruit new members, whilefront companieswere established at
asteady rate. Jl liaised with the MILF and other militant groups such asthe KMM. 1n 1999,
with Al Qaedafunding, JI established itsown militant groups—the Laskar Mujahidinand the
Laskar Jundullah—to take part in sectarian conflictsin Indonesia’s Sulawesi and Maluku
regions.* These sectarian conflicts dominated the attention of JI’sleaders, who understood
that in order to grow, the organi zation had to replicate the Afghan experience for anew gen-
eration of members, giving them a“taste” of jihad.

81 John Arquilla, David Ronfeldt, and Michele Zanini, “Networks, Netwar and Information-Age
Terrorism,” in lan O. Lesser, et a., Countering the New Terrorism, Washington, D.C.: RAND, 1999, p. 50.

%2 1hid., p. 61.

% Sipress and Nakashima, “A Quiet Voice Among Islamic Radicals.”

% Ratnesar, “Confessions of an Al Qaeda Terrorist”; BIN, “Interrogation Report of Omar al-Farug.”
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By 2000, JI felt that it had the capabilities and technically proficient manpower to ex-
ecuteitsown terrorist attacks. At that time, JI carried out such operationsasthe nation
attempt against the Philippine ambassador to Indonesiain August 2000, a spate of church
bombings acrossthelndonesian archipelago in late 2000, aseries of bombingsin Manilain
December 2000, the assassination of alocal politicianin Maaysiain November 2000, and
bombingsinYala, southern Thailand, inApril 2001. These attackswere conducted against soft
targetsand theloss of lifewaslimited. At thetime, none of these attacks were connected to
one another. Few saw, for exampl e, the attempted assassi nation of the Philippine ambassador
as an operation conducted by JI operatives to “thank” the MILF for its establishment of
training campsfor J. Likewise, therewaslittle awarenessat thetimethat the December 2000
bombingsin Manilawereajoint J-MILF operation, inwhich J had trained the predominantly
conventional armed forcesof the MILF in urban warfareand terrorist tactics. Officiasat the
timeerroneoudy attributed the bombingsin southern Thailand to criminal gangs.

Asmore Jl operativeswererecruited and trained in Afghanistan and the southern Philip-
pines, and their technica proficiency increased, Jl plotted larger-scal e operations against harder
targets. When thefirst Jl cellswere broken up in December 2001 by Singaporean and Malay-
sian officias, the organization was aarmingly closeto executing amajor terrorist attack on
U.S. and Western embassiesin Singapore, Manila, and Jakarta, aswell aslaunching aUSS
Cole-styleattack against U.S. naval vesselsmaking port callsintheregion.

With the arrest of so many senior |eaders between December 2001 and January 2002, JI

was unable to conduct these large-scale operations, and in January 2002 Hambali held a
meeting in Bangkok where he ordered cellsto switch to attacks on soft targets such astourist
venues, where primarily Westernerswoul d be the victims and where maximum damage woul d
be doneto the already fragile economies of Southeast Asia. Thus, aplanned suicide attack
against U.S. naval vessels visiting Indonesia was aborted in May 2002 in favor of bomb
attacksagainst aBalinese nightclub, in which 202 peoplewerekilled.* While JI had to aban-
don its planned operations against hard targets in Singapore, it went back to the drawing
board and planned attacks agai nst economic targets, such asail refineriesand the water pipe-
linetotheidand fromMaaysia*®

Other likely soft targetsin the region include lesswell-guarded embassies, especially
thosein officetowers; symbolsof U.S. economic power, such as office towers housing major
corporations; and critical infrastructure, such as refineries or pipelines and power-grids.

% Ratnesar, “Confessions of an Al Qaeda Terrorist”; BIN, “Interrogation Report of Omar al-Farug.”
% Ministry of Home Affairs, “White Paper: The Jemaah Islamiyah Arrests and the Threat of Ter-
rorism.”
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Figure 1. Terrorist Organization Structures
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Figure 2. Jemaah |Islamiyah and the Terrorist Network in Southeast Asia
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J membersarrested during aJuly 2003 raid in Semarang, Indonesia, stated that U.S. gasand
mining firms (Unocal, Halliburton, ExxonM obil, Caltex, Conoco-Philips, and Union Texas)
were being specifically targeted, while footage of Freeport McMoran appears on avideo
produced by an Al Qaedasuspect. In addition to such targets, Indonesiahas ahuge range of
soft targets: hotels, shopping malls, nightclubs, housing complexes, and international schools.
TheAugust 2003 bombing of the JW. Marriott Hotel in Jakartawasindicative of thetechnical
competency and prioritiesthat Jl now has.

Funding Jemaah |slamiyah

Jemaah Idlamiyah’stechnical capability hasimproved markedly sinceit beganterrorist
operationsin 2000. Despite aseriesof region-wide arrests, including much of itsleadership,
the organization retainsthe capacity and will to execute attacksthat can inflict serious eco-
nomic and human damage. Both the rebuilding of the network and future attacks are depen-
dent on asteady flow of funding. Whereas most of itsmoney for attacks has come from Al
Qaedacoffers, fundsfor daily operationscomefrom JI’sown diversified sources of revenue.
There are eight primary sources of income, both internal and external. They include cash
brought into the country on person; funds skimmed from Islamic charities; corporate entities
(somelegitimate business, othersfront companiesfor terrorist activities); proceedsfrom hawala
(underground banking) shops; gold and gem smuggling; contributions (zakat and infag) from
J membersand outside supporters; Al Qaedainvestments and accounts already established
intheregion, especially inthelslamic banking system; and proceeds from petty crime, rack-
eteering, extortion, gun-running, and kidnapping.

Bags of Cash

Themost direct way that the Jl isfunded isthrough deliveriesof cash by personal couri-
ers. Thehead of Indonesianintelligence, A. M. Hendropriyono, complained that: “ Their money
comesfrom private donations sent to Jemaah Idlamiyah through couriers, such asIndonesian
workerswho work in foreign countries and then return home. Thisisincredibly difficult to
clamp down on.”3" According to Malaysian and Singaporean intelligence reports, Jl received
more than 1.3 billion rupiah (about $130,000) from Al Qaeda between 1996 and 2001.%

7 Associated Press, “Terrorist Money Impossible to Stop,” July 9, 2003.
38 Derwin Pereira, “Is There an Al-Qaeda Connection in Indonesia?’ Sraits Times, January 20, 2002.
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Omar al-Faruq testified to transferring $200,000 to JI's Indonesian cell after 2000.%° Wan
Min Wan Mat, aJl treasurer, stated in court that “ Through Mukhlas, | have been told that
some of themoney [for the Bali bombings] camefrom Al Qaeda.”*° Sheikh AbuAbdullah a
Emarati (an diasof Osamabin Laden) wasa soinvolved infunding Jl operations. He purport-
edly gave $74,000 to Omar al-Faruq via Reda Seyam and Aris Munandar, high ranking Al
Qaedaand Jl officials, to purchasethreetons of explosivesfor Jl operations.

Since hiscapturein August 2003, Hambali hasreveal ed that Jl wasincreasingly depen-
dent on funds from Al Qaeda after so many of Jl leaders had been arrested. Hambali has
confessed that most of these funds, some $130,000 through June 2003, came from Khalid
Sheikh Mohammed. According to reportsof Hambali’sinterrogation, “ The prisoner said that
a Qaedasent the money to him without any condition and without any instruction.”** Hambali
used thefirst $30,000 to fund the Bali bombings, after which Al Qaedawas so pleased that it
forwarded him an additional $100,000 for operations. Of the $100,000, Hambali allocated
$45,000 to the Indonesian cell (including $15,000 to support thefamilies of arrested J mem-
bers), and transferred $27,000 to the MILF.#* Yet he madeit clear that Al Qaedafundswere
for operationsonly, not for routine daily expenses of the organization.

Personal couriers, often not even J members, were used in the Bali bombings, when
Wan MinWan Mat transferred $15,000 and some Thai baht to Mukhlasin two installments
vialndonesian laborersworkingin Maaysia.*® Khalid Sheikh Mohammed, themost senior Al
Qaeda leader captured to date, admitted that he used a Pakistani courier, Majid Khan, to
deliver $50,000 to Hambali in Thailand in early 2003. About $45,000 of this money was
transferred to Indonesiain June 2003 to finance the Marriott Hotel bombing. Thismoney, as
well as payments to the MILF and other JI cells, were handled by apersonal courier who
went by the name Johan.

It isworth noting that senior JI operatives never appeared to have any trouble getting
cash when they needed it. When Hambali was arrested, he had about $70,000 dollarson him
inanumber of different currencies. The case of Mohammed Mansour Jabarah providesan-
other casein point.

% Ratnesar, “ Confessions of an Al Qaeda Terrorist”; BIN, “Interrogation Report of Omar al-Farug.”

4 Sian Powell, “Al-Qaeda Money for J Ops,” The Weekend Australian, June 14, 2003.

4 Simon Elegant, “The Terrorist Talks,” Time Asia, October 5, 2003.

“2 | bid.

4 For more on the transfer, see Associated Press, “Police: Man Sent Money to Bali Suspect,” De-
cember 10, 2002. See also “Indictment of Ali Ghufron, alias Mukhlas,” Denpassar Office of the Counsel
of the Prosecution of Justice, Indonesia, June 2, 2003, p. 6. More details on the funding for the Bali
bombing are discussed in following sections of this essay.
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Jabarah, aCanadian-Kuwaiti Al Qaedaoperative, wasdispatched to Southeast Asiain
2001 with $10,000in seed money provided by K halid Sheikh M ohammed to conduct opera-
tionsagainst U.S. targetsin Singaporeand Manila. Jabarah wasgiven $30,000in three $10,000
installmentsin November 2001 from aman heidentified asAl Qaeda’ smain money manin
Malaysia. Jabarah wasthe primary conduit for Al Qaedafundsto Fathur Rohman a-Ghozi,
the head of Jl operationsin the Philippines, who wasresponsiblefor purchasing TNT for Ji
operationsin Manilaand Singapore. When Jabarah | eft Singaporefor KualaL umpur (and later
Thailand when hewasontherun), herelied oninfusionsof cashfromAl Qaedaoperatives.*

Another example isthe case of a Jordanian man, Hadi Yousef al-Ghoul, who was ar-
rested in his home west of Manilain December 2001. Police officials contended that “ Al-
Ghoul isamember of oneof theterrorist cellsin the Philippinesassigned to carry out astring
of bombingsin Metro Manila,” but moreimportantly, hewas seen asamid-level Al Qaeda
money manwho provided cashtolocal Jl operatives. Every Thursday, a-Ghoul “withdrew a
huge amount of money from alocal bank,” but policeinvestigationsdid not reveal the source
of thefunding.®

Islamic Charities

Much of Jemaah Idamiyah’sfunding isthought to comefrom charities, either unwittingly
or intentionally siphoned off. Thisis possible because Jl and Al Qaedainserted top operatives
into leadership positionsin several 1slamic charitiesin Southeast Asiain thelate 1990s. Indo-
nesianintelligence officialsestimate that 1520 percent of Ilamic charity fundsarediverted to
politically-motivated and terrorist groups.* I n the Philippines, estimatesrange from 50 to 60
percent.*” Indeed, the abuse of Saudi-based charitiesin Southeast Asiahasbecome amajor

4 Canadian Security and Intelligence Service, “Interrogation Report of Mohammed Mansour
Jabarah.”

% Hadi Yousef al-Ghoul had been arrested by Philippine police in March 1995 for his links to other
Al Qaeda operatives arrested in the Bojinka plot. He was later released due to lack of evidence but was
kept under surveillance. At the time of his arrest in December 2001, police seized 281 sticks of dynamite,
three cell phones (thought to be detonators for the explosives), dry cell batteries and wires, Islamist
poems in Arabic, as well as anti-American documents. Al-Ghoul was released from prison after posting
bail in January 2002, but within hours was taken into custody by immigration agents. Philippine inves-
tigators also believe there was a link between al-Ghoul and Fathur Rohman al-Ghozi. See Tonette Orejas,
“Cops Nab Jordanian; Al Qaeda Links Eyed,” Philippine Daily Inquirer, December 28, 2001; Interview
with a mgjor in the Philippine intelligence service, Camp Aguinaldo, Quezon City, January 24, 2001.

% Interview with a BIN official, Jakarta, January 21, 2003.

4 Interview withamajor inthe Philippineintelligence service, Camp Aguinal do, Quezon City, January
24, 2001; Interview with a colonel in Philippine intelligence, Manila, June 27, 2002.
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point of diplomatic contention. Overall estimatesarethat Saudi charities have disbursed more
than $10 billion around the world, much of which promotesaWahhabi-1slamist agenda. The
Saudi government iseither explicitly complicit inthisor iswantonly negligent. InaMay 2003
meeting with Australian Foreign Minister Alexander Downer, Saudi Foreign Minister Prince
Saud a-Faisa stated that “ any funding to Ilamic groupsin Indonesia[has] been frozen indefi-
nitely.”* Yet, all evidence on the ground beliesthisassertion. Saudi-based charitiesnow have
alower profileinIndonesia, but they aretill fully operationa .* Indeed onecharity, Al Haramain,
recently completed construction of anew madrassa on the outskirts of Jakarta

Muslims are expected to donate 2.5 percent of their net revenue to charity, known as
zakat. “1n many communities, zakat is often provided in cash to prominent, trusted commu-
nity leadersor ingtitutions, which then commingle and di sperse the donated moneysto persons
and charitiesthey determineto beworthy.”* Zakat donations are common throughout South-
east Asia. Indeed, inlate 2001 the Indonesian government agreed to make zakat tax deduct-
iblein order to encourage charitable donations. In addition to zakat donations, which are
obligatory, there are also infaq and shadagah donations, both are voluntary and made de-
pending on the circumstance. All of these practices are unregulated, un-audited, and thus open
to terrible abuse by groups such asAl Qaeda. Some charities may wittingly divert fundsto
militant groups, while*terroristsor their supportersmay aso infiltrate legitimate charitable
organizationsand divert fundsto directly or indirectly support terrorist organi zations.” >

There are some 300 private charitiesin Saudi Arabiaa one, including 20 established by
Saudi intelligence to fund the Afghan mujahidin that send more than $6 billion ayear to
Idamic causes abroad.>> Moredisturbing, aCanadian intelligence report concluded that Saudi

“ Saudi Arabia announced that it had “closed the door on terrorist financing and money launder-
ing.” The new rules issued in May require charities to keep their money in a single bank account and
establish a new clearing agency, yet there are many loopholes. For example, the new regulation does
not apply to foreign charities that simply raise money in Saudi Arabia, nor does it apply to Hamas-run
organizations. Mark Forbes, “Saudis Target Islamic Charities,” The Age, May 23, 2003.

4 For example, Al Haramain moved its office from alarge villa on the outskirts of Jakartato asmaller office
nearby. See Jane Perlez, “ Saudis Quietly Promote Strict Idam in Indonesia” New York Times, July 4, 2003.

%0 “Terrorist Financing: Report of an Independent Task Force Sponsored by the Council on For-
eign Relations,” p. 7.

51 General Accounting Office (GAO), “Terrorist Financing: U.S. Agencies Should Systematically As-
sess Terrorists' Use of Alternative Funding Mechanisms,” Report no. GAO-04-164, November 2003, p. 14.

52 Jeff Gerth and Judith Miller, “ Threats and Responses: The Money Trail,” New York Times, No-
vember 28, 2002; Brian Bennett, “Wahhabism: Money Trail,” Time Asia, March 10, 2003. During the war
against the Soviet occupation of Afghanistan, the Saudis established three charities, the Islamic Inter-
national Relief Organization (1IRO), the Al Haramain Foundation, and the Islamic Relief Agency. Al Qaeda
itself has established more charities since then. Mark Hubard, “Bankrolling Bin Laden,” Financial Times,
November 28, 2001.
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charitiesalonewerefunneling $1-2 million annually to Al Qaeda’ s coffers.® A 2002 United
Nations Security Council report found that Al Qaedaand other militant I1slamic groups had
received between $300 and $500 million from Saudi charities.> The Council on Foreign Re-
lations, in one of the most authoritative accounts of the problems of terrorist funding, con-
cluded that: “For years, individual s and charities based in Saudi Arabia have been the most
important source of fundsfor Al Qaeda; and for years, Saudi officialshaveturned ablind eye
to thisproblem.”* A former senior U.S. Treasury official, Stuart Eizenstat, stated that Saudi
Arabiawastreated “with kid gloves,” even though U.S. officials were aware of the use of
Saudi charitiesby terrorists.® An Indonesian official complained that “the Saudi money has
had aprofound effect on extremist groups|[in Indonesial, allowing someto keep going and
inspiring othersto start recruiting.”

Thefour most important Saudi charities operating in Southeast Asiaaretheldamic Inter-
national Relief Organization (11RO),%® the Al Haramain Foundation,> the Medical Emergency

%8 Edward Alden, “The Money Trail: How a Crackdown on Suspect Charities is Failing to Stem the
Flow of Funds to Al Qaeda,” Financial Times, October 18, 2002.

% David Kaplan, “The Saudi Connection,” US News and World Report, December 15, 2003.

5 “Terrorist Financing: Report of an Independent Task Force Sponsored by the Council on For-
eign Relations,” p. 8.

% Gerth and Miller, “Threats and Responses; The Money Trail.”

57 Perlez, “ Saudis Quietly Promote Strict Islam in Indonesia.”

% The IIRO was established in November 1978 at the 22nd session of the World Muslim League in
Saudi Arabia as a humanitarian non-governmental organization (NGO). It has branch offices through-
out the world: 36 in Africa, 24 in Asia, 10 in Europe, and 10 in Latin America, the Caribbean, and North
America. (The Muslim World League has some 30 branches worldwide.) Both were used extensively by
the Saudi intelligence services to channel Saudi, U.S., and Gulf-state funding to the Afghan mujahidin
from 1979 to 1989. The IIRO directly funded six Afghan training camps; and the head of the Muslim
World League's office in Peshawar during the Afghan war was Abdullah Azzam, Osama bin Laden’s
ideological mentor. The [IRO’s mission statement is to “Provide relief and aid to Muslims as peoples and
groups wherever they are should they face disasters endangering their being, their religious beliefs or
their freedom; provide funds to protect Muslims from disasters and elevate their living standards in
general with the aim of preserving their entity; and care for Muslim minorities and develop their societ-
ies through education and other means.” The IIRO and Muslim World League “are overseen by the
grand Mufti of Saudi Arabia, the kingdom’s highest religious authority. They receive substantial funds
from the government and members of the royal family and make use of the Islamic affairs offices of Saudi
embassies abroad.” For more see Kaplan, “The Saudi Connection.”

% Al Haramain dispenses $50 million annually through its 50 offices worldwide. In March 2002, the
United States froze the accounts of Al Haramain’s offices in Bosnia and Somalia. The Bosnian branch
was re-opened in August 2002 under Saudi pressure. See Mathew Levitt, “Combating Terrorist Financ-
ing, Despite the Saudis,” Washington Institute for Near East Policy—Policy Watch, no. 673 (November
2002). In September 2002, Bangladeshi authorities raided Al Haramain's offices in Dakka, which they
suspected of funneling Saudi money to recruit Bangladeshis to fight in Kashmir and Afghanistan. See
Bennett, “Wahhabism: Money Trail.” U.S. officials believe that Al Haramain branches in at least ten
countries support insurgencies and militant activity. Kaplan, “The Saudi Connection.”
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Relief Charity (MERC),% and the World Assembly of Muslim Youth.®! The President of the
World Assembly of Muslim Youth is Sheikh Saleh al-Sheikh, the Saudi Minister of Islamic
Affairs, whoisalsothe" superintendent of al foundation activitiesfor Al Haramain.” ¢

Although most of the donationsto Ilamic charitiesgo tolegitimate social work, such as
construction of mosques and cultural centers, trandations of religious texts, and NGOs, a
significant amount isdiverted to terrorist and paramilitary activities. ThelIRO creditsitsalf with
funding 575 mosguesin Indonesiaalone. It isdoubtful that the central leadership of many of
these charities has set out to assist terrorists, but
thereisasurprising lack of knowledge of what their
branch officesare doing ontheground, and paltry
oversight of how their fundsareactually being used
and allocated. For example, in 2000Al Haramain
sgned aforma memorandum of understanding with
thelndonesian Ministry of Religionthat allowed it
tofinance educationd indtitutions. Tothat end, it hasfunded various pesantren—Darul 1stigamah
al Haramainin Makassar, Al Irsyad, in the central Javanesetown of Salatiga, and Gontor in
East Java. Despiterevelationsby Omar a-Farug that Al Haramain wasthe primary conduit of
Al Qaedafundsinto theregion, it hasnot been shut down, although it haslowered itsprofilein
the past year. Nonetheless, an Al Haramain officia continuesto overseethe construction of the
charity’sexpensive new religious boarding school onthe outskirtsof Jakarta.®

Although most of the donations to
Islamic charities go to legitimate social
work, a significant amount is diverted
to terrorist and paramilitary activities.

In addition to Saudi-based charities, which areincreasingly coming under scrutiny, Al
Qaeda and JI have used alarge number of smaller Pakistan-based charities. For example,
Faiz bin Abu Bakar Bafana has acknowledged that JI front organizationsincluded the NGO
Global Peace Watch based in Peshawar, Pakistan.®* The lack of regulation of charitiesin
Southeast Asiaalso encouraged Al Qaeda’ sinitial foraysinto the region, when Osamabin
L aden’sbrother-in-law, Mohammed Jamal Khalifa, opened charitable officesin the Philip-
pines (including abranch of the [IRO).%

8% MERC played a facilitating role in the 1998 bombings of the U.S. embassies in Kenya and
Tanzania. See Mathew Levitt, “The Political Economy of Middle East Terrorism,” Middle East Review
of International Affairs, vol. 6, no. 4 (December 2002), p. 56.

& Levitt, “Combating Terrorist Financing, Despite the Saudis.”

&2 |bid.

8 Perlez, “ Saudis Quietly Promote Strict Islam in Indonesia.”

% Interrogation summary of Faiz Bin Abu Bakar Bafana, October 29-30, 2002.

% The second of Khalifa's four wives is the older sister of bin Laden.
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1) Mohammed Jamal Khalifa's Philippine Charities

Mohammad Jamal Khalifahad |ong been engaged inradical Islamist politicsand wasa
senior member of the Muslim Brotherhood in his native Lebanon. From 1985, he ran the
Peshawar officeof the Saudi-based charity the Mudim World L eague, wherehewasactivein
sending recruitstojoin the Afghan mujahidin. Khalifahad closetiesto two of bin Laden’stop
financiers, Wael Hamza Jalaidin and Yasin a Qadi.® In 1988 Osamabin Laden dispatched
Khalifato the Philippinesto recruit fightersfor thewar in Afghanistan.

Khalifaestablished severa other charitiesand Islamic organizationsin the Philippines,
including abranch office of MERC International and two local NGOs (IdamicWisdom World-
wideandthe Daw’ | Immam Al Shafee Center), ostensibly for charity and religiouswork, but
which channeled money to extremist groups. He established Al Maktum University in
Zamboanga using funds from the I1RO. He al so established a branch office of the 1RO in
Zamboanga. According to the [ |RO’shead officein Saudi Arabia, the organization’sactivities
in the Philippines include an orphanage and dispensary in Cotabato City, pharmaciesin
Zamboanga (including afloating dispensary that served remote coastal communitiesinwestern
Mindanao), providing food and clothing to internal ly displaced people who had fled war zones,
and funding schoolsand scholarships. ThellRO asserted that its activitieswere undertaken
with at least official approval, if not in cooperation with the government.®” However, all of
these projects, athough legitimate charitablework, werelocated in MILF zonesor in urban
population centers where the MILF was trying to make inroads as it began to focus on a
politica strategy that would movetoward an East Timor-likereferendum processfor Mindanao.

% Wael Hamza Jalaidin, a Saudi businessman, was described by U.S. intelligence officials as a
founding member of Al Qaeda and a key financial backer of Bin Laden. He was designated as a terrorist
funder by the U.S. government in September 2002. He sits on the board of the Pakistani-based charity
Rabita Trust, which the United States also considers to fund terrorism. The Saudi government an-
nounced in 2001 that Jalaidin had cut his ties with Osama bin Laden in 1992. See Douglas Frantz, “Front
Companies Said to Keep Financing Terrorists,” New York Times, September 19, 2002. Yasin a Qadi was
the head of the Muwafaq Foundation, which was designated by both the Saudi and U.S. governments
as a terrorist front. Muwafag, which had a $20 million endowment, was found to have sent millions of
dollars to Al Qaeda in the 1990s before it was shut down. See Mathew Levitt, “Saudi Financial Counter-
Terrorism Measures (Part I1): Smokescreen or Substance,” Washington Institute for Near East Policy—
Policy Watch, no. 687 (December 2002); Levitt, “The Political Economy of Middle East Terrorism,” p. 51;
Gerth and Miller, “Threats and Responses. The Money Trail.”

5 Adnan Khalil Basha, “Largest Islamic Relief Organization Maligned,” Philippine Daily Inquirer,
letter to the editor, August 22, 2000.
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Perhapsthe most important charity established by Khalifawasthelittle-known Interna-
tional Relationsand Information Center (IRIC).%® Thecharity wasrun by Abu Omar, Khalifa's
brother-in-law, who was an | slami st student activist and supporter of the MILF at Mindanao
State University, where hefirst met Khalifain thelate 1980s. | RIC wasengaged in numerous
activities: livelihood projects, job training (e.g., carpentry, fish farming, farming), orphanages,
Islamic schools, and other socia work.®® |RIC was a so the primary funding mechanism for
Khalid Sheik Mohammed, Ramzi Yousef, and Wali Khan Amin Shah’sattempt to blow up 11
U.S. passenger planesin early 1995, in what was known as Oplan Bojinka.™

According to Philippine National Security Advisor Roilo Golez, Khalifa® built up the
good will of the community through charity and then turned segments of the popul ation into
agents.” "t A Philippineintelligence report noted that “the [lRO which claimsto be arelief
institution, isbeing utilized by foreign extremists asapipelinethrough which funding for the
local extremists” isprovided.”” AnAbu Sayyaf defector acknowledged that “ The [IRO was
behind the construction of mosques, school buildingsand other livelihood projects’ but only
“inareaspenetrated, highly influenced and controlled by theAbu Sayyaf.” ”® For example, in
Tawi Tawi, the director of the 11RO branch office was Abdul Asmad, who was the Abu
Sayyaf’sintelligence chief until hisdeath in June 1994. The defector said the I|RO was used
by bin Laden and Khalifato distribute funds for the purchase of arms and other logistical
requirementsof theAbu Sayyaf and MILF: “Only 10to 30 percent of theforeign funding goes
tothelegitimaterelief and livelihood projectsand therest go to terrorist operations.” ™

Yet, eventhoughthell RO quickly caught theinterest of the Philippine policeand military
intelligence, which saw it asafront organization for insurgent activities, it was still ableto
operatefor many years. Thelinksbetween Khalifaand Yousef, and the fact that Wali Khan
Amin Shah was supposedly an employee of the 11RO, was too much for the Philippine

% Abu Omar started working at IRIC in 1993, first as a“volunteer,” and became its director in 1994,
The chair of IRIC was Dr. Zubair, described by Philippine intelligence as Khalifa's “business partner.”
Philippine National Police, “ After Intelligence Operations Report,” Camp Crame, Quezon City, February
27,1995.

% Philippine National Police, “After Intelligence Operations Report.”

 |bid.

" Mark Lander, “US Advisors May Aid Philippine Anti-Terror Effort,” New York Times, October
11,2001.

2 Christine Herrera, “Bin Laden Funds Abu Sayyaf Through Muslim Relief Group,” Philippine
Daily Inquirer, August 9, 2000.

” Ibid.

™ Ibid.
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authoritiesto countenance. Yet, one senior intelligence official complained, “we could not
touchthellRO.” It took the Philippinegovernment amost six yearsto shut thel IRO officein
thePhilippines. Although the Philippinegovernment in 2001 asserted that all of thecharitiesrun
by Khalifainthe Philippinesthat were used to funnel money tothe Abu Sayyaf group and the
MILF had been shut down, itisnot clear that thisisthe case.” The | RIC’ soperationsand staff
weretaken over by another | slamic charity, the | slamicWisdom Worl dwide Mission, headed
by aclose Khalifaassociate Mohammed Amin al-Ghafari.”” The Daw’| Immam Al Shafee
Center, likewise, remains operating. There is aso evidence that despite the closure of the
IIRO’sofficesinthe Philippines, thecharity istill active. Thel RO wasrenamed thelslamic
Mercy Foundation withtwo officesin Mindanao, in Makateand Marawi, and channel sfunds
toMILF*"missionaries’ who recruit and win heartsand minds.

Why wasthe 1RO alowed to remain open so long? The simple answer wasthat there
wasintense diplomatic pressurefrom Saudi Arabiaon the Philippines. ThelIROispolitically
well-connected, and its supportersinclude the Saudi royal family and thetop echelon of soci-
ety. One of theboard membersof the IlRO officein the Philippineswasthe Saudi ambassa-
dor. The Saudis most important source of leveragein thiswasthevisasand jobsfor several
hundred thousand Filipino guest workers.

2) Malaysian and Indonesian-based Charities

Hambali established the charity Pertubuhan al Ehasanin Malaysia1998in order to fund
Jjihad activitiesintheMa ukusin Indonesia According to Faiz binAbu Bakar Bafana, Pertubuhan
Al Ehasan wasone of themain functional bodiesthat “takescare of J front NGOs, including
the Global Peace Watch in Peshawar, Pakistan.” ”® Senior leaders of Pertubuhan al Ehasan
were Zulkifli Marzuki and Abdul Manaf Kasmuri. The charity remained open until 2002 and
raised 500,000 ringgit (approximately $200,000) in total.” Themoney went to train, clothe,
feed, and purchase weaponsfor recruitsfor the jihadsin the Malukus and Poso. Much of the
money camefrom donorswithin Malaysia, although foreign donorswere solicited through the
Internet. Itisnot clear if the donorswere awarethat their money went to militant activities,
sincethey weretold that they were supporting humanitarian causesin the Malukus.

 Interview with amajor in Philippine intelligence service, Camp Aguinaldao, Quezon City, January
24,2002.

8 “Full Text of Palace Letter to the New York Times,” Philippine Daily Inquirer, October 12, 2001.

" Interview with a colonel in the Philippine intelligence service, Malate, June 2002.

8 |nterrogation summary of Faiz Bin Abu Bakar Bafana.

7 Associated Press, “Terror Suspects Used Donations to Fund Bombings, Train Islamic Extrem-
ists,” January 1, 2003.
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Indonesiasaw asimilar development of charitiesasterrorist fronts, with Jl and Al Qaeda
leaders assuming leadership positions, and often becoming regional branch chiefs, or forming
allianceswith important Saudi-based charities, including MERC, the [ IRO and Al Haramain.

Oneof themost important |ndonesian charitieswasthe K omite Penanggulangan Krisis,
better known asKOMPAK. KOMPAK wasfounded in August 1998 as an independent arm
of the Dewan Dakwah Islam Indonesia (DDI1)® to address the humanitarian needs arising
from the sectarian conflict that erupted in the Malukusin 1998. The organization hasasimple
structure: achairman, secretary, and treasurer, with about 30 staff inits Jakartaheadquarters
and 13 provincial representative offices. KOMPAK officials, while acknowledging that the
group operatesin regionsstruck by sectarian conflict (Aceh, Poso, theMa ukus, and Bangunan
Beton Sumatra), assert itisthereto alleviatethe crisesand providerelief, and deny any linksto
Jjihad: “We never give our money to the mujahidin or terrorists. We give our money to the
needy, unemployed of the ummah.” 8! These assertions should be taken guardedly. Without a
doubt, KOMPAK hasbeeninvolvedin charitablework, distributing food, clothing, and medi-
cine. By KOMPAK’s own admission, between 1998 and 2001 it had made some 8 billion
rupiah (about $800,000) in disbursements. Yet thereis considerabl e evidence that KOMPAK
played animportant rolein supporting sectarian conflict in the Ma ukus and Poso, channeling
fundsfrom Al Qaedato the cause.®? Even its humanitarian work in the regions supported the
Muslim paramilitaries, sinceit freed up their own resources for weapons. In the Malukus,
KOMPAK disbursed morethan 100 million rupiah aone.

In fact, KOMPAK has never been neutral; it was founded and coalesced around the
issue of sectarian fighting inthe Ma ukus and South Sulawesi. A recent report from the Inter-
national Crisis Group recounts how a KOMPAK representative from Solo, |mam Hanafi,
wasin Mindanao buying weaponsfor the jihad in Ambon in March 2000, while another Ji
member, Suryadi Mas uf, had made seven tripsto the southern Philippinesto purchase weap-
onswith money from KOMPAK.& Many KOMPAK officialsthemselveshave beentied to

8 The Dewan Dakwah is one of Indonesia’s most important Muslim social organizations. It was
founded in February 1967 by Muhammad Nasir (the first prime minister of Indonesia), following the
1965 coup that brought President Suharto to power, and at a time when Suharto began emasculating the
political role of Muslim political parties and organizations. The group, despite its activist agenda,
survived under the New Order regime and earned the widespread respect for standing up to Suharto
and promoting Islamic causes.

8 Interview with Dr. H. Asep R. Jayanegara, Secretary of KOMPAK, Jakarta, January 2003.

82 BIN, “Interrogation Report of Omar al-Farug.”

8 International Crisis Group (ICG), “Jemaah Islamiyah in Southeast Asia: Damaged but Still Dan-
gerous,” 1CG Asia Report, no. 63 (August 2003), p. 20.
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terrorism. At least two of its 13 provincial representatives were senior J| members. One of
Abu Bakar Ba asyir’stop lieutenants, Aris Munandar was the head of KOMPAK’s Central
Javaoffice. Munandar had been the head of Dewan Dakwah for Central Javaand an original
founder of KOMPAK. Hewas also arepresentative of the Jakartabranch of the Abu Dhabi-
based charity Darul Birri. Munandar was |abeled aterrorist financier by the U.S. Treasury
Department in September 2003, one of 20 individual s so designated, and one of thefew who
hasnot yet been arrested, although heiscurrently under surveillance by Indonesian authorities.
Theformer chairman of KOMPAK’s South Sulawesi officewasAgus Dwikarna, whilethe
head of the Jakartaofficewas Tamsil Linrung. Linrung, amember of Dewan Dakwah, was
identified by Omar al-Faruq asaJl operative and aparticipant in three planning meetingsin
Malaysiafrom 1999 to 2000.2* Dwikarna, meanwhile, was the head of a group called the
Committeeto Implement Shariain South Sulawes, the number four official theMMI, and the
founder of Laskar Jundullah. Dwikarnawasarrested at Manila sinternationa airport in March
2002 carrying C4 explosivesin hissuitcase.® When asked about the arrest, the secretary of
KOMPAK stated, “What he does outside of KOMPAK isnot our responsibility.” Arguing
that the provincid representativeswere smply volunteersrather than paid staff, he contended
that KOMPAK itself had no link to militant activities. When pressed about how he can besure
that none of KOMPAK’s money goesto Laskar Mujahidin or Laskar Jundullah, he curtly
replied, “We have no link to them.”®”

Yet KOMPAK has produced propagandaand recruitment videosfor Laskar Jundullah
and L askar Mujahidin, emphasizing both organizations’ military strength and their sense of
Muslim persecution. Thevideosare graphic and one-sided, portraying the Muslim communi-
tiesbeing victimized by Chrigtian vigilantes, with small groupsof poorly armed Mudimsfight-
ing back. Although the KOMPAK videos do show the organi zation distributing food aid to
beleaguered refugees, the context of the documentariesishighly biased. Thegraphicfootage
conveysasenseof brutality and utter victimization, and the narration justifiesfightingin“ self
defense.” Several of thevideosare professiona intheir footageand music, withlittle narration.
Moreover, a number of them viewed by the author were clearly produced by KOMPAK,
with the organization’slogo on screen throughout. ArisMunandar’s name appearsin the cred-
itsof at least one asthe video’'s producer.

8 Ratnesar, “Confessions of an Al Qaeda Terrorist”; BIN, “Interrogation Report of Omar al-Farug.”

8 Dwikarna asserted that he was framed. “1 Don’t Have a History of Violence,” interview with Agus
Dwikarna, Tempo, January 6, 2003, pp. 38—41; “Suspected Terrorists Arrested at NAIA,” Philippine
Daily Inquirer, March 15, 2002; “Jakarta Asks Manila to Clarify Arrests,” Philippine Daily Inquirer,
March 17, 2002.

% Interview with Dr. H. Asep R. Jayanegara.

87 Ibid.
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In KOMPAK'’s Jakarta headquartersthere arewall board posters of the exhumation of
massgravesof Mudimskilled by Christians. The photos are exceedingly graphic, and again,
one-sided. When questioned about them, representatives said that KOMPAK was exhuming
the massgravesfor humanitarian reasons, to provide proper Muslim burialsfor thevictims.
Thesameofficialsdenied all knowledge of the propagandavideos, and insisted that thevid-
eos’ producers had mis-appropriated the KOMPAK logo.

KOMPAK has joint projects with important Saudi charities, notably the 11RO, Al
Haramain, and MERC, often serving astheir executor or sub-contracting agency. BothMERC
andthellRO wereengaged in “projects’ in Ambon and Poso. MERC itself hasbeen engaged
in*“documentary” productioninIndonesia. Unlike KOMPAK’svideos, MERC'’ sdo not show
fighting nor convey asenseof hopeby showing Mudimmilitiasor jihadisfighting back. MERC's
videos are high quality productions by the charity’s own information office and production
company, and focus on thevictims of sectarian conflict, showing makeshift hospital wardsor
squalid refugee quarters. Thevideos stay closeto MERC’s core mission of providing emer-
gency medical and humanitarian relief, but likethe KOMPAK videosthey convey asense of
Muslimvictimization at the hand of Christian militias.

Al Haramain was aso tied in with militant groups and Jl in Southeast Asia. Again, a
similar cast of charactersemerges, with overlapping leadership. Agus Dwikarnawasthelocal
representative of Al Haramain in Makassar in South Sulawesi, which al-Farug admitted was
thelargest single sourceof Al Qaedafundsinto Indonesia®Al-Faruq lived near AgusDwikarna
in Makassar (Ujung Pandang) in South Sulawesi, and was the key backer of Dwikarna’'s
Laskar Jundullah.® Al-Farug also worked closely with Ahmed a-Moudi, the head of the Al
Haramain officein Jakarta.

Indonesian intelligence sources contend that the head of Al Haramain’sheadquartersin
Saudi Arabia, aSaudi citizenidentified only as Sheikh Bandar, wasafrequent visitor to Indo-
nesiaand kept awife in Surabaya. A senior Al Haramain official, he was known to deliver
briefcases of money on hisvisitsto Indonesia, which weredelivered by Ahmed al-M oudi .®
Another central figure to thiswas a Middle Easterner. According to the CIA’s September
2001 OrangeAlert document, one of the key financiersin Southeast Asia, according to al-
Farug, was Rashid, asenior lieutenant to Osamabin Ladin: “ Rashid also actsasarepresenta-
tive of acommittee of Gulf-state sheitkswho are Al Qaedafinanciersand who have committed

8 BIN, “Interrogation Report of Omar al-Farug.”

8 Al-Faruq organized training for Laskar Jundullah at facilities of the Afghanistan-based NGO
WAFA and then at the Hidyatullah Islamic school, both in Balikpapen, Kalimantan.

% BIN, “Interrogation Report of Omar al-Farug.”
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amplefunds, weapons, ammunition and computersto support thiswar. Funds are channeled
through theAl-Haramayn NGO.” BIN’sreport on Omar al-Faruq corroborated thisaccount:
“Faruqgwasgiven ordersby Rashid to get money transferred to the[Al Haramain] foundation’s
officein Jakartathrough Ahmed Al-Moudi.”

Intheinvestigation of Reda Seyam, theman BIN officialsbelieve to bethe most senior
Al Qaeda financier in Southeast Asia, further links between Al Haramain and KOMPAK
wereuncovered. Although investigatorsfound significant evidence of suspect financial deal-
ings on his computer, Redawas never arrested for terrorism, athough he was returned to
Germany after serving asentencefor immigration violationsin Indonesia. Redawasaso linked
to several other charities, including the Komite Zakat Infag Dan Shadagah (KZIS), which
solicitsmost of its donations from Indonesiansliving overseas, and Al Hayat.*? KZISwas
making direct appeal sthrough the Internet for fundsto support jihad in the M alukus and Poso.
Inaddition, KZIS has appealed for fundsto support refugees, clinics, and the distribution of
jilbabs (the Muslim head covering for women).

Reda Seyam also waslinked to KOMPAK in one other way. Hewasatrained camera-
man, indeed, he had applied to Al Jezeerain Jakartafor ajob, although was turned down.
Redahad 18 videosof training camps and sectarian conflict in hispossession, three of which
had been edited into professional, polished videosready for distribution. Redawasengagedin
similar activitiesfor Al Qaedain Bosniain thelate 1990s, where he was believed to be the
producer of an Al Qaedadocumentary, “ The Martyrsof Bosnia.” In both countries, hisvideo
production was done under thefront name Y ayasan Aman (Peace Foundation) and theresults
wereimportant propagandatoolsfor recruitment and fundraising.

ThreelIndonesia-based Idamists, Abdul Hadi, Syawal Yasin (Abdullah Sungkar’s son-
in-law and currently the head of Laskar Jundullah following Agus Dwikarna' s arrest) and
Reda were connected to WAFA, an NGO based in Herat, Afghanistan, and had gone to
Kalimantan to establish atraining school for terrorists at the Hidyatullah madrassa.

Oneadditiond charity that hasbeeninstrumental infunding militant and radical Idlamist
groupsinIndonesiaistheAl Irsyad Foundation, athough thereisno proof that itislinked to Al
Qaeda. Founded in 1915, the organi zation was one of the most important supporters of the
Tarbiyah movement. The Tarbiyah movement tended to reflect theviewsand religiousinclina:

% Al-Moudi was the first person al-Farug contacted after September 11. BIN, “Interrogation Re-
port of Omar a-Farug.”

92 “Zakat yang Menembus Batas,” Majalah Suara Hidayatullah, December 2000; The Islamic
Network, <www.isnet.org/~kzis>; Komite Zakat, Infaq dan Shadagah (KZI1S), “Lampiran Pertama, Surat
Edaran Zakat.”
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tionsof the Yemeni and Arab communitiesin Indones aand espoused Wahhabism and Sdafism.
The Tarbiyah movement re-emerged and rose to prominence among students at the major
state universitiesin thelate 1980s. The group, which demanded the establishment of an | s-
lamic state, recruited especialy from technical universities, such asthe Bandung Institute of
Technology. The Tarbiyah movement established astrong following among studentslinked to
theAssociation of Inter-Campus Muslim Student Action (HAMMAS) and the United Action
Group of Indonesian Muslim Students (KAMMI). Since the fall of Suharto, the Tarbiyah
movement hasincorporated radical groups such asUmar Jaffar Thalib's Laskar Jihad and
Habib Rizieq bin Hussain Syihab'sFront Pembelaldam (FPI). TheAl Irsyad Foundation runs
pesantren (Islamic boarding schools) across the country, plus a large and well-endowed
madrassain Saatiga, Central Java, which receivessignificant funding fromAl Haramain. Itis
believed to be supported by Fuad Bawazir, the former finance minister under Suharto, who
since Suharto’sresignation haslobbied intensely behind the scenesto prevent any criminal
prosecution of theformer president for corruption. Bawazir was believed to beamajor sup-
porter of militant groups around the country, some with tiesto JI, in order to discredit the
succeeding post-Suharto administrations.

3) The Cambodia Connection

Oneof themost unlikely sourcesof Al Qaedafunding coming into theregionwasthrough
the Om Al QuraFoundation in Phnom Penh. OmAI Qura, which hasofficesin Bosnia, Soma-
lig, and southern Thailand, was ostensi bly established to address the needs of Cambodia ssmall
Cham Musdlim population, which had been decimated under the Khmer Rouge between 1975
and 1978, when it fell from 300,000 to 70,000 people; it has recovered somewhat and now
numbers 120,000. The Cham community has seen asteady inflow of Gulf money and outflow
of studentsto study in foreign madrassas. Middle Eastern charitieshave funded the construc-
tion of more than 120 mosquesin Cambodia, which now number about 150. About 80 stu-
dentsayear study in Middle Eastern and Paki stani madrassas, where doctrinaire Wahhabism
dominates; 400 students study in Malaysiaon scholarshipsfunded from Gulf charities.

According to documentsfrom the Cambodian Ministry of Education, the OmAIl Qura
Foundation ran a school in Kandal province for grades 7—10 which had enrolled approxi-
mately 580 students. Half the curriculum was|dlamic studies. Teacherswere paid about $150
per month. The school wasfunded entirely by OmAI Qura. Al Qaeda used the foundation for
“significant money transfers’ for both itself and for JI.° Om Al Qurawasbelieved to have
laundered severa milliondollarsfor Al Qaeda; the Kandal school wasreceiving $10,000 wire
transferseach monthinitsaccount at the Cambodian Public Bank.

% Interview with a Thai intelligence official, Bangkok, July 31, 2003.
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On May 28, 2003, three foreign employees of the foundation were arrested, an Egyp-
tian, Esam Mohamid Khadir Ali and two Tha Mudims, Hgji Thiming Abdul Azizand Muhammead
Jalludin Mading, for plotting to carry out terrorist attacksin Cambodia.® Soon after, afourth
suspect, Sman Ismael, aCambodian Mudlim, wasarrested. Hgji Thiming wasthe conduit for
money going to Jl cellsin southern Thailand, and was closaly linked to four Thai J members
who were arrested in the summer of 2003.% The operation, which was conducted with atip
from and the support of U.S. intelligence officials, led to the deportation of 28 teachersand 22
dependentsfrom the Al Mukaralslamic School . Yaser Elsayed Mohamed Rousha, another
Egyptian who was one of thefounders of the school, remainsat large.

Inadditiontotheir rolein money laundering, Cambodian officialssaid that thefour Mus-
lims connected to Om Al Qurawho were arrested in Phnom Penh in May had $50,000 from
Al Qaedatolaunch an attack intheregion.

Shell and Front Companies

Themodus operandi of many Al Qaeda cellswasto obtain some seed money and thento
become self-sustaining over time. Southeast Asia, with the fastest growing economiesinthe
worldintheearly- to mid-1990s, had business-friendly environmentsthat encouraged the pro-
fusion of firmsand general trading companies. Two different typesof firmswere established
for terrorist financing. The most important were shell companies—corporate entitiesthat were
established with aminimum amount of capital, without substance or commercial purpose, that
generated few (if any) profits, and whose primary purpose wasto purchase materialsor cloak
other aspectsof terrorist operations. The second typewerethosefirmsthat weregiven Al Qaeda

% The threat from terrorism in predominantly Buddhist Cambodia was already high. On the basis
of Omar al-Farug's confession and that of Mohammed Mansour Jabarah, U.S. embassies in Malaysia,
Indonesia, Cambodia, and Vietnam had been shut down for the first anniversary of the September 11
terrorist attacks. There was also concern that the ASEAN foreign ministers' meeting held in Phnom
Penh in June 2003 would be targeted. Ratnesar, “Confessions of an Al Qaeda Terrorist”; Raymond
Bonner, “Plan to Attack Embassies in South Asia Cited for Terror Alert,” New York Times, September 11,
2002.

% The Thal detainees are Maisuri Haji Abdollah, Maisuri Muyahi, Waemahdi Waedao, and Samarn
Waekaji.

% The teachers hailed from Yemen, Sudan, Egypt, Nigeria, Pakistan, and Thailand. See Ker Munthit,
“3 Muslim Foreigners Arrested in Cambodia,” Associated Press, May 28, 2003; Ek Madra, “Cambodia
Cracks Down on Foreign Muslims,” Reuters, May 28, 2003.
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fundsfor start-up capitalization, but whose primary purpose was either to generate revenue or
to comminglelaundered money with revenue derived from legitimate businessundertakings.”
All thesefirmswere controlled by J members, and al donated 10 percent of their proceeds
into theinfaq fisabilallah, or jihad fund, controlled by Hambali.® Front companiesarease-
riouschallenge. Asone Swissinvestigator put it: “ Thereal problem for the Americansisnot
freezing bank accounts. The bigger challengeis stopping the unknown number of apparently
legitimate busi nesses set up to move money around the globeto terrorists.”

JI’smost important shell and front companies were established by the Malaysian cell.
Malaysiaoffered avery favorable businessenvironment in thelate 1980sand early 1990sand
encouraged investment. In particular, inthemid-1990s, Ma aysiabeganto re-orient itsforeign
policy away from an ASEAN-centric position and toward amore* pro-Muslim” stance. To
that end, it encouraged foreign investment, trade, and tourism with the Middle East. At the
sametime, it emerged asaninternational center of Idamic banking. Indeed, one of the mitigat-
ing factorswhen the Asian financial crisishit Malaysiain 1997 was the continued flow of
Middle Eastern capital through itsbanking system.

These Al Qaeda shell companies were established at a rate of more than one a year
between 1993 and 1996. They includetwo general trading companies, abio-medical lab, and
acomputer firm. Most had overlapping board membership.

Green Laboratory Medicine was established in October 1993. Its director was Yazid
Sufaat, aformer Malaysian army captain who studied bio-chemistry at California State Uni-
versity, graduatingin 1987. Upon hisreturn to Malaysia, Sufaat was reproached by hisfamily
for hisloss of Islamic values while abroad, and he began attending prayer sessions which
brought himinto contact with Hambali. Sufaat wasthen sent to Pakistan for religioustraining,
where he was recruited into J//AI Qaeda. In June 2001 Sufaat traveled to Afghanistan for
training from Al Qaeda. He was arrested on December 9, 2001, when he tried to return to
Malaysiafrom Afghanistan. Green Laboratory Medicinewasinstructed to purchase 21 tons
of ammonium nitrate for use in terrorist attacks in Singapore (by way of comparison, the
Oklahoma City bombing perpetrated by Timothy McVeigh used two tons of ammonium ni-

 Financial Action Task Force on Money Laundering, “Report on Money Laundering Typologies,
2002-2003,” February 14, 2003, p. 3.

% Ministry of Home Affairs, “White Paper: The Jemaah Islamiyah Arrests and the Threat of Terror-
ism,” Singapore, 2003, p. 6.

% Frantz, “Front Companies Said to Keep Financing Terrorists.”
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trate). At thetime of hisarrest, Sufaat had already purchased and dispatched four tonsthat
remained unaccounted for until March 2003.1®

Hambali hasrevealed since hisarrestinmid August 2003, that Yazid Sufaat and Green
Laboratory Medicinea so were selected by Al Qaeda“to play aleading role” inthe devel op-
ment of chemical and biological weaponsfor the organization. Sufaat, who waswith Hambali
in Kandahar, Afghanistanin thefall of 2001 where hewasworking with Al Qaedaweapons
experts, discussed anthrax productionin Southeast Asia. Asone U.S. intelligence official re-
marked, “Weare very anxiousto find out what [ Sufaat] knows’ about Al Qaeda’ s biological-
and chemical weapons programs. “Wethink he can answer alot of those questions.” ** There
isno evidence, however, that Sufaat was ableto obtain avirulent strain of Anthrax.

Konsojaya, established in 1994, was atrading company that ostensibly exported Ma-
laysian palm oil to Afghanistan and imported honey from Sudan and Yemen. Thefirmwas
capitalized with 100,000 ringgit, and 5,998 of its 6,000 shareswere controlled by Wali Khan
Amin Shah and M edhat Abdul Salam Shabana. Konsojaya soriginal board of directorsalso
included Hambali and hiswife, Noralwizah Lee Binti Abdullah (asubsequent five-member
board did not include Hambali or hiswife).1% The company played animportant rolein Ramzi
Yousef and Khalid Sheikh Mohammed’s Oplan Bojinka as afront for moving money and
purchasi ng chemical sand equipment for bomb-making.’® Ramzi Yousef and Wali KhanAmin
Shah established another shell company, the Bermuda Trading Company, in 1994 asacover
to import chemicalsfor bomb-making.

Infocus Technol ogy wasestablishedin July 1995, also by Yazid Sufaat. Thecompany was
partialy owned by hiswife. Infocus Technology hired ZacariasMoussaoui, aleged to bethe 20th
September 11 hijacker, asamarketing consultant and wasableto get him avisato the United
States. Infocuswasto have paid M oussaoui alump sum of $35,000 and amonthly stipend of

10 Yazid Sufaat was wanted by Malaysian investigators because they knew that his Kuala Lumpur
apartment was used by the 11 senior Al Qaeda lieutenants (including Khalid Sheikh Mohammed, Ramzi
Bin al-Shibh, Hambali, Khalid al Mindhar, Nawaq al-Hazmi, Hikmat Shakir, and Tawfqi bin Attash) who
met in January 2000 to plan the attacks on the USS Cole and the September 11 attacks. For more on the
seizure of the chemicals, see Kimina Lyall, “Police Unearth Missing Terror Cache,” The Australian,
March 22, 2003.

101 Cam Simpson, “U.S. Seeks Access to Malaysian Al Qaeda Suspect,” Chicago Tribune, Decem-
ber 7, 2003.

102 The complete board included: Wali Khan Amin Shah, Medhat Abdul Salam Shabana, Hambali,
Hemeid H. Alghamdi, Noralwizah LeeBinti Abdullah (Hambali’ swife), Amein Mohammed, Amein Alsanani
(managing director), and Annamalai al Sundrasan (secretary).

103 Philippine National Police, “After Intelligence Operations Report.”
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$2,500to cover hisflight traininginthe United States. Sufaat hastold Malaysianinvestigators
that themoney wasnever actually paid, but thereisno evidencethat thisisthe case.

Another front company was Secure Valley, established in October 1996. Littleisknown
about the purpose or operations of thisgeneral trading company, but it had many of the same
boards of directorsasthe other three JI-linked firms.

Inaddition to these, therewere severa other Ji-linked front companies. Zulkifli (Zulkepli)
Marzuki, according to Canadian intelligence, owned a security company in KualaL umpur
called MNZ Associates (sometimes referred to as MNZ Management Services) in which
many key meetingstook place.*® Zulkifli co-owned MNZ with Mohamad Nasir |smail, who
wasarrested in January 2002 under Malaysia sinternal Security Act. Marzuki wasatrained
accountant, and MNZ Associates did the auditing for most JI/Al Qaedafront companiesin
Malaysia, including Infocus Technology and Green Laboratory Medicine. (MNZ Associates
changed handsin January 2003 and is now named WanAli Jaafar Associates.)

Another JI-linked firm wasuncovered in February 2003 with the arrest of Abdul Manaf
Kasmuri, aformer Maaysian army colonel who had headed aUN peacekeeping operationin
Bosnia. Kasmuri wasahigh-flyer inthe military and the highest ranking officer to berecruited
by J. Heattended Ma aysia sRoya Military College and then Sandhurst, the British military
academy, from which he graduated with honors. Kasmuri |ed the Bosnian peacekeeping op-
eration with distinction for nine monthsfrom 1993 to 1994 until he became disenchanted with
the UN’sfailureto protect the Bosnian Muslim community, especially after the massacres
following the Serbinvasionsof thesix UN-designated “ safe havens.” Kasmuri began support-
ing the Bosniaarmy’s 7th and 9th battalions, which were comprised of foreign jihadis, many
of whom were Al Qaeda members and veterans of the mujahidin in Afghanistan. After he
grew too closeto them, hewasrecalled and pressured to take early retirement in 1995, but he
returned to Bosniaand becameinvolved in aid work, during which time hewasrecruited into
Al Qaeda. He spent timein Afghanistan, and then returned to Ma aysia, where even though he
waswanted by Malaysian police, he becamethe human resourcesmanager for aKualaL umpur-
based Idamicfinancid institution, Koperas Belialdam, and adirector of acharity, Al Ehsan,
established by Hambali to support the Jihad in the Malukus.*®

104 Canadian Security and Intelligence Service, “Interrogation Report of Mohammed Mansour
Jabarah”; Interrogation summary of Faiz bin Abu Bakar Bafana, October 29-30, 2002.

105 “Ex-Army Officer Detained Under the ISA,” Malaysiakini, February 25, 2003; “1SA Arrest of
Ex-Colonel Must be in Good Faith: Sukham,” Malaysiakini, February 27, 2003; see also <http://
abimjohor.org.my/kbi.htm>; Interrogation summary of Faiz bin Abu Bakar Bafana.
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Kasmuri wasasoinvolvedin aJl-linked company called Excel setiaasasharehol der and
director. Excelsetiawas aprivately-owned general trading company that wasrun out of the
off-shore haven of Labuan. Marzuki and Kasmuri established the firm asa“ source of funds
for J and asafront for the paramilitary training of J members.”1® Faiz bin Abu Bakar Bafana,
however, denied reportsthat one of Excelsetia s purposes“wasasafront for the procurement
of weapons. The company has been reported in the press, but itslicense to operate asecurity
agency was still pending.”%” Kasmuri managed the security company before he fled to
Pakistan. Two of theother four directors/'shareholdersweresenior Jl officias, Zulkifli Marzuki
and Bafana, both of whom are now under detention.'%

Front companieswere not the only businesses established by Jemaah Islamiyah. There
are also casesin which J members established |egitimate businesses in order to generate
incomefor the organization. TheAl Risalah Trading Company of Malaysiaisone such ex-
ample. TheAl Risalah Trading Company wasestablished by the son-in-law of Abdullah Sungkar,
Feri Muchlisbin Abdul Halim, with some 25,000 ringgit ($10,000) in start-up capital. Halim,
an Indonesian with permanent residency in Malaysia, obtained acoveted licensethat allowed
Al Risalah to contend for government contracts, and the firm had been awarded contractsto
install water pipes in Selangor, to provide school stationery, and to build two schoolsin
Selangor.® In the first two cases the person who accepted the tender was a suspected Ji
member; and both he and Halim have been detained under the Internal Security Act.

Most Jl frontsin Malaysiawere general trading companies, but anumber were construc-
tion firms. Gulf Shores Sdn. Bhd., ageneral contractor and construction material supplier
businesswith an officein Johor Baru, was owned by J| membersAbdul Nassir bin Anwarul
and Amran bin Mansour, and isnow run by Abdul’s sister-in-law, AlizaAbas, whose sister is
thewife of Mukhlas, theformer head of Mantiqi 1. AlizaAbasisthesister of HashimAbas, the
former head of Mantigi 3. Abdul Nasir has now been arrested, along with histwo brothers,
and the company isnow known as M aple Enterprises.

1% |nterrogation summary of Faiz bin Abu Bakar Bafana.

07 | bid.

198 The firm was capitalized with 300,000 ringgit, the shares of which were distributed as follows:
Abdul Manaf Kasmuri, 83,999 (28 percent), Faiz bin Abu Bakar Bafana, 83,999 (28 percent), Zulkifli
Marzuki, 72,000 (22 percent), and Shaharudin Othman, 60,000 (20 percent). There is no evidence that
Othman is a member of Jemaah Islamiyah. There is evidence that the firm had been effectively dormant
for the past two years.

19 Wong Chun Wai and Lourdes Charles, “Terror Suspect Awarded Pipe Project,” The Sar, Janu-
ary 1, 2003.
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Thefirmsincreasingly aretaking on different characteristics. A Malaysian named Zubair,
who was recruited into Al Qaedawhile a student in Karachi, was the driving force behind
laundering money through nursery schools, kindergartens, orphanages, and school s across
Southeast Asia. In addition to the Om Al Qura Foundation’soperationsin Cambodia, Zubair
established anumber of educational frontsin Malaysia. One such exampleisAliran Salam,
whichwasestablished in April 1996 as aprivate Selangor-based kindergarten and nursery.
Another Jl-controlled firm, Shafatex Niaga was a 20 percent owner of the school, while
Zulkifli Marzuki wasits secretary. The school, which had hosted Abu Bakar Ba asyir inthe
past, now assertsthat it has nothing to do with JI. Nonetheless, it fitsinto an alarming pattern
of money being hidden in the places| east expected.

Lesswell-known arefront companiesin Indonesia, wherethe processof establishinga
company ismuchlesswell-organi zed. It iseasy to establish companiesinIndonesia; it costsonly
150 millionrupiahtoregister afirm; and only alittlemoreto get animport-export license. Un-
likein Maaysia, wherethe systemiswell-organized, transparent, and efficient thereisnot re-
ally acentral registry for companies, whichmakes
them harder totrack and investigate. OneU.S. of -
ficia asonoted that whereastheMa aysianswere
helpful ininvestigating sugpect firms, thelndonesians
andthe Thaiswerebothreluctanttoevenassistin
investigations. Nonetheless, joint U.S. and Thai in-
vestigationsled to the 2003 seizure of the assets of
threeMiddleEasterngenera trading companiesthat had officesin Bangkok since1997, including
Al Jalil Trading Company, theAl Amanah Enterprise Company, and Sidco Company, even
thoughthesefirmshavenot yet been designated onthe UN list of terrorist-supporting organi-
zations."'° At least threemore Thai-based firmsare currently under investigation.

The primary conduit for terrorist
financial transfers is through the
unregulated remittance system
known as hawala.

Hawala

Theprimary conduit for terrorist financia transfersisthrough the unregul ated remittance
system known as hawal a, or underground banking sector, whichiscommon acrossthe Middle
East and other parts of the Muslim world. In the hawala system no money is ever wired,

110 Kavi Chongkittavorn, “Al Qaeda in Thailand: Fact or Fiction?” The Nation, January 13, 2003.
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names or accounts of either senders or receivers are not used, and no records are kept.*!
With commissionsof only 1 to 2 percent, compared to average bank transfer feesof upto 15
percent, hawalaisthetransfer system of choice. Estimates on the annual flowsthrough the
informal banking sector around the globe vary wildly from the United Nation’s estimate of
$200 billion to World Bank’sfigure of tensof billionsof dollars.*2In Pakistan, for example,
only $1.2 billion of the$6 billionin foreign exchangethat isremitted to the country annually
arrivesthrough the formal banking system.*®* Although the U.S. Treasury Department froze
the assets of 62 subsidiaries of and organizations affiliated with two of theworld’ slargest
hawala networks, Al-Barakat and Al-Tagwa, in November 2001, most hawala operators
are so small asto go unrecognized.

Hawalaisused extensively in Malaysia, Singapore, Indonesia, and the Philippines. A
World Bank report dated December 2002 estimated that the share of hawala transfersasa
percentage of total privatetransfersin 2000 was: 5 percent for the Philippines, 21 percent for
Indonesia, and 50 percent for Pakistan.** Asone U.S. official noted to the author, “ Estab-
lished mechanismsto movemoney illegally aready exist in Indonesia” *** Thereisnoideahow
much money iscoming into the country illegally through the underground banking sector.

In downtown Manila s Ermitadistrict there are blocks upon blocks of hawala shops.
About $6 billionisremitted annually to the Philippines, mainly through the hawal a system, and
there are some 1.4 million Filipino laborersin the Middl e East alone.*'® Overseasworkers,
who represent 10 percent of thelabor force, haveliterally kept the Philippine economy afloat
inthe past two decades. Although overall remittancesfrom overseasworkersdropped by 13

11 Douglas Frantz, “ Secretive Money Moving System Scrutinized For bin Laden Funds,” Interna-
tional Herald Tribune, October 3, 2001. The hawala system is based on working relationships between
different hawala dealers in various countries. For example, if a Philippine guest worker in Lahore wants
to wire money home to his family in Cotabato, Mindanao, he would go to a hawaladar who has a
relationship with a hawaladar in Cotabato. The hawala dealers are known for their business contacts,
which could be business partners or often family members. The Lahore hawaladar will take the money
(in whatever currency) and then send a message to his partner in Cotabato to disburse the funds to
whomever the guest worker designates. Over time, the two hawaladar will settle accounts.

12 GAO, “Terrorist Financing: U.S. Agencies Should Systematically Assess Terrorists' Use of
Alternative Funding Mechanisms,” Report No. GAO-04-164, November 2003.

113 “Cheap and Trusted,” The Economist, November 24, 2001. It is estimated that between $2 and
$5 billion passes through the hawala system in Pakistan alone each year.

14 World Bank and International Monetary Fund, “Informal Funds Transfer Systems. An Analysis
of the Hawala System,” December 18, 2002.

15 Interview with a U.S. State Department Official, Jakarta, June 25, 2003.

116 1n 2000, overseaslaborersremitted some $6 billion, and in 2001, $5.4 billion. Luz Baguioro, “ Over-
seas Filipinos Feel Pinch of Global Slump,” Sraits Times, December 14, 2001. Also see “An Anthropol-
ogy of Happiness,” The Economist, December 22, 2001.
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percent inthefirst half of 2001 compared to thefirst half of 2000, from $3.1 billionto $2.7
billion, receiptsfrom the Middle East actually rosein that period, from $270 millionto $352
million, anincrease of morethan 30 percent.®’ The Philippines has aweak banking sector,
with littleregul atory oversight, especially over theflow of remittances, soit iseasy to make
fund transfers. Money wired from the Middle East even to small post office accountsin the
villages does not rai se eyebrows. Asone Singaporean hawaladar said, “ My company does
not question the amount or the purpose of sending the money. They trust us, and | don’t ask
guestions. Why would I, when | have alicenseto operate?’ 18

Wali Khan Amin Shah, Khalid Sheilkh Mohammed, and Ramzi Yousef used an account
of theAl Ansari Exchange Establishment (AAEE) to transfer fundsfor Oplan Bojinka. The
AAEE, some times known as the Reza a-Ansari Exchange, was founded in 1979 and is
based in Abu Dhabi. It currently has 33 branches in the United Arab Emirates (UAE) in
addition to itsheadquarters.’ It has extensive tieswith money launderers and banks across
Europe and the Middle East, including two other major hawaladars, A. M. Shouman & Sons
andAl ReemsExchange. TheUAE wasafavorite hub of terrorist funding asit had lax financia
reporting, and banksand financial ingtitutions did not haveto report cash deposits. TheAAEE
provides|egitimate exchange services, in particular for Philippineoverseasforeign workersin
the Middle East. In one advertisement in the Gulf News, the AAEE offers“fast and reliable
door to door remittance serviceto the Philippinesthrough an excellent arrangement with the
Bank of the Philippineldands.”*° TheAAEE was a so used extensively by the Middle East-
based terrorist organizations Hamas and Hizbullah.

Hawala become even more important in countries that have currency controls. For
example, inthefall of 1998, when the Malaysian government imposed capital controlsand
stopped the conversion of theringgit in order to prevent capital flight, the hawala systemwas
oneof thefew sourcesof foreign exchange available.*! Likewise, after the Philippinesabol-
ished currency exchange controlsin 1992, remittancesthrough thelegal and regulated banking
sector quadrupled.!?

Some of the economiesin the region are so dependent on remittancesthat tend to come
in through hawala networksthat there isareluctance to crack down on them, even though

U7 “Filipinos Send Less Money Home Due to Global Insecurity,” Sraits Times, November 1, 2001.

118 Michelle Cottle, “Eastern Union: Hawala v. the War on Terrorism,” New Republic, October 24,
2001, pp. 24-28.

119 For more on the company, see <www.al ansariuae.com>.

120 Philippine National Police, “After Intelligence Operations Report.”

121 Cottle, “Eastern Union: Hawala v. the War on Terrorism.”

122 “Cheap and Trusted.”
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regiond intelligence analysts concedethat they arethe primary way that money movesaround
the region and to and from the Middle East. Even if a crackdown occurred, one regional
intelligenceofficial conceded, it would ssmply drivethe brokersunderground, making monitor-
ing and regulation even more problematic.

Gold and Gem Smuggling

Hawalaisclosely linked to another aspect of terrorist financing, gold and gem smug-
gling. Gold smuggling has always been aproblemin Southeast Asia, and jewelry shopsare
often a side business for hawaladars. As a former senior official in the U.S. Treasury
Department’s Financial Crimes Enforcement Network said, “ There can be no doubt that Al
Qaeda has placed alarge share of itsassetsin gold. Thismetal isindeed the best means of
transferring secret funds.” The FATF notesthat “the advantagesthat gold providesare also
attractiveto themoney launderer, that is, the high intrinsic value, convertibility, and potentia
anonymity intransfers.” 12

TheFATF also noted the similar role of gemsinterrorist financing: “Thehighintrinsic
worth and their compact nature appear to make the gold and diamond sectors attractiveasa
cover for laundering illegal fundsfrom other crimesaswell asalaundering vehiclein and of
itself.”*2* Theliquid nature of gems, theanonymity of transfers, the ability to over-invoice, and
the high value per gem are all attractive to non-state actors. Al Qaeda sinterest in the gem
trade began in 1998 following the sei zure of financial assetsin thewake of the East African
embassies bombings.'? One senior U.S. official acknowledged that prior to the September
11 attacksAl Qaeda purchased significant amounts diamonds: “We areta king about millions
and maybetensof millionsof dollarsin profitsand laundering.” 26 In an alarming report about
Al Qaeda and the international trade in diamonds and other gemstones, the British NGO

123 Financial Action Task Force on Money Laundering, Report on Money Laundering Typologies,
2002-2003, February 14, 2003, p. 19.

124 | bid., p. 24.

125 The source of most of Al Qaeda’s diamonds is from Revolutionary United Front (RUF) rebelsin
SierraLeone. In 1999 alone, the RUF's diamond exports were worth $75 million. The top RUF trader is a
Senegalese named Ibrahim Bah, who was trained in Libya before fighting in Afghanistan with the
mujahidin. Douglas Farah, “Al Qaeda Tied to Diamond Trade,” Washington Post, November 2, 2001. Al
Qaeda also mined sapphires in Afghanistan beginning in the late 1990s. According to the General Ac-
counting Office, in 2002 one pound of diamonds was worth $225,000, while one pound of dollars and
gold were worth $45,000 and $4,800 respectively. See GAO, “Terrorist Financing: U.S. Agencies Should
Systematically Assess Terrorists Use of Alternative Funding Mechanisms,” p. 20.

126 Cited in Farah, “Al Qaeda Tied to Diamond Trade,” Washington Post.
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Global Witness estimates the figure to be up to $20 million.*?” Global Witness presents
compelling evidence that Al Qaeda has systematically been involved in theillicit trade of
diamonds and gemstones—especially from conflict zones and war-torn statesin Africa—
sincethemid-1990s. Theillicit tradein rough diamonds has served Al Qaedain four separate,
but overlapping ways.

» Toraisefundsfor Al Qaedacells;

» Tohidemoney targeted by financia sanctions;

» Tolaunder theprofitsof criminal activity; and

» Toconvert cashinto acommodity that holdsitsvalueandiseasily transportable.?®

Two of themost important Al Qaeda operativesinvolvedintheillicit gem trade (both of
whom were arrested in conjunction with the August 1998 attacks onthe U.S. embassiesin
Tanzaniaand Kenya) had extensive experiencein Southeast Asia. Wadih El Hage, who was
Osamabin Laden’sprivate secretary inthelatter part of the 1990s, traded gems on behalf of
Al Qaedaand established a Tanzanian front company with Mohammed Sadiq Odeh. Follow-
ing hisrecruitment into Al Qaedain 1990 and his subsequent training in Afghanistan (and a
brief stint in Somalia), Mohammed Sadiq Odeh lived for many yearsin Davao inthe Philip-
pines, where he participated in terrorist activities, liaised with the ML F, and was an important
financial officer for Al Qaeda.'*® Odeh was a suspect in a 1993 bombing of a cathedral in
Davao, but |eft for Kenyain 1994 before he could be charged. He returned to the Philippines
in 1995 and was arrested for possession of explosive devices; upon hisreleasein 1996 he
returned to east Africa. In court testimony, both El Hage and Odeh revealed that El Hage
made severa sdestripsto Southeast Asiawhere he sold gemstonesto middlemenin Singapore,
Malaysia, and Thailand.** Odeh himself admitted that he worked with two Sudanese broth-
ers, Samir and Ezaladen Abdel Rahman Mohamed, who were Bangkok-based gem trad-
ers.® Thejoint venture netted $500,000 for Al Qaedain the six monthsit wasin operation.

127 Global Witness, For a Few Dollars More: How al Qaeda Moved Into the Diamond Trade, April
2003.

128 1pid., p. 28.

129 nterview with amajor in the Philippine intelligence service, Camp Alguinado, Quezon City, Janu-
ary 24, 2001.

1% Global Witness, For a Few Dollars More, p. 32.

181 1pid.; see also “ The United States vs. Usama Bin Laden, et al, Day 29, 16 April 2001,” Testimony
of Mohammed Ali M. S. Odeh.
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Although Bangkok isan internationa gem trading center for both thelegal andillicittrade
in precious stonesfrom Burmaand Cambodia, and although thereisevidencethat Al Qaeda
used this market throughout the 1990s, there has not been adequate study into Al Qaeda's
continued use of the gem trade to launder assets. Thai authorities are currently conducting
investigationsinto anumber of diamond deal ersthat are suspected of being frontsfor money
launderers.

Oneclear connection between terrorism and Southeast Asian gem smuggling wasbrought
tolightonanAugust 12, 2003, raidin New York’sDiamond District. Twoindividuals, Yehuda
Abraham and M oinudeen Ahmed Hameed, were charged with arranging illegal money trans-
fersto finance the illegal importation into the United States of surface-to-air missiles by
Hemant L akhami. Hameed isan Indian citizen but aresident of Malaysiaand an associate of
Hambali. He ran a Kuala Lumpur jewelry shop/hawaladar for his fellow Gujaratis. The
business was established with the hel p of a Singaporean hawaladar—the jewelry business
being the front for the hawala business and an easy way to settle accounts. Hameed was
alleged to have had $500,000 to purchasethe missilefrom undercover FBI agentsposing as
Russ an mafiacontacts.

Donations from JI Members (Zakat and Infaq) and Outside Supporters

One of the most constant and important revenue streamsfor the organization wasdona-
tions both from J members themselves as well as from outside supporters. According to
Hambali, all J members, oncethey had pledged bayat to the organization’samir, had to pay
5 percent of their incomein zakat to their cell. Although most J memberslived fairly humble
lives, dl contributed financially to JI’scause. Severa J memberswere quitewealthy and gave
considerableamountsto the organization. Faiz bin Abu Bakar Bafanaran alarge construction
firmin Malaysia, Marebina, and wasanimportant financial backer of JI, becoming amember
of itsregional shura.*2Asoneregiona intelligenceofficial said, “ Faiz was pretty well-off, his
companieswon decent sized contractsand hispersonal donations[to JI] were pretty large.”
Hambali has confessed that JI had some $55,000 in mid-2002 that came solely from zakat.

182 Ministry of Home Affairs, “White Paper: The Jemaah Islamiyah Arrests and the Threat of
Terrorism.”
138 Cited in MacCartney and Cameron-Moore, “US to Freeze ‘Terror’ Funds in SE Asia- Sources.”



ABUZA 45

All Jl cellswere expected to be self sufficient, but the Singapore cell clearly had apri-
mary roleinfundraising for the group, owing to therel ative weal th of itsmembers. According
to detained J members, members of the Singaporean cell donated 2 percent of their salaries
to the organization in the early 1990s and 5 percent by the end of the decade. Singaporean
investigatorsbelieved that 25 percent of these fundswere given tothe Malaysian cell and 25
percent to the Indonesian cell. The remaining funds were used by the Singaporean cell for
equipment, operations, and overseastraining, aswell asdonationsto the Taliban regime.*
TheMalaysian and Indonesian cellslikewise required their membersto make both zakat and
infaqg contributionsto the movement, although they were ableto contributerelatively less.

J wasadsoinvolvedinfundraising for the MILF, which waswaging asecessionist war in
the southern Philippines. TheMILF provided training facilitiesand hosted Al Qaedatrainersat
its base Camp Abu Bakar, where it instructed JI operatives.®® In 1995, Abdullah Sungkar
called on cellsin Singapore and Ma aysiato contribute 20,000 ringgit each (roughly $8,000)
to the MILF.**® Faiz Abu Bakar Bafana asserted that he made J members make direct con-
tributions to purchase arms used for training purposes at MILF camps, and raised some
60,000 ringgit ($24,000).%" Bafanaal so claimed that he gave 3,000 ringgit ($1,200) toAbu
Hurairaupon theinstruction of Hambali; Hurairawasthe MILFliaisonto JI.

The Singapore cell seemsto have been themost activein fundraising for the MILF. Of
the 36 people detained in Singapore between December 2001 to August 2002, four were
found not to be J members but were active supportersof and fund-raisersfor the MILF. For
example, Husin Abdul Aziz, aSingaporean who had trained at an MI1LF camp, not only do-
nated S$20,000 of hisown money to the movement, but rai sed an additional S$20,000 for the
MILF in Singapore.®*® Another person detained in August 2002, Habibullah Hameed, also
raised S$40,000 over many yearsfor the MILF.

13 n a letter dated August 16, 1999, Singapore cell leader Ibrihim Maidin wrote to Taliban leader
Mullah Omar pledging support to the Taliban and offering a $1,000 donation.

185 Among the trainers were Omar al-Farug, Omar al-Hadrani, al-Mughira al-Gaza'iri, and Fathur
Rohman al-Ghozi.

13 | nterrogation report of Hashim bin Abas.

17 |CG, “Jemaah Islamiyah in Southeast Asia: Damaged but Still Dangerous,” p. 16.

13 Sjngapore-based fundraisers and supporters of the MILF now under detention include: Husin
Abdul Aziz, Sakahan Abdul Rahman, Habibullah Hameed, Faizal Khan Gulam Sarwar, and Mohammed
Agus Ahmad Selani. The latter two were arrested in December 2001, but released and placed under re-
striction. “Jemaah Islamiyah Forged Links with Regional Groups,” Sraits Times, September 20, 2001,
Ministry of Home Affairs, “White Paper: The Jemaah Islamiyah Arrests and the Threat of Terrorism.”
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Hambali has revea ed since his capture that in the summer of 2003 he authorized the
direct transfer of $27,000 to the MILF.** The money was transferred by Bashir bin Lap,
Hambali’saide, and used to purchase weapons. It was seen asathank you gift tothe MILF
for giving alarge number of Jl fugitives sanctuary.

In hisinterrogation, Hambali has admitted that as many J membersaround theregion
were registered as Islamic clergy, they were able to solicit infaq donations that could be
skimmedfor illegd activities. Itisclear that groupssuch asLaskar Jundullah, Laskar Mujahidin,
and the MM were ableto solicit donations from supporters and sympathizers, though not
actually members. For example, Omar a-Farug confessed that he worked closaly with a
Muslim-Chinese from Singapore named al-Bukhari who was animportant financier for Ji
even though heisnot known to be amember.

Individuals such as Fuad Bawazir are suspected of using the Komite IndonesiaUntuk
Solidaritas Dunialsdlam (KISDI, the Indonesian Committee for Solidarity with the Muslim
World) and the United Action Group of Indonesian Muslim Students (KAMMI), of which
Bawazir is chairman,*’ asvehiclesto transfer large amounts of elite Indonesian money to
small radical groups such as Laskar Jundullah. Thereis no evidence to suggest that Fuad
Bawazir isamember of Al Qaeda, but thereisevidencethat he has channeled fundsto groups
and organizationsthat havetieswith Al Qaeda.

KISDI was established in 1994 by afirebrand Wahhabi preacher, Ahmad Sumargono,
with alleged covert government support. KISDI was closely connected with amilitary think
tank, the Center for Policy and Development Studies, which wasthe “headquarters’ of the
military’spro-1dlamist “green faction.” *4* Military leaderswho were part of or supporters of
KISDI included two of Suharto’srelatives: hisfoster brother Probosuted)o, and hisson-in-
law, Prabowo Subianto—a one-star general and head of Kopasus.**? Sumargono was the
first outspoken Idamist leader at thetail-end of the New Order regimeand has, in many ways,
dominated the debatein the post-Suharto era. He was one of thefirst IsSlamic leadersto call

139 Elegant, “ The Terrorist Talks.” Most of the money was delivered to the MILF in cash on person.
There were also instances where JI members would open bank accounts in Malaysia, deposit funds
there, and then give ATM cards to MILF operatives based in Sabah.

140 Wicksono and Endri Kurniawati, “Following Up on Fuad,” Tempo, April 21, 2003, p. 34-35.

141 A prominent member of this group was Lt. Gen. Prabowo Subianto, Suharto’s son-in-law, who
was implicated in the May 13-15, 1998 riots in Glodok (Chinatown) and the murder of several students
at Trisakti University. It was thought that Prabowo wanted to instigate political unrest to justify martial
law and prevent the ouster of Suharto.

142 Kevin O’ Rourke, Reformasi: The Sruggle for Power in Post-Soeharto Indonesia, Sydney: Allen
and Unwin, 2002, p. 349.



ABUZA 47

on Muslimsto go to the Malukus and fight ajihad to prevent Christian paramilitariesfrom
establishing asecessionist statein 1999. But hewas permissibleto Suharto asKISDI, fromits
beginnings, was set up to cause arift between the two mainstream Muslim social organiza-
tions, the Nahdlatul Ulama (NU) and Muhammadiyah, which between them have amember-
ship of around 70 million people, and which posed asignificant civil-society threat to the New
Order regime.*** KISDI cameto thefore at amassgathering in front of the Al Azhar Mosgue
inardly for solidarity with Bosnian Mudimsin mid-February 1994. Thegroup sent volunteers
towagejihad in Bosnia-Herzegovinaand to raisefundsto build amosquein Sargjevo, which
wasto be named the Haji M ohamad Suharto M osque, although it was never built.

Another important source of fundsfor J weredonationsby Indonesiansliving oversess,
inparticular thoseinAustralia. In the 1990s, Abdullah Sungkar and Abu Bakar Ba asyir made
atotal of 11 tripsto Australiawherethey preached before audiences of Indonesian exiles.’#
They both solicited donationsfor their sermonsand sold audio-recordings. Although thereis
considerableevidencethat Jl cellshopedto expandtoAustralia, an areacalled Mantiqi 4, itis
clear that their real priority for the organizationin Australiawasfund-raising.

One of the most important waysthat JI was ableto attract donations from outside sup-
porterswasto apped for donationsfor the various madrassas (15 amic boarding schools) that
itowned. Itisvery clear that the I did not profit from tuitionsto these schools. Tuitionsand
donations kept the school srunning, but in many casesthey ran at aloss, requiring subsidies
from the organization. Indeed, thereisevidence that money from the Infaq Fisabilliah fund
(that came from annual donations of 10 percent of net revenue from Ji-linked businesses)
helped to provide financial assistance to Ji-run madrassas.**® For example, amid-level Ji
operativein Maaysia, Wan MinWan Mat, paid the utilitiesbillsfor theAl Tarbiyah Lugmanul
Hakiem School.*® There is also areport that Abu Bakar Ba asyir in 2000 had to request

143 Adam Schwartz, Indonesia: A Nation in Waiting, Boulder, Colo.: Westview Press, 1998, p. 367.

144 Martin Daly, “Bashir’s Secret Trips to Victoria,” The Age, November 2, 2002.

145 Ministry of Home Affairs, “White Paper: The Jemaah Islamiyah Arrests and the Threat of Terror-
ism,” p. 6.

146 | n the mid-1990s, while still living in exile, Abdullah Sungkar acquired a plot of land and estab-
lished an Islamic boarding school outside of the southern Malaysian city of Johor. Although we do not
know where the original money to buy the property came from, there is some evidence that five brothers
donated the land to Sungkar. The Al Tarbiyah Lugmanul Hakiem school had some 500 students at its
peak in the mid-1990s, many of whom were Singaporean Malays. The school became the center of JI's
recruiting efforts and its master, Mukhlas, later became the head of the Mantigi 1 and in 2002 a senior JI
operations chief. Another graduate, Abdul Aziz (a.k.a. Imam Samudra), who went on to train in Afghani-
stan, was the mastermind behind the Bali bombings. There were close ties between the Al Mukmin and
Al Taribiyah schools as activists and teachers regularly shuttled between the two. Simon Elegant, “The
Family Behind the Bombing,” Time Asia, November 25, 2002.



48 NBRANALYSIS

additional fundsfrom Jl to runtheAl Mukmin School in Solo.*#” According to theinterrogation
of Faiz bin Abu Bakar Bafana, Hambali discussed the request of Abu Bakar Ba asyir for a
$4,000 monthly contribution to the Mahad Ali School in Solo. Although JI did not profit from
tuitions, and indeed often had to subsidize them, these school swere the centers of JI’srecruit-
ment and operations, and thustheir financial circumstances needsto beaddressed. Thereare
of course exceptionsto this. Asmentioned above, the Om Al QuraFoundation ran two schools
in Cambodiawhile serving asamoney laundering front for Al Qaeda. Two other JI-linked
madrassas, Pesantren Hidayatullah in Balikpapan and Pondok Pesantren Darul Aman in
Gombara (Ujung Pandang) were tied to the Laskar Jundullah and received funds from
KOMPAK and Al Haramain.'#®

Loopholes in the Isamic and Formal Banking Sectors

Animportant likely source of funding that J| may have accesstoisAl Qaedainvestments
and bank accountslong established in theregion’s|damic banking sector. Idamic banksthem-
selvesare not conspiratorial funders of terrorism. Rather, many |slamic banks happen to be
based in countrieswith wesk financial oversight and lax supervision. Their religiousnature a so
accordsthem agrester degree of autonomy—thereislesswillingnessto questiontheir integrity
or to provide external oversight. Asldamic bankswere established to circumvent the practice
of paying and charging interest they often commingle fundsto createinvestment vehicles,
thereby “ creating ready opportunitiesfor anonymous money transfersand settlements.” 14

Although hewas disowned by hisfamily, Osamabin Laden, himself abusinessman and
financier, would have been aware of theinvestment climate and banking sector in Malaysia,
oneof theworld's pre-eminent Ilamic banking centers.*® Jamal a-Fadl, aformer member of

147 Established in 1972, the land for the Al Mukmin School in Solo was donated by Kia Haji Abu
Amman, an ulama in Solo who was notable in the 1960s for his desire to create an Islamic state. Al
Mukmin now sits on a four hectare compound and has some 1,900 students. The school charges $100
per year including room and board for the poorest students. Other students pay approximately $25 per
month, still a paltry sum considering the size, facilities, and scope of the school, not to mention their
grandiose expansion goals. Abu Bakar Ba asyir told me that Al Mukmin received donations from both
home and abroad, but would not provide further details. Interview with Abu Bakar Ba asyir, Ngruki,
Solo, June 11, 2002.

148 BIN, “Interrogation Report of Omar a-Farug.”

149 Terrorist Financing: Report of an Independent Task Force Sponsored by the Council on For-
eign Relations, p. 10.

1%0 By June 2001, “total Islamic banking assets stood at RM51.97 billion, or 7.3 percent of overall
banking assets.” Between 1994 and 2000, Islamic banking assets in Malaysia increased by 64 percent.
In 2001, the share of Islamic banking assets as a percentage of total banking assets increased by 7.6
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Al Qaedaand one of bin Laden’stop financid officias, stated that bin Laden frequently used
Islamic banksin Malaysia.> Abdul Manaf Kasmuri, the former Malaysian army colonel,
worked for an Idamicfinancial institution Koperas Belialdam.*

Thereisalso concern over Malaysia's off shore banking center on Labuan Island. Ma-
laysiaestablished the L abuan Offshore Financia Centrein October 1990in order to makethe
country moreattractive asan international offshore banking center. Labuan’sfinancia sector is
subject to less stringent oversight, disclosure, and accounting rules, and has been of major
concernto law enforcement officialssinceitsfounding, despitethe 1996 establishment of the
L abuan Offshore Financial ServicesAuthority to provide greater oversight. Similar concerns
exist with Brunei, which established the Brunel International Finance Center inJuly 2000inan
attempt to tap thelucrative | lamic banking market.*>® Brunei hasaweak legal and regulatory
framework, and despite passing amoney-laundering ordinancein 2000 and making effortsto
improveitsoversight capacity, itisstill oneof thelessregulated financial marketsintheregion.
Although noterrorist-linked funding to date hasbeen frozenin Brunei, givenitswesk financial
oversight capacity, Brunei hasthe potential to beanimportant financial center for Al Qaedain
much the sameway asthe organization has used the poorly regulated United Arab Emirates.

Thailand al so made apush to boost Islamic banking starting in 2000. On the one hand,
theplan wasto prevent capital outflow from southern Thailand into Idamic banksin neighbor-
ing Malaysia. On the other, it was a move designed to attract Gulf/Saudi capital. Several
banks, including the Thai Bank for Agriculture and the Thai Government Savings Bank, offer
interest-free, sharia compliant financial servicesbased on*Islamic principles.” Krung Thai
Bank, the country’s second largest bank, offers Islamic banking at four branches, in Yala,
Patani, Narathiwat, and Bangkok.

percent, amounting to 52 billion ringgit (roughly $5 billion). Deposits at Islamic banks went up by 8.3
percent to 40.6 billion ringgit and Islamic financing increased by 6.1 percent to 24.6 billion ringgit. For
more see Baidura Ahmad, “Strong Growth Seen for Islamic Banking and Takaful,” New Sraits Times,
October 2, 2001. The bin Laden’s family business, the Bin Laden Group, moreover, had extensive
holdings and investments in Malaysia. It received some of the tenders to build the North-South high-
way and construction work at the Kuala Lumpur International Airport. It also established Samak Aquac-
ulture, a shrimp farming concern in Kerpan, Kedah, as a joint venture with the state government in 1993
(the company was closed in 1997 following a land scandal).

151 About 8-10 percent of banking assets in Malaysia are in Islamic banks. See Dafna Linzer, “From
New York to Kabul and Back: Star Witness at the Embassy Bombing Trial Revealed bin Laden’s World,”
Associated Press, in International Herald Tribune, October 1, 2001; John Williams, “Trail of Terrorist
Dollars that Spans the World,” Financial Times, November 29, 2001.

152 “| SA Arrest of Ex-Colonel Must Be in Good Faith—Sukham,” Malaysiakini.

1% The most important investors in the Brunei International Finance Center are the Bahrain-based
Islamic Development Bank Infrastructure Fund and the Islamic Mutual Fund, which opened in August 2001.
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Indeed, theformal banking and financial sectorsare poorly regulated acrosstheregion
(with the exception of Singapore), which makesfund transfersand money laundering easier.
Three statesin theregion, the Philippines, Indonesia, and Burma, are onthe FATF sblacklist
as money laundering states. Given the patience that Al Qaeda and JI displayed during the
decade-pluslong period in which they established their networksin theregion, and the numer-
ous loopholes and opportunities to hide funds that present themselvesin Southeast Asia's
formal and Islamic banking sectors, it is most concelvable that there are Al Qaeda and Ji
investmentsor holdingsintheregion.

Petty Crime, Racketeering, Extortion, and Kidnapping

Findly, one cannot overlook the nexus of terrorism and transnational crime. Accordingto
the testimony of Mohammed Nassir bin Abbas (the former head of Mantiqi 3), Abu Bakar
Ba asyir wasfregquently asked by hisstudentswhether computer hacking wasldamic. Justify-
ing onlinefraud, Ba asyir replied “ You can take their blood, then why not take their prop-
erty?’'** There is along tradition of fa'i in Southeast Asia—using money from crime to
support religious causes. I deological puristsoften use criminalsor find criminalswho have
found areligiouscalling or aretrying to atonefor their sins. Sidney Jones of the International
Crisis Group writes of the close ties between jihadists and preman (thugs and common
criminals).®® Mukhlas wrote in his treatise on the Bali bombings that joining ajihad was
always seen asagood way for sinnersto repent, and thus criminalswere actively courted. In
thetreati se herecountsastory in which hewascriticized by aMudlim preacher for enlistinga
former preman to command the Laskar Mujahidininthe Malukus: “How canyou cal thisa
holy war when your commander isan ex-thug?” Mukhlasmerely replied, “ Sowhereareyour
forces, and why don’t you become acommander instead of just sitting there counting your
prayer beads?’ 1%

Criminal activitiesprovided thefirst break for the authoritiesin uncovering JI’s network
inmonths before September 11, 2001. Already the Malaysian policewereon heightened dert
following a botched bank robbery in Petaling Jaya in May 2001.%%” The cell that was

1% Catharine Munro, “Muklas Confessed to Bali, Court Told,” The Age, July 23, 2003.

5 1CG, “Jemaah Islamiyah in Southeast Asia: Damaged but Still Dangerous,” pp. 24-25.

16 Ali Ghufron (Mukhlas), Jihad Bom Bali, April 2003.

157 Although two suspects were killed, one survived and his interrogation led to the arrest of nine
others. This was the opening that allowed the authorities to begin uncovering links between JI and the
KMM.
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responsiblefor the Bali bombingsin part funded itself through the robbery of jewelry shops.
Four of the 16 people arrested in connection with the Bali bombingshad robbed the ElitaGold
Store, stealing 2.5 kg of gold to help fund the operation (see bel ow for more detailson the Bali
attack).'*® Imam Samudra, one of the leaders of the Bali plot, wasalsoinvolved in credit card
theft to fund hisoperations. Samudra purchased itemsonline, especially jewelry, using stolen
credit card numbersand then resold theitems.> The Indonesian investigatorson the Bali case
later stated that in the course of their investigation they had foiled aplot to rob abank and had
arrested 13 suspects.*®® Surprisingly, one criminal activity that JI isnot knownto beinvolved
inisdrug running.**! Although using drugsisconsidered un-Islamic, their production and sale
toinfidelsisnot; itissmply another formof fa’i.

It seems odd that terroristswould put their entire operation in jeopardy by engaging in
risky and low-yield criminal ventures, although they continueto do so, often with disastrous
results. For example, a Bank Lippo robbery in
Medan in early May 2003 by the wakalah
groups®? of northern Sumatraled to the arrest of
one of the key Bali bombers, Jhoni Hendrawan.
Therobbery, which led to themurder of three bank
employees, netted some 13 million rupiah for the
cdl, whichwasplanning moreterrorist attacks. The
suspectsclaimed in their statementsto the police
that they were not committing robbery but fa’'i. At the time of their arrest, the group was
planning another robbery in Pekenbaru in Sumatra.’®®* What this seemsto indicate is that
individua cells, in such acompartmentalized organization, havelittle accessto fundsfor their
own livelihood and day-to-day operations.

It seems odd that terrorists would put
their entire operation in jeopardy by
engaging in risky and low-yield crimi-
nal ventures, although they continue to
do so, often with disastrous results.

1% On September 8, 2003, three of the four were sentenced to 15-16 years for their role in financing
the Bali bombings. None were directly linked to the bombing itself. The three were Andi Hidayat, Jnaedi,
and Abdul Rauf.

1% Darmawan Sepriyossa and Wahu Mulyono, “Bag of Tricks,” Tempo, January 27, 2003.

160 “Bali Investigators Foil Fresh Plot to Blow Up Bank,” Sraits Times, November 27, 2002.

161 Al Qaeda was very active in the drug trade when it was based in Afghanistan, controlling around
10 percent of the Taliban’s exports of heroin, and earning approximately $1 billion. The General Accounting
Office asserts that JI is involved in the heroin trade, though it offers no proof. See GAO, “Terrorist
Financing: U.S. Agencies Should Systematically Assess Terrorists' Use of Alternative Funding Mecha-
nisms,” p. 11.

162 These are criminal gangs affiliated with JI.

163 Edy Budiyarso and Bambang Soedjiartono, “No Ordinary Robbers?’” Tempo, July 7, 2003; Damar
Harsanto, “Another Key Suspect in Bali Bombings,” Jakarta Post, July 1, 2002.
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Thereisgrowing concern that thereis considerabl e overlap between organized crime
and terrorism. Dawood | brihim, leader of an Indian criminal gang with suspected tiesto Paki-
stani intelligenceand Al Qaeda, has significant businessinterestsin the Philippines, Singapore,
and Thailand, aswell asin Sri Lanka and Hong Kong. Although Dawood is suspected of
working with Al Qaedaon occasion, heisnot amember of the organi zation. Any relationship
between his gang and the terrorist organization is commercial in nature, but this does not
discredit theimportance of such arelationship, sinceterroristsrely onthe sameillegal opera-
tionsastransnational crimina enterprises.

In December 2001, Thai police, with the assistance of the CIA, broke up two counter-
feiting ringsin Bangkok run by Dawood. In Thailand, Dawood recruited heavily from the small
community of Thai Muslimsfrom the southern province of Narathiwat. Therearethreesmall
radical Muslim groupsin southern Thailand. From 1999 there was an attempt to bring two of
them, the Wae Ka Raeh (WK R) and the Guragan Mujahidin Islam Patani, into an enlarged Ji
organization, the Rabitatul Mujahidin. The head of the WK R fought with theAfghan mujahidin,
but for the most part they are criminal gangs. The WKR isthought to earn 10 million baht
(about $225,000) ayear in contract killingsand “enforcement.” 254 Both of these groupswere
involved in gun-running from thearms markets a ong the Thai-Cambodian and Thai-Burmese
bordersto southern Thailand, where weaponswere purchased by Acehnese GAM rebelsand
MILF officids, aswell ascrimina gangs.

Another example of the links between terrorist and criminal organizationsistheAbu
Sayyaf Group (ASG), which wasfounded by Abdurajak Janjalani in 1991 with seed money
from Al Qaeda, and sustained through the early 1990s by funds skimmed from Al Qaeda-
linked charities. By 1995, ASG apparently had lost much of its money after bin Laden’s
brother-in-lawv—Al Qaeda sfinancial conduit into the region—wasexpelled from the Philip-
pines. In December 1998 Janjal ani waskilled in ashootout with policeforces, and the group
lost much of itsideol ogical fervor and mission. Oneonly hastolook at achronology of ASG
operationsto chart theimpact of thelossof international funding. From 1996 to 2000 theASG
engaged in some 266 terrorist activities, but by 2000 the ASG had degenerated into akidnap
gang, conducting three major incidentsthat brought renewed attention to the group:

* March 2000—TheASG kidnapped 55 people: school children, teachers, and apriestin
Badlan.

* April 2000—TheASG kidnapped 20 foreignersand one Filipino from adiving resort on
theMaaysianidand of Sipidan.

&4 “Muslim Group Linked to Attacks in Thailand,” Sraits Times, March 25, 2002.
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* May 2001 — The ASG kidnapped 30 tourists from the Don Palmas diving resort on
Pdawan.

AccordingtoaBasilan palitician, “ It waseasier to deal with them whenthey had asingle
|leader—and an ideology. Now, these guys arein it for the money, and there’s no stopping
them.”1¢® The demandsfor $1 million ransoms per hostage led many to consider the ASG as
nothing morethan acrimina menacerather than asecess onist insurgency with legitimategriev-
ances. AsPhilippine National Security Advisor Roilo Golez said, “ We have no evidencethat
Abu Sayyaf has gotten financing from bin L aden recently. Otherwise they would not haveto
resort to kidnapping.” 1% According to the Philippine Presidentia spokesman, Rigoberto Tiglao:

Sincethe death of Janjalani, believed to be the [Abu Sayyaf] ideologue, the band has
degenerated into acriminal kidnap for ransom group using Islamic militancy asaruse
to gain the support of afew Muslim villagesin Basilan island wherethey takerefuge.
The Abu Sayyaf Group has split into two groups because of their squabbles over
ransom money.

Indeed, oneAbu Sayyaf defector said that he quit themovement * becausethe group lost
itsoriginal reasonfor being. Theactivitieswerenot for Idam but for personal gratification. We
abducted peoplenot any morefor the cause of 1slam but for money.” %8 In addition to kidnap-
ping, the ASG engagesin extortion, taxes from peasants, fishermen, coconut growers, and
businessmen. TheA SG a so engagesin marijuanacultivation, and in July 1999 Philippine se-
curity forcesdestroyed some 70,000 marijuanapl antsworth 20 million pesos ($10 million).1%

Although thelinksbetween Jl and the A SG are unclear, thereis causefor considerable
concern—the $20 million of ransom money that the group isthought to have earned cannot be
fully accounted for. Although there are allegations that both the Libyan and the Philippine
negotiatorsembezzled morethan half of thefunds,* thisisstill asignificant amount of money

18 Tim McGirk, “Perpetually Perilous,” Time Asia, June 18, 2001.

166 Carlos Conde, “Muslim Cleric Confirms bin Laden Visit to Mindanao.” Philippine Daily In-
quirer, November 2001.

167 “Full Text of Palace Letter to The New York Times,” Philippine Daily Inquirer.

168 Cited in Jose Torres Jr., Into the Mountain: Hostaged by the Abu Sayyaf, Quezon: Claretian
Publications, 2001, p. 41.

169 Rohan Gunaratna, “The Evolution and Tactics of the Abu Sayyaf Group,” Jane’s Intelligence
Review, July 2001.

170 ibyan negotiators Abdul Rajjab Azzarouq and his assistant Ismail Gaddafi of the International
Charitable Foundation said they received $25 million from fund raisers abroad. The Philippine negotia-
tor Robert Aventgjado asserts that the Libyan negotiators embezzled the money; they in turn assert that
he did. Ghalib Andang, the Abu Sayyaf commander, said he received only 10 million pesos (about
$180,000), 4 million of which was given to Abu Sayyaf leader Mujib Susukan, 1 million to each of hisfirst
and second wives, and 2 million to his third wife. Barbara Mae Dacanay, “Envoy Blamed for Missing
Millions,” Gulf News, December 13, 2003.
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that cannot be hidden in aregion asimpoverished as Basilan and the Suluislands, whereit
would cause considerableinflationary pressure. Thus, we must consider thelikelihood that
much of thefundsweretransferred to other militant groupsin theregion.

How JI Moves and Operationalizes Money—The Bali Bombings as a Case Study

Once money entered JI coffers, the jihad fund, it was moved around the region by a
variety of meansfor different terrorist operations. For example, with theAtrium Mall bombing
in 2001, Faiz bin Abu Bakar Bafana provided money to |mam Samudraand the other bomb-
erson three occasions between January and October 2001, each by adifferent means. The
first payment of 20,000 ringgit (about $5,000) was a cash handover. The second transfer of
10,000 ringgit wasthrough ahawala money changer. Thethird amount of 15,000 ringgit was
viacourier.'™* The payments, through different channelsand over such along period of time,
weredesigned to shield against outside scrutiny. During histrial, Bafanatestified that hedid not
know how the money would be used—evidence of the extreme compartmentalization of the
organi zation. Perhapsthe best exampl e of how JI raises, moves, and operationalizesmoney is
theexample provided by theinvestigation into the Bali bombings.

Through close scrutiny of the indictments and interrogation reports, it is evident that
funding for the Bali bombings camefrom avariety of sourcesand through different channels
over time. Theindictment of Mukhlas makes note that he had roughly $30,500 aswell as
200,000 baht for “jihad operations.” 1 The indictment is not clear on the source of all the
money, and simply makes note of “donations.” We now know, through the interrogation of
Hambali, that thisfunding camedirectly from Al Qaeda schief of operations, Khalid Sheikh
Mohammed, and that Al Qaedawas so pleased with the Bali bombingsthat it sent an addi-
tional $100,000 to Hambali to use at hisown discretion.*” It isinteresting that some of the
money was denominated in baht, and it rai ses some questions about whether thereisacon-
nection to the Om Al QuraFoundation.

Thefirst source of money went from JI treasurer Wan Min Wan Mat to Mukhlas, the
head of Mantiqgi 1 and the older brother of two of the Bali bombers. InMarch 2002, Wan Min
transferred about $15,500 for “jihad activities.” Mukhlasused about 19 million rupiah (roughly
$2,000) for travel expendituresto return to Indonesiafrom Bangkok, but the rest went to the

1 Indictment of Abu Bakar Ba asyir, Office of the Attorney General, Indonesia, April 2003, p. 5.
172 Indictment of Ali Ghufron, alias Mukhlas, p. 3.
173 Elegant, “The Terrorist Talks.”
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Bali plot.1"* At ameeting in Solo in August 2002, when the Bali plot was coming together,
Mukhlas* prepared thefund” from Wan Minwith Thai baht and U.S. dollarsworth approxi-
mately $27,500.17

Mukhlas arranged to have $10,000 and 200,000 baht transferred to him at hishomein
Lamongan, Indonesia, in July 2002, through an Indonesian laborer workingin Malaysia. In
September 2002 he again used apersonal courier to transfer $5,000 from Maaysiat® Mukhlas
then transferred the money to Jhoni Hendrawan (1dris), the assistant to Imam Samudraand the
logistical chief of the Bali attack, in a series of handovers. In August 2002 he gave Jhoni
Hendrawan 50 million rupiah, and in the next six weeks he made four paymentsof 75 million
rupiah each. Previoudy Hendrawan had accepted 125 million rupiah ($12,500) from Mukhlas.
In aSeptember 2002 meeting, M ukhlas a so gave Dulmatin 20 million rupiah, and handed
over 5million rupiah to hisbrother Ali Imron. At ameeting in Solo in September 2002, Jhoni
Hendrawan gave Amrozi some 23 million rupiah; 13 million rupiah wasto be used for the
chemicalsfor the bomb, while theremaining 10 million wasto be used for the down-payment
on the mini-van used to carry the bomb. At ameeting four dayslater, Jnoni Hendrawan gave
Amrozi an additional 21.5 million rupiah to complete the purchase of the van.*’” On October
4, 2002, Amrozi received another 10 million rupiah from Jhoni Hendrawan, and 25 million
rupiah directly from Mukhlas to rent a car, purchase the get-away motorcycle, and rent a
housein Bali. At another meeting on October 9-10, Mukhlasdirectly handed 30 million rupiah
to Jhoni Hendrawan for last-minute expendituresand “to motivate” the bombers.1’®

Therewasalso asecond pipeline of money that camefromthecrimina activitiesof Imam
Samudra. In July 2002 Samudrarecruited two individualsto rob agold shop in Serang, “the
result of which would be used to fund thejihad and it was agreed that the defendant would
keep al the money and manage its expenditure.”*”® Samudra gave the robbers 6.5 million
rupiah to purchase a motorcycle and three guns. The net from the robbery was 2.5 kg of
jewelsand 5 million rupiah in cash. The robbers turned over the money to Samudra, who
himself turned it over to Syahid Fuad. Fuad gave Imam Samudra 30 million rupiahand a0.5
kg bar of gold. Samudra gave the cash to Abdul Rauf. On September 18, 2002, Amrozi

74 1 bid.

175 | bid.

176 | bid.

7 Indictment of Amrozi bin H. Nurhasyim, Denpassar office of the Counsel of the Prosecution of
Justice, Indonesia, April 30, 2003, p. 7.

178 | bid., p. 37.

179 | ndictment of Abdul Aziz, alias Imam Samudra, Denpassar office of the Counsel of the Prosecu-
tion of Justice, Indonesia, May 20, 2003, p. 17.
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received an additiona 20 million rupiah from Imam Samudra.**° Thismoney camefrom Abdul
Rauf through abank account for Utomo Pamungkas.*®! The Indonesian police believe that
Utomo also had closetiesto KOMPAK.

Themoney trail for the Bali bombings providestwo important | essons about combating
terrorist financing, other than the obvious conclusion that not much money isneeded to perpe-
tratethese attacks. First, most funding for operations appearsto comedirectly fromAl Qaeda
coffers, with only asmall amount coming from J’sown funds. Indeed, following the successful
Bdli attack, Khalid Sheikh Mohammed forwarded an additional $100,000 to Hambali for use
infuture operationsof hisown choosing. Second, the money tendsto movein cash by trusted
couriersand lieutenants. Intercepting money destined for terrorist attacksisthereforeunlikely
evenwithincreased financid scrutiny.

Combating Terrorist Funding

Thissection will focus on effortsthat are being made to counter terrorist financing in
Southeast Asig, and some of themany uni-, bi- and multi-lateral impedimentsto stemming the
flow. Infact, little hasbeen doneto disrupt the extensivefinancia networksthat Al Qaedaand
J have established in Southeast Asia. While someimportant Al Qaedaand Jl funding mecha-
nismsareimpossibleto shut down (direct cash transfers, donations from members and sup-
porters, and proceeds from crime), weak domestic | egisl ation, resource-strapped financial
investigative agencies, poor enforcement capacity, and alack of political will have hampered
thisimportant front in the war on terrorism. To that end, Southeast Asialikely remains an
important financia hub for the Al Qaedaorganization, while Jl will beabletorecruit, trainand
fund anew round of attacks. While governments continueto target Jl leaders, they have done
littletotarget the“ingtitutions of terror.” Governmentsin the region must be more proactivein
their investigationsof other funding mechani smswhich are more susceptibleto disruption, and
havethe political will to closethem down, including popular charities.

The Problem with Designations

The United Nationshasaprocess, known asthe Resolution 1390 List, by which terrorist
funders (individuals, NGOs, charities, and corporations) can be designated as such. Thedes-

180 | i,
#1 | bid., p. 4.
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ignations havefour ostensible purposes. First, to freeze assets so that they cannot be used to
perpetrate terrorist acts. Second, to makeitillegal for citizens of any UN member-state to
havefinancia transactionswiththeseentitiesor individuals(i.e., it criminalizesthe act of doing
businesswith the designees). Third, to givelaw enforcement officialsatool to useto disrupt
terrorist cells (e.g., in Indonesia, where JI has not been outlawed as an organization, the
designation of Imam Samudraiscritically important. If investigators can provethat someone
had afinancid transaction with Samudra, then that individual hascommitted acrimeand acase
can be opened). Fourth, to serve as a deterrent and to force terrorist organizations to con-
gtantly shift their financial mechanisms.

TheResolution 1390 list hasgrown considerably sincethe September 11 attacks, but the
number of Southeast Asianson thelistissmall. Asmentioned above, pursuant to UN Security
Council Resolution 1390 (2002), and paragraphs (B) of Resolution 1267 (1999), and 8(C) of
Resolution 1333 (2000), only the assetsof two Jl leaders, Hambali and Abu Jibril, have been
ordered frozen, although nonewere ever found. Resolution 1390 a so has problems of timeli-
ness. Despite being wanted fugitives since mid-2000, and named as JI leadersin mid-2001,
their assetswere only frozen in January 2003, 18 months after Abu Jibril wasoriginaly ar-
rested. Jemaah Idamiyahitsalf wasonly designated asaterrorist organizationin mid-October
2002, eleven days after the Bali bombings. Among thereasonsfor the delay in designating Ji
aterrorist organization were diplomatic pressurefrom Indonesiaand pressurefromU.S. State
Department officialswho feared that Indonesiawould limit itstepid cooperation in thewar on
terrorism. Jl wasfinally designated aterrorist organization at the urging of Australia, whose
citizenscomprised amost half of theBali victims.

Theseexampl esillustrateamultitude of problemswhenit comesto designating terrorist
funders, problemsboth within statesand at theinternational level . At thedomesticlevel, much
of theproblemisnotinidentifyingterrorist financiers, but inthebureaucratic politicsover what
to do oncethey have beenidentified. Therecan beintense bureaucratic competition, aseach
government agency sees the problem of terrorist funding from its narrow and parochial
perspective. In early 2003, as mentioned above, the U.S. Treasury Department’s Office of
Foreign Asset Control drew up alist of 300individuals, charities, and corporationsin South-
eastAsiabelievedto beAl Qaedaand Jl funders. The Treasury Department wanted toinclude
asmany of the 300 aspossible, but State Department officialscomplained that the Treasury’s
actionswere so“incompetent” at first that they lost al credibility intheinter-agency process.
Officialsat the State Department feared the diplomati c backl ash—especially fromtheMa ay-
sians, who comprised much of the original list. The State Department also questioned the
overall efficacy of such a mass designation and doubted that it would have any effect in
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stopping terrorism. For the intelligence community, terrorist financiers were an important
intelligence gathering tool. Whilethe CIA did not obstruct the designation process, they did
articulateaposition that favored intelligence gathering. CI A officialswanted theknown fronts
to remain operating so that they could better monitor them and theindividual sassociated with
them. The CIA also seemed more concerned that terrorists would be driven further under-
ground and simply establish new funding mechanisms, charities, and companiesthat would
have to be uncovered. The FBI, which seemed to be taking advantage of the Treasury
Department’ smissteps, tried to becomethelead agency in tracking terrorist assets by estab-
lishing the Terrorism Financial Review Group, an inter-agency grouping.’® Due to inter-
agency politicsand diplomatic opposition, thelist waswinnowed downto 18individualsand
10 companies.

Moreover, this short list was the result of bureaucratic competition within the United
Statesalone. Oncethe principal agenciesintheU.S. government werein agreement, thelist
had to be sold to allies in Southeast Asia, since the United States cannot make unilateral
designations. All the states of Southeast Asiahaveresisted these U.S. effortsfor anumber of
reasons. The primary resistance has come from Malaysia. Although an agreement was re-
ported to be close before Secretary of State Colin Powel’strip to theregion in June 2003 for
theASEAN summit, Maaysiabalked. Although KualaL umpur had been cooperativeinthe
past, Prime Minister Mahathir Mohammad’' srancorous anti-\Westernism, and anti-American-
ism during and after the Irag War, led to acessation of cooperation.

All theregional states a so feared the economic backlash if they cracked downtoo hard.
Casting a*“terrorist funding net” too widewould have economic ramificationsin aregion that
still hasnot recovered fully from the 1997-98 financial crisis. A number of U.S. officialscom-
plained that although Malaysiawas putting up stiff resistance, simply because of the sheer
number of firmsinitsjurisdiction that the United States hopesto designate, much of theresis-
tance was coming from Singapore. Although the city-state has been asteadfast U.S. partner in
thewar on terrorism and provided significant intelligence support for counter-terrorism opera-
tionsaround the region, avigorous crackdown on money laundering would hurt an economy
that has always benefited from questionable money transfersto and from Indonesia.

182 The bureaucratic rivalry and competition hampering terrorist financing was highlighted in the
General Accounting Office's report “Terrorist Financing: U.S. Agencies Should Systematically Assess
Terrorists' Use of Alternative Funding Mechanisms.” In particular this report criticized the intelligence
and law enforcement community’s inability to study alternative sources of funding and movement of
money.
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Therewasintensepolitical pressureonthe Treasury Department throughthefall of 2003,
culminating inreport from the General Accounting Office (GAO)—theinvestigativearm of
Congress—that washighly critical of U.S. effortsto stemterrorist funding.**Althoughthereport
cited bureaucraticinfighting, therewasstill political pressure onthe Office of Foreign Asset
Control to step up thenumber of designations. To that end, on September 5, 2003, U.S. Trea-
sury Secretary John Snow announced that the United Stateswasdesignating tenindividualsas
terrorist fundersunder Executive Order 13224. “ Thisdesignationisyet another important step
inthe ongoing effort by theinternational community to shut down Jl terrorist operationsin
SoutheastAsia,” Secretary Snow stated.’® The Malaysian government concurrently announced
that it had submitted the namesof tenindividualsdirectly tothe United Nationsfor inclusion
under Resolution 1390. Yet theactual designationswereadisappointment.

TheU.S. list included seven Indonesians, two Filipinos, and one Pakistani. Five of the
ten had already been arrested. Infact, the only significant figureonthe U.S. list in terms of
terrorist financing whoisdtill at largeisArisMunandar, the Central Javadirector of KOMPAK.
Thelist did not includetwo Singaporeanswho had originally been dotted: Mas Selamat Kestari,
aSingapore Jl cell leader who was arrested in Indonesia, and Ishak Noohu. TheMalaysian
government issued itslist directly to the United Nations, asit did not want to be seen ascaving
into U.S. pressure; it also made no public announcement regarding the designations, indi cat-
ing itsfear of drawing attention to theissue.*®® Just days before the government took action,
Foreign Minister Datuk Seri Sayed Hamid Albar stated: “ Thereis no evidence within the
Malaysian banking system to suggest that any Malaysian hasfinanced aterrorist operation.” 1%

Terrorist financing issuesremain asengtiveissuefor Maaysia, which hastaken umbrage
at any suggestion that itsfinancial institutions have been used to support terrorism, angered at
theinsinuation that the most devel oped “ Muslim economy” could be used for terrorism. This
was most evident during the designation of companiesasterrorist funders. Theoriginal U.S.

18 GAO, “Terrorist Financing: U.S. Agencies Should Systematically Assess Terrorists’ Use of
Alternative Funding Mechanisms.”

18 Department of the Treasury, Office of Public Affairs, “ Snow Announces Designation of 10 Jemaah
Islamiyah Terrorists,” Press Release, September 5, 2003. Thefull U.S. list included: Yassin Sywal, Mukhlis
Yunos (arrested), Imam Samudra (arrested), Huda bin Abdul Haq (a.k.a. Ali Ghufron a.k.a. Mukhlas)
(arrested), Parlindungan Sirega, Julkipli Salim Y Salamuddin, Aris Munandar, Fathur Rohman al-Ghozi,
Agus Dwikarna (arrested), and Abdul Hakim Murad (arrested).

18 The Malaysian list included: Sulaiman Bin Abas (arrested), Wan Min Wan Mat (arrested), Zaini
Zakaria, Zulkifli BinAbdul Hir, Zulkifli Marzuki, Yazid Sufaat (arrested), Abdul Manaf Kasmuri (arrested),
Azahari bin Husin, Amran bin Mansour, and Noordin Mohamed Mop Top.

18 Bruce Cheeseman, “Malaysia Pressed on Jemaah Islamiya Funding,” Australian Financial
Review, August 29, 2003.
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Treasury Department listing contained ten firms, al based in Malaysia, which were controlled
by J members and which donated 10 percent of their proceedsinto thejihad fund.’®” (Even
here, these ten were only ahandful of Jl and Al Qaeda-linked firmsin theregion; several of
them had been defunct for several years). The Malaysian government refused to cooperate
withthe United States, arguing that such designationswere pointlessgiven that somethefirms
weredefunct, had changed hands, or did not generateincomefor J membersalone. Themain
reason for the Malaysian government’sreluctance wasitsfear that the designationswould
have an adverseimpact on Maaysia seconomy, potentially scaring away investorswho might
view the country asaterrorist haven. U.S. officid sremain pessmistic that theten firmswould
ever bedesignated by the Malaysians.

Asaresult of the fallout of the GAO report, the Treasury Department is preparing a
spate of new designations around theworld, including Southeast Asia, expected inthefirst
quarter of 2004. Yet thereistill alot of debate asto what the most effectivetargets should be.
For example, administration official sare unsure of whether to designate KOMPAK, acharity
linked to JI and militant activities but which has also been involved in legitimate charitable
activities. Likewise, thereisaquestion of whether to designate armsof the MILF, aMuslim
insurgent army that hasbeen fighting for ahomeland sincethelate 1970s. Though the MILF
has not been designated asaforeign terrorist organization, owing to its popular legitimacy, it
hasengaged interrorist acts, and hasbeen linked to both Al Qaedaand Jl, including providing
J memberswith sanctuary and placesto train. Yet thereal issueisnot over who or what to
designate, but the degreeto which the governmentsin theregion commit themsealvesto enforc-
ing thedesignations, freezing assetsand investigating individua sand entitiesthat havefinancia
dealingswith the designees. To date, the governments of the region have not seen that enforce-
ment of the designationsisan important component intheir war on terrorism.

Multilateral Efforts

There has been some attempt to forge multilateral solutionsto stemterrorist fundingin
Southeast Asia, but multilateral approaches have been weak and inconsistent. For example,
only six of theten ASEAN stateshave signed the I nternational Convention for the Suppression
of the Financing of Terrorism (1999), and only three have ratified it. All ASEAN states

187 Among the ten firms are: Excelsetia Sdn. Bhd. (defunct), Marabina Sdn. Bhd. (defunct), Twin
Two Trading Co. Sdn. Bhd., Gulf Shores Sdn. Bhd., Shafatex Niaga Sdn. Bhd., Aliran Salam Sdn. Bhd.,
Min Hwa Envelope Sdn. Bhd. (in receivership), and Mawashi Corporation Sdn. Bhd.
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Table 1. ASEAN Signatories to the International Convention for the
Suppression of the Financing of Terrorism?e

State Signed Ratified

Brune — December 4, 2002
Burma November 12, 2001 —

Cambodia November 11, 2001 —

Indonesia September 24, 2001 —

Laos — —

Malaysia — —

Philippines November 16, 2001 —

Singapore December 18, 2001 December 30, 2002
Thailand December 18, 2001 —

Vietnam — September 25, 2002

endorsed UN Security Resolution 1373 on the Suppression of the Financing of Terrorism, but
their implementation of theresol ution hasbeen varied.

Implementation of thesetwo UN instruments has been uneven. Some states have not put
inplacefinancial oversight mechanismsto monitor and enforce the convention and resol ution.
For others, there were ahost of far more pressing issuesin the wake of the Asian financial
crisisof 1997-98, which led to massiverestructuring of their respective economic systems. As
international terrorism did not appear to threaten Southeast Asiauntil the Bali bombingsin
October 2002, therewaslittleincentivefor the governmentsto put ahigh priority on thisissue.
Wherethe governmentswere pressured by theinternational community to implement reforms
wasintheareaof anti-money laundering.

18 See United Nations, <www.un.org/law/cod/finterr.htm>.
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Anti-Money Laundering

Oneof theonly toolsthat |aw enforcement officialshaveto combat terrorist financing is
anti-money laundering statutes. Thisisinherently aproblemin combating terrorist financing as
money laundering statutesare only effectivein combating largetransfersof illega fundsthat
enter and movethrough thelegal financial system. Since September 11, 2001, theinternationa
community has based counter-terrorist financing policieson existing anti-money laundering
frameworks. In October 2001 the FATF came up with eight recommendationsfor statesin
order to establish abaselineinternational standard for combating terrorist financing.'® These
recommendationsinclude:

« Ratifyingandimplementing UN instruments

* Crimindizing thefinancing of terrorism and associated money laundering;

* Freezing and confiscating terrorist assets,

* Reporting suspicioustransactionsrelated to terrorism;

» Formalizing greater internationa cooperation through treaties or other agreements,

* Licensing and registering businesses engaged in aternative forms of remittances(e.g.,
hawala);

* Requiring accurate and meaningful originator datafor wiretransfers; and
» Reviewing theadequacy of lawsregulating non-profit organizations.

In the ensuing two years, the FATF has come up with additional guidelinesand “ best
practices’ for financial ingtitutionsto follow in combating terrorist financing. Althoughthe FATF
cannot enforce these recommendationsand guidelines, it has held workshopsand encouraged
all statesto uphold them.

Southeast Asiahas made someattemptsat multilateral solutionsto combat terrorist fund-
ing. The United Statesand Malaysia co-hosted theASEAN Regional Forum *Workshop on
Financial Measuresagainst Terrorism” in March 2002, and ASEAN itself hosted a“ Regional
Conference on Combating Money-L aundering and Terrorist Financing” in Bali in December

189 See Organization for Economic Cooperation and Development (OECD), <http://www1.o0ecd.org/
fatf/SRecsTF_en.htm>. The FATF's terrorist financing web page can be found at OECD, <http://
www1.0ecd.org/fatf/TerFinance_en.htm>.
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2002. In addition, the United States and Singaporein January 2003 co-hosted aconference
amed at ssemming terrorist funding.

Malaysia’'s Regional Centre for Counter Terrorism, established in July 2003, held its
inaugural training coursein August 2003—acourse on financial accounting and anti-money
laundering entitled, “BasicAnaysisand Suspicious Transaction Reporting,” which wastaught
and financed by the United States. Studentsincluded some 60 law enforcement officersfrom
14 countries.** Yet, during the entire conference, Maaysiawasunder pressurefrom the United
Statesto crack down on terrorist financing and money laundering withinitsborders, charges
that it completely denied. ™!

Successful multilateral efforts must be built upon afoundation of strong and effective
domestic legidation and enforcement capacity. Both arelacking. Regulatory agenciesaround
theregion, with the exception of Singapore, are hampered by alack of resources, trained staff,
and weak regulatory frameworks. Only two statesin theregion, Thailand and Singapore, are
membersof the Egmont Group, stateswith financia intelligence units(FIU).*? InIndonesia, a
financial intelligence unit was set up within the Bank of Indonesiain December 2002. Itis
mainly staffed by bank employeesand there are currently no policeworking inthe unit, a-
though the police would like to be involved and have shown alot of interest. One other
organization that should al so berepresented inthe FIU but isnot, istheAttorney General’s
Office. Thisistroubling, since any FIU enforcement actionswould require authorization from
theAttorney General’s Office, which a so has power to subpoena. The office has expressed
no desireto take thison.'*

Malaysiaonly passed an anti-money laundering act in 2001. Thismadeit obligatory for
financid ingtitutionsto report suspicioustransactions. Maaysaiscurrently devel oping asuper-
visory framework for itsbanks. The Philippi negovernment passed an anti-money laundering law

1% The United States would not pay for Cambodian and Burmese officials, whose attendance were
covered by Malaysia.

%1 Bruce Chessman, “Malaysia Pressed on Jemaah Islamiya Funding.”

192 The Egmont Group is an informal grouping within the OECD’s FATF. It defines FIUs as “A cen-
tral, national agency for receiving (and, as permitted, requesting), analyzing and disseminating to com-
petent authorities, disclosure of financial information i) concerning suspect proceeds of crime, or ii)
required by national legislation or regulation, in order to counter money laundering.” The Egmont Group
has tried to establish formal working relationships and information exchanges between the various
national FIUs. See, “ Statement of Purpose of the Egmont Group of Financial Intelligence Units,” The
Hague, June 13, 2001, <http://www1.0ecd.org/fatf/pdf/EGstat-200106_en.pdf>. See also “Background
Paper of the Egmont Group of Financial Intelligence Units,” <http://www1.o0ecd.org/fatf/pdf/EGinfo-
web_en.pdf>.

193 Interview with a U.S. State Department Official, Jakarta, June 25, 2003.
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inlate 2001 and announced * anintensified campaign to prevent theuse of our financial institu-
tionsasconduitsfor thefinancesof internationa terrorists.”** Thislaw isunlikely tohavemuch
efficacy insemmingterrorist useof Philippinefinancid ingtitutions, though. Theorigina bill was
watered down by legidlators; the committeethat drafted thelaw proposed setting thethresh-
oldfor transactionsat 1 million pesos (about $20,000), two timesthe U.S. limit, yet the Phil-
ippine Congressquadrupled theamount, making it acrimetotransfer amountsgreater than four
million pesos ($80,000), even though most terrorist wiretransfersare small amountsthat pass
through unregul ated remittance systems.’® When the FATF kept the Philippinesonitslist of
“nhon-cooperating countriesthat have made s ow progressin fighting money laundering,” **the
Philippinegovernment amended thelaw to bring it moreinto linewith international standards.
Many Philippinelegidatorsareangered that the FATF still hasnot taken the Philippinesoff the
blacklist. Even equipped with thenew law, the Philippinegovernment admitsthat it hasnoidea
wheretheAbu Sayyaf Group andthe MILF, let alone JI or Al Qaeda, hidetheir assets.

Indonesiasinitial lack of political resolveto fight thewar on terrorism hasal so been seen
onthefinancia front. Although the government pledged to freeze the accounts of any fromthe
list of individuals or organizationswith suspected terrorist linksthat wasissued by the United
States, Indonesiafailed toratify UN Security Council Resolution 1373 onterrorist financing,
instead issuing apresidential decree enabling the government to access and freeze the bank
accounts of suspected terrorists.®” Until parliament passed alaw on money launderinginApril
2002, the government was unabl e to freeze accounts unlessthe “ owner isofficially asuspect

%4 The Philippines had an additional reason for passing an anti-money laundering law: this legis-
lation had been in the works for many years, but the Philippines was under threat of OECD sanctions if
it did not pass a law by September 30, 2001. See Juliet Javellana, Armand Nocum, and Volt Conteras,
“Bush Thanks RP for Passing Anti-Money Laundering Law,” Philippine Daily Inquirer, September 30,
2001; Mark Landler, “The Philippines Moves Against Bank Secrecy,” New York Times, October 13, 2001;
and Presidential Spokesman Rigoberto Tiglao, cited in Martin P. Marfil, “Macapagal Orders: Track
Down Abu Sayyaf Assets,” Philippine Daily Inquirer, October 1, 2001.

1% The law also does not regulate the hawala system of money transfers, which are the preferred
mechanism for terrorist cells that do not require vast sums of money for their operations. Mark Landler,
“The Philippines Moves Against Bank Secrecy.”

1% The FATF asserts that the passage of money laundering laws does not automatically remove
states from the watch-list, and that a government’s implementation will be monitored. See Lira Dalangin,
“FATF Slow to Remove RP from “Laundering’ Watchlist: Senator,” Philippine Daily Inquirer, Decem-
ber 13, 2001.

197 Tertiani Z. B. Simanjuntak and Tiarma Siboro, “Decree Readied to Freeze Terrorist Assets,”
Jakarta Post, October 31, 2001. Many believe that there was a quid pro quo for Indonesian cooperation
in issuing the presidential decree: in return for cooperation in investigating assets of suspected terror-
ists, the FBI pledged to assist Indonesian investigators in tracing tainted money, and most likely Suharto
family wealth, in U.S. financial institutions.
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or provenguilty inacrimina case.” 1% Yet to date no assets have been frozen. Many blame not
just weak commitment, but the unregul ated and corrupt banking sector itself.**® That no ter-
rorist assetsarein Indonesiaisunlikely. Indonesia, with itsweak and unregul ated banking
sector and corrupt regulators, haslong been ahaven for money laundering. There are huge
loopholesin the new money laundering laws, and even if accountslinked to terrorist organi za-
tionswerediscovered “it would take weeksto closethem,” one U.S. official noted.?®

Indonesia, likethe Philippines, haslobbied the FATF to betaken off the blacklist. Yet the
FATF hasfound that too many loopholesremain in Indonesia sregulatory framework, aswell
asshortcomingsinitsenforcement capabilities, and threatened to compel financial institutions
to chargeafinancial premium on all transactionswith Indonesian counterparts by the end of
September 2003 if improvementsare not made.** As of December 2003, both Indonesiaand
the Philippinesremainsonthe FATF s“ List of Non-Cooperative Countriesand Territories.” 2%

Thailand implemented arobust anti-money laundering law in 1999 and established an
anti-money laundering officethat year. Although created to combat domestic corruption, these
toolscan be used against terrorist organizations. Yet Thailand’ sfinancial sector remainsweak
and highly unregulated, and enforcement isuneven. Thai government officia sacknowledged
that morethan $2 billioninillicit drug money islaundered in Thailand each year. It isestimated
that asmuch as 40 percent of Thailand’s GDPisunderground, unregulated, and un-taxed.?®
Althoughthereisnow alaw intheworksthat will makeitillega for individuasto bringinand
take out more than $10,000 in cash from the country, thereislittle el se that the Thai govern-
ment seemsto be doing about this.?*

More significant than the problem of weak regulatory frameworksand enforcement ca-
pabilitiesisalack of politica will. Severd U.S. officid shave commented ininterviewsthat the
problemisthat Southeast Asian governments have not taken theinitiative to designatefirms
suspected of supporting terrorists. Any action that doestake place comesonly at the urging of
the U.S. government. What these U.S. officials hope isthat Southeast Asian governments

1% Bank Law no. 10/1998.

199 “No Proof Yet of Terrorist Money: Jakarta,” Associated Press in Sraits Times, November 9,
2001.

20 |nterview with a senior U.S. official, Jakarta, June 25, 2003.

21 “RI Securities Firms Comply with Rules on Money Laundering,” Dow Jones, June 24, 2003.

202 See OECD, <http://www1.oecd.org/fatf/NCCT_en.htm>.

203 pasuk Phongpaichit, et al., Guns, Girls, Gambling, Ganja: Thailand's Illegal Economy and
Public Policy, Bangkok: Silkworm Books, 1998.

204 “$4h in Drug Money Laundered Annually,” Sraits Times, November 10, 2001.
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begintotakethelead inidentifying and freezing the assetsthemsel ves. To that end, the United
Statesiscurrently providing assistancefor thetraining of financia investigators. Thiswill have
an effect in thelong term, but in the short term the United States will need to maintain the
pressure asthereissolittle capacity in Southeast Asia. The problemwith this, of course, isthat
the base of U.S. knowledge about terrorism in Southeast Asiais low, even though it has
improved dramatically since September 11.

Conclusion

The war on terrorism has continued apace in Southeast Asia since the September 11
attacks on the United States. To date, more than 200 terrorists have been arrested. These
arrestsareimportant, although considerabl e causefor concern remains—while some mem-
bersof JI’sshura have been arrested, many senior “ operatives,” people who havethetechni-
cal capability, knowledge of thefinancial, logistics, and communications networks, and the
authority to giveorders, have not (such as Dr. Azahari, Dulmatin, and Zulkifli Marzuki). These
leadersare patient, determined, and are regrouping and rebuilding their network. Consider-
ableemphasisis put on maintaining theintegrity of the organization: new membersare con-
stantly being recruited and individualsaretapped tofill vacanciesin theleadership.

Jl, likeAl Qaeda, seekstargets of opportunity—attacking only what it hasthe capabili-
tiestodo at agiventime. Although JI has suffered setbacksit isfar from defeated. It maintains
the capability to execute attacks. The organization’simmediate goal isto cause economic
disruption and hence palitical instability throughout theregion. JI attacks soft targets such as
the nightclubsin Bali in order to damage tourist-dependent economies and fuel anger and
resentment toward the West. The subsequent risein unemployment and loss of government
revenue diminishesthe power of the stateto provide goods, services, education, and effective
administration. To that end, JI will likely continue to focus on soft targets, including tourist
venues, malls, corporate headquarters, and critical infrastructurethat areimpossibleto de-
fend. Therewill inevitably be more attacksin the region in the months and years ahead.

Moreover, Jl hasalargereservoir of potential recruits, sincethe underlying conditions
that drive peopletoward terrorism have not diminished. Mass unemployment, especially in
Indonesia, isdestabilizing—it leads to diminished expectations, frustration, and aggression,
especially among educated youth. Both Al Qaeda and JI were able to recruit across the
educational spectrum, not just from the madrassas but also from thetechnical schools. This
jihad isas much about anti-Westernism (especially anti-Americanism) asit isabout Islam.
Such sentiments have only increased following the lraq War. Many Muslimsaround theworld
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aredrawing onelesson from Irag: no state can confront the United States, and that the only
way that Americanscan be madeto “taste”’ the humiliation that Muslimsexperience every day
isthrough terrorism. Governmentsin thelslamic world havefailed to stand up to the United
Statesand defend fellow Mudims; only Al Qaedaand itsaffiliateshavethewill and capacity.

Asthispaper shows, little has been doneto disrupt the extensive financial networksthat
Al Qaedaand JI have established in Southeast Asia. Weak domestic legislation, resource-
strapped financial investigative agencies, poor enforcement capacity, and alack of political
will have hampered thisimportant front in thewar on terrorism. To that end, Southeast Asia
likely remainsanimportant financial hub for the Al Qaedaorgani zation. Someimportant Al
Qaedaand J funding mechanismsareimpossibleto shut down: direct cash transfers, dona-
tionsfrom membersand supporters, and proceedsfrom crime. Therefore, governmentsinthe
region must be more proactivein their investigations of other funding mechanismswhich are
more susceptibleto disruption, and havethe political will to closethem down.

Firgt, charitieslinked to Al Qaedashould be shut downimmediately. It istroubling that
when considerable evidencelinks charitiesto terrorist funding they have still beenalowed to
remain open. Thiswasevident with 1RO inthe Philippinesin 1995 and withAl Haramainin
Indonesiain 2002. In both cases, the charitiesremained open. In part thisisdueto diplomatic
pressurefrom Saudi Arabia, butin part itisregiona governments own dependence on such
charitiesto provide health and education servicesto their populations. There are also often
domestic political considerations. Saudi charitiesoftenfindlocal partnerswith political clout.
For example, in Indonesiamost used KOMPAK (an arm of the politically powerful Dewan
Dakwah) astheir executing agency.

Second, governmentsin theregion should create aclearing-housefor al charities—both
foreign and domestic—and introduce basi ¢ reporting requirementsfor them. Thiswould al-
low investigatorsto better monitor the flows of money into the country. It would also allow
them to monitor the end-users. Better auditing isessential. Following the May 2003 bomb
attacksin Riyadh, the Saudi government announced it was stepping up itseffortsin thewar on
terrorism. Inameeting with Australian Foreign Minister Alexander Downer, Saudi Foreign
Minister Prince Saud a Faisal stated that his country would ban the unregul ated supply of all
fundsto Ilamic charitiesoverseasand establish afinancia clearing-housein Switzerland that
is"transparent and auditable.” Thishasnot yet happened.

Third, investigators should do abetter job of tracking companieslinked to Al Qaedaor
J membersand supporters. Most J| companies have been shut down only after arrestshave
been made and suspects have divulged information. Small private firmsare one of the most
important means of moving terrorist fundsaround. There need to be better rel ations between
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investigators and the private sector, and “know your clients’” provisions should be imple-
mented. Governmentsin the region seem resigned to allow the hawala networksto remain
operating, fearful that they will simply continuetheir operationsunderground if actionsare
taken. Hawala isused asfrequently as ever, with no attempt to regulateit or to register the
namesof clients.

Fourth, governments should improvethe sharing of intelligence onindividualsand fund-
ing mechanisms, asAl Qaeda has effectively learned to conceal its business and financial
operations by working across multiplejurisdictions.

Disrupting theterrorist infrastructure and eliminating the spaceterrorists need to plan,
train, and execute attacks must be given as much attention asthe arrests of individual terror-
ists. Tothat end, targeting theterrorists sourcesof funding isessential. Thiswill not be easy, as
they have diversified these sources and taken advantage of |egal |oopholesand lax govern-
ment oversight and enforcement.

Thereisalot of resistanceto cracking down onterrorist financing. Governmentsfear that
their economieswill suffer. Many investigators question the efficacy of diverting government
resourcesto combating terrorist financing, noting that Jl and Al Qaeda operationsareinex-
pensiveto support, that their financing network iscomplex, and that much of thisnetwork isall
but impossiblefor investigatorsto disrupt. Too often it issimply acomponent of acriminal
investigation into terrorist suspects. But targeting terrorist financing isimportant initsown right
and must be part of the overall strategy for combating terrorism for anumber of reasons. Firgt,
athough terrorist operationsarereatively cheap, maintaining terrorist organizationsdoes cost
asignificant amount of money: recruits need training, safe houses need to be bought, opera-
tivesare constantly on the move and need fundsfor living expensesaswell asfalseidentity
papers and travel documents, and of course funds are needed for equipment and bomb-
making matériel. Without adequate funding, terrorists are forced to cut corners, engagein
petty crime, and not engage in asmuch planning asthey would otherwise do. Second, terrorist
financing isanimportant law enforcement tool. Thereisoften aclear trail between participants
and actors. Third, it giveslaw enforcement officialsamechanismto deal withinstitutions, such
ascharitiesor remittancefirms, rather thanindividuals. Officialscannot be blind to thefact that
Al Qaedafirst turned to Southeast Asiain the early 1990s, and was ensconced in theregion
for over adecade before any terrorist actswere executed. If governmentswere morevigilant
at thetimein investigating these back office operatives, Jemaah | lamiyah would never have
been able to develop into the vast network that it has. Shutting down terrorist funding is
difficult, butisfar fromfutile. Itisanimportant investigativetool. It isavulnerability that can be
exploited. But thepolitical will must bethere.



NBRAnalysis Series

Vol. 14, No. 4, November 2003

Regional Power Playsin the Caucasus and
Central Asia: “Rethinking India's and Pakistan’'s
Regional Intent,” by Juli A. MacDonald; “Russia’s
Responseto U.S. Regional Influence,” by Peter
Rutland; and “Central Asia's Strategic Revolution,”
by Sephen J. Blank

Vol. 14, No. 3, October 2003

Srategic Security Dilemmas in the Caucasus
and Central Asia: “Military and Economic
Security Perspectives,” by Svante E. Cornell; and
“The Limits of Multilateralism,” by Roy Allison

Vol. 14, No. 2, August 2003

Theater Security Cooperation in the U.S.
Pacific Command: An Assessment and Projec-
tion, by Sheldon W. Smon

Vol. 14, No. 1, June 2003

Per spectives on the Future of the

Korean Peninsula:

“Defensive Realism and Japan’s Approach toward
Korean Reunification,” by Victor D. Cha;
“Russia’s Role on the Korean Peninsula and Great
Power Relationsin Northeast Asia,”

by Joseph P. Ferguson; and

“Sino-Korean Relations and the Future of the U.S.-
ROK Alliance,” by Scott Snhyder

Vol. 13, No. 5, October 2002

The China-India-U.S. Triangle: Strategic
Relationsin the Post-Cold War Era,

by John W. Garver

Vol. 13, No. 4, July 2002
Managing Security Challenges in Southeast
Asia, essays by Sheldon W. Simon

Vol. 13, No. 3, June 2002
Ballistic Missiles and Missile Defense in Asia,
by Michael D. Svaine with Loren H. Runyon

Vol. 13, No. 2, April 2002

Normalization of the Russian Economy:
Obstacles and Opportunities for Reform and
Sustainable Growth, by James R. Millar; and
The Political Dimension of Economic Reform
under Vladimir Putin: Obstacles, Pitfalls, and
Opportunities, by Lilia Shevtsova

Vol. 13, No. 1, March 2002

Promoting Human Rightsin China,

by Robert M. Hathaway;

China’'s Recent Approach to Asia: Seeking
Long-term Gains, by Robert Sutter; and
OneAsia Palicy or Two? Moscow and the
Russian Far East Debate Russia’s Engagement
in Asia, by Elizabeth Wishnick

Vol. 12, No. 5, December 2001

Japan and the Engagement of China:
Challenges for U.S. Policy Coordination,
by Michael H. Armacost and Kenneth B. Pyle

Vol. 12, No. 4, August 2001

Russia and Global Security:
Approaches to Nuclear Arms Control
and Nonproliferation, by Igor Khripunov

Vol. 12, No. 3, June 2001

The Transformation Continues:

The Satus of Chinese State-Owned Enter-
prises at the Sart of the Millennium,

by Lisa A. Keister and Jin Lu

Vol. 12, No. 2, May 2001

India’'s Emerging Nuclear Doctrine:
Exemplifying the L essons of the Nuclear
Revolution, by Ashley J. Tellis

Vol. 12, No. 1, March 2001
Japan’s Energy Angst and the Caspian Great
Game, by Kent E. Calder

Vol. 11, No. 5, December 2000

The Balance of Power and U.S. Foreign Policy
Interestsin the Russian Far East,

by Rajan Menon and Charles E. Ziegler

Vol. 11, No. 4, December 2000

Reformsin the Russian Far East:
Implications for Russia’s Security Policy and
Nuclear Regionalism, essays by

Sergey Sevastyanov and James Clay Moltz

Vol. 11, No. 3, November 2000
Asian Reactions to U.S. Missile Defense,
by Michael J. Green and Toby F. Dalton

Vol. 11, No. 2, July 2000

China’s PNTR Satus and Accession to the
WTO, essays by Nancy Bernkopf Tucker and
Joseph Fewsmith

Vol. 11, No. 1, May 2000
Asian Armed Forces:. Internal and External
Tasks and Capabilities, by Sheldon W. Smon

Vol. 10, No. 5, December 1999
South Korea, China, and the Global Economy,
essays by Gifford Combs and Joseph Fewsmith

Vol. 10, No. 4, October 1999
The People's Republic of China at Fifty,
by Robert A. Scalapino

Vol. 10, No. 3, August 1999

Energy, Wealth, and Development in Central
Asia and the Caucasus, essays by David I.
Hoffman, Pauline Jones Luong, and Nancy Lubin



Vol. 10, No. 2, April 1999

Intellectual Property Rightsin China:
Evolving Business and L egal Frameworks,
essays by Barry Naughton and Donald Clarke

Vol. 10, No. 1, March 1999

Japan and the Unification of Korea: Chal-
lenges for U.S. Policy Coordination, by
Michael H. Armacost and Kenneth B. Pyle

Vol. 9, No. 5, December 1998

The Economic Crisis and Southeast Asian
Security: Changing Priorities,

by Sheldon W. Simon

Vol. 9, No. 4, September 1998

The East Asian Crisis: Implications for U.S.
Policy, essays by Robert B. Zoellick,

Kenneth B. Pyle, and Herbert J. Ellison

Vol. 9, No. 3, May 1998

Palitical Legacies and Prospects for Demo-
cratic Development in Southeast Asia: Burma
and Indonesia, essays by

Mary P. Callahan and Donald K. Emmerson

Vol. 9, No. 2, March 1998
China’s Intentions for Russian and Central
Asian Oil and Gas, by Gaye Christoffersen

Vol. 9, No. 1, February 1998

Treacherous Terrain: The Political and
Security Dimensions of Energy Development
in the Caspian Sea Zone, by Rajan Menon

Vol. 8, No. 5, December 1997
Lost Opportunities. Energy and Politicsin
Russia, by Peter Rutland

Vol. 8, No. 4, July 1997

Promoting U.S. Interests in China: Alterna-
tives to the Annual MFN Review, essays by
David M. Lampton, Nicholas R. Lardy, Kenneth
Lieberthal, Laura D’ Andrea Tyson, and
Douglas H. Paal

Vol. 8, No. 3, June 1997

The Hong Kong Transition and U.S.-China
Relations, essays by Michel Oksenberg, Yasheng
Huang, Joseph Fewsmith, and Merle Goldman

Vol. 8, No. 2, May 1997
Multilateralism: |Is There an Asia-Pacific
Way? by Amitav Acharya

Vol. 8, No. 1, February 1997

A Looming Entry Barrier: Japan’sProduction
Networks in Asia, by

Kozo Yamamura and Walter Hatch

Vol. 7, No. 5, December 1996
Multilateralism and National Strategy in
Northeast Asia, essays by

Nicholas Eberstadt and Ralph Cossa

Vol. 7, No. 4, November 1996

Advancing Intellectual Property Rights:
Information Technologies and the Cour se of
Economic Development in China, by Michel
Oksenberg, Pitman Potter, and William Abnett

Vol. 7, No. 3, October 1996

Trade, Security, and National Strategy in the
Asia Pacific, essays by Dwight Perkins, Andrew
Maclntyre, and Geza Feketekuty

Vol. 7, No. 2, September 1996

Security, Democracy, and Economic Liberal-
ization: Competing Priorities in U.S. Asia
Poalicy, essays by Sheldon W. Smon and
Donald K. Emmerson

Vol. 7, No. 1, June 1996
The New Russia and Asia: 1991-1995,
by Herbert J. Ellison and Bruce A. Acker

Vol. 6, No. 5, December 1995
APEC in a New International Order,
by Robert Gilpin

Vol. 6, No. 4, December 1995

Central Asia’s Foreign Policy and Security
Challenges: Implications for the United
States, by Rajan Menon

Vol. 6, No. 3, November 1995

America, Japan, and APEC: The Challenge of
L eadership in the Asia-Pacific, essays by
Donald C. Hellmann, Akio Watanabe and
Tsutomu Kikuchi, and Kenneth B. Pyle

Vol. 6, No. 2, August 1995
Northeast Asia in an Age of Upheaval,
essays by Harry Gelman and Robert A. Scalapino

Vol. 6, No. 1, April 1995
APEC at the Crossroads, essays by 14 leadersin
government, business, and academia

Vol. 5, No. 5, December 1994
Chinese Views on Asia-Pacific Regional
Security Cooperation, by Susan L. Shirk

Vol. 5, No. 4, December 1994

Recalculating Autonomy: Japan’s Choices in
the New World Order, by

Michael J. Green and Richard J. Samuels

Vol. 5, No. 3, October 1994

The Modernization of the Chinese People's
Liberation Army: Prospects and I mplications
for Northeast Asia, by Michael D. Swaine



Vol. 5, No. 2, September 1994
The Political Economy of North Korea,
by Chong-Sik Lee

Vol. 5, No. 1, July 1994

MFN Satus, Human Rights, and U.S.-China
Relations, essays by 9 leaders in government and
academia

Vol. 4, No. 5, December 1993
Whither Japan?
essays by Kenneth B. Pyle and T.J. Pempel

Vol. 4, No. 4, November 1993

Americans Speak to APEC: Building a New
Order with Asia, edited by Richard J. Ellings,
essays by 32 leaders in government, business, and
academia

Vol. 4, No. 3, September 1993
North Korea: Reform, Muddling Through, or
Collapse? by Nicholas Eberstadt

Vol. 4, No. 2, July 1993

Regional Issues in Southeast Asian Security:
Scenarios and Regimes, by Donald K.
Emmerson and Sheldon W. Simon

Vol. 4, No. 1, June 1993
Memoranda to Policymakers, essays by
Jeffrey A. Frankel and Douglas H. Paal

Vol. 3, No. 4, September 1992
The Collapse of the Soviet Union and the
New Asian Order, by Robert Legvold

Vol. 3, No. 3, July 1992
The Future of China, essays by Nicholas
Lardy, Kenneth Lieberthal, and David Bachman

Vol. 3, No. 2, June 1992
Asia’s Challenge to American Strategy,
by Richard J. Ellings and Edward A. Olsen

Vol. 3, No. 1, June 1992
The Regionalization of Defense in Southeast
Asia, by Sheldon W. Simon

Vol. 2, No. 3, July 1991

The Soviet Crisis and Foreign Policy Toward
East Asia, essays by James H. Billington and
Herbert J. Ellison

Vol. 2, No. 2, June 1991
Redefining U.S.-China Economic Relations,
by Nicholas R. Lardy

Vol. 2, No. 1, April 1991

The Regional Security and Economy of East
Asia: Prospects for the 1990s, essays by Donald
S. Zagoria and Robert Gilpin

Vol. 1, No. 3, December 1990

China’'s Foreign Relations After Tiananmen:
Challenges for the U.S., essays by Harry
Harding, Allen S. Whiting, and Robert S. Ross

Vol. 1, No. 2, November 1990

Japan and the World: Considerations for
U.S. Policymakers, essays by

Kenneth B. Pyle, Edward J. Lincoln, and
Chalmers Johnson

Vol. 1, No. 1, September 1990
Chinain the 1990s: Prospects for Internal
Change, by Harry Harding



NBR ANALYSIS

SUBSCRIPTIONS AVAILABLE

The NBR Analysis features thought-provoking essays on the most important eco-
nomic, political, and strategic issuesin the AsiaPacific region today. Distinguished
policymakers, corporate executives, university scholars, and researchersinthe United
States and worldwide look to the NBR Analysisfor policy-relevant and insightful
articlesfromtheworld’sleading foreign policy and Asiaspecialists. Published five
timesayear, thisjournal isamust read for anyone with an interest in contemporary
Asanaffairs.

Recent contributors haveincluded Michael Armacost, Victor Cha, Lilia Shevtsova,
Sheldon Simon, Robert Sutter, and Ashley Tellis. Eachissueaddressesavitd question
for the United Statesand itsroleinAsia

Back issuesareavailable on alimited basis. Topicsinclude: economic and political
reformin Russia, Chineseforeign and domestic politics, India’'srole asanuclear
power, Japan’srelationsin Northeast Asia, security relationsin Southeast Asia, and
energy development in the Caspian region.

ORDER FORM

Name UNITED STATESano CANADA

Address (| Indi_vid_ual Subscript.ioh $30.00
O Institutional Subscription $40.00
[ SingleCopy (Vol.__No.__ ) $10.00

City State

. OVERSEAS
Zip/Postal Code Countr

P Y |ndividual Subscription $45.00
Phone Fax O Institutional Subscription $55.00
Emall [0 SingleCopy (Vol.___No._ ) $13.00
CREDIT CARD INFORMATION (if applicable): BILLME____
EXpi ration Date Discounts for classroom use and two-year

subscriptions available.
Authorized Signature

Send order form with payment to:
Publications Manager, NBR, 4518 University Way NE, Suite 300, Seattle, WA 98105-4530 USA
Phone: (206) 632-7370, Fax: (206) 632-7487, Email: nbr@nbr.org, www.nbr.org.



