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Adobe Acrobat — Configuring Your Identity (1 of 1)

» With Adobe running — Rgteraies x|
select for command line Accessibity i -
4 Gk Login Name: hconrac
‘EDIT’ :

Mame: | Howard Conrad

Organization Mame:

» In the Preferences select

Organizational Unit; | FDACYM

‘Identify’ =
Email Address: | howard. conrad @fda. hhs.gov|
. jfl:lul' identity iruﬁ::rrnati:::n_i El:ll_'l'lrl'll':l'lf_;'-,
} Enter In the COI’re Ct o is secure and not transmit this applicatio
information

» Pay particular attention to This Address must match

the Email address you s the address that CVM will
entered. It MUST be the ; use for validation.

same address that CVM
has stored for you.




Adobe Acrobat — Configuring Your Digital Signature (1 of 2)

» With Adobe running — zee=e=
— select for e
command line ‘EDIT’ Colr 1 Press this button to

create a new Digital
Signature Template

Appearance

» In the Preferences :
select ‘Digital .
Signatures’ :

» Press the ‘NEW ... , o
bUtton - = se the default method (overrides the I:|DI:I_IFI'IE-I'It‘EFIEIj;:iEI:I::I e

Default Method for Verifying siagnatures: | Windows Certificate Security

| Cancel




Adobe Acrobat — Configuring Your Digital Signature (2 of 2)

| | . Configure Signature Appearance
» Enter in a Title for the

Signature Template.
This is the template

Title: | Default Signatures

Prewview

Digitally signed by your common name here

that yOU W||| use to DN: your distinguished name here
. . Reason: your signing reason here
dlgltally Sign = DJA Location: your signing location here

Date: 2007.06 20 15:04:38 -04'00"

CVM submission
forms.

Configure Graphic

Import Graphic from:

» In the ‘Configure Text’ Ommperedgzic [ orrie.. ]
box ensure that all S
options are checked.

Configure Text
Show: Mame Location Distinguished name Logo
‘ ’
} P reSS O K [+]Date Reason Labelz




Adobe Acrobat — Adding a Digital Certificate — Version 6 (1 of 7)

» With Acrobat Running select ‘Advanced’ from the command line and
then select ‘Manage Digital IDs’ and then select ‘My Digital 1D’

# Adobe Acrobat Professional

File Edit View Document Tools B:NEhl==8 \\indow Help

1 . F——— - T =1 ) I.—'.:I -
¥ Open =2 [ Arcessibility v | Review & Comment - || Secure ~

= _ . Acrobat Distiller ' R —
T = 3 = [=| How To:? =
= | Batch Processing. .. | | IA

Catalog. ..
eBook Web Services

Forms

JawvaScript

Manage Digital [Ds Trusted Identities. .,
My Digital ID Files 2

Web Capture k My Digital TD..,

s | peal i Shift4Ctrl+Y | Configure Identity Search Directaries. ..




Adobe Acrobat — Adding a Digital Certificate — Version 6 (2 of 7)

» From the ‘Manage My Digital IDs’ Screen press the ‘Add’ button.

' Manage My Digital IDs

Digital IDs

Mame




Adobe Acrobat — Adding a Digital Certificate — Version 6 (3 of 7)

» Click the File A igkal D
Folder in the : : _ ot
‘|mpOI’t Dlgltal ID E ;-:ni.J_s_IjnlJln:!I'lif:alr
Flle’ | cnoose one of the

t a Third Party Digital ID

Click here to open a Web site with information on how to get a Digital ID

Third party Digital ID providers give both senders and recipients a convenient way
to exchange Digital IDs,

Create a Self-Signed Digital 1D
s Click here to create a self-signed Digital ID now

igital ID, you will need to distribute your Certificate
o validate your Digital Signatures or encrypt documents for you.

Import Digital ID File

-~ (Click here to browse for an existing Digital 1D file




Adobe Acrobat — Adding a Digital Certificate — Version 6 (4 of 7)

» After selecting the
certificate file to
Import enter in the
password of the
stored certificate

» Press ‘OK’

Your Digital ID can be used to sign and decrypt documents., The Certificate that comes with your
Digital ID i= used by others when werifying your signature and encrypting documents for vou,

If you have received a document reguiring your signature, in most cases you should have already
been given instructions on how to obtain & Digital ID, Otherwise you can choose one of the following
oplions,

Geta Third Party Digital ID

File: Thawte Hotmail Cert.pfx

Password: | |

Import Digital ID File
> Click here to browse for an existing Digital ID file




Adobe Acrobat — Adding a Digital Certificate — Version 6 (5 of 7)

» After the certificate has been imported you need to configure how
the certificate will be used. Select the certificate you just imported
and then press the ‘Settings’ button

Manage My Digital 1Ds

Digital IDs

Expires
. 2008.06,10 14:51:07Z signing

Press this butto

Femowve Setlings. .. | | Export...

| Close |




Adobe Acrobat — Adding a Digital Certificate — Version 6 (6 of 7)

» Select the ‘Always
use this Digital ID’
radio button

| Set Digital ID Usage

» Then select in the
‘Use this Digital ID
for:’ section ‘Signing
Document’ radio
Button

The following settings allow you to choose what this Digital ID is used for and when to use it.
Digital ID

Mame: | CM = Thawte Freemail Member Shaow Certificate Detailz, .

Digital ID Selection Persistence
! &zk me which Digital ID to use next time
this Digital ID until I dose the application
} P Fess ‘O K’ (%) Alwayz use this Digital ID
Lige this Digital ID for:

(%) Signing documents




Adobe Acrobat — Adding a Digital Certificate — Version 6 (7 of 7)

» You have now completed adding and configuring a digital certificate.

Manage My Digital 1Ds @ I

Digital IDs

Mame IssLer Expires Default
/_‘?Tha';u'te Freemail Member Thawte Personal Fre... 2008.06.10 14:51:07 Z signing




Adobe Acrobat — Adding a Digital Certificate — Version 7 (1 of 5)

} Wlth AcrObat - Adobe Acrobat Professional

File Edit ¥iew Document Comments Tools ISIToolBox EifiEile=sM \Window Help

R unnin g Se I € Ct P T;'I e “.‘j -. Accessibility
‘Advan Ced’ from T = : - :__ Acrobat Distiller
CO mman d LI ne i : & Batch Processing...

Catalog...

Digital Editions
» Select ‘Security
Settings’

Forms

JavaScript

Links

Security Setbings...

Trusted Identities...

shift+Ctrl+y

3B prefiight... Shift+Ctrl+x




Adobe Acrobat — Adding a Digital Certificate — Version 7 (2 of 5)

» In the ‘Security
Settings’ T Security settings

Digital IDs : " ; : fificate Dek E eF‘.Efr:s-s.h

window select |,
‘Add ID’

1 Modules and 7 SeleCt Add |D

Mame Issuer age Mechanism

Manage My Digital IDs

il This is a list of the digital IDs that are available for your use on this computer. Digital IDs are
| and should not be shared They are used whe ital signature or when yvou
decrypt documents that are encrypted for vou using Ce '

Each digital ID has a corresponding public certificate which contains identifyving information about
vou and which vou can share with others. This certificate is used by others to encrypt documents
r to validate vour digital signatures. Select one of the entries above and click
Details to view information from vour certificate. Use Export to share vour
certificate with others.

Use Ser Default to set or clear which digital ID is used by default when vou sign or encrvpt
documents. Use Add I} to add a new digital ID or to find an existing digital ID and add it to this
view. Use Remove ID to permanently remove a digital [D from this list and wherever it is stored.




Adobe Acrobat — Adding a Digital Certificate — Version 7 (3 of 5)

P Add Digital 1D
» On the ‘Add Digital —
y .
I D Wi ndOW SEIeCt ¥our Digital ID can be used to sign and decrypt documents, The Certificate that com ith your
‘ Fl N d an eX| St| N g Digital ID is used by others when verifying your signature and encrypting documents for you,

D . - I I D; If you have received a document requiring your signature, in most cases you should have already
|g |ta been gi uctions on how to obtain a Digital ID. Otherwise vou can choose one of the
ns

» Press ‘Next’

or an existing Digital ID to add to your list of Acrobat Digital IDs.

() Create a Self-Signed Digital ID

Create a self-signed Digital ID with a Certificate to distribute to others who need to validate
your Digital Signahures or encrypt documents for you.

() Get a Third-Party Digital ID

Go o a Web site with information on how to get a Digital ID. Third party Digital ID providers
give both senders and redpients a convenient way to exchange Digital IDs.




Adobe Acrobat — Adding a Digital Certificate — Version 7 (4 of 5)

» On the ‘Add add Digital 1D

Digital ID’ browse - | |
. Browse for a Digital ID file. Digital ID files are password protected and reguire your password in
for the certificate order o be opened.

File Mame:

» Enter in a | .
. (2 \signatures\CVMTest, [OWSE. .
password if p e |

required

Password:

» Press ‘Next’

Cancel J [ Mext =




Adobe Acrobat — Adding a Digital Certificate — Version 7 (4 of 5)

» When the certificate
has been added
press ‘Finish’.

Add Digital ID

The following digital IDs will be added to your list of digital ID= that you can use for signing or
encrypton:

Marme

awte Freemail Member Thawte Personal Freemail ... 2008,06.10 14:51:07 2

[ Cancel J < Back E



Adobe Acrobat — Adding a Digital Certificate — Version 7 (5 of 5)

» Select ‘Set Default’ and then select ‘For Signing’

You have now comjpleted adding and configuring a Digital
Certificate

B Security Settings @

= Digital ID= @Add D Tj Remove ID /= Export Certificate l - Certificate Detals  &* Refresh

Bl Digital ID Files lssuer | / For Sign '

or Signing

Windows Digital IDs = < P T T T T orat tog e 2008.06.10 14
PKC5#11 Modules and 7

Directory Servers

Storage Mechanism Expires

Time Stamp Servers

Adobe Policy Servers

Thawte Freemail Member

Issued by: Thawte Personal Freemail Issuing CA
Thawte Consulting (Pty) Ltd.
Valid from: 2007/06/11 10:51:07 -04'00°
Valid to: 2008/06/10 10-51:07 -04'00°

Intended usage: Sign transaction




Adobe Acrobat — Adding a Digital Certificate —

» With Acrobat
Runn | ng SeleCt B Adobe Acrobat Professional
‘ Advan ce d’ from Filr:-- _Edit Yiew Dn:u:urnlent Comments F-:-rrn-_:“ Tools

els ==k

Command Line ,- Create PDF - '-{4':" Combine Files = @k | Ex

» Select ‘Security
Settings’

Version 8 (1 of 7)

Window Help

# Sign & Certify

4 Security
Security Settings...

Manage Trusted Identities...

Print Production
Redaction

Document Processing
Web Capture

Accessibility

o4 Prefiight. .. Shift-+Ctrl+

Compare Documents...




Adobe Acrobat — Adding a Digital Certificate — Version 8 (2 of 7)

» In the
‘Security
Settings’
window select
‘Add ID’

Security Settings
Digital IDs
Roarming ID /
Digital ID Files
ows Digital IDs

£11 Modules and 7

e Refresh

Mame Issuer Storage Mechanism

Select Add ID

Manage My Digital IDs

Each digital ID has a corresponding ¢ certificate which contains identifying information about
vou and which vou can share with others. This certificate is used by others to encrypt documents
for vou, or to validate vour digital signatures. Select one of the entries above and click

‘e Details to view information from vour certificate. Use Export to share vour

v default when vou sign or encrypt
D to add a new digital ID or to find an existing digital ID and add it to this
view. Use Remove ID to permanently remove a digital [D from this list and wherever it is stored.




Adobe Acrobat — Adding a Digital Certificate — Version 8 (3 of 7)

» On the ‘Add Digital Add Digital ID
ID” window select
. Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
B rOWSG fOI’ an digital ID is sent to others so that they can verify your signature.
eXIStI ng d Ig Ital I D fl |e’ (%) Browse for an existing digital ID file

") Configure a roaming ID for use on this computer

» Press ‘Next’

() Create a self-signed digital ID for use with Acrobat

) Look for newly inserted hardware tokens




Adobe Acrobat — Adding a Digital Certificate — Version 8 (4 of 7)

o —

» On the ‘Add Digital ~ JddDtali
I D, Scree n b rowse Browse for a digital ID file. Digital ID files are password protected and reguire your password in

order to be opened.

for the certificate
File Mame:

» Press ‘Next’




Adobe Acrobat — Adding a Digital Certificate — Version 8 (5 of 7)

Add Digital 1D

» When the certificate
h aS b e e n ad d e d p ress The following digital IDs will be added to your list of digital IDs that you can use for signing or
Y P ) encryption:
Finish’. i

Mame

awte Freemail Member Thawte Personal Freemail ...  2008.06.10 14:51;:07 7

[ Cancel I




Adobe Acrobat — Adding a Digital Certificate — Version 8 (6 of 7)

» Select ‘Usage Options’ and then select ‘Use for Signing’

Security Settings
= Digital IDs

| Tl AddiD .V cefificate Details = Export g ¥ Refresh ] Remove D
Roaming ID Account

Digital ID Files
Windows Digital IDs

Mame # Use for Signing Storage Mechanism
Thawte Fre 2 . =mail Issuing CA igital ID File
- f Use for Certifying ! ol

= Modules a| Manage Attribute Certificates

A e
sk Personalize

Thawte Freemail Member
Issued by

Valid from:
Valid to:

Intended usage: Sign transaction




Adobe Acrobat — Adding a Digital Certificate — Version 8 (7 of 7)

» You have now added a digital certificate and enabled the
certificate to be used in digital signatures

Security Settings
= Digital IDs W oladan A usage options = [P Certificate Details 9 Export &M Refresh Tl remove
= o = |l -
Roaming ID Account
- Digital ID Files
Windows Digital IDs
PKCS#11 Modules a

Directory Servers

Mame Issuer Storage Mechanism
P Thawte Freemail Member <howar... Thawte Personal Freemail Issuing CA  Digital ID File

Time Stamp Servers

Adobe LiveCyde Policy

Thawte Freemail Member

Issued by: Thawte Personal Freemail Issuing CA
Thawte Consulting (Ptv) Ltd.
Valid from: 2007/06/11 10:51:07 -04'00°
Valid to: 2008/06/10 10:531:07 -04'00'

Intended usage: Sign transaction
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