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Executive Summary

In recent years, the proliferation of malware has been widespread and the threats have reached
staggering proportions. Cybercrime has unfortunately become a part of a hidden framework of our
society and behind this growing trend lies a type of malware called rogueware; a breed that is more
pervasive and dangerous than threats previously seen by security researchers. Rogueware
consists of any kind of fake software solution that attempts to steal money from PC users by luring
them into paying to remove nonexistent threats.

At the end of 2008, PandalLabs detected almost 55,000 rogueware samples. This study seeks to
investigate the growing rogueware economy, its astounding growth and the effects it has had thus
far.

The study revealed staggering results:

e We predict that we will record more than 637,000 new rogueware samples by the end of
Q3 2009, a tenfold increase in less than a year

e Approximately 35 million computers are newly infected with rogueware each month
(approximately 3.50 percent of all computers)

e Cybercriminals are earning approximately $34 million per month through rogueware
attacks
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Background: The History of Malware Growth

Malware has rapidly increased in volume and sophistication over in the past several years. The
graph below illustrates the malware landscape from 2003 to 2006 over which the total number of
malware samples doubled every year:
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Barely five years ago, just 92,000 total malware strains existed; by the end of 2008, there were
approximately 15 million. At the conclusion of this study in July 2009, PandalLabs detected more
than 30 million malware samples in existence.
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The reason behind this vast increase in malware is clear: money. In 2003, banking Trojans quietly
emerged on the scene. These malicious codes, designed to steal online banking credentials, now
rank among the most common forms of malware. Every day, we see new variants that have
evolved technologically in order to evade the security measures banks have implemented.
Organizations such as the Anti-Phishing Working Group (www.antiphishing.org) have brought
industry players together to thwart the efforts of cybercriminals. Still, it's been an upward battle and
it remains unclear if it's a battle that can ever be won.
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Overall, more Trojans, keyloggers and bots are created than any other type of malicious code
because they are the most useful in committing identity theft. Looking back to 2005, almost half the
new malicious codes that emerged were Trojans:

® Trojan

B Worm

I Ad-Spyware

H Other

Now, in the second quarter of 2009, the situation is far worse and 71 percent of malware are
Trojans:

® Trojan

B Worm

I Ad-Spyware

H Other

4%

As with any business, cyber-criminals look to operate as efficiently as possible. When developing a
Trojan, they must decide what platform it will support and the potential number of individuals they
will be to victimize. Windows is consequently targeted in more than 99 percent of cyber-criminal
cases, with it being the most widely used platform to date.
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The ultimate goal of cyber-criminals is to profit from the malware. While Trojans are adept at
stealing information, this stolen information still must to be turned into hard cash and cyber-
criminals must find innovative methods to accomplish this.

Enter fake antivirus programs. These applications pass themselves off as antivirus products, and
claim to detect hundreds of threats on their victims’ computers. When users try to eliminate the
threats with the application, they are then asked to purchase a corresponding license. Users,
naturally worried about the supposed infection, will often buy the license. Once they have handed
over the money, they will no longer hear from the ‘vendors’ and the fake antivirus will remain on
their computers.

These applications have been in circulation for several years, but it wasn't until early 2008 that
cybercriminals adopted fake antivirus on a massive scale.
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Rogueware

The Effects of Fake Antivirus Programs: Warning Signs of Rogueware

In addition to taking money from consumers and delivering the antithesis of security protection,
many fake antivirus programs share a number of commonalities:

- They display fake pop-up warnings, launch messages in the task bar and make changes to
the screensaver and desktop

- Their design is similar to that of a real antivirus

- They complete scanning of the entire system very quickly

- The ‘infections’ detected often refer to different files on each scan

Fake antivirus programs also make a series of alterations to the operating system in order to
prevent their fake warnings from being removed. This includes hiding the Desktop and
Screensaver tabs from the Display properties section. This way, users cannot restore the desktop
theme or the screensaver. The purpose of these techniques is to exhaust the users’ patience so
that they finally register the product and pay the corresponding fee.

Below is a series of rogueware examples and the respective pay-platforms to which users are
directed when they try to ‘disinfect’ their systems:
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Cyber-criminals no longer need to steal users’ information in order to make their money; instead,
they simply need to find ways to get users to part with their cash voluntarily. As shown above,
rogue antivirus programs’ interfaces are carefully crafted and extremely convincing, indicating that
cyber-criminals are spending enormous amounts of time and effort developing and distributing
these programs. They also employ aggressive techniques, aiming to frighten users into buying the

license.
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Evolution of Rogue AV from 2008 to Q2 2009, and Predictions for the Future

Fake antivirus is experiencing an exponential growth. In the second quarter of 2008, PandalLabs
created a specialized team to detect and eliminate this type of malware. The following graph
illustrates the growth of fake antivirus programs over the course of 2008:

Rogueware Samples in 2008
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The number of samples grew exponentially, and the progression through 2009, as evidenced
below demonstrates an even greater growth curve:

Growth of Rogue AV
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In the first quarter of 2009 alone, more new strains were created than in all of 2008. The second
guarter painted an even bleaker picture, with the emergence of four times as many samples as in
all of 2008. In the third quarter, PandalLabs estimates a malware total greater than the previous
eighteen months combined.

The primary reason for the creation of so many variants is to avoid signature-based detection by
(legitimate) antivirus programs. The use of behavioral analysis, which works well with worms and
Trojans, is of limited use in this type of malware because the programs themselves do not act
maliciously on computers, other than displaying false information.

Several methods are being used to create the many variants. One of the most widespread
techniques is known as server-side polymorphism, which means every time the fake antivirus is
downloaded it is a different binary file.

Although there are approximately 200 different families of rogueware, extrapolating the data from
Q2 2009 found that 10 of these families are responsible for 77.47 percent of the variants:

H Top 10 Fake AV

W Rest
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Taking a look at the Top 20 families in the past six months, the number amounts to approximately
90 percent of all malware samples:

Fake Antivirus Number  of %
samples

SystemSecurity 70883 18.94%
SystemGuard2009 38927 10.40%
Xpantivirus2008 33233 8.88%
WinPcDefender 32749 8.75%
Antivirus2009 29666 7.93%
SpywareGuard2008 24323 6.50%
XPPolice 20151 5.39%
AntivirusXPPro 19536 5.22%
SystemSecurity2009 10265 2.74%
MSAnNtiSpyware2009 10191 2.72%
SecuritySystem 9512 2.54%
ProAntispyware2009 8628 2.31%
RogueAntimalware2009 7382 1.97%
MalwareDefender2009 6120 1.64%
PCProtectionCenter2008 4949 1.32%
VirusResponselLab2009 4409 1.18%
VirusShield2009 4218 1.13%
WinDefender2009 4038 1.08%
VirusRemover2008 3242 0.87%
AdvancedVirusRemover 2931 0.78%
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Rogue infections in H1 2009

The number of variants does not necessarily correspond to the proportion of computers infected by

fake antivirus programs. To verify exactly how widespread they are, PandalLabs generated

infection ratios from its statistics servers and found that from the global infection data for 2009

approximately 98 percent of all computers scanned were infected.

PandalLabs then proceeded to take details from all computers infected by fake antivirus programs
and found that 3.50 percent of all the computers scanned each month were infected with this
rogueware. As explained earlier, the massive creation of new variants is made to avoid antivirus

detection, so the most infectious families do not necessarily have to be the more prolific.

The following chart represents the Top 20 fake antivirus families in the last six months that
comprised 81.67 percent of all rogueware related infections detected by PandalLabs. Those
highlighted in red are also in the Top 20 with the most samples:
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The Financial Ramifications

Given the rapid growth of rogueware and its sole purpose of financial gain, PandalLabs sought to
quantify the economic effect of this type of malware on the global economy. Using existing industry
estimates, PandalLabs extrapolated information and estimated the following figures to demonstrate
the financial consequences of rogueware. According to analyst firm, Forrester Research, there are
approximately 1 billion computers worldwide. Based on this figure, PandalLabs estimates that
approximately 35 million, or 3.5 percent of all computers, are infected with rogueware each month.
We shouldn’t translate this into 35 million people being infected, since there are people that
manage a different computer at home and at work. Given this variable, let's assume half of this
amount are actual users: 17,500,000.

Another industry research analyst firm, Gartner Group, has projected that 3.30 percent of people
are losing money due to phishing, where victims are sending their banking information to phishers.
Rogueware is much more aggressive and deceptive than phishing, and there have been no studies
to date that investigate how many people are being fooled into purchasing fake antivirus "software"
to eliminate infections that do not actually exist. Since there is no hard evidence available,
Pandalabs estimated that based on the Gartner figure of 3.30 percent of users paying for phishing,
557,500 users are buying rogueware each month. It is important to note that the techniques used
by rogueware are much more aggressive, so it is likely that Gartner’s forecast is higher.

The price of each rogueware application varies, but in general there are two types of licenses:

- The least expensive is $49.95
- The most expensive is $79.95

Using these figures and assuming that 2/3 of the people will buy the $49.95 option, the average
price is $59.95, PandalLabs estimated that cybercriminals are profiting more than $34 million per
month from rogueware campaigns.

$59.95 * 557,000 = $34,621,125 «—— PER MONTH

$34 million per month translates into more than $415 million in economic loss per year.
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A Look Inside of the Rogueware Business

In September of 2008, a hacker going by the handle “NeoN” was able to infiltrate Bakasoftware (a
major Rogueware manufacturer) by exploiting SQL injection vulnerabilities on their website. The
hacker was able to reveal key information about the way Bakasoftware conducted its business, and
for the first time, we were able to see the real damage the Rogueware business was causing.
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A six-day sales capture of a top selling affiliate for Baka revealed an $81,388.61 USD earning
period, which means that if the sales were sustained over several weeks, the earnings for this one
individual would be close to $400,000 USD per month. That's almost $5,000,000 per year and it's
an astronomical number considering that this projection is just for one of many affiliates in Baka's
roster, not to mention that the rogueware business has grown about four times the size it was in
2008 (in terms of sample volume).
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The Affiliate System

The Rogueware business model consists of two major parts: program creators and distributors.
The creators are in charge of making the rogue applications, providing the distribution platforms,
payment gateways, and other back office services. The affiliates are in charge of distributing the
scareware to as many people and as quickly as possible.
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The affiliates are mostly comprised of eastern Europeans recruited from underground hacking
forums. They earn a variable amount per each install and between 50-90 percent commissions for
completed sales. Webmoney seems to be the payment collection method of choice, but
Epassporte is used as well. After recruitment, the affiliate provides their payment method of choice
and contact details, such as e-mail and ICQ number to stay in contact. Once the affiliate is entered
into the system, they are assigned a unique identifier to be appended to the end of each malware
distribution domain, which allows for the sales to be tracked. (E.g.
http://www.rogueware.com/index.php?aid=1200)

Merchant Total

TransactionType B3 settled B Merchant§§ FirstName B LastName [ Email B creditcard ) Amourif Amounflg P [~ b} B Asfiliatel B3
AUTH_ONLY_CAPTURED Settled Spyaway michelle J92@comcast.net 3713...1003 $48.95 $49.95 .157.186 46916819
AUTH_ONLY_CAPTURED Settled Spyaway  Juana s_06@hotmail.com : $48.95  $49.95 1.10.22 46917674 396126
AUTH_ONLY CAPTURED Settled Spyaway Peter 1982@gmail.com 63 $48.95 $49.95 -125.107 46921375 Elak]
AUTH_ONLY CAPTURED Settled Spyaway Steve ‘@verizon.net $48.95 $49.95 W 220.233 46923594 396133
AUTH_ONLY_CAPTURED Settled  Spyaway rosemarie tarrs0l@aol.com ...9 $48.95 $49.95 .16.165 46973570 396166
AUTH_ONLY CAPTURED Settled Spyaway Robin waol.com 90...089 $48.95 $49.95 11.200.203 46976483 396170
AUTH_ONLY_CAPTURED Settled Spyaway Zachary er@yahoo.com 62...8716 $48.95 $49.95 .92.96 46985064 396183
AUTH_ONLY_CAPTURED Settled Spyaway  Kimberly @earthlink.net $48.95  $49.95 1.63.87 46990599 396184
AUTH_ONLY CAPTURED Settled Spyaway Kristin srstone@netzero.net b 3 $48.95 $49.95 16.80 46991211 396185
AUTH_ONLY CAPTURED Settled Spyaway Toni “oox.net $48.95 $49.95 108.193 46998371 396187
AUTH_ONLY_CAPTURED Settled Spyaway Aad P ronnet.nl 3 9 $48.95 $49.95 .191.79 46998627 396188
AUTH_ONLY_CAPTURED Settled  Spyaway stefano ilo@tiscali.it k $48.95 $49.95 .35.61 47003256

AUTH_ONLY CAPTURED Settled Spyaway WALTER @msn.com ...1019 $48.95 $49.95 .126.200 47008022

AUTH_ONLY_CAPTURED  Settled  Spyaway  nicole “p@navy.mil ; $48.95 9 W 245.64 47008636

AUTH_ONLY_CAPTURED Settled Spyaway  Aram Doptonline.net : $48.95 9 6 47011793

AUTH_ONLY CAPTURED Settled Spyaway  Timothy - $48.95 9. : 47013819

AUTH_ONLY_CAPTURED  Settled  Spyaway albert ) st.| 9 3! $48.95 9.9 .75.110 47018075
Pending Spyaway  jeff Swre@mchsi.com $48.95 9.9 4.154.210

Pending Spyaway jeff ‘e@mchsi.com 548.95 .154.210

Additionaly, Pandalabs was able to uncover sales logs which contained personal data of victims
duped by rogueware. Details such as full names, financial data, e-mail addresses, and IP
addresses were obtained from the payment gateway servers. It's obvious that not only do the
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cyber criminals want to take the money generated from the sale, but also generate additional
revenues by reselling the extracted data logs from the payments.

Ultimately, these affiliate programs work as a normal business. One of the most known affiliate
system is run by KIikVIP, who are giving commissions to anyone installing their rogueware
applications, and from time to time they organize parties with their “distributors”. These pictures are
from the last party they had in Montenegro, back in March 2008:
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=========

Taking a look at the Alexa statistics from KIikVIP for the last three months, we were able to identify
the distributors’ origin:

Klikvip.corm users come from these countries:

28.0%
24.9%
18.2%
£.9%
5.4%

Belarus
Fussia
Llkraine
United States
Arrmenia

These distributors usually use a pay-per-install system. Following is a price range from one of the

affiliate sites:

154, 50,30
Canada & United 50,10
Kingdom

Yirgstern Europe 50,03
Dther countries 50,02
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Where is it all coming from?

There is no doubt that the major Rogueware distributors are physically located in Eastern Europe,
but another interesting point is the location of the domains, servers, and countries used to distribute

the attacks:

Top 10 Countries

United
Kingdom
7%

Ukraine
5%

Russia
4%

Top 10 Domain Registrars

whois.cnnic.net.cn_, ENOM, INC.

5% 1%

ONLINENIC, INC.
7%

DIRECTI INTERNET
SOLUTIONS PVT.
LTD. D/B/A
PUBLICDOMAINRE
GISTRY.COM
17%

AS12553 AS40965 AS29371

T a5 i Top 10 ASN

\ 1%
AS20131

(RAPIDSWITCH)
7%
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Rogueware Distribution

The highly lucrative nature of the rogueware business fuelled a firestorm of distribution efforts in
the latter part of 2008 and throughout 2009. For the first time social media sites, such as
Facebook, MySpace, Twitter, and Digg, became large targets for distributors. But despite the
plunge into social media, the single largest distribution effort came in the form of a Blackhat SEO
attack in April 2009 against the Ford Motor Company. Over three million search terms were
hijacked, which turned almost any top search result for Ford cars, parts, or services into rogueware
distribution sites. After Ford acknowledged the situation publically, the cyber criminals quickly
moved the targeted search campaigns to Nissan and Volkswagen.
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Top 5 Attacks in Social Media

Following are the top five rogueware attacks in social media.

1. SEO attack against Ford Motor Company

Automotive 2003 Fard Windstar Sespentine belt diagram, sempentine

sempenting bal dagram, altemator pulley, crank pulley: B Lary Unfortunatley | .., Fard
Tempo Serpanting Belt « Fodd Escod Seaperting Bell Tensioner ...
e alleaper Vgt o lve- 4G5/ 2003 Ford- Windsa- Serpenting hien - 16k

Shopping resuls for 93 Ford Aerostar Tension Belt

1993 Ewrd Asiostar Temsiems Pullsy $18.13 - Rackaa
1993 EDRD AEROSTAR Bult Tensioner Pulley - 93 52204 - BexlValunduaPar
T3 Ferd Acrostar Belt Tensionet $30 98 - RockAa

et - Your Online Comimunity - Blervenalan dergan pemimpen PAS ford doge 5 lug paltem

19773 [452 maelc az pl] | how 9 loosen iensbon balt 93 ford aonostar .

drive bt tenglon, Merchant JOWhitney - Secure online shopping
shapping for drive beb tension, Merckant JOWhitney .., 19501955 Fard Asvostar
d Enplorer 10001993 Ford Ramger at JOWhiAney ...

oo b - N b s e A= tulmEy - 4k

The Attack:
e 1,000,000 malicious links indexed by Google
e 3,000,000 legitamate search terms hijacked
e Targeted users looking for instructions (E.g. How to loosen a tension belt)
e Served 100 new MSANtiSpyware2009 binaries in 24 hours
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2. Comments on Digg.com leading to Rogueware
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- < Heath Ledger naked in shower, playing with herselfl!
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Reply
The Attack:

e 500,000+ comments leading to Rogueware

¢ Comments targeted news submission title and content

3. Twitter trending topics lead to Rogueware
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e Messages (tweets) targeting trending topics on Twitter.com

27,000 tweets per 24 hours
e 60 unique samples detected over 72 hour period
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4. Rogueware exploits Wordpress vulnerability to facilitate Blackhat SEO attack

iliwi) - Doaple Search - Windows Intemnet Exploner U8l x]

;GT;\' [ 3 et mvas oaghe. o) ar vt e 04 gty me e, macrogstt: | 4w [ p.',

|Fle Ed Vew PFavies Tooks Help

G 8 stened ary - Googe Search | | Ty -] - Pwe - GTeds-
Agi 16 2004 - Free Al That Giters Skats Online_How To Play The Siots. Pogo ... -

Shots, Free AN That Gliters Slots Owling, Texas Tea Slols Online, Free M Cashman Siots
Jackpot Slots, Insufcient Upload Slots. Play Fun Slets Games ..
A et Brgiwp- neludes Tp=098T5 - 16k - Cached - Simila pagis

Apr 16 2004 - Free Onling Siot Casings, Bally Slot Maching Colictors, Slot .,

Shot, Frow Onhne Slot Cassnos, Eleco Slot Machines, Video Cand Pei St For Laptop, Mail Sict

Instalistion. Asuratec Mamary Slot, Ush Card Far Pei Slat, ...

cirna msd ongr'wp-inclidesTp=FE250 - 16 - Cached - Similsr pages J

Agi 16, 2005 - Plagiansm Software. Blum Software. Open Source Softwane To ...

Software, Plagiansm Software Computer Sanvalence Software, image Manipulation Software h
Free Audio Softeare, Scfware To Pnnd Catsndars. Fire Sprinkder ...

cirna ned orgtwp-includasTp=T1025 - 16k - Cached - Simila pagas

Bl gan gsence. BOONBOCKS CIpemng oo
Song, Song From Led Zeppeln S Preaence. Zelda Song Fies. Play Fer Moammie Sang
Mayberry Sang Vedio, King Tut Song. West Viaga Song. Song Databases
cirna i orgiwip=ncludesTpaTAME « 15k « Cached « Similac pages

Aze 16, 2009 - Sony Handicam Owners Manual, Sony Ericsson Free Themes, Sony ..
Sany, Sony Handicam Ownars Manual, Somy Primt Cafndge And Phato Paper, Unlock Sony
Ericsson K750 Mobile, Sany Car Slerecs, Troubleshoaling Sony Camconder ...

cina nad org'wp-includas/Fp=T4 15T - 16k - Cached - Similar pages

Ao 16 2003 - Symantec Virus Definitions, Noron Symantec Updates Symantec Dell ...
Symardec. Symaniec Vieus Defintions, Symaniec Cracks. Hew To Setup Symantec Anlianes =|

| T T T e BT
Bwan| @@ D P [ stenedory - Googie . A sz

The Attack:

Affected Ned.org and TheWorkBuzz.com

Targeted a security vulnerability in an old version of Wordpress
Redirected all links to point to Rogueware servers

Facillitated a Blackhat SEO attack against 13,000 search terms
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5. Koobface moves to Twitter
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e Messages (tweets) pointing to 20 Rogueware sites.
e The worm further propagated on Twitter upon infection

e Malicious site presented a realistic looking Flash update popup
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Conclusion

As we have demonstrated throughout this report, the rogueware situation is very serious and
growing as cybercriminals continue to create new methods for developing and distributing malware.
Itis a very lucrative business for the cybercriminals, so the name of the game is to infect as many
people as possible. As a result, social networks have proven to be an effective channel to infect
users. Based on PandalLabs’ extensive research, the situation is most likely to escalate even
further.

Furthermore, cybercriminals know how to avoid antivirus detection; on one hand, most of them
don’t show suspicious behaviors, so antivirus companies have to focus on signatures (specific or
generic) to deal with those programs. This is the main reason why cyber criminals are creating so
many new samples. On the other hand, PandalLabs has started to identify more advanced malware
variants that are using typical Trojan features, as well as Rootkits and other techniques to subvert
virus protection technologies.

For many years consumers and businesses alike have been faced with new threats, ranging from
viruses and spam to phishing. In order to fight the war against cybercrime, grassroots awareness,
advocacy and individual user education will continue to be important. Antivirus companies must
play a fundamental role in exposing the problem in near real-time and presenting solutions along
the way.

Finally, antivirus companies must admit that the industry is not even close to winning this battle.
This is precisely why Panda started to develop Cloud based technologies in 2006. The company
needed to be able to quickly analyze every new sample against its 20 years of accumulated
malware data in real time to deliver protection in minutes instead of days. Fortunately, other
vendors are now following this trend, but cybercriminals will soon look to new channels for malware
monetization.
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