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l. Policy

A. Summary statement

Towards their long-term viability as critical resources in art historical scholarship, the New York Art
Resources Consortium (NYARC) commits to sustaining the control, integrity, security, and accessibility
of the born-digital source materials that it collects from the World Wide Web. NYARC implements tools
and procedures proven to effectively preserve the Web ARChival (WARC) File Format (ISO 28500:2009)
and further advocates for the development of greater preservation insurances for that international
standard.

B. Scope

NYARC's web archiving program, instituted in 2013, addresses the need to collect, store, and preserve
web-native resources vital to art historical scholarship before such materials are lost to a ‘digital black
hole’' [1]. The program employs several policies, procedures, and technological tools towards sustaining
continuous and on-demand access to these resources among members of their primary user
community, details of which may be reviewed in brief form on NYARC's Web Archiving Program FAQ,
and in increasing depth on the consortium’s documentation site. This documentation specifically
addresses the accumulation and management of preservation copies [2] throughout and beyond the
foreseeable lifespan of any access copies [3]of NYARC's web archives.

C. Core responsibilities

Stewardship of preservation copies of NYARC's web archives beyond the lifespan of any current or
future harvesting and/or access environment requires NYARC to ensure their viability in four principal
areas:

1. Control

NYARC must sustain control over complete copies of all WARC files collected
in its program'’s archives by maintaining redundant copies among multiple
geographically dispersed locations and within a storage system apart from
any current or future harvesting or access system component.

2. Integrity

All preservation copies of NYARC's WARCs must be systematically monitored
for fixity ("the property of a digital file or object being fixed or unchanged" [4])
at the bit level to ensure that no data loss or corruption occurs upon ingest
into or thereafter within their long term storage environment. To account for
these files’ provenance, or ‘digital chain of custody,’ the storage system must
systematically generate and continuously provide access to fixity information
in an openly accessible format.

(©)



http://web.archive.org/web/20150519201223/http://apps.nationalarchives.gov.uk/PRONOM/Format/proFormatSearch.aspx?status=detailReport&id=1029
http://web.archive.org/web/20150402122942/http://www.iso.org/iso/catalogue_detail.htm?csnumber=44717
http://wayback.archive-it.org/4432/*/http://www.nyarc.org/content/faq-web-archiving
http://wayback.archive-it.org/4432/*/http://wiki.nyarc.org/web-archiving
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3. Security

Access privileges to the storage environment for preservation copies of
NYARC's web archives must be restricted to include only core web archiving
program and storage system maintenance personnel. In order to ensure their
accurate and complete provenance, all interactions with (ie. ingesting,
copying, moving, deleting, etc.) these files must automatically be logged and
made accessible in an open format by the storage system.

4. Accessibility

While NYARC maintains access copies of its web archives for the purpose of
immediate online access, it must also ensure the longer term accessibility of
its preservation copies. It must always ingest these into the storage
environment in the most current international standard file format for web
archives, and must always advocate for expanded tools to validate and
characterize these files’ contents with standard preservation metadata
towards any required format migration and/or environment emulation.

Il. Implementation

A. DuraCloud Sync

To meet its responsibilities with respect to their archival control, integrity, and security, and until a
successor system is deemed necessary, NYARC will manage preservation copies of all of its current and
future web archives through a storage system designed by the non-profit DuraSpace Organization,
called DuraCloud--"an open source platform and managed service that provides on-demand storage
services for digital content in the cloud” [5]. DuraCloud will enable NYARC to automatically ingest
preservation copies of its WARC files into redundant, geographically dispersed data storage centers, to
manage and log all access to those files, and to monitor and report fixity information.

Upon the approval of a service agreement between executive representatives of the web archiving
program and of the DuraSpace Organization, DuraCloud will immediately ingest all WARC files
collected by NYARC from Archive-It's LOCKSS APl and will by means of its REST API thereafter
immediately and automatically synchronize this collection with any new acquisitions.

1. Terms of service

Duration
The initial service agreement between NYARC and DuraSpace will cover a period of one calendar year,
July 2015 - July 2016.

Service level and pricing

The service level for this agreement will be “Preservation Plus,” as per the most recent DuraCloud
pricing schedule [6]. In addition to standard online access, web console management, fixity checks, and
fixity information, this service level will enable automatic synchronization and recovery capabilities for



http://www.duraspace.org/
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files between two data storage providers: Amazon S3 and Amazon Glacier. It will afford NYARC 1TB of
data storage capacity (not to include synchronized duplicate files) in return for the subscription fee of
$2,000, to be invoiced immediately upon the execution of the agreement, and with the understanding
that an additional $825 will be paid by NYARC per additional TB of data it accrues over the initial 1TB in
the first subscription year.

Technical support
Upon finalization of the agreement, DuraSpace will provide NYARC the same webinar training
opportunities and routine email support and issue tracking made available to all of its subscribers.

Succession planning

The agreement must include DuraSpace’s assurance that an acceptable lead time and availability of
data migration consultation will be provided to NYARC in the event of any termination of service
provided by third party storage vendors named in the agreement/above.

In the event that they discontinue the DuraCloud service entirely, DuraSpace will deliver all necessary
management credentials and instructions for third party data storage vendors directly to NYARC.

lll. Management

A. Access privileges

Access to preservation copies of NYARC's web archives through the DuraCloud web console must be
restricted to 1) the NYARC Web Archiving Program Coordinator and 2) the NYARC Coordinator &
Systems Manager. No other person or institution is granted access to these files unless and until they
are explicitly afforded that privilege in this document. Access credentials for all authorized personnel
must be kept strictly confidential; DuraSpace reserves the right to suspend access by any user account
that it deems compromised.
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Once their user accounts and passwords have been created by DuraSpace, the personnel above may
access preservation copies of NYARC's web archives for the purposes of monitoring and management
through the DuraCloud web console here: http://nyarc.duraspace.org.

B. Integrity checks

The authorized NYARC web archiving program personnel above will use their access to preservation
copies of NYARC's web archives primarily for the purpose of verifying the success of or addressing
potential errors detected within regular bit-level integrity--or fixity-- checks. DuraCloud runs and
provides reports on these “health checks” of all of NYARC's files managed through its service on at least
a semiannual basis, and NYARC supports the service’'s ambition to increase that frequency to a
quarterly basis in 2015 [7].

The principal tool that DuraCloud uses to establish and monitor fixity, and to record fixity information,
is the MD5 checksum value. MD5 is a cryptographic hashing algorithm that generates a 128-bit value
equivalent to a ‘digital fingerprint’ for each file upon which it is run [8, 9]. A human user may read this
value as a 32-digit hexadecimal string.
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DuraCloud and each of the cloud storage services that its service overlays generate this value upon
ingest and immediately thereafter compare those values among their services in order to verify that
each file's unique value is consistent throughout the system. Each Amazon storage environment will
thereafter re-generate the checksum value upon each regular fixity check [10]. Automatic verification
of that value’s precise match to the original checksum value recorded by DuraCloud at the time of
ingest constitutes successful stewardship of the file’s integrity at the bit level. Any failure of any file's
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checksum value to match the original value recorded by DuraCloud at the time of ingest constitutes a
critical failure and must immediately result in the automatic replacement of the corrupted file in one
storage environment with an integral back-up from the redundant storage environment. Regardless of
the success of any necessary file replacement, all errors encountered in fixity checking must be
reported immediately and by the NYARC Web Archiving Program Coordinator directly to DuraSpace.

Fixity information
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All fixity information generated by ingest, by subsequent fixity checks, and by any other action taken by
the DuraCloud service or by authorized personnel is recorded in the ‘health reports’ made available to
NYARC through the DuraCloud web console, as illustrated above [11]. In consultation with DuraSpace
and in alignment with its schedule for regular acquisitions of new web archival materials (in particular
scheduled crawling of NYARC institutional web presences), the NYARC Web Archiving Program
Coordinator may define the most effective schedule for auditing the results of these reports.

C. Institutional archiving

While the system described above is its sole strategy for long term storage of preservation copies of its
web archives, the NYARC web archiving program will facilitate the storage and/or preservation of web
archive collections specific to each of its member institutions within the environment chosen by each
institution.

At the request of archives staff at the Brooklyn Museum Library & Archives, the Frick Art Reference
Library, or the Museum of Modern Art Library, NYARC's Web Archiving Program Coordinator will deliver
copies of all heretofore collected WARC files specific to the relevant institution and will coordinate a
schedule for enriching that collection with the files acquired in regularly scheduled future institutional
harvests.
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Unless and until explicitly documented here, transmission of web archives in any form from the NYARC
web archiving program to institutional archives must originate with files retrieved from access--not
preservation--copy stores, and may only be effected by the NYARC Web Archiving Program
Coordinator.

1. Preservica workflow

As of May 2015, the Frick Art Reference Library and the Museum of Modern Art Library have each
selected to run Preservica Cloud Edition for the long term storage and preservation of their respective
digitized and born-digital institutional collections. Upon the request of either institutional archives, the
NYARC Web Archiving Program Coordinator is authorized to deliver copies of institutionally relevant
WARC files for ingest into this storage and preservation environment by executing the following steps:

1. Navigate to access copies of NYARC's web archives here:
https://partner.archive-it.org/cgi-bin/getarcs.pl

=10l x|
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2. Select the relevant institutional collection and click on the “list files from the selected
collections” button


http://web.archive.org/web/20150521152606/http://preservica.com/preservica-cloud-edition/
https://partner.archive-it.org/cgi-bin/getarcs.pl
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May 2015

ARCHIVEIT-4269-MONTHLY-4073-20150506142444858-00000-whgrp-crawld67.us.archive.org-6440.warc.gz £63949de55e2e8db495426b28803c42c

April 2015

ARCHIVEIT-4269-NONE-31211-20150413134730428-00000-wbgrp-crawll0l.us.archive.org-6442.warc.gz alf2b3f0fbf44b087620ccab7827cdlé

ARCHIVEIT-4269-MONTHLY-4128-20150406142254892-00000-wbgrp—crawld7.us. archive. org-6441.warc.gz 2435bb26ed19212a0d062678£7558211

March 2015

ARCHIVEIT-4269-NONE-22231-20150324145645083-00000-wbgrp-crawl0&3.us.archive.org-6443.warc.gz 228cc809fbbb516bb 7522926807902
ARCHIVEIT-4269-NONE-32713-20150324145550115-00000-whgrp-crawl055.us.archive.org-6444.warc.gz a026e198722cTcc2d4f2b22009845782
ARCHIVEIT-4269-NONE-23952-20150317173925603-00000-wbgrp-crawl062.us.archive.org-6445.warc.gz 11782ca531b8525e66edbl3bfedcc018
ARCHIVEIT-4269-NONE-32638-20150317154328007-00000-wbgrp-crawl(s5.us.archive.org-6443.warc.gz 419e809£8c062092622662bellb42788
ARCHIVEIT-4269-NONE-17540-20150317154253821-00000-whgrp-crawl057.us.archive.org-6445.warc.gz 31£975d47c1427413b5dbb7908670249d
ARCHIVEIT-4269-NONE-14007-20150317154127227-00000-wbgrp-crawl052.us.archive.org-6f441.warc.gz 536eb7cfa22bl3£51b9232£3b8b94134
ARCHIVEIT-4269-NONE-26695-20150317154028806-00000-wbgrp-crawl054.us.archive.org-6441.warc.gz abba&Tda2617df952a4ad5e609 ablal
ARCHIVEIT-4269-NONE-27269-20150317140750529-00000-wbhgrp-crawl068.us.archive.org-6441.warc.gz chebefbaeafl159a3952c7729395e%ec
ARCHIVEIT-4269-NONE-380-20150310163020528-00000-wbgrp-crawlde0.us.archive.org-6440.warc.gz 4609268£d40521308b17c433b36a7183
ARCHIVEIT-4269-NONE-12084-20150310161114146-00000-whgrp-crawl(86.us.archive.org-6440.warc.gz d0ea28b247423bca49455kb7930686a95
ARCHIVEIT-4269-NONE-13012-20150310144809098-00000-wbgrp-crawl064.us.archive.org-6441.warc.gz 46b38£59£0393cec9ci4dB4243341ca
ARCHIVEIT-4269-NONE-24616-20150310135810260-00000-wbgrp-crawll04.us.archive.org-6444.warc.gz 68d1b37cc938e5ae95abcdEL749800b9
ARCHIVEIT-4269-NONE-28204-20150310135424139-00000-whgrp-crawll0l.us.archive.org-6446.warc.gz 0fcB8eTcld7675843043e7065abelaals
ARCHIVEIT-4269-NONE-27385-20150310134128867-00000-wbgrp-crawl068.us.archive.org-6443.warc.gz BB88764b7ea03276f4b567cddcb31bif2a

I

3. Download all warc.gz files not yet ingested into the respective institutional archives’ Preservica
environment to a staging folder, or ‘watch space,’ created by archives staff for automated
ingests into that environment.
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Stewardship of the downloaded files into and within the Preservica storage and preservation
environment is the responsibility of each institutional archives.

The process described above must initially deliver all WARC files contained within the relevant
institutional collection, and thereafter only those files acquired after the date of this initial
transmission. Coordinating a schedule for systematic transfer of successively acquired files is the
responsibility of NYARC's Web Archiving Program Coordinator and the relevant staff at each
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institutional archives; it is recommended, however, that these transmissions occur no more frequently
than annually.

D. Further and updated information

1. NYARC policy and procedures

It is the responsibility of the Web Archive Program Coordinator and/or the Coordinator & Systems
Manager to update the above policy and procedures as implementation of NYARC's storage and
preservation regime dictates. Information regarding storage system selection, services, and
pricing, must at the least be updated to reflect implementation status by no later than July
2016.

2. DuraCloud implementation and management

For the most recent information on DuraCloud technical specifications, web console management
tools, other add-ons and features, and for webinars and presentations on using this service, consult
DuraCloud's wiki-based documentation site here:
https://wiki.duraspace.org/display/DURACLOUD/DuraCloud

IV. Opportunities and constraints

A. Accessibility and preservation metadata

NYARC's responsibility with respect to the long term accessibility of preservation copies of its web
archives is bound to its ability to package those archives in their ultimate storage environment with
standard and thorough preservation metadata in order to enable the eventual migration and/or
emulation of their contents in obsolete digital file formats. As of May 2015, the under-development of
tools, processes, and standards to reliably create and package standard preservation metadata for
web archives precludes NYARC from fulfilling this responsibility.

Profiles for web archive metadata manifests that include the de facto preservation metadata standard,
PREMIS, have existed for nearly a decade [12], however the necessary tools to generate these
manifests at the scale of a multi-institutional web archiving program have lagged far behind [13].
NYARC therefore advocates for the further development of preservation metadata generation for web
archives in the following two areas:

1. WARC metadata enrichment

Towards the long term viability of the WARC file format as an international standard for containing and
enabling access to contents within web archives, NYARC supports updating the standard WARC
metadata header record [14] in order to include or clarify vital information directly mappable to core
PREMIS metadata fields of the Object semantic unit [15].

Specifically, this would include: 1) expanding the format field in the current WARC metadata header
record into two fields--one for identification of the file format, and another for specifying the file
format's version; 2) adding a metadata field to record the format registry from which information
about that file format may be retrieved; and 3) adding a metadata field to record the identifier key for
that format's entry within said format registry.


https://wiki.duraspace.org/display/DURACLOUD/DuraCloud
http://www.loc.gov/standards/premis
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Such metadata enrichment would effectively make all subsequent WARC files collected by NYARC
conformant to PREMIS Conformance Level 1A as per the latest PREMIS conformance statement [16].

2. Metadata extraction tools

Towards enabling the migration of contents internal to the WARC container file from obsolete formats
and/or the emulation of access environments necessary to render those same contents in their
original formats, NYARC supports the improvement of tools designed to identify and validate the file
formats of those internal contents and to record their characteristics in PREMIS-conformant metadata
manifests.

Tools presently standard to identification and validation services for digitized and born-digital
records--DROID and |[HOVE--cannot reliably perform these functions and output PREMIS-conformant
records for files contained within a standard WARC [17]. NYARC therefore supports the development of
next generation identification and validations tools, such as [HOVE2 and JHoNAS, to perform these
functions and to subsequently be integrated into the repository ingest workflows of digital
preservation service platforms like Preservica, Archivematica, and ArchivesDirect.

Such metadata extraction capabilities would enable the packaging of WARC files for long term storage
with PREMIS-conformant metadata manifests at the container as well as contained file levels, as
evidenced by the web archive workflow and metadata output achieved with JHOVE and JHONAS by the
Bibliotheque nationale de France's Scalable Preservation and Archiving Repository (SPAR) project [18,
19].

B. Storage environment

1. Trustworthiness

Towards their viability in the longest possible term, NYARC ultimately aspires to store preservation
copies of its web archives within a storage environment that achieves the highest level of certification
for the long term stewardship of digital content: TRAC-certified “Trustworthy Digital Repository (TDR)"
status [20].

As of May 2015, neither the Amazon S3 nor Amazon Glacier storage storage environment described in
this documentation has achieved that level of certification. DuraCloud, however, does enable the
integration of the non-profit San Diego Supercomputer Center's (SDSC) Chronopolis repository, which
achieved TDR status in March 2012 [21], as an alternative redundant storage environment to Amazon
Glacier in its ‘Preservation Plus’ service level.

The SDSC alternative is provided to DuraCloud partners at an additional annual subscription fee [22]
not payable under the terms of the Andrew W. Mellon Foundation grant that initiated NYARC's web
archiving program and which facilitated the selection of DuraCloud as a storage service provider. If and
when operational funds beyond the period of the current (2015) grant may be appropriated for this
purpose, NYARC should with DuraSpace’s facilitation migrate the redundant preservation copies of its
web archives from Amazon Glacier to SDSC storage.


http://web.archive.org/web/20150522034243/http://www.dcc.ac.uk/resources/external/droid
http://web.archive.org/web/20150522034335/http://jhove.sourceforge.net/
http://web.archive.org/web/20150522035218/http://www.dcc.ac.uk/resources/external/jhove2
http://web.archive.org/web/20150522035421/http://www.netpreserve.org/projects/jhonas
https://ww.archivematica.org/en/
http://www.archivesdirect.org/
http://web.archive.org/web/20150522040549/http://www.bnf.fr/en/preservation_spar_old/s.preservation_SPAR_presentation_old.html
http://web.archive.org/web/20150522044644/https://libraries.ucsd.edu/chronopolis/about/index.html
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