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EXECUTIVE SUMMARY

These are the proceedings of a workshop held on 2 March 2016 in San Antonio, Texas to address “Big Data
and Fire Protection Systems.” The goal of this workshop was to identify and prioritize the opportunities
for big data to inform decision making for ITM (Inspection, Testing and Maintenance) used for built-in fire
protection systems.

The on-going reliability of built-in fire protection systems is related to inspection, testing and maintenance
(ITM) of these systems. This is addressed by multiple NFPA codes and standards, including NFPA 4,
Standard for Integrated Fire Protection and Life Safety System Testing, NFPA 25, Standard for the
Inspection, Testing, and Maintenance of Water-Based Fire Protection Systems, NFPA 72, National Fire
Alarm and Signaling Code, and NFPA 2001, Standard on Clean Agent Fire Extinguishing Systems.
Requirements for ITM have evolved over time, but often do not have a solid scientific basis.

A new activity at NFPA that directly relates to this topic is the proposed development of a Data Analytics
Sandbox. NFPA is uniquely positioned to coordinate the next generation of data and data analytics in
support of the built environment and safety infrastructure. Going forward, the NFPA Data Analytics
Sandbox is anticipated as serving as an important collective resource, and serving as a next generation
test bed in support of our rapidly evolving world of cyber physical systems and the internet of everything.
The collection and coordination of ITM data, which will ultimately support the technical activities
addressed by NFPA 4, 25, 72, 2001, etc., is considered a prime candidate activity for the NFPA Data
Analytics Sandbox.

This workshop has gathered applicable stakeholder input and clarified certain information through
roundtable discussions. Using Breakout Groups and through a series of structured questions, this
information includes discussing how data can inform ITM decisions, identifying the key data needed and
potential sources of data, and clarifying how NFPA can help. Key findings from this effort support five
concept categories of recommendations: (1) general; (2) data collection methods; (3) documentation; (4)
stakeholder benefits/concerns; and (5) standardization. Specifically, these include the following:

(1) General

e Prioritize Occupancy Focus: For start-up efforts, first focus on certain specific occupancies such
as commercial properties.

e Support Legislative Initiatives: Identify, clarify and support legislatively-oriented initiatives that
promote the sharing of data for the public good (e.g., the State of Georgia is working on data
sharing legislation).

e NFPA’s Attributes: NFPA, as a trusted 3™ party, is an ideal organization to serve as a central data
collector.

e Stakeholder Value Added: NFPA can develop a clear consensus of the most important data based
on stakeholder needs and explain to stakeholders the value of their own data collection.

o Code Requirement Validation: Analysis of collected data will verify whether or not recent code
updates are successful or unsuccessful.

(2) Data Collection Methods

o Novel Collection Methods: Consider novel approaches such as indoor drone inspection.

e Promote Automated Approaches: Automate the data collection process to improve efficiency
and effectiveness (e.g., automated impairment detection program to flag impaired systems).




Enable External Data Sets: Enable external unrelated data sets that can provide value-added to
the overall pool of data (e.g., external real estate permitting data is presently available).

Data and Data Analytics Focus: Focus on data and data analytics, and avoid any mandates of
software, hardware, or similar details.

Positive Data Usage: Data is often only collected if there is a negative issue, but there is also
positive data available that shows the systems are functioning properly.

Enable User Friendly Data Collection: Explore the aspect of user friendly data collection methods
such as using mobile apps.

(3) Documentation

Prioritize Essential Data: Focus on data that is essential, and do not collect unnecessary data.
Focus on Data Needs: Make sure the needed data drives the data collection process and not the
forms and/or format.

Support Confidentiality Agreements: Address confidentiality agreements between inspectors
and property owners/manufacturers as a means of obtaining data that would otherwise be
unavailable.

Manage Evolution: Set performance characteristics, and allow the format to naturally evolve
based on usage.

Establish Common Terminology: Develop standard terminology to address the language and
terminology differences between different regions or companies.

(4) Stakeholder Benefits/Concerns

Establish Data Safeguards: Provide safeguards for user access so that all data and data analytics
is used securely and wisely (e.g., by AHls, end-users, researchers, etc.).

Address Data Breach Implications: Consider liability implications due to data breaches (e.g.,
consider parallel case studies).

Identify Unrealized Data Analytics: Demonstrate value-added for end-users by enabling analytics
they would otherwise not have, including for their own proprietary data.

Promote User Benefits: Continually emphasize end user benefits and value added.

Address Ultimate End-User Needs: Identify and summarize end user problems to guide data
analytic efforts (e.g., using collected thermostat data to develop residential profiles for addressing
smoke detector performance in extreme temperatures)

(5) Standardization

Utilize Existing Standards: Consider using existing standards that address the processing and
handling of confidential data (e.g., existing ISO or IEEE standards on data confidentiality)

Clarify Data Types: Distinguish between mandated data collection vs. voluntary.

Promote Automated Data Collection: Promote automated data collection vs. manual data
collection (e.g., establish minimum standardized data stream, with flexible data format)
Standardize Common Baseline Data: Standardized baseline cross-sectional common data that is
necessary for all ITM systems (e.g., limited location information, system age, commissioning
details, etc.).

Support Risk Based Data Analytics: Create code requirements customized for specific risks rather
than system types. Systems vary based on occupancy type but there will always be a level of risk
(which can be determined by analyzing collected data).
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1) BACKGROUND AND OVERVIEW

The on-going reliability of built-in fire protection systems is related to inspection, testing and maintenance
(ITM) of these systems. This is addressed by multiple NFPA codes and standards, including NFPA 4,
Standard for Integrated Fire Protection and Life Safety System Testing, NFPA 25, Standard for the
Inspection, Testing, and Maintenance of Water-Based Fire Protection Systems, NFPA 72, National Fire
Alarm and Signaling Code, and NFPA 2001, Standard on Clean Agent Fire Extinguishing Systems. Of
particular note, some of these standards are now proposing inclusion of specific data collection
information, such as a new Annex F addressing “Connectivity and Data Collection” for the upcoming 2017
edition of NFPA 25.

Requirements for ITM have evolved over time, but often do not have a solid scientific basis. These are
often historical requirements that are not based on ITM data or on observed deficiencies. Recent efforts
to address this topic have included a previous Foundation Workshop on “Applying Reliability Based
Decision Making to ITM Frequency” (2012). This involved discussion of approaches to determining ITM
frequency for a given fire protection system or equipment based on reliability concepts.

Another Foundation activity around this topic was a report on Fire Pump Field Data Collection and Analysis
(2012). The research objective of this study was to provide credible and statistically valid fire pump
performance data that substantiates testing frequencies and protocols. This was completed by reviewing
the landscape of existing field data, establishing data collection needs, and developing a framework for
how the data can be used in a credible manner. This effectively provides a useful case study focused on
fire pumps and its involvement with data for ITM purposes.

In addition, a workshop at SupDet 2015 on the topic of general research needs around the topic of ITM
identified several areas where data is needed to answer key questions such as the optimal frequency for
certain tests and the relationship between ITM activities and failures.

All of these previous activities identified additional work that needed to be done to evaluate reliability
and correlate reliability with code requirements. A key issue is standardizing data collection so that the
data can be effectively analyzed. This includes standardizing the data collection format, submission
process, data security parameters, and data analysis procedures. A standardized framework is needed
for the efficient collection, storage, and analysis of ITM data.

A new activity at NFPA that directly relates to this topic is the proposed development of a Data Analytics
Sandbox. NFPA is uniquely positioned to coordinate the next generation of data and data analytics in
support of the built environment and safety infrastructure. Going forward, the NFPA Data Analytics
Sandbox is anticipated as serving as an important collective resource, and serving as a next generation
test bed in support of our rapidly evolving world of cyber physical systems and the internet of everything.
The collection and coordination of ITM data, which will ultimately support the technical activities
addressed by NFPA 4, 25, 72, 2001, etc., is considered a prime candidate activity for the NFPA Data
Analytics Sandbox.

This prior background activity has resulted in a need to further address this topic, and accordingly this
latest half-day workshop has been held on 2 March 2016 in San Antonio, Texas to address “Big Data and
Fire Protection Systems.” The goal of this workshop is to identify and prioritize the opportunities for big


http://www.nfpa.org/research/fire-protection-research-foundation/projects-reports-and-proceedings/detection-and-signaling/general-detection/applying-reliability-based-decision-making-to-itm-frequency
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http://www.nfpa.org/research/fire-protection-research-foundation/projects-reports-and-proceedings/suppression/other-sprinkler-protection/fire-pump-field-data-collection-and-analysis

data to inform decision making for ITM (Inspection, Testing and Maintenance) used for built-in fire
protection systems. These are the proceedings of this workshop.

This workshop seeks to gather the applicable stakeholder input and clarify certain information through
roundtable discussions. Using Breakout Groups and through a series of structured questions, this
information includes discussing how data can inform ITM decisions, identifying the key data needed and
potential sources of data, and clarifying how NFPA can help. Specifically this includes:
Identify All Applicable Stakeholders
e Confirm Critical Data Elements (using focus on Case study of Fire Pumps)
o Identify Potential Sources of Available Retrospective Data for the following:
o ITM Results
o Failure Outcomes
o |dentify Key Barriers for Sharing the Following Types of Data (i.e., playing in the sandbox):
o Existing Retrospective Data
o Future Prospective Data.
o Benefits to Sharing Data
e Prioritize the Key Barriers for Sharing Data
e |dentify/Prioritize Benefits for Sharing Data
e Summarize Recommendations for Universal Data Platform (i.e., sandbox)

The agenda for the workshop is illustrated in Table 1: Workshop Agenda. Following welcoming remarks,
this is structured to provide a baseline overview of this topic area, followed by breakout group discussions,
and concluded with a plenary session addressing summary observations.

Table 1: Workshop Agenda

1:00 pm Welcome and Workshop Overview Amanda Kimball, Foundation

1:10 pm Opening Remarks on ITM and Big Data Casey Grant, Foundation

1:30 pm Presentation: Big Data Analytics and Decision Making | Nathaniel Lin, NFPA

2:00 pm Case Study Presentation: Update of Fire Pump ITM Gayle Pennel, Aon Fire Protection
Data Coordination Engineering

2:30 pm Break

2:40 pm Breakout Groups (groups of 10-15 each) — Address
Break-out Group Questions that focus on:
e Discussing how data can inform ITM
decisions; Workshop Attendees
* identifying the key data needed and potential
sources of data; and
e clarifying how NFPA can help.

4:20 pm Breakout Group Reports and Plenary Discussion Workshop Attendees

5:00 pm Workshop Wrap-up and Summary Observations Casey Grant and Amanda Kimball




2) CLARIFYING THE BASELINE

The baseline for this topic was provided by the following three presentations: first by Casey Grant titled
“Workshop on Big Data and Fire Protection Systems”; second by Nathaniel Lin titled “Big Data Analytics and
Decision Making”; and third by Gayle Pennel titled “Going Forward from the Fire Pump Field Data Collection
and Analysis Project”. These are illustrated in Figures 1 through 12.
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Figure 1: Presentation by Casey Grant (1/2)



4) Standardized Data Collection 5) NFPA Data Analytics Sandbox
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March 2, 2016 | Nathaniel Lin, PhD: NFPA Data Analytics Strategy Lead

Data is the New Qil?

“Data Is The New Oil.
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Figure 3: Presentation by Nathaniel Lin (1/3)
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Going Forward from the
Fire Pump Field Data Collection and

Analysis Project
Gayle Pennel, P.E. - Aon Fire Protection Engineering

Original Project Funded and managed through

The Fire Protection Research Foundation

Aon Fire Protection Engineering Corporation Am

Project Conducted and Funded Through
The Fire Protection Research Foundation

Report Entitled Fire Pump Field Data Collection and Analysis
Available for download at www.nfpa.org/foundation

THE
FIRE PROTECTION
RESEARCH FOUNDATION

THE FIRE PROTECTION RESEARCH FOUNDATION

ONE BATTERYMARCH PARK
QUINCY, MASSACHUSETTS, U.S.A. 02169-7471
MAIL Eoundation@NEPAOR
WEB: www.nfpa.ore/foundation

Aon Fire Protection Engineering Corporation Am

Hindrances in Developing Performance Based Codes
and Standards and Reliability Analysis for Fire Protection Systems

= Lack of reliable performance information
= Lack of centralized data collection

= Lack of data reporting standardization

Characteristics of Normally Active Systems

= Normally active systems perform their designed function(s)
under normal conditions

=  Wearand tear on active components, equipment, and systems
occur normally as they are used.

= Failures occur during normal operation
= Reliability based on normal operation
= Failures must be corrected for continued operation

Characteristics of Most Fire Protection (Normally Standby)

= Normally in standby mode

= QOperate in abnormal (ermergency) conditions

= Most failures develop from inactivity and age

= Most failures not apparent until system is operated
= Regular testing needed to verify condition

= Failures may not interfere with normal operations

Fire Framatin Gngiang Aw

Moving to Performance Basis

= As a result of recent technology changes, it is now possible to
collect and correlate performance data during normal
operation, inspection, testing, and maintenance of systems.

= Fire pumps selected for the a pilot project because they have
a pressing need for reliability analysis, especially to provide a
basis for the test frequency in NFPA 25,

= Use fire pumps as a basis to develop the collection and

analysis technigues that can be expanded to other areas of
fire protection.

Figure 6: Presentation by Gayle Pennel (1/7)




Project Research Questions

* Whatis the appropriate test frequency for non-flow testing of
electric and diesel fire pumps?

= How well and how frequently the tests provide evidence of
existing or developing problems?

= What unknown or inadequately defined issues can be
improved with systematic data collection, i.e. better balance
between requirements and reliability?

— Unforeseen failure modes that may oceur with new technology,
product redesign, and manufacturing changes.

Initial Considerations

= Data available manually is too time consuming to process,
= Some data acquisition may be possible from available records.

= Other data may require standardization and long term
data collection.

= Data collection should be seamlessly integrated with
Inspection, Test and Maintenance procedures with
minimum or no added cost.

Research Objectives

A. Collect and correlate existing fire pump performance data
to determine

— Short Term and Long Term How well and how frequently the
tests provide evidence of existing or developing problems.

— Short Term and Long Term The reliability of fire pumps, i e what
is the expected impairment time for fire pumps

— Long Term The effect of test frequency on the reliability of fire
pumps, i e what is the expected impairment time for fire pumps
tested weekly, monthly, and yearly

— Long Term Failure Modes and Frequency of Failure Modes, and
the down time with each failure mode.

— Short Term Use the calculated expected downtime and reliability
for weekly and monthly test frequencies to evaluate the non-flow
test frequency requirement in NFPA 25.

Research Objectives (continued)

B. Long Term Facilitate early identification of currently unknown
or inadequately defined issues including (but not limited to)

— Limited service controller reliability;

— Variable speed pressure limiting pumps reliability (pressure relief
valves on variable speed fire pumps because of a lack of
experience); and,

— Unforeseen failure modes that may oceur with new technology,
product redesign, and manufacturing change

C. Long Term Develop a standardized and statistically valid fire
pump data collection framework that will accept on-going data
submittals to generate a continually updated data compilation,
whose analysis will substantiate the requirements for periodic
testing and maintenance.

Fire Pump Test

= Performance test required
yearly — requires water
flowing through the pump

= Non-Flow test required

weekly for diesel fire pumps,
and some electric pump but
monthly for most electric fire
pump (changed from weekly
in the 2011 edition of

NFPA some electric pumps
changed to weekly in 2014 )

Initial Data Collection

= Performance testing requires analysis and many test company
use electronic input which can be used to provide data
collection without additional cost to the owner

= Non-flow testing may be a check mark on a form, however
= Testfrequency for non-flow testing a priority

Figure 7: Presentation by Gayle Pennel (2/7)




Non-Flow Data Collection

R h . AON

Non-Flow Data Collection

nkial Test Date
Note:; Setting the Inial Test Date and the ™
the Cates. The dates can be manually cver

[y S ————

Pass / Fail / Repair

» Tested Satisfactory This is a dropdown field that allows (Y)es,
(F)ail, (R)epair needed but completed test, or blank answers,

= “Y”indicates the fire pump started automatically and was
capable of delivering water at the needed pressure for the
duration of the test.

= “F"indicates the pump did not start automatically or appeared
incapable of delivering water at the needed pressure for the
duration of the test.

= “R"indicates the fire pump is in need of repairs, but started
automatically and was capable of delivering water at the
needed pressure for the duration of the test.

R . JON

Failure Modes

Water supply inadequate
Electric power supply failure
Pipe, fitting, and/or valve failure
Controller failure

Pump running condition failure
Pump running operation failure
Relief valve failure

Diesel engine failure

. Diesel engine system failure
10. Other (provide comment)

© 0NN

[y S ————

Standard Performance Input

- «  HON

Standard Performance Input
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Analysis - Desired

95% confidence level for
=  Mean time between failures with different testing frequencies
=  Expected impairment time with different testing frequencies

Accomplished

Provided a rational basis (reliability) for evaluating non-flow
test frequency.

[ | Weekly Test | Monthly Test |
Electric 99.4% 97.3%
Diesel 99.0% 96.0%
— However, the code committee must still decide what reliability

is significant, i.e. are weekly tests justified to increase the
reliability from 97.3% to 99.4%

What was partially completed?

* Developed standardized data collection framework and forms
for fire pumps.

= A close examination of the data indicate differences in
interpretation when the framework and forms are used.

= Additional description and training appear to be necessary to
achieve better consistency, i.e. consistent understanding of
failure and other categories.

What was not accomplished?

= Did not establish the relationship between pump test
frequency and the mean time to failure

= Additional work needed to set up Web Site and start
data collection

Lessons Learned / Extension To Other Data Needs

= Testing results must be well defined. Data collection formats
should be uniform. Even if well defined may need training for
data submitters to obtain reporting consistency.

= Need standarized failure modes for analysis
= |dentify potential data submitters early.

= Need data submitters solicita1iun£rogram. This should
include direct solicitation by NFPA and announcement of the
data collection process in fire protection related publications.

Recommendations From Project

= Complete a data collection web site,

= Develop a solicitation gr ram for users. This should include
direct solicitation by NFPA and announcement of the data
collection process in fire protection related publications.

= Made the data collection and analysis permanent.

= Develop data collection and data base formats for pressure

regulating devices, backflow prevention devices, dry pipe
valves, and quick opening devices.

Figure 9: Presentation by Gayle Pennel (4/7)




Project Recommendation for Future

= Website to

— Distribute standardized
electronic test non-flow and
performance pump test forms

—~ Collect test data
— On going data analysis

= Develop standardized test forms,
and data collection and analysis for
other needs (pressure reducing
valves, pressure transducers, dry
pipe and deluge valves,
accelerators, backflow prevention
devices, etc.)

Web Site Functional Requirements

= Allow the Web Master User to post and update Standardized
Test Forms to the web site

= Allow users to sign up by providing basic information and a
password.

= Allow users to download Apps with Standardized Inspection,
Test and Maintenance Forms (or spreadsheets) from the web
site to their computer,

= Allow users to upload test information (Using the downloaded
Apps or other standardized software with Standardized
Inspection Test and Maintenance Forms) from their computer
to the web site.

= Allow the Web Master to retrieve those files.

Web Site Page 1
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The Path Forward:

= Develop standardized data formats

—The 2016 NFPA 20 has added an annex for a
MODBUS standardized format —

+ Needs to add a data base format for much of
the items

+ Needs industry validation

—The 2017 NFPA 25 will have an annex with a
standardized data base type format
+ Needs industry validation

—Need standardized formats for NFPA 72 and
possible other standards

Aon Fire Protection Engineering Corporation Am

The Path Forward (continued):

= Identify All Data Needs

— Need statistical base for performance based
codes

—NFPA 72

—What other data could be collected to improve
reliability.

Aon Fire Protection Engineering Corporation Am

The Path Forward (continued):

= Identify Stakeholders and Potential Data Sources
— Manufacturers
—Code Bodies
—Insurance Companies
—Risk Managers
— Engineers & Architects
—ITC Reporting Services
— Monitoring Services
= Identify What is Needed to Access the Data

Aon Fire Protection Engineering Corporation Am

The Path Forward (continued):

= Identify Barriers to and Benefits of Data Sharing
— Confidentiality
+ Different levels of access

* Locations reported at the midpoint between 2
longitudes and two latitudes

—Need for different access levels

+ Manufacturers may need more specific
knowledge (is it their product)

+ May want the manufacturers name shielded for
general reliability analysis.

—Improve Reliability, better utilization of resources

Aon Fire Protection Engineering Corporation Am

The Path Forward (continued):

= Identify How to Monetarize Data Collection or Fund
Data Collection Agency

= Identify Potential Data Collection Agency(s)
—NFPA? NIST?

= Set up Cloud Data Collection

= Set up analytics

= Set up user access

= System integrators develop ITC / Data reporting
apps, software and hardware that works with
standardized formats

Aan Fire Protection Engineering Corporation Am

Existing On-Line Fire Pump Monitoring

= Brief Demo of an On-Line Fire Pump Monitoring
App

Aan Fire Protection Engineering Corporation Am
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Questions
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3) BREAKOUT GROUPS

Following introductory remarks and baseline presentations, breakout group discussions were conducted
to clarify the collective consensus perspective on a series of key questions. The questions are summarized
in Figure 13: Questions for Breakout Groups.

QUESTIONS FOR BREAKOUT GROUPS (SUBIECT TO UPDATE):

1. How can data inform ITM decisions? Reguirements related to frequencies for testing and reliability
analysis are two uses of data that have been identified. [15 minutes]

1.1. What issues are involved in applying data to code requirements? Are there differences between
fire protection system types?

1.2. What are other potential uses for data?

2. What specific data is needed? [15 minutes]

2.1. What equipment or systems can/should this be used for?

2.2. What are the critical data elements that need to be collected?

2.3. Standardized failure modes and system condition definitions are needed for meaningful analysis.
What is the best way to develop and implement complete standardized failure modes and other
needed categories?

3. Astandardized data format annex has been added to the 2016 NFPA 20 and will be added to the 2017
NFPA 25. Is this the best way to develop standardized formats? [10 minutes]

3.1. What are the issues involved in refining these formats and gaining acceptance and usage of the
formats?

3.2. What other standards could take advantage of standardized formats for data collection?

4. Fire protection service providers, insurance companies, and large companies are potential sources of
data. [10 minutes]

4.1. What other data sources are available and should be considered?

4.2. Is existing data available in a format that could be collected and analyzed?

5. Fire protection equipment manufacturers, insurance companies, code making bodies, Consumer
Protection Agencies, and fire protection engineers are potential users of data analysis. [10 minutes]
5.1. What other potential users can be identified? How would they use the data?

6. What are the potential barriers (e.g. confidentiality/ privacy) and benefits (e.g. larger pool of data to drive
decisions) of pooling/sharing ITM data? [10 minutes]

6.1. What will encourage potential data sources to contribute?

6.2. How can confidentiality concerns be clearly identified?

7. How can NFPA help? [15 minutes]

7.1. Examples: Data collection, access to database, training, facilitate changes for codes, advocacy,
statistical analysis

8. Identify some of the opportunities for automated data collection/alerts. [10 minutes]

8.1. Is this happening now? How?

8.2. Ease of incorporating automated data collection into existing systems?

9. Summary Observations [5 minutes)

Figure 13: Questions for Breakout Groups

Attendees were assigned to one of four separate breakout groups. The breakout groups were designated
by color as follows: Yellow, Green, Blue and Red. The assignment of each attendee is indicated in Figure
14: Breakout Groups, which represents an attempt to provide a diverse balance of stakeholders in each
respective breakout group. Each group worked separately on the set of questions and reported back at
the plenary session at the end of the workshop.



1) YELLOW GROUP 2) GREEN GROUP

First Last Organization First Last Organization
Matt Benfer Jensen Hughes Brian Auer

David Burkhart Code Consultants Inc. Pat Brock

Larry Carmen Victaulic Paul Clarke
Tom Cleary NIST Bradford Colton

Ben Ditch FM Global Josh Dinbaburg
Michael Edwards US Architect of the Capitol Eric Esobedo
Phil Friday Harrington Group Jim Feld

Tony Gumkowski Travelers Insurance Christina Francis
Jonathan Ingram Kidde Fenwal David Fuller
Amanda Kimball FPRF Wendy Gifford
Roger Montembault  TMG, Inc. Casey Grant
Stephen Olenick Combustion Science & Engr. Louis Guerrazzi
Bob Schifiliti R.P. Schifiliti Assoc. Diane Haithcock
Michael Schultz oneEvent Technologies Kenneth Hamburger
Michael Schultz One Event Technologies Scott Hopkins
Cathy Stashak Office of lllinois SFM Greg Radion
Mike widdekind Zurich Joe Scibetta
Dwight Wwills Building Reports Greg Willis

3) BLUE GROUP 4) RED GROUP

First Last Organization First Last Organization
Scott Bailey Adam Barowy
Donald Boynowski Andrew Berezowski
Mike DeVore Michael Birnkent
Gudrun Fay John Campbell
Rich Gallagher Barry Chase
Kenneth G?Od Scott Futrell

Tate Hitzeman Dick Gann

Jason Huczek )

David Kerr Joachim Gensel
Stuart Loyd Tom Hammerberg
Maria Maks Ron Hein

Scott Patterson Ralf Hetzer

Tom Pedersen Richard Kluge

Lance Rutimann Wolfgang  Kruik

Jason Ryckman John Schertel
Larry Schudak Andrew Smith

Dan Steppan Mark Smth

Jason Webb Amin Tohmaz
Jacqueline  Wilmot Terry Victor

Figure 14: Breakout Groups

The separate results of each Breakout Group, as reported during the concluding Plenary Session are
included in Figures 15 through 22, in the following sequence: Yellow Group; Green Group, Blue Group;
and Red Group.
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BREAKOUT GROUP QUESTIONS - GROUP

1) How can data infarm ITM decisions? Requirements related to frequenties for testing and relisbility anslysis are twa
uses of data that have bean dentifiad. [15 minutes]
1.1) What "
1.7) What are ntbes pobestisl uses for data?
2} What spesific data is neaded? [15 minutes]

21
2.2) what
!3] What s the bestway bo develop
4] Astandardized data format annex has been ldrlnlmth- 2016 HERA 20 and will be added to the 2017 NFPA 25, Is this
the best way to develop standardized formats? [10 minutes]
2.1) What i g of the formats?
3zl

and fire protection engineers are porential users of data analysss, [10 minutes]
54] P a 3

5.2) Could AHE use this data? How?
&) What are the potential barriers le.g. confidentiality/privacy) and benedits le.g. larger pool of data to drive decisicns) of
poslingfahacing ITM dets? [10 minitas]

1)

2] Howcan confidentiaity comcenns e cleasly identified?
7) Hew ean NFPA helo? (15 mirutes]

7.1) Exnemgle: i base, traieing, adncacy, statistical anahysis
B} ldaptily some of the sppertunities lor mtamated data sollectianfalerty, [10 minita]

1] 1 this Fappening s et

9] Summary Observation [5 minutes]

Yellow Group Participants

Boh Schifi
Matt Benfer

Michael Edwards, US Architect for the Capitol
Tony Gumkowski

Cathy Stashak

Dwight Wills, BR

Roger Montembeault

 Chair

Tam Cleary

Stephen Olenick

Michael Schulez, sneEvent Tachnologies
Philip Friday, Harrington Group

Ben Ditch

Jonathan Ingram

»  David Burkhart, CCI

* People are making their own decisions because of lack of substantiation

« Why paper? Peophe do not like c ing a lot of barriers when trying to implement
electronic data collection.

s does not get into the code; not likely to happen in practice

+ MNeed to get resolution if equipment reliability or design problem - could be able to get some of
this data from recalls; noted that some companies use safety notic r than a recall

* Owmners want a reliable system while minimizing ITM; data could aid in simplification of ITM
requirements

* Noted that frequencies could be impacted by regional location, type of water supply, occupancy
[risk)

* Pointed out that NFPA 25 is considering a risk based approach for next edition

+ Fear of big brother is a barrier when collecting data

1.2 What are other potential uses for data?

+ Aidin deployment of resources

* Could this information feed into reductions in insurance premiums?

+ Could get data on battery charge status, other equipment status that could be used today

+ Fire pumps have the capability of storing events, but there has not been a way for this to be sent
to a secure location (trying this out now with the P&G project)

+ How do we interpret a change in the system [call a service provider, handle in house, etc.|? Help
drill down to a root cause for failures.

* Mike Widdekind + Data may show that there are 2 lot of companies that do not comply with the current
codes/standards.
BREAKOUT GROUP QUESTIONS - GROUP BREAKOUT GROUP QUESTIONS - GROUP
g 1"‘535{;, pecy ::;f‘;:f;m?‘:f';::“mmu eed 3. A standardized data format annex has been added to the 2016 NFPA 20 and will be added to the
ul
FA, sprinkler, firs pump, clean agents, smoke control, pre-engl jon, fire extinguk fire 2017 NFPA 25. Is this the best way to develop stondardized ts? [10 minutes,
doors, fire dampers = anything that falls within active or passive fire protection
. data on e drills
. ,A:r;‘i:ﬂli'll: product standards - may need to increse cumpunem n.-lm ility rather than just system - Need a stondard data set; collecting in different ways, but if collecting the same data, can we use

Need to start categorizing the types of data — maybe should be focusing an the service life of squipment
and getting trend data on what is impacting this
Noted that data cted [fire pump 2] would be helpful to develop trends
Outline the different s systemns and what is important to each of those systems = what is important to
¢ thet can shuw lrends and infarm appropriate service cycles
tw

v o5 data (test
data], hich tan e predl:l\w

Generic data: Pass or fail; does it work when you need itto
Date, time, human m:m [who is the inspector] needto be
collected in arder ta get ta root cause of a failurs
Want to go backwards as well as forward to ensure the data that we are collecting makes sense
Want to be able to collect facility level data for owners/FMs as well as broader sets that can impact
codes and standards

f

Want to get to the root cause for any failure — need the right data to get this
Does thefm.l that it failed helpinform ITM; does it get to root cause? If doneon a regular basis and

testing?
No standard deficiency coding now, will n

d this; would want this to get inte NFIRS too

itin the same database?

Define what we are looking for before defining the data set

«  Need something in the standard in order to get it used (Annex is not enforceable; noted that it is
a step in the right direction)

* Pointed out that need enforcement of o standard; are doing some of this now

Share doto base with users/dato collectors

Data format - standardize what dota points we want — once start to do that fuse the same

address), can use the data

« Mandatory system to get the information submitted? Maybe go after those already collecting
electronic data.

Wil stakeholders submit data without requirement to do so?

* Need to develop common standard data and then the equipment specific standard dato

What other standards could take advai e of standardized ts for data collection?

* NFPA72-noted t anels/software, which will be difficult to

utacturers do not want to have a common communication method

there is a lot of va jan in

tthe systems communicate between each other?

* MNoted that HW\L other systems could inform FP systems = there are other systems that have a
MODBUS output — develop a “gateway” to allow all of them to dump data into the database

+ The already be that we are not considering be » not aware of its
importance — could be missing use

8 W

ul data {wiring in conduit or not)

Figure 15: Breakout Group Answers - Yellow Group (1/2)
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BREAKOUT GROUP QUESTIONS - GROUP
4. Fire protection service providers, insurance companies, and large companies are potential sowrces

+ Service company owns the data that they collected {not owner)

* Third party reporting can aggregate the data (can make this anonymous) - BR.com and others
could be interested in providing data

* Information from fire incident reports

-G doing

+ Building owners doing self-inspections
* OSHA

- Risk managers (internal)

* Dal
« Building departments — permit information

* Census data = issue of it being obsolete as soon as collacted

4.2 Is existing data available in @ format that could be collected and analyzed?

fram commissioning

BREAKOUT GROUP QUESTIONS - GROUP
5. Fire ction [pment man; Turers, insurance c nies, code making bodles, Consumer
Protection Agencies, and fire protection engineers are potential users of data analysis. [10 minutes,

What ather potential users can be identified? How w
« Building owners — to inform test/inspection frequencies
* Use to market the success of sprinkler/fire slarm/etc. systems |education)

* Do insurers benefit from the data? Agreed that yes, they do use and benefit from the data and
can impact the rates. Pointed out that there are different types of insurers. A lot of data gets lost
because end users do not always report back to the insurers. FD could collect some of this and fill

n the gaps.

+ MNoted that big data shows trends and not necessarily specific data around a single system

* There is interest from the general public as well

+ NFPA could benefit in getting the codes and standards being implemented more widely

* Collect trend data on fires from FD infermation — could get trends on industry ments [NFPA

could repart an these trends)
]
5.2 Could AHls use this data? How?

+ Companies collecting permit Inf from building dep [realty trac) + Municipalities - to inform staffing levels and fees (sales tool)
* Inform risk based approaches to building inspections — spend the time where you need it most
BREAKOUT GROUP QUESTIONS - GROUP BREAKOUT GROUP QUESTIONS - GROUP
6. What are the potential barriers {e.q. confidentiality/privacy) and benefits {e.q. larger pool of data 7. How can NFPA help? [15 minutes|
to drive ions) of | /s 1T data? [10 minutes] 7.1 Data ion, access to database, training, facilitate changes for codes, advocac
* Big Brother statistical analysis

Ok with inspection reports being shared, but real time data is a whole other world — tao much risk
during transmitting data - security of data is more important in some cases than others (nuclear
plants, status of an emergency alert system in a building could be used by the wrong people)
Several examples of areas where this is happening now [home automation, etc.)

Private organizations vs government having data — have recourse when using a private
organization

Who develops the software? Preference for private companies developing software and then
sending the same data to NFPA.

6.1 What will encourage potential data sources to contribute?

* Meed to have 2 clear statement to what data is for and what it is not for!

* Only contributors get access to results

6.2 How can confidentiality concerns be clearly identified?

MODBUS already has scrubbed data, but can give information on type of detectar/device, etc.,
but no location

How to scrub inspection reports from company and other identifying information?
Meed some identifying information - zip code level? Leave it to the data experts to figure out how
to scrub data.

* Develop clear guidelines

Providing guidance to state and local government to help us collect data and to institute
requirements that make sense

Provide data portal; clear picture of what doing with the data (and status); need access to the
analysis

* Meeda

roadmap
+ Foster partnerships - selling to the stakeholders how they could benefit

* Do not necessarily need a 100% mandate - if get data on a percentage of fire pumps, etc., it is still
very useful and can tell us a lot

Develop guidance on how to ¢

erships on data sources and data users

* Fac

» optimization of the codes

BREAKOUT GROUP QUESTIONS - GROUP
8. Identify some of the oppartunities for data falerts. [10 minutes]

8.11s this happening now? How?

- Ide

tified some of this during previous discussion

* Security monitoring

* Derivative information (NEST)

+ Building automation data

8.2 Ease of inc rating outomated data collection into existing systems?

BREAKOUT GROUP QUESTIONS - RED/BLUE/GREEN/ GROUP

5. ¥ O [5 minutes]
* Baullet 1
Bullet 2
Bullet 3
Bullet 4
Bullet 5
Bullet &

Figure 16: Breakout Group Answers - Yellow Group (2/2)

----- Page 18 of 29 -----




2016 SupDet

Workshop on Big Data
and Fire Protection Systems

An in-depth review of how big data can
inform ITM decision making

San Antonio, Texas
2 March 2016

M| (%) RESEARCH FOUNDATION

NFPA RESEARCH FOR THE NFPA MISSION

BrEAkoUT GRouP QUESTIONS - GREEN GROUP

1) How can data inform T decisions? Requirements related to
ubai of data that have been wentified. [

sencies for testing and reliability anafysis are two
15 minutes]

1.1) What
1.7) What are ntbes pobestisl uses for data?
2} What spesific data is neaded? [15 minutes]

21
22 what
235

Wt s the bestway ba develop

Astandardized data format annex has been ldrlnlmth- 2016 HERA 20 and will be added to the 2017 NFPA 25, Is this
the best way to develop standardized formats? [10 minutes]

31 what
32

i of the formats?

and fire protection engineers are porential users of data analysss, [10 minutes]
54] P a 3

5.2) Could AHE use this data? How?
& What are the potential barriers (e.g. confidential
poslingfahacing ITM dets? [10 minitas]

and benefits e.g. lirger pool of data to drive dacisions] of

1)

.2] B can confidentiality conerns be clearly iestified?
7) How can NFPA hela? [15 minutes]

7.1] Exsemples: i base, traieing,

achemcacy, statistical anahysis
10 minutes]
1] 1 this Fappening serw o

9] Summary Observation [5 minutes]

BRrEAKOUT GROUP QUEsTIONS - GREEN GROUP
1. How can data inform ITM decisions? Requirements related to fre

encies testing and

remmry analysis are two uses of data that have been identified. [15 mmmzsi

Data can identify unseen problems, and problems may not be evident until the data is analyzed
Systems are different and have different driving factors.

Wet systems have traditionally been the most reliable, and more complex systems have more
challenging reliability issues

has to be put in conts

t for a specific purpase, such as the histary or origin of the data,
which speaks to its credibility. An example is the credibility of the data source.

Insurance does not necessarily have good data. They often only collect it if there is a problem,
and they are not collecting in general across the board.

th e

Different output requirements are different in each arena, such as sir quality reports for diesel fire
pumps.

BRrEAKOUT GROUP QUESTIONS - GREEN GROUP
2. What specific data is needed? [15 minutes]

2.1 What ipment or systems can/should this be used for?
* There is no limit. All fire and life s;

Y equipment.

2.2 What are the criticol data elements that need to be collected?
Specific fallure modes (e.g., not just “failed tests”)

ITM should be separated accordingly: inspection, testing and maintenance.
We need historical record to address reli

used to identify

iability. We need to know the frequency. This would be

ns of occurrence,

Baseline information should be recorded, e.g., who conducted the inspaction.

Subjectivity of inspections in the field are a concern and raise questions on liability.
Quality of workmanship of the failure is an important consideration.

BREAKOUT GROUP QUESTIONS - GREEN GROUP

3. A standardized data format annex has been added to the 2016 NFPA 20 and will be added to the
2017 NFPA 25. Is this the best way to develop standardized formats? [10 minutes,

The quality of the collected data is important.
The MFPA 20 and 25 task groups have been addressing this.
standardized form, but instead standardized data.

oth

The focus has not to generate a

W
You should ha
should be a guide.

@n the other hand, data should be standardized.

The process has to be automated. The actual form is a big leap to the sandbox conducting
analytics.

Service providers need the

ry of different forma
automatically interoperable with all other data.

Most end-users of the data. including most stakeholders on this issue, will be challenged on the
ultimate analytics of the data.

, though ultimately it should be

BREAKOUT GROUP QUESTIONS - GREEN GROUP

4. Fire service wide and large

are potential sources

of data. iiﬂmmms,[

Dl"l-rl-n!s.ulu-hnldl-r; have unique needs.
Insurance does not necessarily have large amounts of valuable data. They often only collect it if
there is a problem, and they are not collecting in general across the board.

Fire inspector collected data typically only focuses on top priorities, since in general there is an
uu.-mhr.lming amount of data that can be colle

anersmp crf lhe data s sometimes a questlnn
data, but it is there customers data.

The ability mine the data is a challenge for everyone (e.g., Liberty Mutual data is rich, but it has
not been readily analyzed at this time).

!
ar example insurance does not consider it their

Figure 17: Breakout Group Answers - Green Group (1/2)
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BRrEAKOUT GROUP QUESTIONS - GREEN GROUP

5. Fire ction ipment mani Turers, insurance c nies, code making bodles, Consumer

Protection Agencies, and fire protection engineers are potential users of dota analysis. [10 minutes]
What other potential users can be identified? How would they use the data

There is a lot of uses for the data analysis outputs.

There are multiple spin-off uses, such as air quality reports, envirsnmental agencies, property

owners, product certification issues, etc

System designers could enhance design, such as materials used in a particular design.

Promating the optimum technology for the specific application will be improved.

5.2 Could AHIs use this data? How?
* Absolutely. AHJs would certainly use the data analysis.

BRrEAKOUT GROUP QUESTIONS - GREEN GROUP
&. What are the potential barriers (e.q. confidenti rivacy) and benefits fe.q.
to drive decisions) of pooling/sharing ITA data? [10 minutes]
6.1 What will encourage potential deta sources to contribute?

r pool of data

e
* I you don’t contribute, you should not be able to benefit from the analysis.
There are a lot of ways to mine the data.
* Consider using a tiers of who has access to the data for future analytics based on their level of
contribution.
There needs to be incentive for data contributors.
As a barrier, here is always a possibility that a group is withholding data, and this could skew
overall data results.
An incentive to share data is to have analysis on your data that would be beneficial, such as lower
insurance rates (e.g., progressive insurance model).
Fully automate the data collection effort (e.g., not like NFIRS). This is critical. We need “Smart
Reparting”

6.2 How can confidentiality concerns be clearly identified?

* Confidentiality can be built in today.

* This introduces a new level of lability if the system fails (e.g., security breeches).
« Often confidentiality is non-negotionable, such as with certain insurance data,

BrEAkOUT GROUP QUESTIONS - GREEN GROUP

7. How can NFPA help? [15 minutes|
7.1 Data ion, access to database, training, facilitate changes for codes, advocac

Two ways it has value: (1) Life and property, and (2] save money and resources

MFPA is a credible independent trustworthy third party.

For ITM, we need to establish justification for the frequencies that ultimately get translated into
the codes and standards.

Finding frequencies that are to something other than code (e.g., quarterly versus monthly) is a
challenge, in terms of finding the data and contributing the data.

For NFPA, we need help specifying the data that needs to be collected. This is more important
than any form.

For NFPA, we need help setting the priorities. Keep in focused. We need to limit the collection of
superfluous.

The FPRF should pursue a specific project, consistent with th

nt Research Fund submittal.

BrEAkOUT GRoOUP QUESTIONS - GREEN GROUP

8. Identify some of the oppo: far
8.1 Is this happening now? How?

+ The internet of things is putting sensors into everything.

Sensors are being put into virtually everything. For example, some sensor technology today does
not require its own power supplies and can be (and is) being installed into everything.

In other applications, some inspections are currently being done by drones (e.g., nuclear).

There needs to be incentive for manufacturers to install sensor technology up-front, and show
how they can ultimately have value added.

data collec ‘alerts. [10 minutes]

8.2 Ease of inc roting outomated dota collection into existing systems?

Retrofit of existing buildings is almost always now done with wireless. There is no other
economically feasible way to do it.

Keep it simple and straight-forward as possible.

Demonstrate to end users the value added for sensor retrofit, and the money they save,

BREAKOUT GROUP QUESTIONS - GREEN GROUP
9. Summary Observations [5 minutes]

* Be careful on using spin control for the release of final analyzed data. Some will interpret very
high reliability numbers as we could lesson the requirements, while others will argue more
reliability is needed (e.g., protection of life).

This is a huge responsibility. If its wrong the implication is possible loss of life.

Data is being gathered now. But MFPA is in a unique role to be a central facilitator of collected
data.

Fire is a statistical problem at its very core, Data is needed,

The withholding of data, and having incomplete data sets, will always be a question.

We have different occupancies, and the ideal is to have code requirements much more
customized for the specific risk. ITM can be much more customized, and therefore be more
effectiveand efficient.

Figure 18: Breakout Group Answers - Green Group (2/2)
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BREAKOUT GROUP QuUESTIONS - RED/BLUE/GREEN/ GROUP BREAKOUT GROUP QuUESTIONS - RED/BLUE/GREEN/ GROUP
How can data inform ITM rl-_r.ulnm.’ Ri : ?_umumlullnd o juencies for testing and relability a is are two 1. How can data inform ITM decisions? Requirements related to frequencies for testing and
1.1) What e I hi

1.2) What are athes pobestist wses for data?
2} What spesific dats it needed? [17 monutes]

23 Wt bs the bestway ba develop

and i
) Astandardized data format annax has been sdded to tha 2016 NEPA 20 and will ba added to tha 2017 HFPA 25, Is this
the best way to develop standardized formats? [

B minutes

3] what it of the formans?

and fire protection engineers are potential users of data analyss, [8 minutes]
5] b :

5.2] Could AHK use this data? How?
&) What are the potentisl barriers le.g. confidentiality/privacy) and benedits le.g. larger pool of data to drive decisiens] of
poslingfsharing [T data? [3 minutes]

®1]

) Howcan monfidentiality comcenns e cleasly identified?
7) Hew ean NEPA helo? (12 mirutes]

7.1] Exsempes i ameg sdhncacy, statistical anshysls
8} ldaily some of the sppertunities lor stamated data sollectianfalerty, [B minutes]

1] 1 this Fappening s et

8.Z)ease
9] Summary Obssrvations |5 minutes]

reliability analysis are two uses of data that have been identified. [15 minutes]

in applying de

* What issues are involved?
+ Samphs Sire
- Whais geing to collest it?
+ Gonetencycfdsta

* Differences batwe:

fire protection system types?
© Vs, many systems srs dlferent and have dfferent parameters for perfarmance
Differant amounts of data for diferant syrtems
i nstalled are diff
Differant accupancy types for which systems ara installed
ntagrated code requimments

1.2 What are other potential uses for data?
+ Evaluating effectiveness of code changes
+ Establishing maintenance budgets

* Preparing code equival
+ Lifespan of components or the system as a whole
* Insurance premiums

* Due diligence/Informing property sales

« Risk analysis

BREAKOUT GROUP QUESTIONS - RED/BLUE/GREEN/ GROUP

2. What specific data is needed? [15 minutes]
2.1 What equipment or systems can/should this be used for?
« All the above: 13, 14, 20, 25, 72, 17.....many fire protection system

+ Building Commissioning

* Integrated Systems

+ Globally relevant (NFPA 20, 25, 72 may nat be used and we need to accommodate for this)
What are the critical data elements that need to be collected?

2al and non-c

+ an accumulation of non-critical items
could lead to failure.

* ITM data

* Critical = mission failure, which will be systems specific

* “Impairments”, “deficiencies”

- Const

oy of inspections

o

tandardized failure modes and syst fiticn definit are needed for meaningful analysis
What is the best way to develop and implement complete standai failure modes and other
needed categories?

+ Standardize definitions for certain things (i.e. 26 definitions of “alarms™)
« Develop i with Technical € i that de

5 |

of certain statesfconditions
Classifying level of impacts [or cause of impacts — human error,

* Impairment/deficiency/human/mechanical felectrical

* By equipment/component type

* Task group to get input from most affected TCs

ctrical failure)

BREAKOUT GROUP QUESTIONS - RED/BLUE/GREEN/ GROUP

3. A standardized data format annex has been added to the 2016 NFPA 20 and will be added to the
2017 NFPA 25. [s this the best way to develop stondardized formats? [10 minutes,
at are the issu alved ning d qaining accepta

* Standards need to mandate the usage of the forms that are currently in the annex. Maybe this
information goes into a central standard document

* Language Differences

« Drop down lists/suggest field names

+ Manual forms may not mean big data

* Automate forms

+ Meeds to be simple

* | fixed it, do | need to record it?
athy dards could ta

Wi standaids could take adva
+ MFPA L, 13,80,4
* Baitish, European, UL and manufactuers
* Make standardized formats for data collection compatibility
* Where would the standard for data reside?
- 50

Bocames 3 referenced standard

Figure 19: Breakout Group Answers - Blue Group (1/2)




BREAKOUT GROUP QuUESTIONS - RED/BLUE/GREEN/ GROUP
4. Fire protection service providers, insurance companies, and large companies are potential sowrces
of data. {10 minutes]

at other dat

* Government

* Third party recording services

+ Building reports

+ Automated systems

« Supenvising/monitaring stations
+ Variety of manual forms

4.2 Is existing data available in a format that could be collected and analyzed?

BREAKOUT GROUP QUESTIONS - RED/BLUE/GREEN/ GROUP
5. Fire ction [pment man; Turers, insurance c code making bodles, Consumer
Protection Agencies, and fire protection engineers are potential users of dota analysis. [10 minutes]
at other po ol an be id of o ould he data

+ Potential buyers
* Building occupants
- Property managers

* Architects

5.2 Could AHJs use this data? How?

* Supervising/monitoring stations * AHJs could mitiga y need 1o be inspected more than others)
« Panel it logs « The mare inspections incr the fees, justification for service
+ DEIM * Utilize resources
* BAS * Right now, everything is code driven
+ Manual forms + Planning
* Provide more information for future for code changes
- Fore
BREAKOUT GROUP QuUESTIONS - RED/BLUE/GREEN/ GROUP BREAKOUT GROUP QuUESTIONS - RED/BLUE/GREEN/ GROUP
&. What are the potential barriers (e.q. confidential rivacy) and benefits fe.q. larger peol of data 7. How can NFPA help? [15 minutes|
to drive decisions) of pooling/sharing 1T data? [10 minutes] 7.1 Examples: Data collection, access to database, training, fa codes, advocac:
i ictl statistical analysis
* Data protection laws ! value to the
+ Meed to be compliant with the law + Mavigate confidentiality issues
* Implement code requirements * Correlating body for this process
+ Change the law + MOS for dsta [collection and storage)
* Centralized Storage * Identify different data collection standards
* Whao has access to it? * Develop standardize contracts for service companies
+ Who is making money on this? + Share model contracts
* Time and cost to collect data
+ Implementing uniformity
« Usability
* Incentives?
+ Value proposition for stakeholders
* Who owns the data?
* Contracts
« Inspection software systems/build systems/apps
iclentic
+ 150 standards (and other resources) on how to manage data security
BREAKOUT GROUP QUESTIONS - RED/BLUE/GREEN/ GROUP BREAKOUT GROUP QUESTIONS - RED/BLUE/GREEN/ GROUP
8. Identify some of the opportunities for data collection/alerts. [10 minutes] 8.8 ¥ O [5 minutes]
8.11s this happening now? How? - s .
< It the system is monitored, you can g Road to success may be a shorter path if there is a

*+ W all heard about Fire Connect for Fire Pump Manitoring in the course of this SupDet meeting
8.2 Ease of inc rating automated data collection into existing systems?

* It will be difficult

+ Standardization of what your monitoring

standardized way of collecting data at the
international level

Figure 20: Breakout Group Answers - Blue Team (2/2)
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1.1) What ssmes hy
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2} What spesific dats it needed? [15 monutes]

23 Wt bs the bestway ba develop

El A tandiizad ity Torrat annax hts boan adiie tthe 2016 NEPA 20 il b e 1o the 2017 HEPA 28, this
the best way to develop atandardited formats? [1

0 inutes]

3] what it of the formans?
2] I toke achvan: v

Fire pratection sguipment manulscturers, inursnce companies, code making bodies
and fire protection engineers are potential users of data analysss, [10 minutes]
5] ha 7 :

5.2] Could AHK use this data? How?
&) What are the potentisl barriers le.g. confidentiality/privacy) and benedits le.g. larger pool of data to drive decisiens] of
posling fsharing [T data? [10 minutas]

®1]

) Howcan monfidentiality comcenns he cleasly identified?
7) Hew ean NEPA helo? (15 minutes]

7.1) Exseng i e, triming, coddes, adencacy, satistical anshpls
B ldaptily some of the sppertunities lor stamated data sollectianfalerty, [10 minita]

1] 1 this Fappening s et

8.Z)ease
9] Summary Observations [5 minutes]

BrEAkoUT GROUP QuUEsTIONS - RED GROUP

1. How can data inform ITM decisions? Requirements related to frequencies for testing and
reliability analysis are two uses of data that have been identified. [15 minutes]

fire mm" system types?
* Variability of sources and interpretation of coding
1.2 What are other potential uses for data?

n be used to change design criteria in installation standards to mitigate known isues with
s of equipment

* Reduced insurance rates

* Reduced or increased ITM frequencies

* Automated impairment programs

specific

BREAKOUT GROUP QUESTIONS - RED GROUP

2. What specific data is needed? [15 minutes]

2.1 What equi; or systems this be used for?

« Sprinkler

« Fir

* Clean agent & general suppression

+ Smoke control systems

* Emergency systems (e.g., lighting, auto door closures)
i

larm

+ Sprinkler: water supply, water flow, pressure, valve open/closed status, pump run, power failure,
phase reversal
+ FA:troubles (status, type, and location), supervisory signals, alarm reporting (type, location,
frequenc\r: ambient condition monitoring (e.g., lemperature obscuratlnn:
onditio finitio o

best wa

neem categaries?

+ Convert ITM forms to appls) that allow high level failure modes and some degree of granularity
for each component that is tested per system. Industry/NFPA task group develops a data standard
to be used by all app developers,

BREAKOUT GROUP QUESTIONS - RED GROUP

3. A standardized data format annex has been added to the 2016 NFPA 20 and will be added to the
2017 NFPA 25. s this the best way to deve]’ standardized ts? [10 minutes|

3.2 What other could take af

Figure 21: Breakout Group Answers - Red Group (1/2)




BRrEAKOUT GROUP QUESTIONS - RED GROUP

4. Fire protection service providers, insurance companies, and large companies are potential sowrces

of data. {10 minutes]
; il

dered? W cords?

. System re
* Data from fires/events beyond ITM (losses in asset value)

* Other sources: Monitoring stations / Central stations, Warranty data

4.2 Is existing data available in a format that could be collected and analyzed?

BRrEAKOUT GROUP QUESTIONS - RED GROUP

5. Fire ction [pment man; Turers, insurance c nies, code making bodles, Consumer

Protection Agencies, and fire protection engineers are potential users of dota analysis. [10 minutes]
il el I figd? ?

Inspectors

Researchers & Product developers

Building owners

Public - informed of fire risk/safety

MNAHB - residential

? ?

BrEAKOUT GROUP QUESTIONS - RED GROUP

6. What are the potential barriers {e.q. confidentiality/privacy) and benefits {e.q. larger pool of data
to drive decisions) of 1TM data? [10 minutes]

« Fear of sharing customer/distributor information [poaching)

= Legal/flitigati

ars to sharing loss
B / Privacy ag

* Benefitis vague until data is available (chicken and egg problem)

6.1 What will encourage potential data sources to contribute?

* Financial or other incentive (e.g. insurance premiums) to report low-consequence events that are
not reported now.

+ Value of receiving data in return

* Awvailability of raw, scrubbed datz to early adopters (no analysis)

6.2 How can confidentiality concerns be clearly identified?

BrEAKOUT GROUP QUESTIONS - RED GROUP
7. How can NFPA help? [15 minutes|
7.1 Examples: Data collection, access to database, training, facilitate changes codes, advocac:
statistical analysis

BREAKOUT GROUP QUESTIONS - RED GROUP

8. Identify some of the opportunities for data collection/alerts. [10 minutes]
8.11s this happening now? How?

ase tomeated d
* Easy 1o collect, but difficult to share

BREAKOUT GROUP QUESTIONS - RED GROUP
9. Summary Observations [5 minutes]

* Danger of becoming overly focused on satisfying silo data and losing focus on utility of product for
application
*+ Need more

jon from building owners

Figure 22: Breakout Group Answers - Red Group (2/2)




4) SUMMARY OBSERVATIONS

This workshop has gathered applicable stakeholder input and clarified certain information through
roundtable discussions. Using Breakout Groups and through a series of structured questions, this
information includes discussions on how data can inform ITM decisions, identification of key data needed,
identification of potential sources of data, and clarification of how NFPA can help for the good of the fire
protection community.

The Leaders for each Breakout Group presented the results from their respective Group during the
workshop Plenary Session (per previous documentation in these proceedings). This information has been
collected, consolidated, and synthesized. This is summarized in Figure 23: Consolidated Summary of
Breakout Group Issues and Observations.

Consolidated Summary of Breakout Group Issues and Observations

1. How can data inform ITM decisions? Requirements related to frequencies for testing and
reliability analysis are two uses of data that have been identified. [15 minutes]
1.1. What issues are involved in applying data to code requirements? Are there differences
between fire protection system types?

e Frequencies of incidents within the data could be impacted by the regional location, type
of water supply, and occupancy of the building. Code requirements would be difficult to
apply unilaterally.

e There are concerns that the sample size of collected data will not be wholly representative
of the current conditions of the built environment.

e Data is often only collected if there is a negative issue, but there is also positive data
available that shows the systems are functioning properly.

1.2. What are other potential uses for data?

e Evaluating the effectiveness of new code updates. (Data can be collected in areas specific
to the recent code changes).

e Data can show the level of code compliance that company’s exhibit.

e Data can be used to change design criteria in installation standards to address known
issues with specific types of equipment.

2. What specific data is needed? [15 minutes]
2.1. What equipment or systems can/should this be used for?

e Fire alarms, sprinklers, fire pumps, clean agents, smoke control, pre-engineered
suppression, fire extinguishers, fire doors, fire dampers, and any other systems considered
“active” or “passive” fire protection.

e There is no limit to what systems/equipment data can be collected for. All fire and life
safety equipment will benefit from data collection.

e Data specific to emergency preparedness and evacuation/fire drills can be useful.

2.2. What are the critical data elements that need to be collected?

e Generic data such as pass/fail rates; does the system work when it is critically needed?

e Specific failure modes for different system types, and their frequency.

e Data specific to certain fire protection systems. Example — fire sprinklers: water supply,
water flow, pressure, valve open/closed status, pump run, power failure, phase reversal,
etc.




2.3. Standardized failure modes and system condition definitions are needed for meaningful
analysis. What is the best way to develop and implement complete standardized failure
modes and other needed categories?

e To start, it will be necessary to determine the root cause of any failure mode.

e Developing terminology with Technical Committees that defines levels of commonly
occurring conditions.

e |TM forms can be converted to cell phone/tablet apps which will allow high level failure
modes for each component within a system to be identified and examined by those
performing testing.

3. A standardized data format annex has been added to the 2016 NFPA 20 and will be added to
the 2017 NFPA 25. Is this the best way to develop standardized formats? [10 minutes]

3.1. What are the issues involved in refining these formats and gaining acceptance and usage of
the formats?

e These forms being in the Annex mean that they are not required to be used. Unless they
are included in the standard then it will be difficult to gain acceptance and usage of the
formats.

e There may be language and terminology conflictions between different
regions/companies. Standardized terminology needs to be identified.

e Manual fill-in forms may not produce the “big data” that is sought after. Perhaps different
formats should be considered.

3.2. What other standards could take advantage of standardized formats for data collection?

e Other NFPA standards (e.g., NFPA 1, NFPA 4, NFPA 13, NFPA 80).

e Other standards (e.g., British Standards (BS), European standards, UL standards, 1SO).

4. Fire protection service providers, insurance companies, and large companies are potential
sources of data. [10 minutes]

4.1. What other data sources are available and should be considered?

e Thereis dataavailable regarding system repair records. This could be useful in determining
the reliability of certain systems.

e Data from fire events beyond the scope of ITM, for example losses in asset value.

e Other sources: Military and government records, third party recording services, building
reports specific to fire protection systems.

e Although AHJs and fire departments own the data, it should be made available as public
knowledge.

4.2. Is existing data available in a format that could be collected and analyzed?

e The ability to mine the data is a challenge for everyone. Ex: Liberty Mutual data is rich, but
it has not been readily analyzed at this time.

e Supervising and monitoring stations may have data that is ready to be collected.

5. Fire protection equipment manufacturers, insurance companies, code making bodies,

Consumer Protection Agencies, and fire protection engineers are potential users of data

analysis. [10 minutes]

5.1. What other potential users can be identified? How would they use the data?

e Architects, building owners, property managers, building occupants, and potential
buyers/renters can all use the data to perform due diligence checks.

e Insurers can use the data to analyze their insurance rates and change them based on the
analysis results.

e NFPA can use the data to show why it is necessary for their codes to be adopted.

e The public can use the data to be informed about fire safety and relative risk.




5.2. Could AHIJs use this data? How?

e AHIJs could use this data to assist with a risk-based approach to building inspections. They
can correlate the data to the current building they are inspecting in order to spend time
where it’s most needed.

e AHJs could also use the data to develop planning procedures.

What are the potential barriers (e.g. confidentiality/privacy) and benefits (e.g. larger pool of data
to drive decisions) of pooling/sharing ITM data? [10 minutes]
6.1. What will encourage potential data sources to contribute?

e Barriers include: security concerns while transmitting data, groups may be withholding
negative data, and nondisclosure agreements/privacy agreements.

e Creating incentives for those who provide data. For example, providing analysis on each
contributor’s data which would be beneficial in areas such as insurance rates.

e Uniform data collection will make it easier and more inviting for data sources to
contribute.

e Only allowing contributors to access the shared data will make it more worthwhile to
provide data.

6.2. How can confidentiality concerns be clearly identified?
e There are ISO standards and other resources on how to manage data security.
e Confidentiality can be built into the data collection process.

How can NFPA help? [15 minutes]

7.1. Examples: Data collection, access to database, training, facilitate changes for codes,
advocacy, statistical analysis

e Providing guidance to state and local governments to help collect data and institute
requirements that make sense.

e Fostering partnerships, i.e. selling the benefits of data collection to the stakeholders.

e NFPA can develop a clear consensus of what data needs to be collected.

e Develop a Manual of Style (MOS) for data collection and storage.

Identify some of the opportunities for automated data collection/alerts. [10 minutes]
8.1. Is this happening now? How?

e “Monitored” systems can provide real time data to some extent.

e Sensors are being placed into virtually everything. Some sensor technology does not
require its own power supply, therefore making data collection cheap and easy.

8.2. Ease of incorporating automated data collection into existing systems?

e Demonstrate to end users the value added of retrofitting sensors into their systems, and
the money they can save by collecting and analyzing their own data.

e Standardization of what is being monitored will make incorporation of automated data a
smoother process.

Summary Observations [5 minutes]

e The road to success will be a shorter path if there is a standardized way of collecting data
at the international level.

e Participation from building owners will be key to collecting useful data.

e Data is currently being gathered now, but NFPA can play a unique role as a central
facilitator of collecting data.

e The ideal is to have code requirements customized for specific risk rather than system
types due to the wide range of occupancy types (each occupancy requires different
systems).

Figure 23: Summary of Top Issues and Key Observations.




A review of all the key themes and pertinent points of information that were raised during the workshop
were presented during the concluding plenary session. These have been further distilled here into a set
of summary observations. This is primarily based on the plenary presentations and discussions that
occurred throughout the Workshop, along with supplemental information where referenced in Workshop
discussions. Key findings from this effort support five concept categories of recommendations: (1)
general; (2) data collection methods; (3) documentation; (4) stakeholder benefits/concerns; and (5)
standardization. Specifically, these include the following:

(1) General

Prioritize Occupancy Focus: For start-up efforts, first focus on certain specific occupancies such
as commercial properties.

Support Legislative Initiatives: Identify, clarify and support legislatively-oriented initiatives that
promote the sharing of data for the public good (e.g., the State of Georgia is working on data
sharing legislation).

NFPA’s Attributes: NFPA, as a trusted 3™ party, is an ideal organization to serve as a central data
collector.

Stakeholder Value Added: NFPA can develop a clear consensus of the most important data based
on stakeholder needs and explain to stakeholders the value of their own data collection.

Code Requirement Validation: Analysis of collected data will verify whether or not recent code
updates are successful or unsuccessful.

(2) Data Collection Methods

Novel Collection Methods: Consider novel approaches such as indoor drone inspection.
Promote Automated Approaches: Automate the data collection process to improve efficiency and
effectiveness (e.g., automated impairment detection program to flag impaired systems).

Enable External Data Sets: Enable external unrelated data sets that can provide value-added to
the overall pool of data (e.g., external real estate permitting data is presently available).

Data and Data Analytics Focus: Focus on data and data analytics, and avoid any mandates of
software, hardware, or similar details.

Positive Data Usage: Data is often only collected if there is a negative issue, but there is also
positive data available that shows the systems are functioning properly.

Enable User Friendly Data Collection: Explore the aspect of user friendly data collection methods
such as using mobile apps.

(3) Documentation

Prioritize Essential Data: Focus on data that is essential, and do not collect unnecessary data.
Focus on Data Needs: Make sure the needed data drives the data collection process and not the
forms and/or format.

Support Confidentiality Agreements: Address confidentiality agreements between inspectors
and property owners/manufacturers as a means of obtaining data that would otherwise be
unavailable.

Manage Evolution: Set performance characteristics, and allow the format to naturally evolve
based on usage.

Establish Common Terminology: Develop standard terminology to address the language and
terminology differences between different regions or companies.

(4) Stakeholder Benefits/Concerns

Establish Data Safeguards: Provide safeguards for user access so that all data and data analytics
is used securely and wisely (e.g., by AHJs, end-users, researchers, etc.).



Address Data Breach Implications: Consider liability implications due to data breaches (e.g.,
consider parallel case studies).

Identify Unrealized Data Analytics: Demonstrate value-added for end-users by enabling analytics
they would otherwise not have, including for their own proprietary data.

Promote User Benefits: Continually emphasize end user benefits and value added.

Address Ultimate End-User Needs: Identify and summarize end user problems to guide data
analytic efforts (e.g., using collected thermostat data to develop residential profiles for addressing
smoke detector performance in extreme temperatures)

(5) Standardization

Utilize Existing Standards: Consider using existing standards that address the processing and
handling of confidential data (e.g., existing ISO or IEEE standards on data confidentiality)

Clarify Data Types: Distinguish between mandated data collection vs. voluntary.

Promote Automated Data Collection: Promote automated data collection vs. manual data
collection (e.g., establish minimum standardized data stream, with flexible data format)
Standardize Common Baseline Data: Standardized baseline cross-sectional common data that is
necessary for all ITM systems (e.g., limited location information, system age, commissioning
details, etc.).

Support Risk Based Data Analytics: Create code requirements customized for specific risks rather
than system types. Systems vary based on occupancy type but there will always be a level of risk
(which can be determined by analyzing collected data).
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