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EXECUTIVE SUMMARY 

 
These are the proceedings of a workshop held on 2 March 2016 in San Antonio, Texas to address “Big Data 
and Fire Protection Systems.”  The goal of this workshop was to identify and prioritize the opportunities 
for big data to inform decision making for ITM (Inspection, Testing and Maintenance) used for built-in fire 
protection systems.   
 
The on‐going reliability of built‐in fire protection systems is related to inspection, testing and maintenance 
(ITM) of these systems.  This is addressed by multiple NFPA codes and standards, including NFPA 4, 
Standard for Integrated Fire Protection and Life Safety System Testing, NFPA 25, Standard for the 
Inspection, Testing, and Maintenance of Water‐Based Fire Protection Systems, NFPA 72, National Fire 
Alarm and Signaling Code, and NFPA 2001, Standard on Clean Agent Fire Extinguishing Systems.  
Requirements for ITM have evolved over time, but often do not have a solid scientific basis.   
 
A new activity at NFPA that directly relates to this topic is the proposed development of a Data Analytics 
Sandbox.  NFPA is uniquely positioned to coordinate the next generation of data and data analytics in 
support of the built environment and safety infrastructure.  Going forward, the NFPA Data Analytics 
Sandbox is anticipated as serving as an important collective resource, and serving as a next generation 
test bed in support of our rapidly evolving world of cyber physical systems and the internet of everything.  
The collection and coordination of ITM data, which will ultimately support the technical activities 
addressed by NFPA 4, 25, 72, 2001, etc., is considered a prime candidate activity for the NFPA Data 
Analytics Sandbox. 
 
This workshop has gathered applicable stakeholder input and clarified certain information through 
roundtable discussions.  Using Breakout Groups and through a series of structured questions, this 
information includes discussing how data can inform ITM decisions, identifying the key data needed and 
potential sources of data, and clarifying how NFPA can help.  Key findings from this effort support five 
concept categories of recommendations: (1) general; (2) data collection methods; (3) documentation; (4) 
stakeholder benefits/concerns; and (5) standardization.  Specifically, these include the following: 
 

(1) General 

 Prioritize Occupancy Focus: For start-up efforts, first focus on certain specific occupancies such 
as commercial properties. 

 Support Legislative Initiatives: Identify, clarify and support legislatively-oriented initiatives that 
promote the sharing of data for the public good (e.g., the State of Georgia is working on data 
sharing legislation). 

 NFPA’s Attributes: NFPA, as a trusted 3rd party, is an ideal organization to serve as a central data 
collector. 

 Stakeholder Value Added: NFPA can develop a clear consensus of the most important data based 
on stakeholder needs and explain to stakeholders the value of their own data collection.  

 Code Requirement Validation: Analysis of collected data will verify whether or not recent code 
updates are successful or unsuccessful. 

(2) Data Collection Methods 

 Novel Collection Methods: Consider novel approaches such as indoor drone inspection. 

 Promote Automated Approaches: Automate the data collection process to improve efficiency 
and effectiveness (e.g., automated impairment detection program to flag impaired systems). 
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 Enable External Data Sets: Enable external unrelated data sets that can provide value-added to 
the overall pool of data (e.g., external real estate permitting data is presently available). 

 Data and Data Analytics Focus: Focus on data and data analytics, and avoid any mandates of 
software, hardware, or similar details. 

 Positive Data Usage: Data is often only collected if there is a negative issue, but there is also 
positive data available that shows the systems are functioning properly. 

 Enable User Friendly Data Collection: Explore the aspect of user friendly data collection methods 
such as using mobile apps. 

(3) Documentation 

 Prioritize Essential Data: Focus on data that is essential, and do not collect unnecessary data. 

 Focus on Data Needs: Make sure the needed data drives the data collection process and not the 
forms and/or format. 

 Support Confidentiality Agreements: Address confidentiality agreements between inspectors 
and property owners/manufacturers as a means of obtaining data that would otherwise be 
unavailable. 

 Manage Evolution: Set performance characteristics, and allow the format to naturally evolve 
based on usage. 

 Establish Common Terminology: Develop standard terminology to address the language and 
terminology differences between different regions or companies.  

(4) Stakeholder Benefits/Concerns 

 Establish Data Safeguards: Provide safeguards for user access so that all data and data analytics 
is used securely and wisely (e.g., by AHJs, end-users, researchers, etc.). 

 Address Data Breach Implications: Consider liability implications due to data breaches (e.g., 
consider parallel case studies). 

 Identify Unrealized Data Analytics: Demonstrate value-added for end-users by enabling analytics 
they would otherwise not have, including for their own proprietary data. 

 Promote User Benefits: Continually emphasize end user benefits and value added. 

 Address Ultimate End-User Needs: Identify and summarize end user problems to guide data 
analytic efforts (e.g., using collected thermostat data to develop residential profiles for addressing 
smoke detector performance in extreme temperatures) 

(5) Standardization 

 Utilize Existing Standards: Consider using existing standards that address the processing and 
handling of confidential data (e.g., existing ISO or IEEE standards on data confidentiality) 

 Clarify Data Types: Distinguish between mandated data collection vs. voluntary. 

 Promote Automated Data Collection: Promote automated data collection vs. manual data 
collection (e.g., establish minimum standardized data stream, with flexible data format) 

 Standardize Common Baseline Data: Standardized baseline cross-sectional common data that is 
necessary for all ITM systems (e.g., limited location information, system age, commissioning 
details, etc.). 

 Support Risk Based Data Analytics: Create code requirements customized for specific risks rather 
than system types. Systems vary based on occupancy type but there will always be a level of risk 
(which can be determined by analyzing collected data).  
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1) BACKGROUND AND OVERVIEW 
 
The on‐going reliability of built‐in fire protection systems is related to inspection, testing and maintenance 
(ITM) of these systems.  This is addressed by multiple NFPA codes and standards, including NFPA 4, 
Standard for Integrated Fire Protection and Life Safety System Testing, NFPA 25, Standard for the 
Inspection, Testing, and Maintenance of Water‐Based Fire Protection Systems, NFPA 72, National Fire 
Alarm and Signaling Code, and NFPA 2001, Standard on Clean Agent Fire Extinguishing Systems.  Of 
particular note, some of these standards are now proposing inclusion of specific data collection 
information, such as a new Annex F addressing “Connectivity and Data Collection” for the upcoming 2017 
edition of NFPA 25. 
 
Requirements for ITM have evolved over time, but often do not have a solid scientific basis.  These are 
often historical requirements that are not based on ITM data or on observed deficiencies.  Recent efforts 
to address this topic have included a previous Foundation Workshop on “Applying Reliability Based 
Decision Making to ITM Frequency” (2012).  This involved discussion of approaches to determining ITM 
frequency for a given fire protection system or equipment based on reliability concepts.   
 
Another Foundation activity around this topic was a report on Fire Pump Field Data Collection and Analysis 
(2012).  The research objective of this study was to provide credible and statistically valid fire pump 
performance data that substantiates testing frequencies and protocols.  This was completed by reviewing 
the landscape of existing field data, establishing data collection needs, and developing a framework for 
how the data can be used in a credible manner.  This effectively provides a useful case study focused on 
fire pumps and its involvement with data for ITM purposes. 
 
In addition, a workshop at SupDet 2015 on the topic of general research needs around the topic of ITM 
identified several areas where data is needed to answer key questions such as the optimal frequency for 
certain tests and the relationship between ITM activities and failures.  
 
All of these previous activities identified additional work that needed to be done to evaluate reliability 
and correlate reliability with code requirements.  A key issue is standardizing data collection so that the 
data can be effectively analyzed.  This includes standardizing the data collection format, submission 
process, data security parameters, and data analysis procedures.  A standardized framework is needed 
for the efficient collection, storage, and analysis of ITM data. 
 
A new activity at NFPA that directly relates to this topic is the proposed development of a Data Analytics 
Sandbox.  NFPA is uniquely positioned to coordinate the next generation of data and data analytics in 
support of the built environment and safety infrastructure.  Going forward, the NFPA Data Analytics 
Sandbox is anticipated as serving as an important collective resource, and serving as a next generation 
test bed in support of our rapidly evolving world of cyber physical systems and the internet of everything.  
The collection and coordination of ITM data, which will ultimately support the technical activities 
addressed by NFPA 4, 25, 72, 2001, etc., is considered a prime candidate activity for the NFPA Data 
Analytics Sandbox. 
 
This prior background activity has resulted in a need to further address this topic, and accordingly this 
latest half-day workshop has been held on 2 March 2016 in San Antonio, Texas to address “Big Data and 
Fire Protection Systems.”  The goal of this workshop is to identify and prioritize the opportunities for big 

http://www.nfpa.org/research/fire-protection-research-foundation/projects-reports-and-proceedings/detection-and-signaling/general-detection/applying-reliability-based-decision-making-to-itm-frequency
http://www.nfpa.org/research/fire-protection-research-foundation/projects-reports-and-proceedings/detection-and-signaling/general-detection/applying-reliability-based-decision-making-to-itm-frequency
http://www.nfpa.org/research/fire-protection-research-foundation/projects-reports-and-proceedings/suppression/other-sprinkler-protection/fire-pump-field-data-collection-and-analysis
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data to inform decision making for ITM (Inspection, Testing and Maintenance) used for built-in fire 
protection systems.  These are the proceedings of this workshop. 
 
This workshop seeks to gather the applicable stakeholder input and clarify certain information through 
roundtable discussions.  Using Breakout Groups and through a series of structured questions, this 
information includes discussing how data can inform ITM decisions, identifying the key data needed and 
potential sources of data, and clarifying how NFPA can help.  Specifically this includes:  

 Identify All Applicable Stakeholders 

 Confirm Critical Data Elements (using focus on Case study of Fire Pumps) 

 Identify Potential Sources of Available Retrospective Data for the following: 
o ITM Results 
o Failure Outcomes 

 Identify Key Barriers for Sharing the Following Types of Data (i.e., playing in the sandbox):  
o Existing Retrospective Data 
o Future Prospective Data. 
o Benefits to Sharing Data 

 Prioritize the Key Barriers for Sharing Data  

 Identify/Prioritize Benefits for Sharing Data 

 Summarize Recommendations for Universal Data Platform (i.e., sandbox) 
 
The agenda for the workshop is illustrated in Table 1: Workshop Agenda.  Following welcoming remarks, 
this is structured to provide a baseline overview of this topic area, followed by breakout group discussions, 
and concluded with a plenary session addressing summary observations.  
 

Table 1:  Workshop Agenda 

 
 
  



 

-----  Page 3 of 29  ----- 

2) CLARIFYING THE BASELINE 
 
The baseline for this topic was provided by the following three presentations: first by Casey Grant titled 
“Workshop on Big Data and Fire Protection Systems”; second by Nathaniel Lin titled “Big Data Analytics and 
Decision Making”; and third by Gayle Pennel titled “Going Forward from the Fire Pump Field Data Collection 
and Analysis Project”.  These are illustrated in Figures 1 through 12. 
 

 
 

 
 

 
 

 
 

 
 

 
 

Figure 1: Presentation by Casey Grant (1/2)  
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Figure 2: Presentation by Casey Grant (2/2) 
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Figure 3: Presentation by Nathaniel Lin (1/3) 
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Figure 4: Presentation by Nathaniel Lin (2/3) 
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Figure 5: Presentation by Nathaniel Lin (3/3) 
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Figure 6: Presentation by Gayle Pennel (1/7) 
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Figure 7: Presentation by Gayle Pennel (2/7) 
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Figure 8: Presentation by Gayle Pennel (3/7) 
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Figure 9: Presentation by Gayle Pennel (4/7) 
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Figure 10: Presentation by Gayle Pennel (5/7) 
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Figure 11: Presentation by Gayle Pennel (6/7) 
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Figure 12: Presentation by Gayle Pennel (7/7) 
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3) BREAKOUT GROUPS 
 
Following introductory remarks and baseline presentations, breakout group discussions were conducted 
to clarify the collective consensus perspective on a series of key questions.  The questions are summarized 
in Figure 13: Questions for Breakout Groups.   
 

 
Figure 13: Questions for Breakout Groups 

 

Attendees were assigned to one of four separate breakout groups.  The breakout groups were designated 
by color as follows: Yellow, Green, Blue and Red.  The assignment of each attendee is indicated in Figure 
14: Breakout Groups, which represents an attempt to provide a diverse balance of stakeholders in each 
respective breakout group.  Each group worked separately on the set of questions and reported back at 
the plenary session at the end of the workshop.   
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Figure 14: Breakout Groups 

 
The separate results of each Breakout Group, as reported during the concluding Plenary Session are 
included in Figures 15 through 22, in the following sequence: Yellow Group; Green Group, Blue Group; 
and Red Group. 
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Figure 15: Breakout Group Answers - Yellow Group (1/2) 
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Figure 16: Breakout Group Answers - Yellow Group (2/2) 
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Figure 17: Breakout Group Answers - Green Group (1/2) 
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Figure 18: Breakout Group Answers - Green Group (2/2) 
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Figure 19: Breakout Group Answers - Blue Group (1/2) 
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Figure 20: Breakout Group Answers - Blue Team (2/2) 
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Figure 21: Breakout Group Answers - Red Group (1/2) 
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Figure 22: Breakout Group Answers - Red Group (2/2) 
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4) SUMMARY OBSERVATIONS 
 
This workshop has gathered applicable stakeholder input and clarified certain information through 
roundtable discussions.  Using Breakout Groups and through a series of structured questions, this 
information includes discussions on how data can inform ITM decisions, identification of key data needed, 
identification of potential sources of data, and clarification of how NFPA can help for the good of the fire 
protection community.   
 
The Leaders for each Breakout Group presented the results from their respective Group during the 
workshop Plenary Session (per previous documentation in these proceedings).  This information has been 
collected, consolidated, and synthesized.  This is summarized in Figure 23: Consolidated Summary of 
Breakout Group Issues and Observations.   
 

Consolidated Summary of Breakout Group Issues and Observations 
 
1. How can data inform ITM decisions?  Requirements related to frequencies for testing and 

reliability analysis are two uses of data that have been identified. [15 minutes] 
1.1. What issues are involved in applying data to code requirements?  Are there differences 

between fire protection system types? 

 Frequencies of incidents within the data could be impacted by the regional location, type 
of water supply, and occupancy of the building. Code requirements would be difficult to 
apply unilaterally.  

 There are concerns that the sample size of collected data will not be wholly representative 
of the current conditions of the built environment. 

 Data is often only collected if there is a negative issue, but there is also positive data 
available that shows the systems are functioning properly.  

1.2. What are other potential uses for data? 

 Evaluating the effectiveness of new code updates. (Data can be collected in areas specific 
to the recent code changes). 

 Data can show the level of code compliance that company’s exhibit. 

 Data can be used to change design criteria in installation standards to address known 
issues with specific types of equipment.  

2. What specific data is needed? [15 minutes] 
2.1. What equipment or systems can/should this be used for? 

 Fire alarms, sprinklers, fire pumps, clean agents, smoke control, pre-engineered 
suppression, fire extinguishers, fire doors, fire dampers, and any other systems considered 
“active” or “passive” fire protection. 

 There is no limit to what systems/equipment data can be collected for. All fire and life 
safety equipment will benefit from data collection. 

 Data specific to emergency preparedness and evacuation/fire drills can be useful. 
2.2. What are the critical data elements that need to be collected?   

 Generic data such as pass/fail rates; does the system work when it is critically needed? 

 Specific failure modes for different system types, and their frequency. 

 Data specific to certain fire protection systems. Example – fire sprinklers: water supply, 
water flow, pressure, valve open/closed status, pump run, power failure, phase reversal, 
etc. 
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2.3. Standardized failure modes and system condition definitions are needed for meaningful 
analysis.  What is the best way to develop and implement complete standardized failure 
modes and other needed categories? 

 To start, it will be necessary to determine the root cause of any failure mode.  

 Developing terminology with Technical Committees that defines levels of commonly 
occurring conditions.  

 ITM forms can be converted to cell phone/tablet apps which will allow high level failure 
modes for each component within a system to be identified and examined by those 
performing testing. 

3. A standardized data format annex has been added to the 2016 NFPA 20 and will be added to 
the 2017 NFPA 25. Is this the best way to develop standardized formats? [10 minutes] 
3.1. What are the issues involved in refining these formats and gaining acceptance and usage of 

the formats? 

 These forms being in the Annex mean that they are not required to be used. Unless they 
are included in the standard then it will be difficult to gain acceptance and usage of the 
formats. 

 There may be language and terminology conflictions between different 
regions/companies. Standardized terminology needs to be identified. 

 Manual fill-in forms may not produce the “big data” that is sought after. Perhaps different 
formats should be considered. 

3.2. What other standards could take advantage of standardized formats for data collection? 

 Other NFPA standards (e.g., NFPA 1, NFPA 4, NFPA 13, NFPA 80). 

 Other standards (e.g., British Standards (BS), European standards, UL standards, ISO). 
4. Fire protection service providers, insurance companies, and large companies are potential 

sources of data. [10 minutes] 
4.1. What other data sources are available and should be considered? 

 There is data available regarding system repair records. This could be useful in determining 
the reliability of certain systems.  

 Data from fire events beyond the scope of ITM, for example losses in asset value.  

 Other sources: Military and government records, third party recording services, building 
reports specific to fire protection systems. 

 Although AHJs and fire departments own the data, it should be made available as public 
knowledge. 

4.2. Is existing data available in a format that could be collected and analyzed? 

 The ability to mine the data is a challenge for everyone. Ex: Liberty Mutual data is rich, but 
it has not been readily analyzed at this time. 

 Supervising and monitoring stations may have data that is ready to be collected. 
5. Fire protection equipment manufacturers, insurance companies, code making bodies, 

Consumer Protection Agencies, and fire protection engineers are potential users of data 
analysis. [10 minutes] 
5.1. What other potential users can be identified? How would they use the data? 

 Architects, building owners, property managers, building occupants, and potential 
buyers/renters can all use the data to perform due diligence checks.   

 Insurers can use the data to analyze their insurance rates and change them based on the 
analysis results.  

 NFPA can use the data to show why it is necessary for their codes to be adopted. 

 The public can use the data to be informed about fire safety and relative risk.  
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5.2. Could AHJs use this data? How? 

 AHJs could use this data to assist with a risk-based approach to building inspections. They 
can correlate the data to the current building they are inspecting in order to spend time 
where it’s most needed. 

 AHJs could also use the data to develop planning procedures. 
6. What are the potential barriers (e.g. confidentiality/privacy) and benefits (e.g. larger pool of data 

to drive decisions) of pooling/sharing ITM data? [10 minutes] 
6.1. What will encourage potential data sources to contribute? 

 Barriers include: security concerns while transmitting data, groups may be withholding 
negative data, and nondisclosure agreements/privacy agreements. 

 Creating incentives for those who provide data. For example, providing analysis on each 
contributor’s data which would be beneficial in areas such as insurance rates.  

 Uniform data collection will make it easier and more inviting for data sources to 
contribute. 

 Only allowing contributors to access the shared data will make it more worthwhile to 
provide data. 

6.2. How can confidentiality concerns be clearly identified? 

 There are ISO standards and other resources on how to manage data security. 

 Confidentiality can be built into the data collection process.  
7. How can NFPA help? [15 minutes] 

7.1. Examples: Data collection, access to database, training, facilitate changes for codes, 
advocacy, statistical analysis 

 Providing guidance to state and local governments to help collect data and institute 
requirements that make sense. 

 Fostering partnerships, i.e. selling the benefits of data collection to the stakeholders.  

 NFPA can develop a clear consensus of what data needs to be collected.  

 Develop a Manual of Style (MOS) for data collection and storage.  
8. Identify some of the opportunities for automated data collection/alerts. [10 minutes] 

8.1. Is this happening now?  How? 

 “Monitored” systems can provide real time data to some extent.  

 Sensors are being placed into virtually everything. Some sensor technology does not 
require its own power supply, therefore making data collection cheap and easy.  

8.2. Ease of incorporating automated data collection into existing systems? 

 Demonstrate to end users the value added of retrofitting sensors into their systems, and 
the money they can save by collecting and analyzing their own data.  

 Standardization of what is being monitored will make incorporation of automated data a 
smoother process. 

9. Summary Observations [5 minutes] 

 The road to success will be a shorter path if there is a standardized way of collecting data 
at the international level.  

 Participation from building owners will be key to collecting useful data. 

 Data is currently being gathered now, but NFPA can play a unique role as a central 
facilitator of collecting data. 

 The ideal is to have code requirements customized for specific risk rather than system 
types due to the wide range of occupancy types (each occupancy requires different 
systems).  

Figure 23: Summary of Top Issues and Key Observations. 
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A review of all the key themes and pertinent points of information that were raised during the workshop 
were presented during the concluding plenary session.  These have been further distilled here into a set 
of summary observations.  This is primarily based on the plenary presentations and discussions that 
occurred throughout the Workshop, along with supplemental information where referenced in Workshop 
discussions.  Key findings from this effort support five concept categories of recommendations: (1) 
general; (2) data collection methods; (3) documentation; (4) stakeholder benefits/concerns; and (5) 
standardization.  Specifically, these include the following: 
 
(1) General 

 Prioritize Occupancy Focus: For start-up efforts, first focus on certain specific occupancies such 
as commercial properties. 

 Support Legislative Initiatives: Identify, clarify and support legislatively-oriented initiatives that 
promote the sharing of data for the public good (e.g., the State of Georgia is working on data 
sharing legislation). 

 NFPA’s Attributes: NFPA, as a trusted 3rd party, is an ideal organization to serve as a central data 
collector. 

 Stakeholder Value Added: NFPA can develop a clear consensus of the most important data based 
on stakeholder needs and explain to stakeholders the value of their own data collection.  

 Code Requirement Validation: Analysis of collected data will verify whether or not recent code 
updates are successful or unsuccessful. 

(2) Data Collection Methods 

 Novel Collection Methods: Consider novel approaches such as indoor drone inspection. 

 Promote Automated Approaches: Automate the data collection process to improve efficiency and 
effectiveness (e.g., automated impairment detection program to flag impaired systems). 

 Enable External Data Sets: Enable external unrelated data sets that can provide value-added to 
the overall pool of data (e.g., external real estate permitting data is presently available). 

 Data and Data Analytics Focus: Focus on data and data analytics, and avoid any mandates of 
software, hardware, or similar details. 

 Positive Data Usage: Data is often only collected if there is a negative issue, but there is also 
positive data available that shows the systems are functioning properly. 

 Enable User Friendly Data Collection: Explore the aspect of user friendly data collection methods 
such as using mobile apps. 

(3) Documentation 

 Prioritize Essential Data: Focus on data that is essential, and do not collect unnecessary data. 

 Focus on Data Needs: Make sure the needed data drives the data collection process and not the 
forms and/or format. 

 Support Confidentiality Agreements: Address confidentiality agreements between inspectors 
and property owners/manufacturers as a means of obtaining data that would otherwise be 
unavailable. 

 Manage Evolution: Set performance characteristics, and allow the format to naturally evolve 
based on usage. 

 Establish Common Terminology: Develop standard terminology to address the language and 
terminology differences between different regions or companies.  

(4) Stakeholder Benefits/Concerns 

 Establish Data Safeguards: Provide safeguards for user access so that all data and data analytics 
is used securely and wisely (e.g., by AHJs, end-users, researchers, etc.). 
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 Address Data Breach Implications: Consider liability implications due to data breaches (e.g., 
consider parallel case studies). 

 Identify Unrealized Data Analytics: Demonstrate value-added for end-users by enabling analytics 
they would otherwise not have, including for their own proprietary data. 

 Promote User Benefits: Continually emphasize end user benefits and value added. 

 Address Ultimate End-User Needs: Identify and summarize end user problems to guide data 
analytic efforts (e.g., using collected thermostat data to develop residential profiles for addressing 
smoke detector performance in extreme temperatures) 

(5) Standardization 

 Utilize Existing Standards: Consider using existing standards that address the processing and 
handling of confidential data (e.g., existing ISO or IEEE standards on data confidentiality) 

 Clarify Data Types: Distinguish between mandated data collection vs. voluntary. 

 Promote Automated Data Collection: Promote automated data collection vs. manual data 
collection (e.g., establish minimum standardized data stream, with flexible data format) 

 Standardize Common Baseline Data: Standardized baseline cross-sectional common data that is 
necessary for all ITM systems (e.g., limited location information, system age, commissioning 
details, etc.). 

 Support Risk Based Data Analytics: Create code requirements customized for specific risks rather 
than system types. Systems vary based on occupancy type but there will always be a level of risk 
(which can be determined by analyzing collected data). 
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