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Abstract— WSN acquires the data of surrounding environments  with sensors attached to each node. It is 

important to design sensor networks that can communicate energy efficiently as well as to derive sensor 
readings with high accuracy. The proposed routing scheme that assures high accuracy and significantly 

reduces data transmission costs in WSN with faults. A number of network topologies randomly for routing 

sensor readings to the base station. Because every sensor node is connected to each other with a single path, 

redundant transmissions are not incurred. It can reduce unnecessary transmissions and guarantee final 

sensor readings with high accuracy. To show the superiority of the proposed scheme, it is compared with an 

existing multi-path routing scheme and with increased number of sensors in the area been deployed. 
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I. INTRODUCTION 

WSN is constructed by distributing a lot of sensors and 

consists of sensor nodes that are connected to each other. The 

sensor node with the small size is characterized by the battery 

with a low capacity, the limited use of energy, the limited data 

processing capability. As the sensors which are used in sensor 

networks are mostly operated in the environments that we 

cannot access, it is impossible to replace the battery of each 

sensor node. Therefore, it is important for design requirements 

to be made so that WSN uses energy efficiently and reduces 

the communicat ion costs. Because a continuous query in WSN 

collects data periodically and causes a lot of data to be 

transmitted, reducing the communication cost is necessary. 

Processing aggregation queries can reduce the communicat ion 

cost by transmitting data merged in  the network in the course 

of data routing and by reducing the number of message 

transmissions consequently. In addition, the sensor network is 

used in various environments with the errors such as the noise 

of communicat ion channels and hardware failures in  

transmitting and receiving data. Since it is also operated based 

on limited energy resources, errors arising from the energy 

exhaustion of nodes frequently occur. The routing schemes in 

WSN are classified into the tree-based routing scheme and the 

multi-path routing scheme. The tree based routing scheme is 

used to collect the query result data to the base station. The 

tree based routing scheme transmits data using single paths. If 

it undergoes the faults of the sensor network or the change of 

the topology, data of the child nodes of a particular node may  

be lost. As a result, the collected query result in the base 

station may be incorrect. In order to alleviate the weakness of 

the tree based routing scheme mentioned above, the multi-path 

routing scheme that can minimize the effect due to the network 

faults was proposed. However, because data are transmitted by 

multipath, redundant transmission of data can occur. 

Therefore, the accuracy of data becomes low.  

The mult i-path routing schemes provide the high accuracy in 

spite of the network fau lts or the change of topology. 

However, when transmitting the collected data in a particular 

node, because its unique bit label as well as the collected data 

are transmitted together, the multi-path schemes increases the 

scale of the transmitted data and causes high data transmission 

costs. To overcome these problems, the proposed routing 

scheme collects the result data of queries with a number of 

routing trees without data redundancy. Therefore, it  assures the 

high accuracy of result data and reduces the transmission of 

unnecessary data can be lessened. The main objective of this 

work is to propose a novel routing architecture that assures 

high-accuracy and significantly reduce data-transmission cost 

in wireless Sensor network with faults. Wireless Sensor 

Network collects data periodically deploying a continuous 

query. Somet imes it causes a lot of data to be transmitted, 

reducing the communicat ion cost which is very much required. 

Processing aggregation queries can reduce the communicat ion 

cost by transmitting data merged in  the network in the course 

of data routing and by reducing the number of message 

transmits consequently which are the basic criteria of 

motivation to perform research in this area.  

 

II. SURVEY OF THE PAS T RELATED WORK 

An energy efficient various routing schemes has been 

studied in [1][2][3][4]. In [1] the author has described the 

efficient multi-candidate greedy routing scheme in wireless 

sensor networks. In [2] the author described the energy-

efficient tree based message ferrying routing schemes for 

wireless sensor networks. In [4] author explained An Efficient 

Multiple Tree-Based Routing Scheme in Faulty Wireless 

Sensor Networks. Energy-Aware Routing [12], which is a set 

of sub-optimal paths are used. These paths are chosen by 

means of a probability function, which depends on the energy 

consumption of each path. The author in [13] prove that from 

the energy consumption point of view, it is better to 

communicate using short, multi-hop paths between the sender 

and the receiver. 
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Many tree-based routing schemes were proposed for collecting 

data to the base station [14, 15, 16]. A lthough they are useful 

for collecting result data with high accuracy and for processing 

aggregation queries, they are not comfortable in frequently or 

which has many fau lts mult i-path routing schemes [17, 18] 

such as sketch [19] which consider network faults and the 

change of the network topology were proposed. 

In case of multi-path routing schemes, there is no problem 

with accuracy when deriving the result data of the general 

query. However, when processing an aggregation queries, 

there remains the problem that derives inaccurate results which 

show high deviation resulting from the redundant data 

transmission. CountTorrent [20] has been suggested as a 

method of solving the data redundancy problem in processing 

aggregation queries. 

 

III. PROPOS ED S YSTEM 

A novel routing scheme is proposed that assures high 

accuracy and significantly reduces data transmission costs in 

WSN with faults. First, the system will organize a number of 

network topologies randomly for routing sensor readings to the 

base station. Because every sensor node is connected each 

other with a single path, redundant transmissions are not 

incurred. It can reduce unnecessary transmissions and 

guarantee final sensor readings with high accuracy. First, in 

the initial stage of the network, the level of each node and 

candidate parent that is intended for the set-up of path and data 

are determined. And then, in the stage of a routing path set-up 

and data collection, the query and QoS are distributed to each 

node. The routing trees in k epochs are built up when the 

network faults occur. Since several result data in the epochs 

are collected, the proposed scheme supports the high accuracy. 

The proposed architecture has a unique way of termination. If 

the QoS meets the criterion that is set up at the time of the 

query, the base station terminates the query processing by 

transmitting a beacon message to all of the nodes. 

 

A. AlgorithDescription Network Initialzation Stage 

In this stage, a node which can be selected as the parent for a 

particular node is saved in cache memory. The base station 

prepares a network initialization message <src_id, level>, 

where src_id is the identifier of the source node and level is the 

level of the node in the routing tree. It transmits the message to 

a whole network with the flooding method. 

Figure g iven below shows the network init ialization process. If 

a node receives a network initialization message from a 

neighbouring node, it stores the neighbouring node which 

transmits message in cache memory as the candidate parent 

node and sets up the level value of the message as its own 

level. And then the node transmits its own ID as the src_id 

property of the network in itializat ion message to its 

neighbouring node. On the other hand, the node sets up the 

level value which adds 1 to its own level value and transmits it 

to its neighbouring node. This process is repeated until all 

sensor nodes store each level and the candidate parent node in 

their cache. 

 

B. Routing Path Set-Up And Data Collect ion Stage 

In this stage, the routing path set-up and data collection in each  

epoch for the query result are performed. In the data collection 

stage, data between sensor nodes become aggregated in the 

parent node. This work begins from the nodes of the lowest 

level of the routing tree to root node according to level. The 

sensor node determines its parent node randomly among 

candidate parent nodes which are stored in its cache and 

transmit the sensed data to the parent node with the format  

<sensor_num, aggr_data>. 

Here, sensor_num represents the number of nodes that 

participate in  data collection. The nodes of the lowest level set 

the sensor-num as value 1 and trans mit it to the parent node. 

Aggr_data stands for data collected in a node. The node 

transmits aggr_data to its parent node. The parent node gets 

together its own data and the data received from the child  

nodes and performs packet aggregation. It also adds 1 to 

sensor_num. Finally, it  transmits sensor_num and aggr_data 

to its parent node. Because information such as unique bit 

label allocation shown in the existing mult i-path routing 

scheme is not transmitted together in the proposed scheme, 

unnecessary data transmission can be lessened. Figure given 

below shows the routing path set-up and data collection 

process when the energy exhaustion failure in the node 4 of 

level 2 occurs. In Epoch_1, when node 6 chooses node 4 as a 

routing path among candidate parents, node 4 does not exist 

due to energy exhaustion any more. As a result, in Epoch_1, 

we do not get the accurate result because the data of node 6 

are not reflected in the result. In Epoch_2, the proposed 

scheme reorganizes the routing path which is different from 

Epoch_1 and generates the accurate result data. 

The unit which collects the result data after query transmission 

is called as Epoch and the number of Epochs is determined 

according to QoS which is set up along with the query. The 

routing path set-up and data collection in each Epoch are 

performed. Since the data are transmitted by electing a node 

among parent nodes which were not selected previously, a 

unique routing tree in each Epoch is constructed. Because the 

proposed scheme enables the routing path trees corresponding 

to the number of Epochs to be generated, in spite of network 

failures, it p rovides the high quality of accuracy. 

 

IV. RES ULT OF A QUERY 

QoS about final packet co llected in base station in each Epoch 

is calculated using equation (1). If the QoS meets the criterion 

that is set up at the time of the query, the base station 

terminates the query processing by transmitting a beacon 

message to all of the nodes. 

QoS(% )= (P/Q) x 100 

Where: 

P= The number of nodes involved in Data Collection 

Q= The number of Sensor Nodes  

On the other hand, in case the query result does not satisfy the 

QoS, next  Epoch is performed. Such processes are repeated 

within the number of epochs determined according to QoS at  

the time of query. In case the query result does not meet the 

QoS in all Epochs, the data which has the highest value of 
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sensor_num among collected results as the final result of the 

query are returned. 

 

V. RES ULTS AND DISCUSS IONS 

We have used Java net beans to implement the Multiple Tree-

Based Routing Scheme for Wireless Sensor Network. Fig 1 

shows the forms menu option to create nodes in the 

workspace. Fig 3 shows how various nodes are generated and 

Fig 4 shows how virtual links generated between the nodes 

the work space. Fig 5 shows how the message is flooded from 

base station via different nodes to destination node. Fig 6 

shows the line graph drawn between accuracy of query result 

data and Network failure rate. Fig 7 shows the line graph 

drawn on the amount of data transmission in bytes versus 

number of sensor nodes. 

From the graph in Fig 6 the total number of survival nodes is 

obtained by using the formulae as  

Total no of survival sensor nodes=total sensor node*(1-

network failure rate). 

 

 

Fig  1 shows the menu options to create nodes in the work 

space 

 

 

 

 

 

Fig  2 shows the different Settings to generate the nodes 

in the workspace 

 

 

 

Fig  3 shows how Nodes generated according to the 

settings 2D- grid & Random 

Fig  4 shows the virtual links generated between the 

nodes in the work space 

Fig  5 shows Message Flooding Stage 

Fig  6 

Fig  7 Amount of data transmission according to the 

number of sensor nodes 
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VI. CONCLUS IONS 

In this paper, we implemented a new mult iple t ree-based 

routing schemes that alleviate the problems of the existing 

routing schemes using java. To do this, we analysed the 

problems of the existing tree based routing schemes and 

multi-path routing schemes. The Scheme reduces unnecessary 

transmission and guarantee final sensor readings with high 

accuracy. As information such as unique bit level llocation as 

known in existing mult ipath routing scheme is not transmitted 

together in the proposed architecture, so unnecessary data 

transmission can be lessen. As the project architecture enables 

the routine path trees corresponding to the number of epochs 

to be generated, in spite of network failures, it provides the 

high quality of accuracy. 

The existing work can be enhanced by designing an oblivious 

Routing in Fat-Tree Based System Area Networks with 

Uncertain Traffic Demands. The future work will consist of 

studying oblivious routing in fat-tree-based system area 

networks with deterministic routing under the assumption that 

the traffic demand is uncertain. The performance of a routing 

algorithm under uncertain traffic demands is characterized by 

the oblivious performance ratio that bounds the relative 

performance of the routing algorithm with respect to the 

optimal algorithm for any given traffic demand. It can be 

considered for both single-path routing, where only one path 

is used to carry the traffic between each source-destination 

pair, and multipath routing, where multiple paths are allowed. 

For single-path routing, it  is expected to derive lower bounds 

of the oblivious performance ratio for different fat-trees and 

develop routing schemes that achieve the optimal obliv ious 

performance ratios for commonly used topologies. The 

evaluation result is expected to indicate that the proposed 

oblivious routing schemes not only provide the optimal worst-

case performance guarantees but also outperform existing 

schemes in average cases. For mult ipath routing, it can be 

shown that it is possible to obtain an optimal scheme for all 

traffic demands (an oblivious performance ratio of 1). These 

results quantitatively demonstrate the performance difference 

between single-path routing and multipath routing in fat-t rees. 

 

REFERENCES  
[1] R. Anderson and M. Kuhn. Low cost attacks on tamper resistant 

devices. In IWSP: International Workshop on Security Protocols,  
LNCS, 1997. 

[2] C. Hartung, J. Balasalle, and R. Han. Node compromise in sensor 

networks: The need for secure systems. Technical Report Technical 
Report CU-CS-988-04, Department of Computer Science, 
University of Colorado at Boulder, 2004. 

[3] L. Hu and D. Evans. Using directional antennas to prevent 

wormhole attacks. In In 11th Annual Network and Distributed 
System Security Symposium, February 2004. 

[4]  O. K¨omerling and M. G. Kuhn. Design principles for tamper-

resistant smartcard processors. In appeared in the USENIX 

Workshop on Smartcard Technology proceedings, Chicago, 
Illinois, USA, May 1999. 

[5]  N. Sastry, U. Shankar, and D. Wagner. Secure verification of 
location claims. In ACM Workshop on Wireless Security, 
September 2003. 

[6]  A. Seshadri, A. Perrig, L. van Doorn, and P. Khosla. Swatt: 

Software-b ased attestation for embedded devices. In In 
Proceedings of the IEEE Symposium on Security and Privacy, May 
2004. 

[7]  X. Wang, W. Gu, S. Chellappan, K.t Schoseck, and Dong Xuan. 

Lifetime optimization of sensor networks under physical attacks. In 
Proc. of IEEE Internationl Conference on Communications, May 
2005. 

[8]  X. Wang, W. Gu, S. Chellappan, Dong Xuan, and Ten H. Laii. 

Search-based physical attacks in sensor networks: Modeling and 
defense. Technical report, Dept. of Computer Science and 
Engineering, The Ohio-State University, February 2005. 

[9] A. D. Wood and J. A. Stankovic. Denial of service in sensor 
networks. Computer, 35(10):54–62, 2002. 

[10]  D. W. Carman, P. S. Krus, and B. J. Matt. Constraints and 
approaches for distributed sensor network security. Technical 

Report 00-010, NAI Labs, Network Associates, Inc., Glenwood, 
MD, 2000.  

[11]  http://www.xbow.com/wireless home.aspx, 2006. 
[12]  J. Hill, R. Szewczyk, A. Woo, S. Hollar, D. E. Culler, and K. 

Pister. System architecture directions for networked sensors. In 
Architectural Support for Programming Languages and Operating 
Systems, pages 93–104, 2000. 

[13]  J. A. Stankovic et al. Real-time communication and coordination 

in embedded sensor networks. Proceedings of the IEEE, 
91(7):1002–1022, July 2003. 

[14]  Mayank Saraogi, Security in Wireless Sensor Networks; 

Department of Computer Science, University of Tennessee, 
Knoxville 

[15]  J. R. Douceur, ―The Sybil Attack,‖ in 1st International Workshop 
on Peer-to- Peer Systems (IPTPS ’02), March 2002 . 

[16]  Y.C. Hu, A. Perrig, and D. B. Johnson, ―Wormhole detection in 
wireless ad hoc networks,‖ Department of Computer Science, Rice 
University, Tech. Rep. TR01-384, June 2002. 

[17]  Adrian Perrig, Robert Szewczyk, Victor Wen, David Culler, J. D. 

Tygar, SPINS: security protocols for sensor networks, In 
Proceedings of the 7th annual international conference on Mobile 
computing and networking, Rome , Italy, p.p 189 – 199, 2001 

[18]  Adrian Perrig, Ran Canetti, J.D. Tygar, and Dawn Song. Efficient 

authentication and signing of multicast streams over lossy 
channels. In IEEE Symposium on Security and Privacy, May 2000. 

[19] Adrian Perrig, Ran Canetti, Dawn Song, and J. D. Tygar. Efficient 
and secure source authentication for multicast. In Network and 

Distributed System Security Symposium,NDSS ’01 , February 2001. 
[20]  Samuel R. Madden, Michael J. Franklin, Joseph M. Hellerstein, 

and Wei Hong. TAG: A tiny aggregation service for ad-hoc sensor 

networks. In The Fifth Symposium on Operating Systems Design 
and Implementation (OSDI 2002), 2002 . 

[21]  Samuel R. Madden, Robert Szewczyk, Michael J. Franklin, and 
David Culler. Supporting aggregate queries over ad-hoc wireless 

sensor networks. In Workshop on  Mobile Computing and Systems 
Applications, 2002. 

[22]  M. Bellare, A. Desai, E. Jokipii, and P. Rogaway. A concrete 
security treatment of symmetric encryption: Analysis of the DES 

modes of operation. In Proceedings of 38th Annual Symposium on 
Foundations of Computer Science (FOCS 97), 1997. 

 

 
 
 


