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Prepare you for the real hard life out there

trooper@UbuntuTeacher:~$ ping galileo.troopers
. => success

trooper@UbuntuTeacher:~$ ping6 galileo.troopers
. => fails

trooper@UbuntuTeacher:~$ ping6 <IPv6 address>

. => fails

trooper@UbuntuTeacher:~$ ping6 —I eth0 <IPvé6 link local address>
. => fails

trooper@UbuntuTeacher:~$ dmesg
[ 10.445996] IPv6: ethO: IPv6 duplicate address fe80::20c:29ff:fef7:cl4 detected!

[ 424.570259] IPv6: ethO: IPv6 duplicate address ..:4875:f3c:c541:a0ld detected!
[ 424.953870] IPv6: ethO: IPv6 duplicate address ..:20c:29ff:fef7:cl14 detected!

[ 425.105647] IPv6: ethO: IPv6 duplicate address ..:ccc3:fa8f:3052:9409 detected!
[ 425.736880] IPv6: ethO: IPv6 duplicate address ..:c4f5:c7£f3:42fa:5e07 detected!

[ 425.736891] IPv6: ipv6 create tempaddr: regeneration time exceeded - disabled
temporary address support
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Prepare you for the real hard life out there

trooper@Ubuntu:~$ sudo sysctl net.ipvé.conf.ethO.accept dad=0
[sudo] password for trooper:

net.ipvé6.conf.ethO0.accept dad = 0

trooper@Ubuntu:~$ ping6 -I eth0 fe80::20c:29ff:fef7:cl4
connect: Cannot assign requested address

trooper@Ubuntu:~$ sudo ifconfig ethO down
trooper@Ubuntu:~$ sudo ifconfig ethO up

trooper@Ubuntu:~$ ping6 -I eth0 fe80::20c:29ff:fef7:cl4

PING fe80::20c:29ff:fef7:cl14(£fe80::20c:29ff:fef7:cl4) from fe8O0:..

ethO:

64 bytes from fe80::20c:29ff:fef7:cld4: icmp seqg=1 ttl=64 time=0.207 ms
64 bytes from feB80::20c:29ff:fef7:cl4: icmp seg=2 ttl=64 time=0.103 ms"C---

trooper@Ubuntu:~$ ping6 galileo.troopers

PING galileo.troopers(galileo.troopers) 56 data bytes

64 bytes from galileo.troopers: icmp seqg=1 ttl=64 time=1.13 ms
64 bytes from galileo.troopers: icmp seqg=2 ttl=64 time=1.03 ms
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The Big Picture

IPv6: 2a02:8071:f00:80::/64 IPv6: 2a02:8071:f00:90::/64
IPv4: 10.20.80.0/24 IPv4: 10.20.90.0/24
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Addressing and Services

® AWK

Addressing

IPv6: 2a02:8071:f00:80::100

IPv4: 10.20.80.100

DNS Records
kafka.troopers (v4 & v6)
kafka6.troopers (v6 only)
kafka4.troopers (v4 only)

System Services

Various
snmpd (port 161/udp)
ntpd (port 123/udp)

File Services

/home/trooper
NFS
SMB
SCP

Web Services

kafka.troopers
observium (port 80)
ntopng (port 3000)
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Addressing and Services

Addressing
IPv6: 2A02:8071:f00:40::200 (p4p1)
IPv6: 2a02:8071:f00:90::10 (p5p1)
IPv6: 2a02:8071:f00:80::10 (p6p1)
IPv4: 10.20.40.200 (p4p1)
IPv4: 10.20.90.10 (p5p1)
IPv4: 10.20.80.10 (p6p1)
DNS Records
galileo.troopers (v4 & v6)
galileo6.troopes (v6 only)
galileo4.troopers (v4 only)
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System Services

Various
snmpd (port 161/udp)
DNSv4/v6
DHCPv4
SLAAC
p6p1 pSp1
p4p1
Galileo

(2/3)



Addressing and Services

Addressing

IPv6: 2a02:8071:f00:90::20

IPv4: 10.20.90.20
g? DNS Records
switch.troopers (v4 & v6)
switch6.troopes (v6 only)

Switch

IPv6: 2A02:8071:F00:40::10
IPv4:10.20.40.10

’ DNS Records

WLC wic.troopers (v4 & v6)
wic6.troopes (v6 only)
IPv6: 2A02:8071:F00:40::1
=’;4: IPv4: 10.20.40.1
E:/j DNS Records
Firewall firewall.troopers (v4 & v6)

firewall6.troopes (v6 only)
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System Services

Various
snmpd (port 161/udp)

Various
snmpd (port 161/udp)

Various
snmpd (port 161/udp)
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Credentials

&SI

Kafka

@
mp
T2016_UbuntuDesktop

&

Galileo

4

Switch

Firewall

Login Credentials

User: trooper
Password: trooper
Attention VM image users: Highly

recommended to change this asap (-;

n/a

Service Credentials

SNMPv2c:
ROCOMMUNITY (IPv4)
ROCOMMUNITY®6 (IPv6)
SNMPv3:
Auth: trooper!
Priv: trooper?

Up to you to set this up

SNMPv2c:
ROCOMMUNITY (IPv4)
ROCOMMUNITY®6 (IPv6)
SNMPv3:
AuthKey: trooper!
PrivKey: trooper?

SNMPv3:
AuthKey: trooper!
PrivKey: trooper?
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Lab Environment

Tools — CLI

e ifconfig / ipconfig

® route

® netstat

e tcpdump / windump

® nmap

e net-snmp (snmpwalk, shmpget, ...)
e iperf

e ntpupdate

e traceroute / traceroute6 / tracert

e ping/ ping6

e |sof
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Lab Environment

Tools - GUI

e Zenmap

e Wireshark
e SnmpB

e Observium
e Ntopng

e JPerf

® AWK GROUP
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Your Tasks

A - Set up your stuff

# | " e TaskDescripon

A0O1T X X X Download required tools from server (Kafka)

A02 X Assign static IPv6 address to your Ubuntu guest VM (optional)
AO3 X X X Install tcpdump / windump and Wireshark
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Your Tasks

B - Basics

E-HllEl

BO1 Check your local routing table. Which is your IPv6 default route?
BO2 X
BO3 X
B04 X

X
X
X

Check your neighbour cache for IPv6 neighbours.

X
X
X

Ensure that you have connectivity to the IPv6 internet (ping).

X
>
X

Use traceroute to determine the path of IPv6 packets to a target in
the internet (e.g. heise.de).

BO5S X

X
X
X

Your IPv6 address is assigned dynamically. Which mechanism is

used (DHCPVv6 or SLAAC)?
BO6 For DNS lookups of your client, which IP version is used?
BO7

BO8 X X X X Browse toan IPv6 enabled webpage to test plugins (e.g. heise.de).

X X
X X
X X
X X

Install plugins on browser (IPvoo, IPfox,... ).
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Your Tasks

C — SNMP - Basics

E-HIEI

CO01 Ensure that generic MIB files are installed on your system and
download vendor specific MIB files from server (Kafka) (optional)

X
X
X
X

C02 Setup / configure your client to use the MIB files (optional)

C03 X X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv4 and SNMPv2c credentials

C04 X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv6 and SNMPv2c credentials

C05 X X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv4 and SNMPv3 credentials

C06 X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv6 and SNMPv3 credentials

CO7 X X X Gather information about hostname, location, interfaces, IPv4/6
counters and IPv4/6 routes from devices (Galileo, Kafka, Firewall)
using IPv6 and SNMPv3
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Your Tasks

C — SNMP - Basics

EIIIIEI

X Setup net-snmp daemon (snmpd) on your Ubuntu VM, configure a
SNMPv1/v2 RO community as well as a SNMPv3 user with RO

access.

C09 X How can you restrict / limit access to snmpd to specific IPv4 and
IPv6 ranges?

C10 X Verify that you can query your Ubuntu via snmp locally (localhost),
ensure that you can do this with both, IPv4 and v6, using the RO
community and the SNMPv3 user.
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Your Tasks

D — SNMP - Observium

# | " e TaskDescripon

D01 X Create a login for your local Observium installation (you need to
specify privileges level 10 for admin rights).
D02 X Add your Ubuntu VM (localhost) to Observium. Ensure that IPv6 is

used. In order to do this, you need to add an entry to your
/etc/hosts file.

D03 X Add Galileo and Kafka to your Observium installation. Ensure that
IPv6 is used for the snmp queries of Observium.
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Your Tasks

E — Various

# | " e TaskDescripon

EO1T X X X X NTP: Query the ntp server (kafka) via IPv4 and v6

E0O2 X X X X Port Scanning: Ports which your device is listening for incoming
connections on v4/v6

EO3 X X X X Port Scanning: Investigate which well known ports (1-1024) are
open on router and server (v4 and v6)

EO4 X ntopng: Change password of your local ntopng installation

EO5 X ntopng: Restart your local ntopng instance and have a look at the
traffic breakdowns

EO6 X X X X ntopng: Have a look at the ntopng installation on Kafka

EO7 X X X X Iperf: Test the network performance between your device and
Kafka with both IP versions. For IPv4 use port 4 and for IPv6 use
port 6 (tcp) and ports 44 and 66 (udp).

EO8 Jperf: Re-run tests with jperf
EO9 X X X X Forthe brave: Try to compile snmpb for Ubuntu / OS X/ Win7

X

® AWK 20



Content

» Motivation

» Lab Environment

»  Your Tasks

»  Summary
» Other

® AWK GROUP 21



Answers

A01

EIIIIIEI

X X X Download required tools from server (Kafka)

® Access files via
— Windows share on Kafka (smb)
— NFS share on Kafka
— Use SCP/ SSH to download files from Kafka
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Answers

A02

E-IIIEI

X Assign static IPv6 address to your Ubuntu guest VM (optional)

e Edit /etc/network/interfaces

# Static IPv6 address
auto pb5pl

iface p5pl inet6 static
address 2a02:8071:£00:90::1223
netmask 64
gateway 2a02:8071:£00:90::10

e Ensure that IPv6 address is not allready used!
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Answers

A03

# | " e TaskDescripon

AO3 X X X Install tcpdump / windump and Wireshark

e Windows & Mac: Download and install installation packages

e Linux: Install with the package manager of your Linux distribution
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Answers

B0O1

E-HIIEI

X X X X Check your local routing table. Which is your IPv6 default route?

C:\Users\mug>netsh interface ipv6 show route

Veroff. Typ Met Prafix Idx Gateway/Schnittstelle
Nein Manuell 8 ::/0 11 LAN-Verbindung* 16
Nein Manuell 256 ::/0 12 fe80::222:4dff:fe9b:7c69

Gabriels-MacBook-Pro:~ muellega$ netstat -rn -f ineté6
Routing tables

Internet6:

Destination Gateway Flags Netif Expire
default fe80::222:4dff:fe9b:7c69%end UGc end
s:1 t:1 UHL 100
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Answers

B0O1

EIIIIEI

X X X X Check your local routing table. Which is your IPv6 default route?

trooper@UbuntuTeacher:~$ netstat -rn AF -6
Kernel IPv6 routing table
Destination Next Hop Flag Met Ref Use If

::/0 fe80::222:4dff:fe9b:7c69 UGDAe 1024 0 0 ethO
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Answers

B02

# | " e TaskDescripon

BO2 X X X X Check your neighbour cache for IPv6 neighbours.

C:\Users\mug>netsh interface ipv6é show neighbors

Schnittstelle 12: LAN-Verbindung

Internetadresse Physische Adresse Typ
fe80::222:4dff:fe9b:7c69 00-22-4d-9b-7c-69 Erreichbar (Router)
ff02::1 33-33-00-00-00-01 Permanent

£ff02::2 33-33-00-00-00-02 Permanent

Gabriels-MacBook-Pro:~ muellega$ ndp -an
Neighbor Linklayer Address Netif Expire St Flgs Prbs

fe80::222:4dff:fe9b:7c69%end 0:22:4d:9b:7c:69 en4 6s R R

® AWK GROUP 27



Answers

B02

# | " e TaskDescripon

B02 X X X X Check your neighbour cache for IPv6 neighbours.

rooper @UbuntuTeacher:~$ ip -6 neigh show
fe80::222:4dff:fe9b:7c69 dev eth0 lladdr 00:22:4d:9b:7c:69 router REACHABLE

2001:470:b5f5:aa:aa00::1 dev eth0 lladdr 00:22:4d:9b:7c:69 router REACHABLE
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Answers

B03

# | " e TaskDescripon

BO3 X X X X Ensure that you have connectivity to the IPv6 internet (ping).
C:\Users\mug>ping -6 heise.de

Ping wird ausgefiihrt fiir heise.de [2a02:2e0:3fe:1001:302::] mit 32 Bytes Daten:
Antwort von 2a02:2e0:3fe:1001:302::: Zeit=19ms

Antwort von 2a02:2e0:3fe:1001:302::: Zeit=20ms

Gabriels-MacBook-Pro:~ muellega$ ping6 heise.de

PING6(56=40+8+8 bytes) 2001:470:b5f5:24a:d863:5996:4b0f:b87f -->
2a02:2e0:3fe:1001:302::

16 bytes from 2a02:2e0:3fe:1001:302::, icmp seg=0 hlim=57 time=19.355 ms
16 bytes from 2a02:2e0:3fe:1001:302::, icmp seqg=1 hlim=57 time=26.749 ms

trooper@UbuntuTeacher:~$ ping6 heise.de

PING heise.de(redirector.heise.de) 56 data bytes

64 bytes from redirector.heise.de: icmp seqg=1 ttl=57 time=20.2 ms
64 bytes from redirector.heise.de: icmp seqg=2 ttl=57 time=20.1 ms
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Answers

B04

# | " e TaskDescripon

BO4 X X X X Use traceroute to determine the path of IPv6 packets to a target in
the internet (e.g. heise.de).

C:\Users\mug>tracert -6 -d heise.de

Routenverfolgung zu heise.de [2a02:2e0:3fe:1001:302::] iUber maximal 30 Abschnitte:
1 <1l ms <1 ms <l ms 2001:470:b5f5:aa:aa00::1

2 13 ms 11 ms 12 ms 2001:470:25:2a::1

3 20 ms 21 ms 10 ms 2001:470:0:11d::1

4 18 ms 20 ms 22 ms 2001:470:0:21c::1

5 21 ms 21 ms 20 ms 2001:7£8::3012:0:1
6 18 ms 18 ms 16 ms 2a02:2e0:12:19::101
7 16 ms 16 ms 17 ms 2a02:2e0:3fe:0:c::1

8 21 ms 27 ms 17 ms 2a02:2e0:3fe:1001:302::
Ablaufverfolgung beendet.
C:\Users\mug>
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Answers

B04

# | " e TaskDescripon

BO4 X X X X Use traceroute to determine the path of IPv6 packets to a target in
the internet (e.g. heise.de).

Gabriels-MacBook-Pro:~ muellega$ traceroute6 -n heise.de

traceroute6 to heise.de (2a02:2e0:3fe:1001:302::) from
2001:470:b5f5:aa:d889:9eaa: fccb:e637, 64 hops max, 12 byte packets

1 2001:470:b5f5:aa:aal00::1 0.422 ms 0.400 ms 0.386 ms
2001:470:25:2a::1 20.379 ms 13.517 ms 11.624 ms
2001:470:0:11d::1 19.356 ms 11.122 ms 15.015 ms
2001:470:0:21c::1 32.935 ms 27.870 ms 20.469 ms
2001:7£8::3012:0:1 26.697 ms * 24.724 ms
2a02:2e0:12:19::101 156.170 ms 207.931 ms 208.248 ms

7 2a02:2e0:3fe:0:c::1 16.529 ms !P 16.208 ms !P 17.173 ms !P
Gabriels-MacBook-Pro:~ muellega$

o U1 W DN

® AWK GROUP 31



Answers

B04

# | " e TaskDescripon

BO4 X

X X X Use traceroute to determine the path of IPv6 packets to a target in
the internet (e.g. heise.de).

rooper @UbuntuTeacher:~$ traceroute6 -n heise.de
traceroute to heise.de (2a02:2e0:3fe:1001:302::) from

2001:470
1 2001:
2 2001:
3 2001:
4 2001:
5 2001:
6 2a02:
7 2a02

:b5f5:aa:1c2d:523e:7451:aee2, 30 hops max, 24 byte packets

470:b5f5:aa:aa00::1 0.552 ms 0.433 ms 0.44 ms
470:25:2a::1 12.088 ms 14.235 ms 14.037 ms
470:0:11d::1 35.827 ms 16.079 ms 24.112 ms
470:0:21c::1 31.059 ms 47.556 ms 31.366 ms
7£8::3012:0:1 29.284 ms 20.665 ms 23.36 ms
20:12:19::101 20.586 ms 19.74 ms 22.744 ms

:2e0:3fe:0:c::1 23.622 ms !S 21.95 ms !S 24.546 ms !S

trooper@UbuntuTeacher: ~$

® AWK GROUP 32



Answers

B05

# | " e TaskDescripon

BO5 X X X X YourIPv6 address is assigned dynamically. Which mechanism is
used (DHCPv6 or SLAAC)?

‘ [ Tipve.dst==fr02::1 B ~| Ausdruck...

No. Time Source Destination Protocol Length Info
277 7.. fe80::20d:boff:fed40:775 ffe2::1 ICMPV6 142 Router Advertisement from ©0:0d:b9:40:07:79
1509 1.. fe8@::208d:b9ff:fed40:775 ffe2::1 ICMPV6E 142 Router Advertisement from ©0:0d:b9:40:07:79
2246 3.. fe8@::20d:b9ff:fe40:775 ffo2::1 ICMPV6 142 Router Advertisement from ©0:0d:b9:40:07:79

P Frame 277: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits) on interface @
> Ethernet II, Src: PcEngine_40:07:75 (©0:0d:b9:40:87:75), Dst: IPvbmcast_©1 (33:33:00:00:00:01)
> Internet Protocol Version 6, Src: fe80::20d:b9ff:fed4@:775, Dst: ffe2::1
4 Internet Control Message Protocol vé6
Type: Router Advertisement (134)
Code: @
Checksum: @xa47d [correct]
Cur hop limit: 64

4 Flags: @x40
@... .... = Managed address configuration: Not set -

. +... = Other configuration: Set
ee@. .... Home Agent: Not set
..8 @... = Prf (Default Router Preference): Medium (@)
. .0.. Proxy: Not set
.v.. ..0. = Reserved: @
Router lifetime (s): 1800
Reachable time (ms): @
Retrans timer (ms): @
4 ICMPv6 Option (Prefix information : 2a@2:8071:100:110::/64)
Type: Prefix information (3)
Length: 4 (32 bytes)
Prefix Length: 64

4 Flag: Oxc@
On-link flag(L): Set
Autonomous address-configuration flag(A): Set !

B

l... ....
. i £r o
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Answers

B06

# | " e TaskDescripon

BO6 X X X X For DNS lookups of your client, which IP version is used?

)| [P ee S 4

No. Time Source Destination Protocol Length Info
‘ ™ 277 4. 2a02:8071:1T00:110:2994:1c79:cd6:7164 2a02:8071:T00:110::10 DNS 88 Standard query @x9@bf AAAA heise.de
278 4.. 2a02:8071:T00:110::10 2a02:8071:f00:110:a9.. DNS 116 Standard query response @x90bf AAAA

! Frame 278: 116 bytes on wire (928 bits), 116 bytes captured (928 bits) on interface @
Ethernet II, Src: PcEngine_40:07:75 (00:0d:b9:40:07:75), Dst: Vmware_8e:47:82 (80:08c:29:8e:47:82)
Internet Protocol Version 6, Src: 2a02:8071:100:110::10, Dst: 2a02:8071:100:110:2994:1c79:cd6:7164
User Datagram Protocol, Src Port: 53 (53), Dst Port: 59607 (59607)
Domain Name System (response)
[Request In: 277]
“ [Time: ©.000770000 seconds]
Transaction ID: @x9@bf
> Flags: @x818@ Standard query response, No error
| Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
> Queries
4 Answers
I heise.de: type AAAA, class IN, addr 2a@2:2e@:3fe:1001:302::

AT VYV
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Answers

BO7

# | " e TaskDescripon

BO7 X X X X Install plugins on browser (IPvoo, IPfox,... ).

e |IPvFoo

e |P Address and Domain Information
— htitps://chrome.qgoogle.com/webstore/

Mozilla Firefox
e |PvFox

e |P Address and Domain Information
— https://addons.mozilla.org/mk/firefox/

OS X Safari

e Safari: TCPIPUTILS
— http://www.macupdate.com/app/mac/39018/ip-address-and-domain-information
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Answers

B08

# | " e TaskDescripon

BO8 X X X X Browse toan IPv6 enabled webpage to test plugins (e.g. heise.de).

0@ , OD Fool - Basia Bulat - © 41 X /* (7 neise online - IT-News, Na~ % \ -
€« > C waw.heise.de Bes? (:l, @ =
lﬁZ]This pageisin Germ: | &' | www.heise.de 2a02:2e0:3£fe:1001:7777:772e:2:85 1an v X
e | 1fixde 2a02:2e0:3fe:1001:£1::87 f
&' common.il2.de 92.51.153.47
g’ | de.ioam.de 91.215.103.65
='| gzhls.at 85.124.84.253 3]
NeWS Ne &' heise.nuggad.net 2a00:cd0:1005:2:80:82:201:80
g'| jwpltx.com 54.165.255.130
=’ | partner.googleadservices.com | 172.217.16.130 (3} .
Topthemen: M\
P =f'| ping.chartbeat.net 23.23.170.207 Is Rift Su
' | &' | prophet.heise.de 185.54.150.27
&' | script.ioam.de 91.215.100.39 3
Neu: Desktop-Ben p.
=’ | ssl.p.jwpedn.com 93.184.221.48 (J)
| & static.chartbeat.com 104.86.200.221 '
g’ | tarifrechner.heise.de 92.51.153.53
Bastel-Rechner ur g [ yww googletagservices.com |2a00:1450:400a:805::2002 3)

Raspberry Pi 5 mit wiLAN unu owetvoun unu o4 oit
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B08

# | " e TaskDescripon

BO8 X X X X Browse toan IPv6 enabled webpage to test plugins (e.g. heise.de).

® AWK

0@ < 0 P

heise.de

]

TCPIPUTILS.com

IPv4 IPv6 ] ISP Domain My IP Options Help

IPv6 root -> 2a02:2e0::/32 -> 2a02:2e0:3fe:1001:7777:772e:2:85

type domain, IPv4/IPv6 or provider Search

2a02:2e0:3fe:1001:7777:772e:2:85

IP address 2a02:2e0:3fe:1001:7777:772e:2:85

Description Heise Zeitschriften Verlag GmbH & Co. KG, Hannover
Location Germany (DE) —

Registry ripe

Network information
IP address 2a02:2e0:3fe:1001:7777:772e:2:85
Reverse DNS (PTR record) www.heise.de

ns.plusline.de (212.19.48.14)
ns.s.plusline.de (212.19.40.14)

12306
Plus.line AG
2a02:2e0::/32

DNS server (NS record)

ASN number
ASN name (ISP)

IP-range/subnet

Ping 2a02:2e0:3fe:1001:7777:772e:2:85
Network tools

v

Tracert 2a02:2e0:3fe:1001:7777:772e:2:85

[t

2a02:2e0:: - 2a02:2e0:ffff-ffff. ffff. ffff. fFff.fFff

v in heise online suchen

Galaxy S7  Android
hten
nabmahner

Kontakt

iOS9  Oculus Rift

Anzeige

Thre Kamera
kann mehr!

Der heise Foto-Club
hilft dabei.

Ab
2,08 €

im Monat
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Co01

E-IIIEI

X X X X Ensure that generic MIB files are installed on your system and
download vendor specific MIB files from server (Kafka) (optional).

Generic MIB files
e Ubuntu

trooper@UbuntuTeacher:~$ sudo apt-get install snmp-mibs-downloader
trooper@UbuntuTeacher:~$ sudo download-mibs

e OSX/Windows
— Download from Kafka: /home/trooper/software/MIBs/Generic

Vendor specific MIB files

e You will need the Cisco MIBs for the upcoming tasks
— /home/trooper/MIBs/Cisco
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C02

# | " e TaskDescripon

C02 X X X X Setup/configure your client to use the MIB files (optional)

Windows (SnmpD)

Check existing MIB stock of SnmpD and copy missing MIB files either to default directory
(C:\Program Files (x86)\SnmpB\mibs) or to some other directory. In the later case add the path to
the SnmpD configuration.

[ "o -
pB i
File - opione Select Preferences

Tree|Moddes|Edtor|Disoovery|Traps|Graphs|Log|

Remote SNMP Agent Query Results
IGaHeo - Troopers . (63 '
MIB Tree 4 3 Preferences a M
> & MIB Tree
e Modules Properties
Traps MIB Module Search Paths

mibs
pibs
"J\Informationssysteme\Dokumentationen\Net

| »

< | m
[Raettode. add || Deete |
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C02

# | " e TaskDescripon

C02 X X X X Setup/configure your client to use the MIB files (optional)

Windows (SnmpD)
e Ensure that MIB files do not have a suffix, such as .txt

e Ensure that required MIB files are tin the Loaded MIB modules section

File Tools Options Help

* Modules | Editor I Discovery I Traps I Graphs I Log

Availaole MIB modules Loaded MIB modules

Module Module Required Languac *
2222 @ IF-MIB no SMIv2
ACCESSBIND-PIB SNMPv2-SMI no SMh2
ACCOUNTING-CONTROL-MIB SNMPv2-TC no SMIv2
ACCOUNTING-FRAMEWORK-PIB SNMPv2-CONF no SMIv2
ADSL-LINE-EXT-MIB SNMPv2-MIB no SMIv2
ADSL-LINE-MIB RFC1213-MIB no SMiv1
ADSL-TC-MIB RFC1155-SMI no SMIv1
ADSL2-LINE-MIB RFC-1212 no SMIv1
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C02

# | " e TaskDescripon

C02 X X X X Setup/configure your client to use the MIB files (optional)

OSX / Ubuntu

® You have to setup a config file, name it snmp.conf and place it in your local home
directory file under snmp, e.g. /home/trooper/.snmp/

e Two different config files have been prepared by us, you can find them on Kafka
(/nome/trooper/config/snmp):

— snmp.conf_ubuntu

— snmp.conf_mac

e They contain a lot of comments, have a look!
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Co03

# | " e TaskDescripon

C03 X X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv4 and SNMPv2c credentials

Windows (SnmpB)

e Add Kafka and Galileo as hosts in the SnmpB configuration and specify the
SNMPv2 community.

rﬁ A;ent Profiles l L_ @E
| General Properties
Profile
Name T2016 - Galileo
Target SNMP Agent
| E Agent Address/Name  10.20.90. 10| Q
[l Agent Port 161 -
| SNMPv1 / v2c Properties
Timeout and Retries
Retries 1 B
> Kafka - Home b Tmeout (s=c) ? El "
4 72016 - Galileo Supportad SNMP Version Communities
Snmpvl/v2c
Get-Bulk syt SNMPV2 SNMPV3 Read community ROCOMMUNITY i
[ SnmpV3 ol
% (o || o 3 Write community |
= — —ﬁ]

® AWK GROUP 42



Answers

Co03

# | " e TaskDescripon

C03 X X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv4 and SNMPv2c credentials

Windows (SnmpB)

Tree|Moddes|Edhor|Discovery|Traps|Graphs|Log|

Remote SNMP Agent Query Results
(12016 - Galileo ] [J5] © swevi @ snwpvac © snwpv3 [ ——SNMP query started— -1 I
MIB Tree 1: sysName.0 Galileo
—---SNMP query finished-—-
-9 S fee “ || Total # of Requests = 1
4 & iso Total # of Objects = 1
4 @ org
4 ) dod 3
4 @ internet
@ directory
4 & mgmt Similar for Kafka:
4 @ 2 Query Results
4 5 system |
& sysDescr -—-SNMP query started--—
& sysObjectiD 1: sysName.0 Kafka |
e ' U JT ——-SNMP query finished-— 'l
sysUplime Total # of Requests = 1
&) sysContact Total # of Objects = 1
&) sysName il
‘ T . . '
Node Info
IName: syslame >
Oid: 13.6.1.2.1.1.5 H
Composed Type:DisplayString
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Answers Hint: 2>/dev/nullis used to re-direct a lot of error messages you

C03 might get if you tell snmp client to load all MIB files.

# | " e TaskDescripon

C03 X X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv4 and SNMPv2c credentials

OSX / Ubuntu

trooper@UbuntuTeacher:~$ snmpget -v 2c -c ROCOMMUNITY kafka.troopers sysName.O0
2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: Kafka
trooper@UbuntuTeacher: ~$

trooper@UbuntuTeacher:~$ snmpget -v 2c -c ROCOMMUNITY galileo.troopers sysName.O
2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: Galileo
trooper@UbuntuTeacher: ~$

rooper @UbuntuTeacher:~$ sudo tcpdump -n -i ethO udp and ip

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth0O, link-type EN1OMB (Ethernet), capture size 65535 bytes
21:19:33.390169 IP .. > ..: C=ROCOMMUNITY GetRequest(28) .1.3.6.1.2.1.1.5.0
21:19:33.391753 IP .. > ..: C=ROCOMMUNITY GetResponse(33) .1.3.6.1.2.1.1.5.0="Kafka"
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Co04

E-HIIEI

X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv6 and SNMPv2c credentials

trooper@UbuntuTeacher:~$ snmpget -v 2c -c ROCOMMUNITY6 udpé6:kafka.troopers sysName.O
2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: Kafka
trooper@UbuntuTeacher: ~$

trooper@UbuntuTeacher:~$ snmpget -v 2c -c ROCOMMUNITY6 udp6:galileo.troopers
sysName.0 2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: Galileo
trooper@UbuntuTeacher: ~$

trooper@UbuntuTeacher:~$ sudo tcpdump -n -i ethO udp and ip6

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth0O, link-type EN10OMB (Ethernet), capture size 65535 bytes
21:22:19.533270 IP6 .. > ..: C=ROCOMMUNITY6 GetRequest(28) .1.3.6.1.2.1.1.5.0
21:22:19.534337 IP6 .. > ..: C=ROCOMMUNITY6 GetResponse(33) .1.3.6.1.2.1.1.5.0="Kafka"
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C05

# | " e TaskDescripon

C05 X X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv4 and SNMPv3 credentials

Windows (SnmpB)

e Create new USM Profile (SNMPv3). Authentication and Privacy password can be
found in this documentation, for protocols use SHA and AES128. Then assign this
profile to your host entries for Kafka and Galileo.

p
[ USM Profiles

)

SR - NE40 User
[trooper

| Security

Security User Name trooper

| Authentication Protocol

Authentication Password eeesesse

: Privacy Protocol
: Privacy Password =~ eesssseee

® AWK GROUP

4 T2016 - Galileo
Snmpvl/v2c
Get-Bulk
|SnmpV3

4_T2016 - Kafka

| SNMPv3 Properties I

SNMPv3 user (USM)

Security Name

Security Level

SNMPv3 context I

Context Name l

Context Engine ID
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C05

# | " e TaskDescripon

C05 X X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv4 and SNMPv3 credentials

Windows (SnmpB)

| Tree|Moddes|Edtnr|Dismvery|Traps|Graphs|Log|
Remote SNMP Agent Query Results |
|| |[r2016 - Galieo ] [J5] swevi © swvpvac © swvPv3 | —SNMP query started— -1 |
e R 1: sysName.0 Galileo - I
——-SNMP query finished-—
4 15 MIB Tree “ || Total # of Requests = 1
4 & iso ‘ Total # of Objects = 1
I 4+ 1§ org -
' 4 ) dod -
4 @ internet ‘ i
&5 directory |
4 @ mgmt |
4 @ mib-2 l
4 ‘@ system
' &) sysDescr
&) sysObjectlD l
&) sysUpTime |
&) sysContact
&) sysName ”
|| ‘ b |
' Node Info |
[Name: |sysName Wl i
0id: 1.3.6.1.2.1.1.5
Composed Type:DisplayString Ill

® AWK GROUP 47



Answers

C05

# | " e TaskDescripon

C05 X X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv4 and SNMPv3 credentials

OSX / Ubuntu

trooper@UbuntuTeacher:~$ snmpget -v 3 -n -u trooper -a SHA -A "trooper!" -x AES -
X "trooper?" kafka.troopers sysName.0 -1 authPriv 2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: Kafka
trooper@UbuntuTeacher: ~$

trooper@UbuntuTeacher:~$ snmpget -v 3 -n -u trooper -a SHA -A "trooper!" -x AES -
X "trooper?" galileo.troopers sysName.0 -1 authPriv 2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: Galileo
trooper@UbuntuTeacher: ~$

rooper @UbuntuTeacher:~$ sudo tcpdump -n -i ethO udp and ip

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth0O, link-type EN1OMB (Ethernet), capture size 65535 bytes

. F= U= E= 0x800x000x1F0x880x800x530x7D0x800x2F0x240x560xBE0x560x000x000x000x00 C=
Report (32) .1.3.6.1.6.3.15.1.1.4.0=241 ..
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X X X Verify that you can query devices (Galileo, Kafka) with SNMP,
using IPv6 and SNMPv3 credentials

trooper@UbuntuTeacher:~$ snmpget -v 3 -n -u trooper -a SHA -A "trooper!" -x AES -
X "trooper?" udp6:kafka6.troopers sysName.0 -1 authPriv 2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: Kafka
trooper@UbuntuTeacher: ~$

trooper@UbuntuTeacher:~$ snmpget -v 3 -n -u trooper -a SHA -A "trooper!" -x AES -
X "trooper?" udp6:galileo6.troopers sysName.0 -1 authPriv 2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: Galileo
trooper@UbuntuTeacher: ~$

trooper@UbuntuTeacher:~$ sudo tcpdump -n -i ethO udp and ip6

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
. (encrytpted traffic)
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Co07

EIIIIEI

X X X Gather information about hostname, location, interfaces, 1Pv4/6
counters and IPv4/6 routes from devices (Galileo, Kafka, Firewall)
using IPv6 and SNMPv3

Tips for MIB Files — net-snmp
e Overview: http://www.net-snmp.org/docs/mibs/

e Hostname: http://www.net-snmp.org/docs/mibs/SNMPv2-MIB.txt
— sysName.0

e Interfaces: http://www.net-snmp.org/docs/mibs/interfaces.html
— ifDescr

e Interface Statistics: http://www.net-snmp.org/docs/mibs/ip.html#iplfStatsTable
— iplfStatsTable

e Routes: http://www.net-snmp.org/docs/mibs/ipForward.html
— inetCidrRouteTable
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Co07

EIHIEl

X X X Gather information about hostname, location, interfaces, 1Pv4/6
counters and IPv4/6 routes from devices (Galileo, Kafka, Firewall)
using IPv6 and SNMPv3

// hostname

trooper@UbuntuTeacher:~$ snmpget -v 3 -n -u trooper -a SHA -A "trooper!" -x AES -
X "trooper?" udp6:kafka6.troopers sysName.0 -1 authPriv 2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: Kafka
trooper@UbuntuTeacher: ~$

// Interface Description

trooper@UbuntuTeacher:~$ snmpwalk -v 3 -n -u trooper -a SHA -A "trooper!" -x AES
-X "trooper?" -1 authPriv udp6:galileo6.troopers ifDescr -0X 2>/dev/null
IF-MIB::ifDescr[l] = STRING: lo

IF-MIB::ifDescr[2] = STRING: p4pl
IF-MIB::ifDescr[3] = STRING: p5pl
IF-MIB::ifDescr[4] = STRING: p6pl

trooper@UbuntuTeacher: ~$
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Co07

EIHIEl

X X X Gather information about hostname, location, interfaces, 1Pv4/6
counters and IPv4/6 routes from devices (Galileo, Kafka, Firewall)

using IPv6 and SNMPv3

// Interface Statistics

trooper@UbuntuTeacher:~$ snmpget -v 3 -n -u trooper -a SHA -A "trooper!" -x AES -
X "trooper?" udp6:firewall6.troopers ipifStatsEntry -1 authPriv 2>/dev/null

IP-MIB::ipIfStatsInReceives[ipv4][5] = Counter32: 0
IP-MIB::ipIfStatsInReceives[ipv4][8] = Counter32: 879405
IP-MIB::ipIfStatsInReceives[ipv4][9] = Counter32: 8006
IP-MIB::ipIfStatsInReceives[ipv4][1l2] = Counter32: 8353279
IP-MIB::ipIfStatsInReceives[ipv6][7] = Counter32: 0

Counter64: 1949382
Counter64: 0
Counter64: 879405

IP-MIB::ipIfStatsHCInReceives[ipv4][2]
IP-MIB::ipIfStatsHCInReceives[ipv4][5]
IP-MIB::ipIfStatsHCInReceives[ipv4][8]

trooper@UbuntuTeacher: ~$
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X X X Gather information about hostname, location, interfaces, 1Pv4/6
counters and IPv4/6 routes from devices (Galileo, Kafka, Firewall)
using IPv6 and SNMPv3

// Routing Entries

trooper@UbuntuTeacher:~$ snmpget -v 3 -n "" -u trooper -a SHA -A "trooper!" -x AES -
X "trooper?" udp6:firewall6.troopers inetCidrRouteTable -1 authPriv 2>/dev/null
IP-FORWARD-MIB::inetCidrRouteIfIndex[ipv4]["0.0.0.0"][0][ SNMPv2-
SMI::zeroDotZero][ipv4]["10.1.10.1"] = INTEGER: 2

IP-FORWARD-MIB::inetCidrRoutelfIndex[ipv6 ]

["00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:01"1[128][SNMPv2-SMI::zeroDotZero.14]
[ipv6]["00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00"] = INTEGER: 1
IP-FORWARD-MIB::inetCidrRoutelfIndex[ipv6 ]

["2a:02:80:71:0£:00:01:00:00:00:00:00:00:00:00:00"]1[64][SNMPv2-SMI: :zeroDotZero.5]
[ipv6]["00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00"] = INTEGER: 4

trooper@UbuntuTeacher: ~$
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EIIIIEI

X Setup net-snmp daemon (snmpd) on your Ubuntu VM, configure a
SNMPv1/v2 RO community as well as a SNMPv3 user with RO
access.

Required
e Define on which protocols and which IP addresses snmpd should listen
— agentAddress

e Define RO communities for IPv4 and IPv6
— rocommunity / rocommunity6

e Setup SNMPv3 user

— rouser

e Add administrator details and location information
— sysLocation
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E-IIIEI

X How can you restrict / narrow down access to snmpd to specific
IPv4 and IPv6 ranges?

snmpd.conf

# Restrict snmpd to listen on dedicated interfaces (-> IPs) only
# IPv4

# agentAddress udp:127.0.0.1:161,udp:10.20.80.100:161
# 1IPV6

# agentAddress udp6:[::1]:161,udp6:[2a02:8071:£00:80::100]:161

Firewall

e Control which clients (source IPs) can connect to the snmpd daemon
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C10 X

Verify that you can query your Ubuntu via snmp locally (localhost),
ensure that you can do this with both, IPv4 and v6 using the RO
community and the SNMPv3 user

trooper@UbuntuTeacher:~$ snmpget -v 2c -c ROCOMMUNITY localhost sysName.O

2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: UbuntuTeacher

trooper@UbuntuTeacher:~$ snmpget -v 2c -c ROCOMMUNITY6 udpé6:localhost sysName.O

2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: UbuntuTeacher

trooper@UbuntuTeacher:~$ snmpwalk -v 3 -n -u trooper -a SHA -A "trooper!" -x AES
-X "trooper?" -1 authPriv localhost sysName.0 2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: UbuntuTeacher

trooper@UbuntuTeacher:~$ snmpwalk -v 3 -n -u trooper -a SHA -A "trooper!" -x AES
-X "trooper?" -1 authPriv udp6:localhost sysName.0 2>/dev/null

SNMPv2-MIB: :sysName.0 = STRING: UbuntuTeacher
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X Create a login for your local Observium installation (you need to
specify privileges level 10 for admin rights)

trooper@UbuntuTeacher:~$ cd /opt/observium/
trooper@UbuntuTeacher: /opt/observium$ sudo ./adduser.php --help
[sudo] password for trooper:

Observium CE 0.16.1.7533

Add User

USAGE:
adduser.php <username> <password> <level 1-10> [email]

EXAMPLE:
ADMIN: adduser.php <username> <password> 10 [email]

USER LEVELS:
0 - Disabled (This user disabled)

10 - Administrator (This user has full administrative access)
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D02

EIIIIIEI

X Add your Ubuntu VM (localhost) to Observium. Ensure that IPv6 is
used. In order to do this, ensure you have an IPv6 entry for
localhost in /etc/hosts.

® AWK GROUP

A OBSERV'UM Q v [ Devices ~ % Ports v [E Health ~ Search jm} @ -
C s e as] v reedaing
Basic Configuration Authentication Configuration
Hostname localhost Auth Level authPriv v
skip ping ) Auth Username  <YourSNMPv3User>
Skip ICMP echo checks, only SNMP
availability Auth Password <YourAuthPwW=>
Protocol Version v3 Auth Algorithm SHA -
Transport e « Crypto Password <YourCryptoPW=>
. Crypto Algorithm AES v
Timeout
Retries
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D03

EIIIIEI

X Add Galileo and Kafka to your Observium installation. Ensure that
IPv6 is used for the snmp queries of Observium.

Similar to D02

e Use SNMPv3 credentials given in the introduction part
— (trooper / trooper! / trooper?)
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EO1T X X X X NTP: Query the ntp server (kafka) via IPv4 and v6

Windows

C:\Users\mug\Desktop>w32tm /stripchart /computer:kafka.troopers /samples:5 /dataonly
kafka.troopers wird verfolgt [10.20.80.100:123].

C:\Users\mug\Desktop>w32tm /stripchart /computer:kafka6.troopers /samples:5
/dataonly

kafka6 .troopers wird verfolgt [[2a02:8071:£00:80::100]:123].
5 Proben werden gesammelt.

Es ist 04.03.2016 23:33:46.

23:33:46, -00.0432092s

23:33:48, -00.0511911s

23:33:50, -00.0519504s

23:33:52, -00.0541765s

23:33:54, -00.0565454s

C:\Users\mug\Desktop>
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EO1T X X X X NTP: Query the ntp server (kafka) via IPv4 and v6
OS X/ Ubuntu (IPv6)

trooper@UbuntuTeacher:~$ ntpdate -d kafka4.troopers

19 Feb 21:17:24 ntpdate[9998]: ntpdate 4.2.6p5@1.2349-0 Thu Feb 11 18:30:41 UTC 2016
(1)

Looking for host kafka6.troopers and service ntp

host found : kafka.troopers

transmit(10.20.80.100)

receive(10.20.80.100)

originate timestamp: da7l1f6da.cd4500f0 Fri, Feb 19 2016 21:17:30.801
transmit timestamp: da7l1f6da.ceObfff5 Fri, Feb 19 2016 21:17:30.804

filter offset: -0.00365 -0.00351 -0.00356 -0.00356
0.000000 0.000000 0.000000 0.000000

delay 0.02643, dispersion 0.00008

offset -0.003659

trooper@UbuntuTeacher: ~$
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EO1T X X X X NTP: Query the ntp server (kafka) via IPv4 and v6
OS X/ Ubuntu (IPv6)

trooper@UbuntuTeacher:~$ ntpdate -d kafka6.troopers

19 Feb 21:17:24 ntpdate[9998]: ntpdate 4.2.6p5@1.2349-0 Thu Feb 11 18:30:41 UTC 2016
(1)

Looking for host kafka6.troopers and service ntp

host found : kafka.troopers

transmit(2a02:8071:£00:80::100)

receive(2a02:8071:£00:80::100)

originate timestamp: da7l1f6da.cd4500f0 Fri, Feb 19 2016 21:17:30.801
transmit timestamp: da7l1f6da.ceObfff5 Fri, Feb 19 2016 21:17:30.804

filter offset: -0.00365 -0.00351 -0.00356 -0.00356
0.000000 0.000000 0.000000 0.000000

delay 0.02643, dispersion 0.00008

offset -0.003659

trooper@UbuntuTeacher: ~$
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E02

# | " e TaskDescripon

EO2 X X X X Port Scanning: On which ports your device is listening for incoming
connections on v4/v6

Windows

<~ Zenmap o | ® |
Scan Werkzeuge Profil Hilfe
Ziel: | localhost v | Profil: v [Scan] [abbrechen]

Befehl: | nmap -T4 -A -v localhost

LliiﬁhliIlJl Dienste

Betriebssystem ¢ Rechne

) kafka.t
(1) 2a02:8(
. localhc

Nmap-Ausgabe | Ports / Rechnell Nelutruktu:l Rechnereinzelheitenl Scansl

nn

nmap -T4 -A -v localhost v

Einzelheiten

Starting Nmap 7.81 ( https://nmap.org ) at 2016-03-04 23:07
Mitteleuropdische Zeit

NSE: Loaded 132 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 23:87

Completed NSE at 23:87, ©.88s elapsed

Initiating NSE at 23:87

Completed NSE at 23:87, ©.808s elapsed

Initiating Parallel DNS resolution of 1 host. at 23:87
Completed Parallel DNS resolution of 1 host. at 23:87, ©.88s
elapsed

Skipping SYN Stealth Scan against localhost (127.0.0.1) because
Windows does not support scanning your own machine (localhost)
this way.

Initiating Service scan at 23:87

Skipping OS Scan against localhost (127.0.0.1) because it

doesn't work against your own machine (localhost)

»

® AWK GROUP
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E02

# | " e TaskDescripon

EO2 X X X X Port Scanning: On which ports your device is listening for incoming
connections on v4/v6

OS X

// IPv4 - TCP
Gabriels-MacBook-Pro:~ muellega$ nmap localhost

// IPv6 — TCP
Gabriels-MacBook-Pro:~ muellega$ nmap localhost -6

// IPv4 — UDP
Gabriels-MacBook-Pro:~ muellega$ sudo nmap localhost —sU

// IPv6 — UDP
Gabriels-MacBook-Pro:~ muellega$ sudo nmap localhost —sU -6

PORT STATE SERVICE
123/udp open ntp
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EO2 X X X X Port Scanning: On which ports your device is listening for incoming
connections on v4/v6

Ubuntu

trooper@UbuntuTeacher:~$ sudo netstat -plnt -4 // TCP IPv4
trooper@UbuntuTeacher:~$ sudo netstat -plnt -6 // TCP IPv6
trooper@UbuntuTeacher:~$ sudo netstat -plnu -4 // UDP IPv4

trooper@UbuntuTeacher:~$ sudo netstat -plnu -6 // UDP IPvé6
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address PID/Program name
udp6 0 0 :::33276 Tk 4999 /rpc.statd
udp6 0 0 fe80::20c:29ff:feb3:123 :::* 13549/ntpd

udp6 0 0 ::1:123 te% 13549/ntpd
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EO03

m.. () IEI Task Description

EO3 X X X X Port Scanning: Investigate which well known ports (1-1024) are
open on router and server (v4 and v6)
Target: \kafka6.troopers | ¥ | Profile: \ | ¥ | [Scan| |Cancel

Command: [nmap -T4-A-v-6 kafka6.troopers ]

Hosts || Services Nmap Output‘ Ports / Hosts | Topology | Host Details | Scans

0S  Host s | nmap-T4-A -v-6 kafkaé.troopers =
- | NOE: LUAUEU 11U SULILPL> 10Ul Stalliiny.

NSE: Script Pre-scanning.

Initiating Ping Scan at 16:21

Scanning kafka6.troopers (2a02:8071:f00:100::100) [2 ports]
Completed Ping Scan at 16:21, 0.00s elapsed (1 total hosts)
Initiating System DNS resolution of 1 host. at 16:21
Completed System DNS resolution of 1 host. at 16:21, 0.00s
elapsed

Initiating Connect Scan at 16:21

Scanning kafka6.troopers (2a02:8071:f00:100::100) [1000 ports]
Discovered open port 445/tcp on 2a02:8071:f00:100::100
Discovered open port 80/tcp on 2a02:8071:f00:100::100
Discovered open port 139/tcp on 2a02:8071:f00:100::100
Discovered open port 111/tcp on 2a02:8071:f00:100::100
Discovered open port 443/tcp on 2a02:8071:f00:100::100
Discovered open port 22/tcp on 2a02:8071:f00:100::100
Discovered open port 3000/tcp on 2a02:8071:f00:100::100
Discovered open port 2049/tcp on 2a02:8071:f00:100::100
Completed Connect Scan at 16:21, 0.16s elapsed (1000 total
ports)

Initiating Service scan at 16:21

Scanning 8 services on kafka6.troopers
(2a02:8071:f00:100::100)

Completed Service scan at 16:21, 13.62s elapsed (8 services
on 1 host)

NSE: Script scanning 2a02:8071:f00:100::100.

Initiating NSE at 16:21

Details

L Filter Hosts J
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E04

E-HllEl

X ntopng: Change password of your local ntopng installation

e Connect to http://localhost:3000

e Login with admin / admin

e Go to Settings > Manage Users

P roconeomm < G

€ 2 @ localhost:2000 4 | @ ||Q search % B 4y #

. I I I ole l n Flows Hosts ~ Interfaces ~ <~ -~ Q | Search Host

Dashboard: Talkers Hosts Ports Applications ASNs Senders

Top Flow Talkers
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E05

m..EI Task Description

EO5 X ntopng: Restart your local Ubuntu VM and have a look again at the
ntopng page

Welcome to ntopng L
( € ) @ | localhost:3000/lua/pro/dashboard.lua 4 c ‘Q Search ‘ w B8 + A O =
° n Flows  Hosts ~ Interfaces + $#~ &~ | Q | SearchHost
eth0: Top Local Talkers Actual Traffic eth0: Realtime Top Application Traffic Network Interfaces: Realtime Traffic
10.20.110.206 159.72 Kbit ¥ @RTMP ©SSL @ Unknown P
HTTP  @ICMP  © Spotify 552 Kbit's
2 Mbitis . )
VM-Mug [vm-mug] 12.56 Kbit ¥ 480 Kbit's
2 Mbitis
400 Kbit's.
10.20.110.124 355.2 bps ¥
1 Mbit's 320 Kbit's.
240 Kbit's.
800 Kbits
160 Kbit's.
400 Kbitis
80 Kbit's
0 o
21:15:50 21:16:15 21:15:55 21:16:21
eth0: Top Remote Destinations Actual Traffic eth0: Top Application Traffic Last Day View Network Interfaces: Last Day View
54.239.169.212 143.06 Kbit ¥ ORTMP ©SSL @ Unknown ®cto
HTTP  @ICMP  © Spotify 412 Kbitls
ea-in-f125.1e100.net 15.75 Kbit 4 264 Kbitls
240 Kbit's
2rh04s06-in-f14.1e100.net 9.9 Kbit ¥ 320 Kbitls
200 Kbit's
10.20.100.100 202Kpit 240 Kbitls
e80::20d:b9ff:fe40:775 1.56 Kbit 4 .
120 Kbit's 160 Kbitls
fe80::20c:29ff:.feb3:bc61 1.56 Kbit 4 80 Kbitis
i 80 Kbit's
lon2-linkap-a4.lon2.spotify.com 716.8 bps 4 40 Kbitis J
[ 0 L
194.230.77.201 643.2bps ¥ 21:20:00 15:00:00 21:10:00 21:25:56 15:00:00 21:16:20
©1998- 2016 - ntop.org a_ A ___ 782Kbps Uptime: 1 min, 12 sec
Generated by ntopng Professional v.2.2.160216 \ a V 169.65 Kbps m
for user admin and interface eth0
180.93 Kbps (18 pps]
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E06

# | " e TaskDescripon

EO6 X X X X ntopng: Have a look at the ntopng installation on Kafka

e Access web site at: http//kafka6.troopers:3000

e Login: trooper / trooper
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EO07

# | " e TaskDescripon

EO7 X X X X iperf: Test the network performance between your device and
Kafka with both IP versions. For IPv4 use port 4 and for IPv6 use

port 6 (tcp) and ports 44 and 66 (udp).

// IPv4 — TCP
iperf.exe -c kafka.troopers -P 1 -i 1 -p 4 -f M -t 2

// IPv6 — TCP
iperf.exe -c kafka6.troopers -P 1 -i 1 -p 6 -fM -t 2 —V

// IPv4 — UPD
iperf.exe -c kafka.troopers -P 1 -i 1 -p 44 -f M -t 2 -u -b 1000M

// IPv6 — UDP
iperf.exe -c kafka6.troopers -P 1 -i 1 -p 66 -V -f M -t 2 -u -b 1000M

Client connecting to kafka.troopers, UDP port 66

[284] 0.0- 2.0 sec 9.75 MBytes 4.85 MBytes/sec 2.382 ms 0/ 6958 (0%)
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EO08

u .’ é VM
EO8 X jperf: Re-run tests with jperf

IPv4 - TCP

.
(%] JPerf 2.0.2 - Network performance measurement graphical tool
JPerf
Iperf command: bin/iperf.exe -c kafka.troopers P 1 1-p4-fM-t 10
Choose iPerf Mode: @ Client Server address kafka.troopers Port 4=
Parallel Streams 115
Server Listen P 5 1 Client L
Application layer options - Bandwidth
Enable Compatibility Mode
Transmit 1015
Bytes (@ Seconds =
Output Format MBytes v E:B,
Report Interval 15 seconds é
Testing Mode Dual Trade . g
tect nart al=
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EO08

I= 'it <€\ VM
EO8 X Jperf: Re-run tests with jperf

I PV6 = U DP (£ JPerf 2.0.2 - Network performance measurement graphical tool
JPerf
Iperf command: bin/iperf.exe -c kafka6.troopers -u P 14 1-p66 -V -fM -b 1000.0M -t 10 -T 1 ]
Choose iPerf Mode: @ Client Server address kafkab.troopers Port 66 = |
Parallel Streams 15
Server 5,001 Client Limit —
: 15

Bandwidth

[
—

UDP Bandwidth 1,000 % MBytesfsec w

Tirmes (eec)

("] UDP Buffer Size 1,450 5| |KBytes udss
Output |
[€o7] 7 UIULTU ST JeIZ TIODY LTSS e IZ TIDY LTSSy S0
[284] 0.0-10.0 sec 59.2 MBytes 5.91 MBytes/sec
[284] Server Report:

[284] 0.0-21.7 sec 59.0 MBytes
[284] Sent 42240 datagrams

Done.

| UDP Packet Size

IP layer options
¥ l MBytes/sec 1.457 ms

8]
-
N

TTL

m

Type of Service | None

Bind to Host

V] IPv6
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Nice to know

snmptranslate

// Convert numerical OID to MIB name entry

trooper@UbuntuTeacher:~$ snmptranslate .1.3.6.1.2.1.2.2.1.2 2>/dev/null
IF-MIB::ifDescr

trooper@UbuntuTeacher: ~$

// Find numerical OID given the (incomplete) MIB name entry

// If you have full name, you can omit (-Ib), e.g. SNMPv2-MIB: :sysName
trooper@UbuntuTeacher:~$ snmptranslate -On -Ib ifDescr 2>/dev/null
.1.3.6.1.2.1.2.2.1.2

// Find MIB of MIB entry
trooper@UbuntuTeacher: ~$ snmptranslate -Ib sysname 2>/dev/null

SNMPv2-MIB: :sysName
trooper@UbuntuTeacher: ~$
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Other
Nice to know

Date and Time (OS X / Ubuntu)

trooper@UbuntuTeacher: /home/trooper# ntpg -pn

remote refid st t when poll reach delay offset Jitter
2a02:8071:£f00:1 192.33.96.102 2 u 41 64 7 0.925 -2.453 4.615
tropper@UbuntuTeacher: /home/trooper#
trooper@UbuntuTeacher:~$ timedatectl status
Local time: Fr 2016-02-19 21:39:21 CET
Universal time: Fr 2016-02-19 20:39:21 UTC
Timezone: Europe/Berlin (CET, +0100)
NTP enabled: yes
NTP synchronized: yes
Last DST change: DST ended at
So 2015-10-25 02:59:59 CEST
So 2015-10-25 02:00:00 CET
Next DST change: DST begins (the clock jumps one hour forward) at

trooper@UbuntuTeacher: ~$

® AWK GROUP

78



Other
Nice to know

net-snmp command syntax
e SNMPv1/2 (community string)

trooper@UbuntuTeacher:~$ snmpget -v 2c -c <communitystring> <IP/FQDN> <OID/OIDname>
— This is unsecure, everything is transmitted in clear text (check with packet sniffer)
— Use SNMPv3 (authentication and encryption)

— Demand SNMPv3 support from vendors (yes, there are still products without SNMPv3
support)

e SNMPv3 (user)

trooper@UbuntuTeacher:~$ snmpget -v 3 -n "" -u <username> -a SHA -A "<authKey>" -x
AES -X “privKey" —1 authPriv <IP/FQDN> <OID/OIDname>

— This example uses encryption and authentication, for more information see:
http://www.net-snmp.org/tutorial/tutorial-5/commands/snmpv3.html
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Nice to know

Import VMware Image into VirtualBox

N ) Oracle VM VirtualBox Manager
1. New, name it, select Type Linux, Version 1 L vy <

Ubuntu (64bit), Continue e iocard_Show
\a

Name and operating system

_ U1 Paused | !
2 ° ASSIQ n at IeaSt ZGB Of RAM (the more’ the Please choose a descriptive name for the new virtual machine
better), Continue oo 1 The takom o oo wh b sec) vouohe NS
’ VirtualBox to identify this machine.
3. Select existing Virtual Disk File (Virtual Name: [Uountu1404] ]

Disk.vmdk), Create i |

Version:  Ubuntu (64-bit)

Expert Mode Go Back _ Qancel

o0 Oracle VM VirtualBox Manager Hal’d disk
2 @ ¢ 9 o 3

New  Settings Discard  Show
If you wish you can add a virtual hard disk to the new

% ‘1’7‘;,’:: od J Memory size machine. You can either create a new hard disk file or select
one from the list or from another location using the folder
icon.

Select the amount of memory (RAM) in megabytes to be

| allocated to the virtual machine. o
If you need a more complex storage set-up you can skip this

The recommended memory size is 768 MB. step and make the changes to the machine settings once the

machine is created.

The recommended size of the hard disk is 8.00 GB.

| awmB 16384 MB

‘ 1 Do not add a virtual hard disk

‘ () Create a virtual hard disk now

| © Use an existing virtual hard disk file

i Virtual Disk.vmdk (Normal, 20.00 GB) B =

Go Back _ Cancel Go Back - Cancel
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Nice to know

Import VMware Image VMware Fusion

e Add .vmwarevm to folder name

e Fusion now should recognize VM folder
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