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THE HUNTED

I £ ’##%|% - Windows Internet Explorer
—= =
@, et |@ http://localhost/icesword.aspx j B 42 X I// Bing
/= ASPXSpy2014 - localhost - Windows Internet Explorer .. Favorites ‘ 1 8] Suggested Sites ¥ @] Web Slice Gallery ¥
—
(€ 1SPhd |(£9 http://localhost/ AspxSpy2014Final.aspx @ ksl %o v B v (= dh v Page-
. Favorites ‘ 1= @] Suggested Sites ¥ €] Web Slice Gallery ¥ ginga
BiacRcaripioalo | ::1:80(localhost)

:21:80(localhost) Host Trust Level: Full IsFull-Trust: True User: IS APPPOOL\DefaultApg 5 | Serv-UiSHT, | SEMEEA | 2% O | %0 Framework Ver :
—Ufelx 1 < = TH] i T 1HE A Uiy W :

Logout | File Manager | FileSearch | CmdShell | lIS Spy | Process | Services | Userinfo | Sysl
|WmiTools | ADSViewer | PluginLoader

XHRCR)EE >>

File Manager >> EIN=EE C 1\

MikEF | AZER C:) | CDRom(D:) | _ Brow
WebRoot | Create Directory | Create File | Fixed(C:) | CDRom(D:) | Kill Me

e ' http:/ [localhost/wso.aspx?action=goto&src=C% 3a%5c - Windows Internet Explorer

Current Directory : |CZ\

Filename @_i\wl‘é http://localhost/wso.aspx?action=goto&src=C%3a%5¢ ﬂ b [+ l| XK /f Bing
0 SRecycle.Bin .., Favorites | .= @ |Suggested Sites » @] Web Slice Gallery ¥
0 Documents and Settings @ http://localhost/wso.aspx?action... v [E] ~ =)= v Page~v Safety ¥
0 inetpub
0 Peflogs Server IP : ::1 - Client IP : ::1 - HostName : WIN-M783652099N - Username : DefaultAppPool

_ OS Version : Microsoft Windows NT 6.1.7600.0 - IIS Version : Microsoft-IIS/7.5
0 Program Files System Dir : C:\Windows\system32 - PATH_TRANSLATED : C:\inetpub\wwwroot\wso.aspx
0  Program Files (x86) Intel64 Family 6 Model 158 Stepping 9, Genuinelntel
Hardware Info : 1CPU -

0 ProgramData
R Currently Dir:
G System Volume Information Operate: New - Paste - UpLoad - GoBackDir -
U UEEE Go to: C:\ D:\
0  Windows Tool: SqlRootKit.NET - CMD.NET - kshellW32 - kshellWSH - CloneTime - System Info - List Processes 1 - List Processes 2

List User Accounts - IIS Anonymous User- Port Scanner - IIS Spy - Application Event Log - System Log

[T pagefile.sys

[T Delete selected Name Size Modify Actions

[--]

Copyright(C)2006-2014 Bin'Blog All Rights Reserved. JI3 {1\ '4oi (=M =111] <dir> 7/13/2009 7:34:-39 PM CutlCopv|Del
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PAYLOAD

localhicst aealhost

Current : C:%\inetpub‘wwrootishelly m Reset Form

Do It

Process :

Command : |whoami

Save as : . Is wvirtual path

Hew File name : Upload

File name : Download

Baseb4 File : . Is virtual path

File Path and Name : Upload

Standard Connection Sample Trusted Connectin Sample

sql Server Connection String :

Qe

File name
From This File :

Mew Time :

Microsoft windows [version 6.3.9600]
{c) 2013 Microsoft Corporation. All rights reserved.

c:hwindows\system32\inetsrv>whoami
pool\defaultapppool
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DEMO

File  View

€-d|

dQ

g Q 0 @

Internet Information Services (IIS) Manager

'@ Windows Server 2008 R2 x64

@@ | €5 » winw7s3652099N

Help

| &

eﬂ Start Page

qgl WIN-M783652099N Home

Filter: » (6o - (Gshow All | Groupby: Area - -
ASP.NET -
z e 9 &=
.% 404 -4 =] NJ y—
MET MET .MET Error MET .MET Trust Application
Authorizati... Compilation Pages Globalization Levels Settings
- | »
Lab) ;ll! = A & 4 %
Connection  Machine Key  Pages and Providers  Session State  SMTP E-mail
Strings Controls
s
5 e
D 2 e 2
Authentication Compression Default Directory Error Pages Handler
Document Browsing Mappings
g — e [
HTTP ISAPI and CGI  ISAPI Filters Logging MIME Types Modules
Respo... Restrictions
f P
L &= 3
8|
& o= oty
L TRE VTS Plmm v 3 (P P :I

@ Features View ._’; Content View

Manage Server
2 Restart
P Start
B Stop

View Application Pools
View Sites

Change .NET Framework Version

'@ Help

Online Help

ch wwwroot
=+ 0 @
Type | Size
File folder
File folder
ASPX File

2 [P

9:14 AM
8/17/2018



Embedded webshell

byte[] brjCSCBsoKt
=System.Convert.FromBase64String("O+HplvX181ykFZ0Op62sq
rwxa6qftk2F8nWVuQkPUJotEG/pTGauUD124npIWvuuB8rmhT5iNRtWg
70KZEX4AMWFEPIUBMo8inH/oxxKRQUCr9ZcrSBZaol+/Nj4S5KCcYby
VD3jTS1/QVvHQLX60CPGACL

..snip..

Key salt

byte[] CPccVznnR1ld
=System.Convert.FromBase64String("6nxL+zKa3nBOxtI8EWBQ
KA1Sxngz861SI0l/Ei3dPv2Zvd4VtPSskJIG8XPX7xn8niGep9lWAk
yUqgpyyNZg/dXdzPDxkbgNTLwzg0Y69jkIVdv71b15+CsVOOwWSnSU1B
HfYrirkwA5rQO/PaJRFhTQ

..snip..

<[>

Base64 Encoded

Both the embedded
webshell and key salt
were base64 encoded

&

Embedded Strings

Both strings were
found embedded
inside the loader

G

Random Variable
Names

Random variable
names were used for
the encoded strings

Unusable
Signatures

Due to randomized nature
of variable names and

base64 encoded data it is
ineffective as signatures



DECRYPTION

Applying Key Salt

for( i = 0; i < salt.Length;i++)
salt[i]+=actor_key[i%actor_key.Length];

/N

Decrypting Embedded Payload

for( j = 0; j < embedded_shell.Length;j++)
embedded shell[j]-=salt[j%salt.Length];

/1IN

TWOFACE




CRYPTO ATTACK

(C((

0
1
2
3
4
5
6
7

(ciphertext_webshell[r])-
: 05
: [8a
: 87
: 2b
: [a5
: aa
: ee
: 81

S0m QO R N %A

- - - - - - - -

87
88
2C
ad

84

(Y
IBI,
l$l,
lal,

le_‘,

89 ] 1
l#l,

2d

4

Key

\x05\x8a\x8a0\xa5\xad\xee\x84r!\xc8\x

a6\xd8\x17\xab6\x1lc\xfe\xf3\x86\xc5%\x

c9*U\XxF5I11Z\xf2\xc5E0d8\xdf\x1f\xba\

x8cmK\xd2\xd6\x00\xfa\x96\x85, \xf6\x0

3\xe7w*?\xcd ! \xf3\x0b\xa7\xcd\\\x0f\x
d1\xbd

74

Cleartext Output

<%@ Page Language="C#"
ValidateRequest="false"
EnableViewState="false"
%>\r\n\r\n<html>\r\n<head>\r\n<%\r\nc
();\r\nNameValueCollection
t=HttpContext.Current.Request.Form;\r
\npwd=t["pwd"]; ..snip..
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WNED! All your base are belong to us!
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Episode V: The Attacker Strikes B
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ﬁ:Address Book - Internet Explorer

Address Book = Q 0

[} Default Global Address... el TestG

4 B s Amrange by Mame = Aontop .
ot Information Alias TestG n I 2 I
Show other address lists ¥ RAYL FFESERG3-TELOB0DA0 Owner Administrator ,
I

F7E3EFG3-LGU000000@fixtheexchange.com
MAIL1 F7E3EF63-LGU000001 Members |[1 Name

3EF6] g
e f‘:‘.- Untitled Message - Internet Explorer - |I:I|E|
Contacts F7E3EF67 = =]

MAILL F7E
MAILL F7E send H o @ 8 ¥ 4 & Options.. |HTML w 0 : o

—

Show:
F7E3EF6:

® all mant el TO... Metwork Support

O People FTE3EFE: Josh

O Groups MAIL1 F7E Cc Josh@fixtheexchange.com

- i F7E3EF6:
4 My Contacts MAILL F7E )
89 Contacts Subject: <redacted> Metwork Team Support

i ’ FZE3EF6: -
15 LinkedIn v | [¥show only working hou

MAILL1 F7E

— = i— ab

EER | Tahoma viliom B I U | := = b7 . A
MAILL F7E

F7E3EF&: 1:00 ;iﬂ 100 2:00 300 ¢«
MAILL F7E |

F7E3EF53-LGU000009@fixtheexchange.com

8= Suggested Contacts

i
m
n#¥
m

£

I [ FEUpIE I Josh.bryant@microsoft.com
) Groups MAIL1 F7E3EF63-LGUO00000

Randi@fixtheexchange.com i Eomencic FTE3EF63-LGU000000@fixtheexchange.com
@ TestG e MAIL1 F7E3EF63-LGUO00001
8= Contacts

Group 121 LinkedIn
TestG@fixtheexchange.com | 85 Suggested Contacts

Randi L. Bryant

Notes This is the notes field there are many like it but

] this one is mine,
F7E3EF63-LGUO00001 @fixtheexchange.com Here I wrote more notes.

MAIL1 F7E3EF63-LGL000002 This line has some too.
F7E3EF63-LGU000002 @fixtheexchange.com
MAIL1 F7E3EFG3-LGU000003
F7E3EF63-LGUO00003 @fixtheexchange.com
. . . . MAIL1 F7E3EF63-LGUO00004
1 5 D I St rl b U t I O n I_I StS F7E3EF63-LGUO00004 @fixtheexchange.com
MAIL1 F7E3EF63-LGU000005
F7E3EF63-LGUO00005@fixtheexchange.com
MAIL1 F7E3EF63-LGU000006

8 1 U Se r ACCO U ntS F7E3EF63-LGUO00006 @fixtheexchange.com

MAILL F7ESEFG3-LGUO00007

I =
H100% v g




June 17/, 201_6

Offline Address Book - Administrator@ficthee

Microsoft Exchange offline address book:

I~ Download changes since last Send/Feceive

—Address book
Choose address book:
IannInad Offline Address Book List |

‘ DK I Cancel

Downloads
Offline Address Book (OAB)

for offline processing



June 18, 201_6




Sept 28, 2016

** Uploads m64.exe to c:\windows\temp\ **

> c:\windows\temp\m64.exe privilege: :debug
. sekurlsa::logonpasswords exit > c:\windows\temp\01l.txt

type c:\windows\temp\01l.txt
del c:\windows\temp\01l.txt
del c:\windows\temp\*.exe

del "D:\Program Files\Microsoft\Exchange
. Server\V14\ClientAccess\owalauth\errorn.aspx




March 3, 201_7

> net group "Exchange Trusted Subsystem” /domain
> dir \\<server name 1>\c$

> dir \\<server name 1>\d$\Program Files\Microsoft\Exchange
.. Server\V14\ClientAccess\exchweb\ews

** Uploads Exchange.aspx to c:\windows\temp\ **

** Timestomps c:\windows\temp\Exchange.aspx to match d:\Program
. Files\Microsoft\Exchange Server\V14\ClientAccess\exchweb\ews\exchange.asmx **

> copy c:\windows\temp\Exchange.aspx "\\<server name 1>\d$\Program
. Files\Microsoft\Exchange Server\V14\ClientAccess\exchweb\ews\"




March 3,

> copy c:\windows\temp\Exchange.aspx "\\<server name 2>\d$\Program
. Files\Microsoft\Exchange Server\V14\ClientAccess\exchweb\ews\"

> copy c:\windows\temp\Exchange.aspx "\\<server name 3>\d$\Program
. Files\Microsoft\Exchange Server\V14\ClientAccess\exchweb\ews\"

> copy c:\windows\temp\Exchange.aspx "\\<server name 4>\d$\Program
. Files\Microsoft\Exchange Server\V14\ClientAccess\exchweb\ews\"

> del "D:\Program Files\Microsoft\Exchange
.. Server\V14\ClientAccess\owa\auth\errorn.aspx




April 24, 2017

net group ”exchange trusted subsystem” /domain
hostname

dir "\\<server name 4>\d$\Program Files\Microsoft\Exchange
. Server\V14\ClientAccess\exchweb\ews"

dir "\\<server name 1>\d$\Program Files\Microsoft\Exchange
. Server\V14\ClientAccess\exchweb\ews"

dir "\\<server name 2>\d$\Program Files\Microsoft\Exchange
. Server\V14\ClientAccess\exchweb\ews"

dir "\\<server name 3>\d$\Program Files\Microsoft\Exchange
. Server\V14\ClientAccess\exchweb\ews"




April 24, 2017

> ping -n 1 <server name 3>
> dir "\\<server name 3>\d$
> dir "\\<server name 3>\c$%

** Uploads global.aspx to \\<server name 1,2,4>\d$\Program Files\Microsoft\Exchange
.. Server\V14\ClientAccess\exchweb\ews\ **

> attrib +h "\\<server name 1,2,4>\d$\Program Files\Microsoft\Exchange
.. Server\V14\ClientAccess\exchweb\ews\global.aspx"

** Uploads momé64.exe to c:\windows\temp\ **




April 24, 2017

> taskkill /f /im momé64.exe

> type c:\windows\temp\01l.txt

> del c:\windows\temp\mom64.exe
> del c:\windows\temp\01l.txt

> del "D:\Program Files\Microsoft\Exchange
.. Server\V14\ClientAccess\owa\auth\errorc.aspx




May 3, 2017

> ping -n 1 4.2.2.4

> net group "Domain admins” /domain

> dir c:\windows\temp

** Uploads MicrosoftUpdate.exe to c:\windows\temp **

> c:\windows\temp\MicrosoftUpdate.exe p::d s::1 g > c:\windows\temp\mic.txt

> type c:\windows\temp\mic.txt







Where my logs at?

Step 1 — Find all Exchange (2010-2016) Servers with the Client Access Server Role.

EZ Machine: EX2016.contoso.com
[P5]1 C:xnGet—ExchangeServer | Where {5_.IsClientAccessServer —eq STruel

Site ServerRole Edition AdminDisplaylersion

contoso.comsConfi... Mailbox.... Standard... Uersion 15.1 <Bu...

Step 2 — Find where the |IS Logs are stored.
PS C:\> [adsi]"I1S://localhost/w3svc" | select LogFileDirectory | %{$_.LogFileDirectory}

C:\1netpub\logs\LogFiles



@ Log Parser Studio [New Query]

=

File Options Help

Searching liSLogswith O @O 0O OO OO
Log Parser Studio |

J Lbray Q1 @2 Q3
ServerlP Method  URI RequestCount
10.10.10.10 POST /ecp/PersonalSettings/UserPhoto sve/RemovePhoto | 4
Indicators %0.10.10.% rosT [ ¢
10.10.10.10 POST /JOWA/sessiondata ashx 6
e POST operations with low RequestCount e = =
* URIs that don’t require authentication 10.10.10.10 POST /ecp/PersonalSettings/UserPhoto svc/SavePhoto | 13
* GET operations with HTTP Status 404 pone :
10.10.10.10 POST /ecp/DDI/DDIService svc/GetObject 17
10.10.10.10 POST /ecp/DDI/DDIService svc/GetList 26
10.10.10.10 POST Jowa/ 59
10.10.10.10 POST Jowa/plt1 ashx 77
s | ) Elapsed: 00:00:04 Rows: 68 | Log Type: IISW3CLOG 0 i

SELECT TOP 1leeee

s-ip AS ServerIP,

cs-method as Method,

cs-uri-stem as URI,

count(*) AS RequestCount

FROM 'D:\IIS Logs\u_ex150284\u_ex150204 scrubbed.log’
WHERE cs-method LIKE "POST'

GROUP BY SerwverIP, Method, URI

ORDER BY RequestCount ASC



—

Searching IIS Logs with Log Parser Studio

ibra Note UserAgent

N [ erver|P ser Method LRI Query Userfgent HTTP5tat, #
112000 12:50:... 110101010 POST Jowasauth/owaauth dll =gl Mozilla/S 0+Android;+Mobile ;+rv: 24 0+Gecko 24 0+ Finsf o240
1/1/2000 1:01:0... (10.10.10.10 POST Jowa/auth/owaauth dll &Comelation... | Mozilla/5.0+{Android;+Mabile;+rv:24 0}+Gecko/ 24 0=Firefox/24.0 | 302
1/1/2000 2:16:0... (10.10.10.10 POST Jowa/auth/owaauth dll &Comelation... | Mozilla/5.0+{Android;+Mabile+rv:24 0}+Gecko/ 24 0=Firefox/24.0 | 202
1/1/2000 2:21:1... (10.10.10.10 POST Jowa/auth/owaauth dll &Comelation... | Mozilla/5.0+{Android;+Mobile,+rv:24 0}+Gecko/24 0=Firefox/24 .0 | 302
1/1/2000 5:16:5... (10.10.10.10 POST Jowa/auth/owaauth dll &Comelation... | Mozilla/ 5. 0+{Android;+Mobile,+rv:24 0}+Gecko/ 24 0=Firefox/24 .0 | 302
1/1/2000 9:24:4... (10.10.10.10 POST Jowa/auth/owaauth dll &Comelation... | Mozilla/5.0+{Android;+Mabile,+rv:24 0}+Gecko/ 24 0=Firefox/24 .0 | 302

e 149 423000 2210 010010 POIST Srnem San it Arowemmn b All A mmalatinn Mezill= R Med Bndrmid -+ Mahile - sme- 24 etSacden A24 NeFirafere 24 11U s |

w7} Elapsed: 00:00:04 | Rows: 21 Log Type: IISW3CLOG 9 1"_;'._1 *New Cuery _

f* URI Search */

SELECT

date,

time,

s-ip as ServerIP,
cs-username as User,
cs-method as Method,
cs-uri-stem as URI,
cs-uri-query as Query,
cs(User-Agent) as Userfgent,
sc-5tatus as HTTPStatus

FROM 'D:\IIS Logs'u_ex158284\u ex158284 scrubbed.log’

WHERE URI LIKE '/fowa/fauth/owaauth.dll’
GROUP BY date, time, ServerIP, User, Method, URI, Query, UserAgent, HTTPStatus

ORDER BY date, time ASC

L



L4

3

B\B Searching IIS Logs with Log Parser Studio

E'-‘ ime ServerlP Iser Method LRI Query UserAgent HTTP5tat
Al .‘.Il"'IfE'DDD 12:50:.... {10.10.10.10 GET Jowa/ ae=Folderft=IPF.... |Mozila/5.0+Android;+Mabile;+... | 302
2452015 12:00:... | 12000 12:50:... (10.10.10.10 GET Sowasaunthdogon.aspee |ud=httpsida®d... | Mozilla,5 0+{Android;+Mabile;+... |200
2/4/201512:00.... |1A1/200012:50:... |10.10.10.10 GET Jowa/ &Comelation|D=<... |Mozilla/5.0+{Android;+Mobile;+... | 302
242015 12:00:... (152000 12:50:... 110101010 GET Jowasauthdogon.aspe |(ud=https®ia®i ... | Mozilla/b.0+{Android;+Mabile;+... | 200
2/4/201512:00.... |1A1/200012:50:... |10.10.10.10 POST Jowa/auth/owaauth dil e EGLINEEANE Mozilla/5. 0+(Android +Mobile +... A
2472015 1200.... |1/1/20001250... [1010.10.10  [EEAruyeuuinumennRR IR, T fowa/ NNVIRPARTT IO 1c:zila./5.0+{Android:+Mabile:+... [0
242015 12:00:.... (1452000 12:50:... 110101010 contoso.comhackeduser( GET dowals wa=wsignin1.0&... |Moazila/5.0+{Android;+Maobile;+... | 200

A /8 MNAE 47.An. |44 mnnn4nEn. | 4n4n4n4n e AL i __n4 ~rT P, e Feldete AE I MAo_a_sCniAode:awaiLa-.. | ann X

si | 7| Elapsed: 00:00:01 | Rows: 497 Log Type: IISW3CLOG ) ’:,E,_-.' Mew Ciuery

.I'r*

SELECT
date,
time,
s-ip as ServerIP,
cs-username as User,
cs-method as Method,
cs-uri-stem as URI,
cs-uri-query as Query,
cs(User-Agent) as Userdfgent,
sCc-5tatus as HTTP3tatus
FROM 'D:\IIS Logsi\u_ex158284\u ex158284 scrubbed.log'
WHERE UserAgent LIKE 'Mozilla/5.8+(Android;+Mobile;+rv:24.8)+Gecko/24.84Firefox/24.8"'
GROUP BY date, time, ServerIP, User, Method, URI, Query, UserAgent, HTTPStatus

ORDER BY date, time ASC

UserfAgent Search */

Identify Compromised Accounts



"

File

25
26
27
28
29
30
31
32
33
34
35
36
37|
38
39
40
41
P
43
44
45
46
47
48
49
50
51
52
53
54
55
56 |
57
58

Edit

Home

date
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
4/2/2016
47/2/2016

Insert

X v

~|time |~

5:10:53
5:11:08
5:14:57
5:14:57
5:18:43
5:18:53
5:19:09
5:19:44
5:20:02
5:20:26
5:20:49
5:22:20
5:22:30
5:23:57
5:24:03
5:24:05
5:24:16
5:24:16
5:24:28
5:24:28
5:25:23
5:25:25
5:27:08
5:36:44
5:38:10
5:39:08
5:44:08
5:54:24
6:51:07
6:51:08
6:51:08
6:51:51
6:51:52
f:51:52

Sheet1

Page Layout

s-ip

10.20.8.133
10.20.8.133
10.20.8.181
10.20.8.133
10.20.8.181
10.20.8.133
10.20.8.133
10.20.8.181
10.20.8.133
10.20.8.133
10.20.8.133
10.20.8.133
10.20.8.133
10.20.8.133
10.20.8.181
10.20.8.181
10.20.8.181
10.20.8.181
10.20.8.181
10.20.8.181
10.20.8.181
10.20.8.181
10.20.8.181
10.20.8.133
10.20.8.181
10.20.8.133
10.20.8.181
10.20.8.181
10.20.8.181
10.20.8.133
10.20.8.133
10.20.8.133
10.20.8.181

10_7_0_2_122
©)

46 of 600 records found

Je

Formulas

scrubbedlogs02.xlsx - Excel

Data Review

~ | ¢s-n| ~ | cs-uri-stem

GET
GET
GET
GET
GET
POST
POST
POST
POST
POST
POST
POST
POST
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
POST
POST
POST
POST
POST
GET
GET
GET
POST
GET
GFT

View

&Correlation|D=<empty>; &Clientld=9HPDWDYCQEWORMCL

OFFICE REMOTE

Table Tools

Inquire Design Q Tell me what you want to do

=2976e912-4da1-48c8-b35f-2a12fc19b2ad;

~ | cs-uri-query X

JOWA/auth/Owa+Backup/

JOWA/auth/BK
JOWA/auth/errorEE.aspx
Jfowa/auth/errorFE.aspx
Jowa/auth/errorEE.aspx
Jfowa/auth/errorEE.aspx
Jowa/auth/errorEE.aspx
fowa/auth/errorEE.aspx
Jowa/auth/errorEE.aspx
fowa/auth/errorEE.aspx
Jowa/auth/errorEE.aspx
Jowa/auth/errorEE.aspx

&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=OHPDWDYCQEWORMCUA&caf
httpCode=4048&Correlation| D=<empty>;&Clientld=9HPDWDYCQEW
&Correlation|D=<empty>;&Clientld=OHPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=OHPDWDYCQEWORMCUA&ccaf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=OHPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf

[fowa/auth/errorEE.aspx

&Correlation|D=<empty>;&Clientld=9OHPDWDYCQEWORMCUA&caf

Jews/

[Jews/

Jews/

[fews/

Jews/

[fews/

Jews/

Jews/

Jews/

Jews/
Jfowa/auth/errorEE.aspx
Jowa/auth/errorEE.aspx
Jfowa/auth/errorEE.aspx
Jowa/auth/errorEE.aspx
Jfowa/auth/errorEE.aspx
Jowa
JOWA/auth/logon.aspx
JOWA/auth/logon.aspx
Jowa/auth.owa
JOWA/auth/logon.aspx
/OWA/auth/loeon.asnx

&Correlation|D=<empty>;&Clientld=OHPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=OHPDWDYCQEWORMCUA&ccaf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=OHPDWDYCQEWORMCUA&ccaf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=OHPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=OHPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Clientld=OHPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Cli =9HPDWDYCQEWORMCUA&caf
&Correlation|D=<empty>;&Cli =OHPDWDYCQEWORMCUA&ccaf
url=https%3a%2f%2fwebmai o.com¥%2fowa&TranslatedURL
replaceCurrent=1&url=https%3a¥%2f%2fwebmail.contoso.com¥%2fo

&Correlation|D=<empty>;&Clientld=9HPDWDYCQEWORMCUA&caf

url=https%3a%2f%2fwebmail.contoso.com%2fowa&TranslatedURL

renlaceCurrent=18&reason=2&url=httns%3a%? f%2fwebmail contosc
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Clientld = Server-side Cookie Reference

s-port | ~ | cs-username - | c-ip

hackeduser01

10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7
10.20.8.7

Josh Bryant

~ | cs(User-Agent)

Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+{(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+{(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+{(Windows+NT+6.3;+WOW64;+rv:45.0)+Gecki
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Gecki
Mozilla/5.0+(Windows+NT+6.3; +WOW64;+rv:45.0)+Geck|
Mozilla/5.0+{(Windows+NT+6.3;+WOW64;+rv:45.0)+Gecki
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+(Windows+NT+6.3; +WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+{(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+{(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+{(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+{(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+{(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck:
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+{(Windows+NT+6.3;+WOW64;+rv:45.0)+Gecki
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Geck
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:45.0)+Gecki
Mozilla/5.0+(Windows+NT+6.3; +WOW64;+rv:45.0)+Geck|
Maozilla/S. 04+Windows+NT+6.3: 4 WOWR4A:+n:45 01+Gecki
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Count: 4 ] ]




E Invoke-ExchangeWebShellHunter

PS C:\Windows\system32> Invoke-ExchangewebShellHunter

FNBornTime : 11/21/2016 4:59:41 PM

server : EX2016

UpdatedoOn : 11/20/2016 10:30 PMm

File : C:\Program Files\Microsoft\Exchange
Server\V15\FrontEnd\HttpProxy\owa\auth\errorEE aspx
InstalledOn : 5/14/2016 3:21 AM

PSComputerName : EX2016

RunspaceId : 21645dd4-02d5-4d94-bb77-3878b44e5ecO

ithub.com/FixTheExchange/Invoke-ExchangeWebShellHunter



https://github.com/FixTheExchange/Invoke-ExchangeWebShellHunter

EplSOde \/ k Save us #DFIR,

Unusual POST operations? you're our only hope!
Looks like a webshell!
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