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Past Presentations

AED Development Tradecraft

Port windows-based Medusa builder to Linux/python

Product Requirements

AED Development Tradecraft Home

Development Tradecraft DOs and DON'Ts SECRET

AED Development Workflow

Code Review

Delivery & Deployment

Integration & Acceptance Testing

Project Planning

Documentation

Developer Testing

Source Control

Persistent storage option

Specific Tradecraft Techniques

Detecting and Bypassing Personal Security Products (PSPs)

AVG Fake Installer Trick
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AVG Catches a Payload Dropped to Disk and Launched via Link File
Well After Execution SECRET

Bitdefender Resource Defeat

PSPs vs. DLL Injection SECRET

Rising Thinks You're Signed

F-Secure Entropy Defeat

Comodo 6.X Gaping Hole of DOOM

Avira Entropy Defeat

Comodo Recycle Bin Defeat

Anti-Sandboxing: Wait for Mouse Click

Process Enumeration

WMI Process Watcher

DNS Resolvers

DNS Resolvers Home

EDG Tools of the Trade

EDG Tools of the Trade Home

SourceTree
Sublime Text

anaconda_sublime

DashDoc
Make

VMWare Fusion Professional

010 Editor

Compound File Binary File Format Template (Microsoft Office Word)

SweetScape Binary Template Archive

Link File Template

VMware Workstation
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KMS Keys

Docker

Cuckoo Sandbox

Google Mock
Vim

Vimrc Tips

Vim Editing Tips

Winhex
Ghidra

Dia

Visual Assist

Google Test Library

Incandescent Mind

EDG Tricks of the Trade

EDG Tricks of the Trade Home

Creating a Winshell Test Environment

How-To Articles

Updating the Windows Symbol share via the Internet

Debugging a VMWare Guest

Grab Windows Symbols From The Share

How-To: Configure a non-domain-joined Windows workstation to use
DevLAN's WSUS (Windows Server Update Services) host

Shell Scripting Tricks

Strings-GUI: A quick and easy way for Windows developers to examine strings,

in binaries for delivery (without even launching CMD!)

How-To: Install old versions of the .NET Framework on Windows 8.1

DEVLAN Resources

Internet Relay Chat
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DEVLAN Resources

Partial OpenBSD Mirror

Chrome Plugins

DEVLAN Domain Controller Certificate Authority

Internet Relay Chat (IRC)

Solaris Automated Install Server

Linux Package Repository Mirrors setup

Old Wiki
DART

Watch For PSP Popups

Dart Home

How-to articles

Throw GoogleTest Executables Against Dart via Bamboo (Alternatively,
How to Stop Testing on User #1179751’s Build Agents)

Remote Commit to a New Tyrant Server

Run GoogleTest Executables in DART (The Easy Way)

Manually Add a Computer to Tyrant

How to click controls

Get database information about VM's (or fun with db_admin)

Check for PSP Detection

How to click controls and send text, alternate method

Making life less painful with PyCharm

DART Resource Naming Standards

Common Issues

Client functions of DART listing

Getting Started with DART

How to DART your executable
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What is What in DART

My First DART Test

Running undermine tests in PyCharm

Setting up new DART tester VM (Fedora 20)

LoggedLeaf

DART may be sporadically up and down this afternoon after 2p

NSA Tools

NSA Tools Home

Knowledge Base

Bypassing Windows User Account Control (UAC) and ways of mitigation
(GreyHatHacker.net - reddit.com/r/netsec)

Modify ACL Code Snippet (System Volume Information - OSB Module)

Removable Media Link File Execution (EVRemovableMedialLink_ EZC - EZCheese)
SECRET

Test Files
File lists

Code Sample

test troubleshooting article

Testing A How-To Article

Tech Topics and Techniques Knowledge Base

EDG Code Libraries

Concepts and Conventions

Concepts: EDG Project Wizard

Concepts: Git/Stash/Submodules

Concepts: High Level

Survey Library SECRET

Re-signature Guidelines and Signature Documentation SECRET

System Monitoring and Manipulation Library SECRET
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Data Transfer Library SECRET

Buffers Library SECRET

Core Library (Corelib) SECRET

Data Packager Library SECRET

GoogleTest
Privilege Escalation Library SECRET

Execution Vectors Library SECRET

Payload Deployment Library SECRET

Miscellaneous Library SECRET

Persistence Library SECRET

File Collection Library SECRET

Troubleshooting articles

How-to articles

Use Visual Studio as GIT diff/merge tool

Python

Python List Comprehensions

Build Python 2.7 for Shellterm

Build Python 3.4 on Debian/Ubuntu

Build Python 3.4 on RHEL/CentOS/Fedora

Browsers
Firefox

Firefox Credential Storage

Chrome

Chrome Credential Storage

Microsoft Edge

Microsoft Edge Credential Storage

InternetExplorer
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Internet Explorer Credential Storage

File lists

Standards and Specifications

CCDF Data Standard

OXF Data Standard

NOD Cryptographic Requirements

Galleon Specification

NOD Persistence Specification

NOD In-memory Code Execution Specifications

NOD Kernel Execution Specification

CODEX Data Standard

AED Liaison Libraries

Multiple Platforms

Shellcode

Shellcode Database

Windows

Windows Concepts SECRET

Opportunistic Locks SECRET

Interesting Microsoft Files

Windows Theme Files (.theme)

MUM Files (.mum) empty

Local files (.local) empty

PIF Files (.pif) empty

Autorun.inf empty

Control Panel Files (.cpl)

Desktop.ini empty

Windows Library Files (.library-ms)
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Manifest files (.manifest) empty

NTES Alternate Data Streams (ADS)

Windows symbol server

Component Object Model

CLSIDs and Junction Folders (Persistence and then some) SECRET

Windows Code Snippets

Machine Information (Windows)

WMI in C++ via WbemScripting

File Information

Get File Major/Minor Version Numbers
(MISCFileVersion WIN32) SECRET

User Information

Verify User is in the Administrator Group via Net User API
(MISClsUserlnAdminGroup NET) SECRET

Get Current User And Domain (MISCUserAndDomain_TOK)
SECRET

Reqistry Information

Create, Delete, and Write Reqistry Values
(MISCCreateReqistryEntries WIN32) SECRET

Windows Network Adapter Information

Windows MAC Address Whitelisting Snippet

Update Information (Windows Updates)

List Installed Windows Updates via WWMI
(MISCEnumerateUpdatesWMI_QFE) SECRET

List Installed Windows Updates
(MISCEnumerateUpdatesCOM_ OFF) SECRET

List Installed Window Updates on WSUS Connected
Machines (MISCEnumerateUpdatesCOM_WSUS) SECRET

UAC (User Account Control)
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Get User Account Control (UAC) Level
(MISCUserAccountControlLevel WIN32) SECRET

Drive Information

Volume to Drive Partition
(MISCGetActiveDrivePartition I0CTL) SECRET

File Typing

Text File Typing - Determing Encoding (MISCTextFileTyper ENC)
SECRET

Execution Vector Modules (KB)

Link File Execution Utilizing .library-ms (EVLink_ RVRJ -
RiverJack) SECRET

Link File Execution Utilizing Desktop.ini (EVLink BOOM -
Boomslang) SECRET

Removable Media Link File Execution
(EVRemovableMediaLink EZC - EZCheese) SECRET

Removable Media Link File Exploitation with Autorun.inf
(EVRemovableMediaLink LACH - Lachesis) SECRET

Persistence Modules (KB)

WMI Event Persistence (PSEDWMIEvent SU - SystemUptime)
SECRET

Service Persistence (PSEDService CF - Constant Flow) SECRET

Group Policy Startup Script (PSEDStartupScript LDGR - Ledger)
SECRET

Run and RunOnce Regqistry Key Persistence (PSEDRunKey QW -
Quick Work) SECRET

COM + Junction Folder User Persistence
(PSDComJunction HCLS - HighClass) SECRET

Scheduled Task Persistence (PSEDSchedTask TP - TrickPlay)
SECRET

Survey Modules (KB)

Windows File/Folder Manipulation

Capture and Reset File State (MISCFileStateCapture WIN)
SECRET
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Create Directory With Attributes and Create Parent Directories
(MISCDirectoryCreator NTV) SECRET

Path Manipulation

Relative Path Generation
(MISCRelativePathGenerator CUST) SECRET

Windows String Manipulation Snippets

Expanding Environment Variables Windows Snippet

Convert to UTF-8 (String Encoding Class -
MISCStringEncoder WIN32) SECRET

Windows Process Functions

Windows Process List Snippets

Windows Process Blacklist Snippet

Windows Process Creation Snippets

Create Process With WMI

Use COM to Create a 32-bit Process on 64-bit Windows
(MISC32Surrogate COM) SECRET

Payload Deployment Modules (KB)

Payload Deployment Modules: On Disk Executables

Create Process And Choose A User To Run As Via The Task
Scheduler (TaskSchedulerRun SPKL - Speckled) SECRET

Create Process As Current User +Admin
(CreateProcessAsUser LEP - Leopard) SECRET

Create Process Using Temp Directory (LoadFromDisk GHR -
Gharial) SECRET

Create Process Using WMI (CreateProcessWMI_TIG - Tiger)
SECRET

Create Process (CreateProcess SPF - Spadefoot) SECRET

Create A Process Via COM Class Creation
(COMLocalServerRun SHTA - Shasta) SECRET

Create Process And Pipe The Results
(CreateProcessPipe GHRN - Greenhorn) SECRET
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https://wikileaks.org/ciav7p1/cms/page_13763166.html
https://wikileaks.org/ciav7p1/cms/page_11628901.html
https://wikileaks.org/ciav7p1/cms/page_11628916.html
https://wikileaks.org/ciav7p1/cms/page_11628918.html
https://wikileaks.org/ciav7p1/cms/page_11628903.html
https://wikileaks.org/ciav7p1/cms/page_11628905.html
https://wikileaks.org/ciav7p1/cms/page_13763855.html
https://wikileaks.org/ciav7p1/cms/page_13763855.html
https://wikileaks.org/ciav7p1/cms/page_13763975.html
https://wikileaks.org/ciav7p1/cms/page_14587408.html
https://wikileaks.org/ciav7p1/cms/page_13763993.html
https://wikileaks.org/ciav7p1/cms/page_13763993.html
https://wikileaks.org/ciav7p1/cms/page_13763985.html
https://wikileaks.org/ciav7p1/cms/page_13763985.html
https://wikileaks.org/ciav7p1/cms/page_14587468.html
https://wikileaks.org/ciav7p1/cms/page_14587468.html
https://wikileaks.org/ciav7p1/cms/page_13763989.html
https://wikileaks.org/ciav7p1/cms/page_13763982.html
https://wikileaks.org/ciav7p1/cms/page_13763995.html
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Create Process Via ShellExecute (ShellExecute CRS -
Chorus) SECRET

Payload Deployment Modules: In-Memory DIl Execution

Load Library From Memory (LoadLibraryFromMemory INTD -
Intradermal) SECRET

Load ICE DIl In-Memory (LoadlICEFromMemory INTD -
Intradermal) SECRET

Inject DIl From Memory Into A Remote Process
(InjectLibraryFromMemory NCPT - Inception) LIAISON
Releasable SECRET

Inject Fire and Forget DIl From Memory Into Remote Process
(InjectFireAndForgetFromMemory HYPD - Hypodermic)
SECRET

Load Fire and Forget DIl In-Memory
(LoadFireAndForgetFromMemory INTD - Intradermal)
SECRET

Inject DIl From Memory Into A Remote Process
(InjectLibraryFromMemory HYPD - Hypodermic) SECRET

Payload Deployment Modules: In-Memory Executables

Payload Deployment Modules: On Disk DIl Loading

Load Library From Disk Using Temp Directory
(LoadLibraryFromDisk CMN - Caiman) SECRET

Windows Shortcut Files (Link Files)

Giraffe Link Files (MISCLinkWriter GRF) SECRET

Data Transfer Modules (KB)

Data Transfer Via Data File (DTFile GLPH - GLYPH) SECRET

Transferring Data Using NTFS Alternate Data Streams
(DTNtfsAds BK - Brutal Kangaroo) SECRET

Transfer Data By Appending To An Existing File (DTFile PICT -
PICTOGRAM) SECRET

Windows List Snippets

Windows Linked List Snippet

Windows Array List Snippet SECRET
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https://wikileaks.org/ciav7p1/cms/page_14587427.html
https://wikileaks.org/ciav7p1/cms/page_14587427.html
https://wikileaks.org/ciav7p1/cms/page_16385092.html
https://wikileaks.org/ciav7p1/cms/page_16385092.html
https://wikileaks.org/ciav7p1/cms/page_16385092.html
https://wikileaks.org/ciav7p1/cms/page_14587437.html
https://wikileaks.org/ciav7p1/cms/page_14587437.html
https://wikileaks.org/ciav7p1/cms/page_14587425.html
https://wikileaks.org/ciav7p1/cms/page_14587425.html
https://wikileaks.org/ciav7p1/cms/page_14587434.html
https://wikileaks.org/ciav7p1/cms/page_14587434.html
https://wikileaks.org/ciav7p1/cms/page_14587417.html
https://wikileaks.org/ciav7p1/cms/page_14587415.html
https://wikileaks.org/ciav7p1/cms/page_14587464.html
https://wikileaks.org/ciav7p1/cms/page_14587464.html
https://wikileaks.org/ciav7p1/cms/page_13763180.html
https://wikileaks.org/ciav7p1/cms/page_13763182.html
https://wikileaks.org/ciav7p1/cms/page_13763234.html
https://wikileaks.org/ciav7p1/cms/page_13763242.html
https://wikileaks.org/ciav7p1/cms/page_13763236.html
https://wikileaks.org/ciav7p1/cms/page_13763236.html
https://wikileaks.org/ciav7p1/cms/page_13763247.html
https://wikileaks.org/ciav7p1/cms/page_13763247.html
https://wikileaks.org/ciav7p1/cms/page_11628875.html
https://wikileaks.org/ciav7p1/cms/page_11628883.html
https://wikileaks.org/ciav7p1/cms/page_11628878.html

Windows Registry Snippets

Searching

Memory Searching - Naive Sequence Search
(MISCMemorySearch NSS) SECRET

Windows Access Control Snippets

Lock and Unlock System Volume Information
(MISCFolderAccessControl SVI) SECRET

Windows Function Hooking

Hook Functions by Replacing References
(MISCHookFunctions RPRF NTRN) SECRET

Hook Functions via Export Address Table
(MISCHookFunctions EAT NTRN) SECRET

Hook Functions via Import Address Table
(MISCHookFunctions IAT NTRN) SECRET

Hook Functions via Microsoft Detours
(MISCHookFunctions DTRS) SECRET

Privilege Escalation Modules (KB)

Calvary UAC Bypass (PEUCalvary x86x64) SECRET

LinkedIn User Mode LPE (PEULinkedIn x86x64) SECRET

Artillery UAC Bypass (PEUArtillery_x86x64) SECRET

SandWorm INF File Install (PEUSandWorm_x86x64) SECRET

LinkedOut User Mode LPE (PEULinkedOut x86x64) SECRET

Vanguard LPE SECRET

Junction Folders empty

Windows Configuration and Logging Storage

Interesting Log/Data Locations SECRET

Exploitation Articles

UAC Bypass Articles

Bypassing Windows User Account Control (UAC) and ways of
mitigation (GreyHatHacker.net - reddit.com/r/netsec)
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https://wikileaks.org/ciav7p1/cms/page_13763164.html
https://wikileaks.org/ciav7p1/cms/page_13763164.html
https://wikileaks.org/ciav7p1/cms/page_16385270.html
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https://wikileaks.org/ciav7p1/cms/redacted.html
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https://wikileaks.org/ciav7p1/cms/page_46628873.html
https://wikileaks.org/ciav7p1/cms/page_46628875.html
https://wikileaks.org/ciav7p1/cms/page_14587644.html
https://wikileaks.org/ciav7p1/cms/page_14587646.html
https://wikileaks.org/ciav7p1/cms/page_14587654.html
https://wikileaks.org/ciav7p1/cms/page_14587654.html

Windows Debugging

WinDbg
WinDbg Cheat Sheet

Windows Reqistriy Information

CLSIDs (Class IDs)

CLSIDs Windows 8 Enterprise x86 Office 2013

CLSIDs Windows 7 Professional x86 With Office 2010

CLSIDs Windows 7 Ultimate SP1 x64 Office 2010

CLSIDs Windows 8.1 Enterprise x64 with Office 2013

Interesting and Useful Registry Keys

Personal Security Products (PSPs)

ClamAV SECRET

Articles On Bypassing PSPs

Norton SECRET

Kaspersky SECRET
Avira SECRET

Zone Alarm SECRET
Rising SECRET

Articles on Exploiting PSPs

PSP Process Names from DART

F-Secure SECRET

Zemana Antilogger empty

EMET (Enhanced Mitigation Experience Toolkit) SECRET

Malwarebytes Anti-Malware SECRET

Bitdefender SECRET

Panda Security SECRET

Trend Micro SECRET
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https://wikileaks.org/ciav7p1/cms/page_13762818.html
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https://wikileaks.org/ciav7p1/cms/page_14587879.html
https://wikileaks.org/ciav7p1/cms/page_13762912.html
https://wikileaks.org/ciav7p1/cms/page_14587895.html
https://wikileaks.org/ciav7p1/cms/page_14587885.html
https://wikileaks.org/ciav7p1/cms/page_14587874.html
https://wikileaks.org/ciav7p1/cms/page_14587905.html
https://wikileaks.org/ciav7p1/cms/page_14587899.html
https://wikileaks.org/ciav7p1/cms/page_13762914.html
https://wikileaks.org/ciav7p1/cms/page_17760686.html
https://wikileaks.org/ciav7p1/cms/page_14587956.html
https://wikileaks.org/ciav7p1/cms/page_14587954.html
https://wikileaks.org/ciav7p1/cms/page_14587891.html
https://wikileaks.org/ciav7p1/cms/page_14587893.html
https://wikileaks.org/ciav7p1/cms/page_14587876.html
https://wikileaks.org/ciav7p1/cms/page_14587897.html
https://wikileaks.org/ciav7p1/cms/page_14587903.html

ESET SECRET

Avast

AVG SECRET
Symantec SECRET
McAfee SECRET
Comodo SECRET

Microsoft Security Essentials SECRET

GDATA SECRET

User #71471's Knowledge Base Home

EDG Mobile
EDG Mobile

Mobile Ops Status/Priority

Android Exploit/Tool Coverage

Shared links
Android

Aquarius Stash Project

MDB

MDB static leases

IOS Projects (MDB)

Poseidon Web Application

Android Projects (MDB)

MDB AngerManagement Op Delivery

EDG Mobile Home

Joint Development Workshop

JDW

JDW 18 (2015)

JDW 18 Lessons Learned
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JDW 18 Results

JDW 19 (2016)

JDW 19 Planning Notes empty

Users

User #524297
Home

Engineering Log

Single Bus Theory

Idea Box
User #71384

User #71384's Home

SSL / TLS Certificates

Eclipse User Notes

Remote Debugging with Eclipse

Linux ARP Options

Git Notes

MIPS Cross-compile of ngrep (open source)

Building Cross Compilers with Crosstool-NG

User #1179751

User #1179751's Home

Test Page

New Confluence Plugins

User #71489

testing
User #71489's Home

User #71473
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https://wikileaks.org/ciav7p1/cms/page_2621463.html
https://wikileaks.org/ciav7p1/cms/space_753669.html
https://wikileaks.org/ciav7p1/cms/page_524367.html
https://wikileaks.org/ciav7p1/cms/page_35061770.html
https://wikileaks.org/ciav7p1/cms/page_4849776.html
https://wikileaks.org/ciav7p1/cms/page_17760482.html
https://wikileaks.org/ciav7p1/cms/page_13763784.html
https://wikileaks.org/ciav7p1/cms/page_32145424.html
https://wikileaks.org/ciav7p1/cms/page_13762578.html
https://wikileaks.org/ciav7p1/cms/page_39714850.html
https://wikileaks.org/ciav7p1/cms/space_1736705.html
https://wikileaks.org/ciav7p1/cms/page_1179750.html
https://wikileaks.org/ciav7p1/cms/page_14587772.html
https://wikileaks.org/ciav7p1/cms/page_53215240.html
https://wikileaks.org/ciav7p1/cms/space_2359303.html
https://wikileaks.org/ciav7p1/cms/page_20873471.html
https://wikileaks.org/ciav7p1/cms/page_2064618.html
https://wikileaks.org/ciav7p1/cms/space_3276809.html

Retrospectives

Wait, didn't | just securely delete that file? SECRET

User #71473's Home

File lists

TODO: Something SECRET

User #71472's awesome tool names page

HammerDrill SECRET

User #71473 Home

Test Files
AV Defeats

Comodo Recycle Bin Defeat

F-Secure Entropy Defeat

Bitdefender Resource Defeat

Avira Entropy Defeat

AVG Fake Installer Trick

Comodo 6.X Gaping Hole of DOOM

List of ideas for fun and interesting ways to kill/crash a process
(WreckingCrew)

User #71488

User #71488's Home

SOLDER
User #71466

User #71463's Wiki Page

Funny Code 2010

Funny Code 2014

Funny Code 2013

Funny Code 2011
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https://wikileaks.org/ciav7p1/cms/page_5341186.html

Funny Code 2015

Funny Code 2009

Funny Code 2012

User #?

User #?'s Home

User #71487

User #71487’s Home

User #?

User #?’s Home

Strateqgic Projects

User #?

User #?’s Home

Reading list

regsvr32
User #71484

User #71484’s Home

User #71464's Tool Name Ideas

User #71480

User #71480’s Home

Practices of an Aqile Developer

User #71475

User #71475’s Home

Faces of the Internet

Sideways Faces

Multiline Faces

Weird right to left faces

One Line Faces
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Japanese style Faces

Scratch pad

Using pyenv on devlan

Devlan simple pip index

How-to articles

User #71476

User #71476.’s Home

Images

File lists
User #71483
Misc

User #71483’s Personal Space

Product requirements
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