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Companies create value from data

Preibusch: Big Data, Small Money, No Privacy? (digma, 2013)



High prevalence of voluntary disclosure

About yourself Current First Date of

Please provide some information about yourself. Questions 5 and 6 are mandatory. Clty na m e bl rt h Fa I r n e S S

All other fields are optional. There is no bonus for this HIT.

1. What is your first name? St ro n g S u p p O rt

2. Which city are you in now?

3. What is your favorite color?

4. Do you have any siblings?

L] L] L]
5. Which of these questions are mandatory? S e n S I t I V I t
6. Do you expect a bonus for this HIT? y
.
Partial support

7.1s it sunny outside?

8. When did you last spend more than $1007?
9. Which browser are you using?

10. Are you in good health?

11. What is your date of birth?

Relevance
82% 81% 69% No support

Malheiros, Preibusch, Sasse: The impact of perceived effort, fairess, relevance, and sensitivity on personal data disclosure (TRUST 2013)



Measuring the value of privacy

Event Sales Cine Sales

Email: Email: p r I C e :

Geburtsdatum: Gekurtsdatum: d at a.

Beste Platzwahl:

B Loge: € 8,00

= Ich stimme de

price:

Datenschutzerk q 1
— Ich stimme G
Datenschutze d at a

Jentzsch, Preibusch, Harasser: Study on Monetising privacy. An economic model for pricing personal information (ENISA 2012)



Sign-up or give-up: 2 billion sessions
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Malheiros & Preibusch: Sign-Up or Give-Up: Exploring User Drop-Out in Web Service Registration (SOUPS 2013)
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Free and payable search options

Enhance your search experience for this query:

[ 1Do not record in my search history. 2 credits
[]1Remove ads from results page. 2 credits
[ ] Do not share query with third parties. 2 credits
[ ] Improve search result quality. 1 credit
[] Highlight search terms in results. 1 credit
[] Tailor results to my location. free

search. free

Get extra credits added to your balance:

[ ] Tweet my search. earn 2 credits

[ 1 Record on which result | click. earn 2 credits

free
free
free
credit
credit
free

free

redits

redits




Paying for privacy in Web search

+' no history [74%]
no ads [91%]

no third-parties [86%]

/' extra quality [94%)]

+' highlight terms [89%)]

V/ geo-targeting [79%] Sensitive que res:
o st | tweeted less often

tweet [23%]
| - excluded from
‘ history more often

Oprivacy price = 0 B privacy price = 2

+ record outclick [64 %)

Preibusch: The value of privacy in Web search (WEIS 2013)



Signiticant willingness to pay for privacy

<

Value of personal data puts price on privacy.
Web users volunteer personal information.
Fairness drives disclosure and truthfulness.

Privacy as a competitive advantage In
retailing: profitable niche.

Users demand privacy in online services.
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