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2016 THREAT BRIEFING 
“GOOD ENOUGH” IS NOT GOOD ENOUGH 

GRADY SUMMERS 

CHIEF TECHNOLOGY OFFICER 



M-TRENDS BY THE NUMBERS 

WHAT WE’VE LEARNED 

CASE STUDIES 

GOOD ENOUGH IS NOT GOOD ENOUGH 

THE FIREEYE PLATFORM 

AGENDA 



M-TRENDS 2016 



INCIDENTS BY INDUSTRY 
High Tech 13% 

Business & Professional  
Services 11% 

Media &  
Entertainment 11% 

Financial Services &  
Insurance 10% 

Retail 10% 

Education 8% 

Biotechnology &  
Pharmaceuticals 7% 

Construction &  
Engineering 6% 

Healthcare 5% 

Aerospace & Defense 5% 

Transportation 3% 

Legal Services 3% 

Government  3% 

Telecommunications 2% 

Agriculture & Forestry 
1% 

Energy 1% 



All Mandiant Investigation in 2015 External Notification Internal Discovery 

146  days 320  days 56  days 

DAY SUM OF PERCENTAGE 

Sunday 0% 

Monday 11% 

Tuesday 11% 

Wednesday 29% 

Thursday 20% 

Friday 18% 

Saturday 10% 
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BY THE NUMBERS 
Median Days from Compromise to Discovery 

Day of Week of Spearphishing Frequency 
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WHAT WE’VE  

LEARNED 
 2015 - 2016 











  





13 

CASE  

  STUDIES 
 APT30   APT3   APT5   APT10   FIN1   APT4    APT14  APT17            



• Attackers sent spear phishing         
e-mails to multiple targets 
– Targets included two key financial 

organizations 

• Malicious links dropped backdoor 
onto victim’s system.   

• Actors targeted employees with 
expertise in:  
– Fixed income  

– Mortgage sales 

– Macroeconomic trends & analysis 

APT3 



• Multiple China-based threat actors 
gained access for 730 days 

• Conducted aggressive reconnaissance 
on the network 
– Compromised 9 key systems, accessed 

another three 

– Compromised about 7 accounts overall, 
some possessed administrator privileges  

• Intruders likely looking for insights into 
infrastructure investments 
– Intrusions occurred during the 

contentious debate between the U.S. and 
China on international development banks 

International Bank 



• Activity over the last year, compromising an 
east Asian manufacturer and two Japanese 
public policy organizations 

• Have used video game themed phishing 
emails, which install an actual (trojanized) 
video game; primarily Angry Birds and Block 
– Other phishing emails are poorly worded and 

minimally researched 

• Uses KABOB backdoor to maintain 
persistence 

• Other APT10 malware is commonly self-
signed and suffers from high detection rates 
by commercial AV 

APT10 



WHAT IS WORKING? 



OF ALL ALERTS GENERATED IN THE ENTERPRISE, 

  

19% ARE CONSIDERED RELIABLE 
  

but ONLY 4% ARE INVESTIGATED 

TOO MANY ALERTS 



INDICATORS AND TTPs 

HIGH FIDELITY ALERTS 

THREAT INTELLIGENCE 

CONTEXT iSIGHT & Mandiant 

MVX / Analytics 

DTI 

AUTOMATE 

ALERTS 

FIX 

ALERT TO FIX IN MINUTES 



Alert to Fix: The Problem 

Of all alerts 

generated in the 

enterprise, 19 

percent (3,218) 

are considered 

reliable but only 

4 percent (705) 

are investigated. 



An Answer with Automation 

28 
MIN 

52 
MIN 

5 
MIN 



G L O B A L  T H R E A T  M A N A G E M E N T  

P L A T F O R M  

1 6  C O P Y R I G H T  © 2 0 1 6  F I R E E Y E ,  I N C .  A L L  R I G H T S  R E S E R V E D  



F I R E E Y E  T O D A Y  

S E C U R I T Y  

O P E R A T I ON  C E N T E R  

Dublin & Cork, Ireland 

S E C U R I T Y  

O P E R A T I ON  C E N T E R  

Milpitas, CA 

G L O B A L  

H E A D Q U A R T ER S  
Milpitas, CA 

Salt Lake City, UT 

S E C U R I TY  O P E R A T I ON  

C E N T E R  

Reston, VA 

E M E A  H Q  

London, UK 

Germany 

Dubai, UAE 

Bengalaru, India 

J A P A N  H Q  

Tokyo, Japan 

S E C U R I T Y  O P E R A T I ON S   

C E N T E R  

Singapore 

S E C U R I T Y  O P E R A T I ON S   

C E N T E R  
Sydney, Australia 

S E C U R I T Y  O P E R A T I ON S   

C E N T E R  
Osaka, Japan 

Brazil 

Argentina 

Idaho Falls, ID 

Canada 

Dallas, TX 

Chantilly, VA 

Spain 

Netherlands 

Ukraine 

Romania 

Cyprus 

Pune, India 

China 

Taiwan 

Philippines 

Malaysia 

New Zealand 


