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The following report is an update to Insikt Group’s August 2021
publication “Operation Secondary Infektion Continues Targeting
Democratic Institutions and Regional Geopolitics”, an investigation into
the likely Russian state-sponsored information operation “Secondary
Infektion.” This report examines a second newly discovered campaign
of Operation Secondary Infektion, aimed at impersonating the Swedish
Parliament (Riksdag) to promote a claim that Sweden is set to join NATO
along with Ukraine. This report contains information gathered using the
Recorded Future® Platform as well as several OSINT enrichment tools.

Executive Summary

Recorded Future’s Insikt Group has located an
image of a photoshopped screenshot, purportedly
from the website of the Swedish Riksdag (Parliament)
and circulating on a Swedish-language forum website
and among Ukrainian sources, claiming that Sweden
and Ukraine look to join NATO as soon as possible. We
believe that this is an effort to sow mistrust of Sweden'’s
political figures domestically, create uncertainty and
false optimism among Ukrainians, and shape negative
perceptions of NATO and Ukraine among Russian
audiences. This campaign is highly likely an instance of
the likely Russian state-sponsored information operation
“Secondary Infektion”.
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Key Judgments

e This inauthentic screenshot is highly likely to
be an instance of the Russia state-sponsored
information operation Secondary Infektion,
based on our analysis of this campaign’s tactics,
techniques, and procedures (TTPs). These
include language leap, first in Swedish, then
appearing in Ukrainian and Russian, through self-
publishing blog websites and forums published
via single-use “burner” personas with no prior
histories. This campaign also attempted social
media amplification as expected on Reddit but
failed.

o With each wave of articles, the first post
appearing in Swedish, then Ukrainian, and most
recently in Russian, the tone and presentation
of the screenshot differs based on the specific
European target audience. The strategy of
deploying multiple narratives centered around
confusion, discontent, and doubt is a hallmark of
Russian state-sponsored strategic disinformation
campaigns.

o At this time, we do not believe that this instance
was successful, based much in part due to the
influence actors’ continued dependence on
prioritizing operational security (OPSEC) over
audience building. This specific narrative is most
likely dormant or abandoned as of September
2021.
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Background

Operation Secondary Infektion is a longstanding information
operation of likely Russian state-sponsored origin that relies
on forgeries and fake media primarily from obscure, single-
use persona accounts. These instances of Secondary Infektion
using fake static media attempt to penetrate mainstream news,
typically targeting democratic governments and institutions
abroad with stories intended to generate rage, confusion, and
doubt in regional geopolitics, particularly among audiences in
the former Soviet Bloc and both Eastern and Western Europe.

In the last two years, Insikt Group has closely tracked
the movements of Secondary Infektion disinformation
campaigns. We previously reported our observations in
our August 2021 report “Operation Secondary Infektion
Continues Targeting Democratic Institutions and Regional
Geopolitics”. Secondary Infektion supports the pillars of
Russian Active Measures information operations, commonly
at the direction of Russian security services and the Kremlin.
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This report serves as a direct follow-up to our August
2021 report, intended to demonstrate that Secondary Infektion
influence operators remain active and continually inflame
geopolitical flashpoints and undermine Western institutions.

Threat Analysis

Initial Identification — Persona “Flyket”

On July 5, 2021, “Flyket”, a member of the popular
Swedish forum Flashback, owned and operated by Flashback
Media Group AB, published a post titled “Svenskt-ukrainskt
Nato-medlemskap” (translated to: “Swedish-Ukrainian NATO
membership”). Flyket begins the post by acknowledging the
ongoing domestic political question of whether Sweden will
join NATO. According to Flyket, “[Sweden’s] society is divided
on the NATO issue” but the “answer to the NATO question is
approaching ‘yes” with supporters of accession having “mostly
good and solid arguments”, stating, “there is no country that can
stand up to threats from our aggressive neighbor Russia alone”.
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Elyket Ar Ukraina Sveriges satellit?

Medlem o Fragan om Sveriges medlemskap i Nato vicks reguldr: ndstan varje dag ser vi nyheter med "Nato" i titel. Men det tog decennier att dndo
Reg: Jan 2018 inte ta ndgot beslut. Vart samhélle &r splittrat i Nato-frigan. Soms &r det mer amhéngare och som &r det mer motstandare till Nato-
Inlagg: 3

medlemskap. Nu nirmar sig svar pa Nato-fragan till "ja". Nato-anhdngare har mestadels goda och ordentliga argument - det finns inget

land som kan ensam motstd hot frin var agressiv granne Ryssland. Darfar verkar 5te artikeln i Nordatlantiska fordraget som grundldggande
argument. Men soms verkar det vara helt absurd. Till exempel en motion fran Fredrik Malm (L) att Sverige maste tillsammans med Ukraina
gd med i Nato. Man kan forstd hans intresse. Han tréder ofta fram fér stod till Ukraina, han har varit dér inte ens. Genom sin position far han
sakert finansiella vinster. Men varfor behdver Sverige det? Det &r klart att Ukraina som befinner sig faktiskt i krig och har oldsta territoriella
konflikter har inga chanser att inga med i Nato. Men darmed orsakar s3dana intiativer en rad inrikes- och utrikesproblem i Sverige.

Vilgdrandet ar bra men inte i den har situationen.

https:/fi.postima.cc/Gpwly.InC/S.jpg
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Figure 1: Flyket's post to Flashback, dated July 5, 2021 (Source: Flashback - Archive)
www.recordedfuture.com | Recorded Future CTA-RU-2021-1026 2


http://www.recordedfuture.com
https://www.recordedfuture.com/secondary-infektion-targeting-democratic-institutions/
https://www.recordedfuture.com/secondary-infektion-targeting-democratic-institutions/
https://www.recordedfuture.com/secondary-infektion-targeting-democratic-institutions/
https://en.wikipedia.org/wiki/Active_measures
https://archive.is/GQHw9
https://archive.is/GQHw9

CYBER THREAT ANALYSIS | RUSSIA

Flyket then introduces an image of an alleged motion dated
October 2020 from Fredrik Malm, a Member of Parliament for
the Liberal People’s Party (Liberalerna), which attempts to claim
that “Sweden must join Ukraine [likely a typo intended to be
NATO] together with Ukraine so that Sweden can benefit from
NATO’s collective defense”. A screenshot, hosted on the free
image hosting service Postimages, is provided as evidence of
the motion.

Flyket questions the benefit of the motion, calling it “charity”
that will cause “a number of domestic and foreign problems in
Sweden”. The author suggests that Malm is doing so for financial
reasons rather than for the good of Sweden. Additionally, Flyket
questions the durability of the motion through amplifying a
repeated disinformation claim disseminated regularly in Russian
media sources, stating that “it is clear that Ukraine, which is
actually at war and has unresolved territorial conflicts, has no
chance of joining NATO”.
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The image Flyket provides is almost certainly inauthentic.
According to Recorded Future regional language experts,
while Liberalerna persistently advocates for Swedish NATO
membership, the screenshot contains several grammatical errors
unlikely to appear in formal government memoranda (for example,
“suveranitat”, “byggs samt p& samarbetet”). Additionally, open-
source analysis of the motion number (Motion 2020/21:3249)
found that in reality, this motion was not submitted by Malm
but Christer Nylander of Liberalerna and has nothing to do with
NATO membership. Instead, this motion proposes a parliamentary
decision around goals for culture politics based on “freedom,
diversity, and quality”. Flyket's post on Flashback is also riddled
with grammatical errors that are at the very least extremely poor
Swedish (unlikely to come from a local political observer) and
more likely a bad translation from another language, potentially
a machine translation.
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Figure 2: Screenshot of the alleged motion cited by Secondary Infektion personas (Source: Post Image - Archive)
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v demidenkostas
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3EMNeHCLKUA, HaTo, Na4,

CYBER THREAT ANALYSIS | RUSSIA

npeabiayllas cnegytollas

LLiBeacbKi noniTukKM HanonsArawTb Ha BeTyni Ykpaiium ao HATO

clia, ykpaiHa, WweeLlia

[Ons Ykpaiiu sigwyminu cytbonbHi cTpacrTi, i Tenep, 3acnoKoiBLUMCE, MOXHA 3BEPHYTH
CBIiil nornsig Ha HaranbeHiWi npobnemu Hawoi kpaiHW. Hanpwuknaa, Ha npuegHaHHs
Ykpainu o MNiBHiYHOATNIAHTUYHOTO anbsHCy.

3aaBsarnocs 6, WO TYT MoXHa 0broBopoBaTK, SKLLO 3a peaynsrataMmn camiTy, sKUiA
BiabyBcA B cepeaumHi YepBHA B Bptocceni, He 6yno ckasaHo XOAHOro CrioBa aHi npo
MOXINUBI TEpMiHW NPUIHATTS YKpaiHu Ao uboro 6noky, Hi Npo NnepcnekTuBy HagaHHSA T
MnaHy i wono yneHctea B HATO (MAY HATO).

Ane He Bci eBponenchki KpaiHu 6angyxi Ao nparHeHHs Knueea 3acny»kuTtin Micue KpaiHu-
uyneHa HATO. Hanpuknag, Wweeacbkuin Pukcaar posrnsHys nponosuuito Jlibepanis, siki

HanonsArawTb Ha chinbHOMY 3 YkpaiHoto BcTyni Ao MiBHIYHOATNAHTUYHOTO anbsHCY.
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Figure 3: demidenkostas’s post, which jumped the story from Swedish to Ukrainian (Source: blog[.]i[.]ua - Archive)

Further Amplification Through Single-Use Accounts

This inauthentic screenshot is highly likely to be an instance
of the Russia state-sponsored information operation Secondary
Infektion. After Flyket published the narrative to Flashback,
we then began identifying instances of this story appearing on
Ukrainian and Russian self-publishing blog websites beginning
on July 9, 2021, through the use of single-use “burner”
personas. These accounts are solely created to copy and paste
disinformation narratives across various poorly moderated yet
popular regional websites to gain mainstream attention while
adhering to operational security (OPSEC) to evade detection and
attribution.

An individual under the username “demidenkostas”, allegedly
based in Kharkiv, Ukraine, registered with the Ukrainian self-
publisher blog[.]i[.Jua shortly before publishing an article with
the headline “Swedish politicians insist on Ukraine’s accession
to NATO” (“lUBeacbKi MONITUKK HanmonararoTb Ha BCTYMi YKpaiHu

o HATO”). Demidenkostas, who also goes by “Stas”, states
that with Ukraine no longer competing in the UEFA Euro 2020
football tournament, the country can now “turn [its] attention
to the more pressing problems of [Ukraine]... for example,
Ukraine’s accession to the North Atlantic Alliance”. The narrative
claims that while Ukraine’s European partners were otherwise
“indifferent” to Ukraine’s prospect of a NATO Membership Action
Plan (MAP) while meeting in Brussels in June 2021, Sweden has
not acted the same way, stating that the Swedish Riksdag “insist
on joint accession with Ukraine” to NATO, and providing the
aforementioned screenshot as evidence. Stas calls the effort
a “successful political move” for Ukrainian president Volodymyr
Zelensky and states that they are “confident that with an ally
like Sweden, Ukraine will be able to get at least some specifics
from the United States and other Allies” on assembling a MAP in
a timely fashion.
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AFTERSHOCK .
kKakum BygeT 3aeTpa b= = M, - bl W / - - il \_'___‘
riiosai 3eneHckuii cobupaeTtcs B‘I:-ExaTb B HATO Ha liBeuun?! ©
FriaRLEs @ o5k 13714 - 120021 ilyaviadimiroff @
Mynbe "Ecnn gonro My4uTscs, 4To-HMbyae nonyuntcs” - o4eBngHo, nogyman 3enex- =
ckuit. a, BangeH 1 Mepkenb OTKasanu rmaee camoro eBPONERCKOro U3 eBpo- e

Bnorwn nerckux rocygapcTe Mupa B npegoctaeneduy lMNnaHa gencTBii NO “YNEHCTBY e
Bce paanens! B8 HATO, Ho mano nn B Bpasunuu Megpo?! Tem Gonee Tak kcTaTk cedyac o =
FAQ HATO, B o4epenHoi paa, sapymanack Lseuua. Pr—

BXOO HA CAWUT
WmA none3oearena *

Naponk *

Peructpaums

BoccraHosuTe naponbs

Bowti

OBIAKO TEFoB

Y aTol CKaHAWHABCKOW CTpaHbl BooBLUe ocobbie OTHOLWEHWSA C ansAHCOM: OHa yxKe (dakTu-
Yeckd WHTETpUpPOBaHA B HEro Yepes pasnuyHbie rubpuaHblie opMmarsl, HO MOMHOCTLIO
noKa He-otaanacs, He BCTynuna. Ho peds He 06 a1om, a 0 ToM, 4TOGE! fess. MapaoH, Bei-
CTYNUTE C NPEANOKEHUEM U BOATH B BOEHHLIA BNoK AyaToM.

HewapecTHO YbA KOHKPETHO aTo BbiNa Moen, MOXET poavNnach NOCPeAcTBOM MO3IOBOTO LWTYPMa B NPOLEcce AWCKYCCHK
LUBEACKMX M YKPAWHCKWUX NONMUTWMKOB, HO Pukcaar yxe ofobpun taspemnoe ectynnedue 8 HATO Ykpaudel u Leeuwu.

"lilseyuu Heobxodumo ecmynums € HATO cosmecmHo ¢ YkpauHol”.

"Bcem useecmmo, kak MHoz0 YkpauHa denaem Ha nymu k ecmynneHuro e HATO. Oma cmpaHna momueupoeaHa bofsLue
geex K docmuwkeHWo yrasanHod yenu. Cedyac, ko2da U Halia cmpaHa 20moea K amomMy wagy - nyywee epemMa dng ne-
pexoda Ha Hogslll yposeHs compydHuYecmea U nonumuku 6esonacHocmu’”.

MoHATHOE deno, 4To MeyTaTte - He BpeaHo. M Bpag NK LWBeACKO-YKPaWHCKWIA 3aMbicen NPpWAeTcs no Ayle CUNbHbIM
mMupa cero. Ho aona 3eneHckoro aTo Bee e nobena. Bo-nepebix, oH oB3asencsa ANA CBOeH CTpaHbl HOBLIM OPYroM, B
nuue Leeuuu. Yto camo no cebe 3Ha4Mmo. A, BO-BTOpLIX, MOXET BCE Xe cnyxn o pocnycke Pagsi n obbABneHun BHe-
ovepenHblX NapnamMeHTCKMX, U NPesnieHTCKMX BbIﬁODGB BCE e UMEINT nog cobol ocHoBaHWe. He 3pAa xe 3eneHCcKui
[0 CHX NOp AEPHWT B KAPMAaHE LUBEACKMIA KO3bIPb, KOTOPLIA MOXHO BYAET MCNoNL30BaTh KAk apryMeHT Ans nepenabpa-
Hua. KTo, ckaxuTe, U3 npeabiayLwmx NpeavaeHToB cmor obutees Toro, 4Tobbl xoTA Bbl 0gHa eBponeickan cTpaHa Bbl-

f‘lepcnemdsﬂuﬁ yar Poccua
CoBbITiA MHeHue
3ppaeooxpaHeqie  Xopowui,
rofHeIid 4aT Espona 3asanequs

Asropcreo: AsTopckan paborta / nepesoaMka

cTynana ¢ TakMm ynsTUMaTMBHBIM NpegnoxeHuem? To-To kel

{3 Bnor nonszosatens ilyavladimiroff | @ Boinure unn saperycTpupyWTeCh, YTODEI OTNPAENSATE KOMMEHTAPUN

Figure 4: Sample of ilyaviadimorff's copy-and-paste posts in Russian (Source: Aftershock News - Archive)

After this the story was published to blog[.]i[.Jua, we found
identical copies of this post on several other Ukrainian websites,
including mistaual.Jcom, politiko[.Jua, berdpo][.]info, and the
popular Russian-language blog site LiveJournal, each under the
same persona demidenkostas, with an apparent stock headshot
image as a profile photo, per reverse image searches.

On July 12, 2021, these influence operators transitioned
to publishing a much more hostile version of this narrative on
Russian-language self-publishers such as aftershock[.]news,
rnbeel.lnet, imperiyanews|[.Jru, and cont[.]Jws with the headline
“3eneHckninn cobupaetca BbexaTb B HATO Ha LWBeuyun?!”
(“Zelensky is going to enter NATO in Sweden?!”). The author,
a persona under the username” ilyavladimiroff”, argues that
Swedish accession into NATO under the motion is essentially
surrendering its sovereignty to the West and, in joining with
Ukraine, Sweden is catering to President Zelensky’s political
aspirations which are, according to the author, primarily centered
around his upcoming re-election.

With each wave of articles, the first post appearing in
Swedish, then Ukrainian, and most recently in Russian, the tone
and presentation of the screenshot contrast based on the specific
European target audience. For example, Flyket’s article focuses
on criticism of Ukraine and the domestic reasons why or why not
Sweden should join NATO, while Ukrainian versions of the story
are upbeat and optimistic about the country’s NATO prospects.
Russian versions largely criticize NATO and the West as an
aggressive and oppressive force and show Ukrainian political
figures as corrupt or self-interested. The strategy of deploying
multiple narratives centered around confusion, discontent,
and doubt is a hallmark of Russian strategic disinformation
campaigns.
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Outlook

As of September 2021, we believe that this is now a dormant
disinformation campaign, although we are confident that similar
Secondary Infektion campaigns will attempt to create rifts among
NATO and other European partners and attempt to undermine
Ukrainian efforts to join the alliance. This story only attracted a
moderate number of views in open sources, and it was largely
unsuccessful given the refusal of these influence actors to
engage in audience-building over operational security. Typical
of Secondary Infektion information operations, these personas
attempted to promote these narratives on social media, primarily
Reddit. We located ilyavladimiroff registering on Reddit on the
morning of July 12, 2021, shortly before posting to the subreddit
r/liberta, but moderators flagged the post for approval. Ultimately
u/ilyavladimiroff either deleted their profile from Reddit or was
banned, as the profile no longer exists.

Secondary Infektion is almost certainly an active and
ongoing information operation. Its operators persist in using a
repeatable, deliberate process for promoting false information
while prioritizing OPSEC, ultimately to their own detriment of
reaching mainstream audiences. Without substantial adjustments
in TTPs, sources, or broader methodology, it is unlikely that a
future campaign will reach a mainstream audience or provoke
a favorable outcome (for example, create a visible rift between
European allies or manifest conflict inside a target country).
This lack of any significant real-world success, however, is
unlikely to deter Secondary Infektion actors, given the years of
persistence. We believe that these actors will continue with false
narratives and forgeries in the hope of successfully deceiving
target audiences under the belief that an information warfare
campaign is a low-cost, potentially high-return endeavor with
little to no tangible consequences.
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Recorded Future Threat Activity Group and Malware Taxonomy

Recorded Future’s research group, Insikt, tracks threat
actors and their activity, focusing on state actors from China,
Iran, Russia, and North Korea, as well as cybercriminals —
individuals and groups — from Russia, CIS states, China,
Iran, and Brazil. We emphasize tracking activity groups and
where possible, attributing them to nation state government,
organizations, or affiliate institutions.

Our coverage includes:

e« Government organizations and intelligence
agencies, their associated laboratories, partners,
industry collaborators, proxy entities, and
individual threat actors

o Recorded Future-identified, suspected nation-
state activity groups, such as RedAlpha,
RedBravo, Red Delta, and BlueAlpha and many
other industry established groups

e« Cybercriminal individuals and groups established
and named by Recorded Future

« Newly emerging malware, as well as prolific,
persistent commodity malware

Insikt Group publicly names a new threat activity group
or campaign, such as RedFoxtrot, when analysts typically
have data corresponding to at least three points on the
Diamond Model of Intrusion Analysis with at least medium
confidence. We will occasionally report on significant activity
using a temporary activity clustering name such as TAG-21
where the activity is new and significant but doesn't map
to existing groupings and hasn't yet graduated or merged
into an established activity group. We tie this to a threat
actor only when we can point to a handle, persona, person,
or organization responsible. We will write about the activity
as a campaign in the absence of this level of adversary
data. We use the most widely used or recognized name for a
particular group when the public body of empirical evidence
is clear the activity corresponds to a known group.

Insikt Group uses a simple color and phonetic alphabet
naming convention for new nation-state threat actor groups
or campaigns. The color generally corresponds to that
nation’s flag colors, with more color/nation pairings to be
added as we identify and attribute new threat actor groups
associated with new nations.

For newly identified cybercriminal groups, Insikt
Group uses a naming convention corresponding to the
Greek alphabet. Where we have identified a criminal entity
connected to a particular country, we will use the appropriate
country color, and where that group may be tied to a specific
government organization, tie it to that entity specifically.

Insikt Group uses mathematical terms when naming
newly identified malware.
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About Recorded Future

Recorded Future is the world’s largest provider of intelligence for enterprise
security. By combining persistent and pervasive automated data collection and analytics
with human analysis, Recorded Future delivers intelligence that is timely, accurate,
and actionable. In a world of ever-increasing chaos and uncertainty, Recorded Future
empowers organizations with the visibility they need to identify and detect threats
faster; take proactive action to disrupt adversaries; and protect their people, systems,
and assets, so business can be conducted with confidence. Recorded Future is trusted
by more than 1,000 businesses and government organizations around the world.

Learn more at recordedfuture.com and follow us on Twitter at @RecordedFuture.
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