However, many other third parties did not
need patients' consent before obtaining their
medical records, including:

. FDA (for monitoring drugsand
dietary supplements),

law enforcement,

researchers (in someinstances),
public hedlth officials,

federal government, and
medical licensing boards.

Bush Administration

Eliminates Patient Consent

Some industries were strongly opposed to
the consent provision asit appeared in the
December 28, 2000 fina rule. They lob-
bied the incoming Bush administration to
eliminate patient consent.

In March 2002, HHS proposed to modify
therule so that health careinsurers, hospi-
talsand otherscould transfer medical infor-
mation—without patients' consent—to pay
claims, treat patients, and do other tasks.

The Bush administration published itsfinal
modificationsto thefederal medica privacy
ruleonAugust 14, 2002. Thefina rulecan
befoundintheU.S. Code of Federa Regu-
lations, see 45 CFR 160 and 45 CFR 164.

Consequently, for the first time in our
nation’shistory, thefederal governmentis
givingthemedical industry full authority
todecidefor individualswhether personal
health information can bereleased to oth-
erswithoutindividuals consent. Individu-
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alswill not get an accounting of when their
medical records are disclosed for routine
(most) purposes.

What’'s more, some powerful industry
groups support pre-empting state lawsre-
garding medical privacy. Given their
past lobbying success, it's likely that
state laws soon could be pre-empted by
thefederal rule.

What Can You Do to
Protect Your Medical Privacy?

Thenew federal ruleappliestoall citizens,
evenif you pay privately for health care.

If youwant to restoretrue medical privacy
and control who has accessto your personal
health and geneticinformation, you can: (1)
get Congressto eliminate HHS sauthority
to decide for you who can access your
medical records, (2) get Congressto repeal
theAdministrative Simplification provision
of the HIPAA law, and/or (3) work with
your statelegislators and governor to make
surestronger statemedical privacy lawsare
not pre-empted by the new federal rule.

It'syour personal health information and
you should be the one to decide who has
access to it. Big Brother and Big Busi-
ness should not decide for you!
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What Every American

Needs to Know about
Medical Privacy

id you know that under a new so-

called federal “medical privacy” rule
(effective October 15, 2002), your personal
health information—including your past
medical r ecor dsand geneticinformation—
can bedisclosed to large organi zations such
asthefollowing without your consent?

. Data-processing companies

. Insurers

. Researchers (in someinstances)

. Hospitals

. Doctors (even those not treating
you)

. Law enforcement officials

. Public hedth officias

. Federal government

That's right. Under the new federa rule
(whichwill becomefully effectiveonApril
14, 2003 for most organizations), al of the
above will be able to access your personal
health and genetic information without your
permission.

How did this federal rule come about?
Who was behind it and lobbied for it?
What can you do to protect your medical
privacy? Read on....
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Why a New, Weak Federal
Medical Privacy Rule?

Until recently, health privacy wasconsidered
amatter regulated by the states. Every state
has some type of law to protect citizens
medical records. However, abiding by 50
different state privacy laws has proved
difficult for theindustriesthat want to create
anationa heath information system.

Thus, leaders of medical, hospital, insur-
ance, and other industries have been work-
ing for over a decade to nationalize stan-
dardsfor electronic medical records.

Who was Behind the National Elec-
tronic Health Information System?

In 1991, theWorkgroup for Electronic Data
Interchange (WEDI) wasestablished tofos-
ter the development of national electronic
medical codes and el ectronic payment sys-
tems. WEDI succeeded in getting many of
itsgoal sincorporated into the Clinton hedlth
careplan. President Clinton’s 1993 Health
Security Plan included a provision titled
“Administrative Simplification.”

That section of the plan called for estab-
lishing anational healthinformationinfra-
structure. It required that uniqueidentifiers
be assigned to four groups for processing
medical claims electronically, including
every: (1) individud, (2) employer, (3) hedth
insurer, and (4) health care provider. Itaso
called for creating national codes for
medica clamsand for new, federal medical
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privacy rules. The bottom lineisthat you
can't create a national health care system
without standardized information.

HIPAA Law Includes Mandatory
Unique Health Identifiers

The American people clearly rejected the
Clinton planto nationaize hedth care. How-
ever, theAdministrative Simplification pro-
visonwastucked away in the Health I nsur-
ance Portability and Accountability Act of
1996 (HIPAA), which was signed into law
onAugust 21, 1996 (Public Law 104-191).

Under the HIPAA law, the following four
groups are required to have unique iden-
tifiersfor tracking medical recordsand elec-
tronic claims processing, including every:

. individual,

. employer,
. health insurer, and
. health care provider.

Unique Health Identifiers Put on
Hold—but Only Temporarily

Due to public outcry, federal funding for
assigning every individual aunique health
identifier hasbeen put on hold temporarily
over the past few years.

But unless the Administrative Simplifica-
tion provision of the HIPAA law is re-
pealed, all Americansmay soon beassigned
anumber for tracking their medical infor-
mation from cradleto grave.
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Also, awarethat the American people were
concerned about medical privacy, legidators
included aprovisionin HIPAA requiring that
amedical privacy law be passed by August
21, 1999, or the secretary of the U.S. De-
partment of Health and Human Services
(HHS) would haveto draft such arule.

Congress missed itsself-imposed deadline,
and the authority to establish federal regu-
lationsfor medical privacy shiftedto HHS
under the Clinton administration.

Clinton Administration Drafts a

Federal “Medical Privacy” Rule

In November 1999, the Clinton adminis-
tration proposed federal regulations relat-
ing to medical privacy. It proposed pro-
hibiting doctors, hospitals, and othersfrom
obtaining patients’ consent before releas-
ing their medical information.

However, the public spoke out against the
proposed rule. HHS received more than
52,000 commentsduring the public comment
period. Theissue most discussed was patient
control of personal hedlthinformation.

A fina federal medical privacy rule was
released on December 28, 2000, just be-
fore President Clinton’s departure. It re-
quired that individuals give their consent
before medical records could be used for
health care treatment, payment, or “health
care operations’—abroad term encompass-
ing many activities.
(Continued on pg. 5)
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