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Summary

Technical analysis

Initial access

Bitdefender has identified the initial droppers originating from archives that pretend to contain cracked software
installers. We observed archive names like mirc-7-64-keygen-plus-crack-fully-version-free-download, officefix-professional-
6-122-crack-full-version-latest-2021, setup-starter_v2.3.1, etc. This pattern confirms that malicious actors purchase ad
slots in search engine results to boost their links as top results when people search for cracked software [5]. When
users start processes with names in the word cloud of installers (install, setup, etc.), the infection chain starts in the
background, without the user's awareness and with no visible windows.

Execution flow

The execution flow of the malware is linear, spawning a few process layers until the final payloads get to run.
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Fig.1. Execution flow

Downloader

Most of the initial downloaders we analyzed have icon and Version Info similar to legitimate applications. For
example, in the screenshot below (Fig 3.), we can see that dropper.exe (renamed by us) mimics an NVIDIA process.
The dropper also has a revoked digital signature unrelated to NVIDIA, indicating that it was either cryptographically
insecure or abused by malware. Around half of the droppers we analyzed seemed to be Delphi executables, but Delphi
disassemblers do not recognize them as valid files. Around their entry point, they contained native C/C++ code,
structured similarly to the other half of the samples analyzed.



B

General  Advanced

— ", Digital Signature Information

@' A certificate was explicitly revoked by its issuer,

Signer information

Mame:
E-mail:

Signing time:

|LTD SERVICES LIMITED

|suupn:nrt@1_|kserviceslb:|.n:n:|m

|N|:|t available

Fig.2. Revoked digital signature

Property Value

CompanyMame MNVIDIA Corporation
FileDescription MVIDIA Package Launcher
FileVersion 1.0.11

InternalMame Packagelauncher

LegalCopyright
OriginalFilename
PrivateBuild

ProductMame

Copyright @ 2011-2021 NVIDIA Cerporation

Packagelauncher.exe

Jan 22, 2021

MVIDIA Package Launcher

Fig.3. Version Info similar to NVIDIA
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The samples share a common trait: they have one or two additional executable sections, named with a combination
of random English words concatenated to 8 characters (the maximum limit in the PE format). In this section the
entropy is very high, similar to packed data. However, the content is not packed, it contains code, and it is the result of

the mosaic-like obfuscation, which we discuss later in this article.

Mame Yirtual Size Virtual Address

Byte[8] Dword Dword

dext 001914E4 00001000

Jrdata 0oo7D110 00193000

.data DOBEBCEC 00211000

JSIC 0001138C 00DSD000
00011128 0ODAFODOD

Bluecent 0046B000 00D C1000

RedBarri 00150FAT 0122C000

Fig.4. Sections of a downloader
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The dropper downloads update-assets.zip from the C2 server (checkblanco[.]xyz in our run) into the %TEMP% folder.
The .zip file contains the two files required for the second stage, appsetup.exe, and prun.exe. Then, the dropper extracts
these files to C:\Program Files (x86)\PublicGaming\ and launches several instances of Powershell to add exclusions
from Windows Defender for the folder and the specific file names.

4:325.. dropper exe
4:32:5.. dropper exe
4325 dropper exe
4:325.. dropper exe
4:325.. dropper exe
4:325.. dropper exe
4:325.. dropper exe
4:32:5.. dropper exe

6196 & TCP Receive
6196 &% TCP Receive
6196 [FhWiteFile
6196 hWiiteFile
6196 &uTCP TCPCopy
6196 sk TCP Receive
6196 4 TCP TCPCopy
6196 [ShWiriteFile

Fig.5. Download operation

=] %dmpper.exe (4752)
#% Conhost.exe (9172)
= g8 omd exe (3212)
3 powershell exe (4988)
=) &% omd exe (8224)
#3# powershell exe (7500)
= % omd exe (6060)
44 powershell exe (1568)
=) g8 omd exe (6576)
% powershell exe (6988)
=) 4% omd exe (2456)
#3 powershell exe (5392)
=) i omd exe (7292)
£ powershell exe (5388)
=) g omd exe (2684)
£ powershell exe (3664)
=) 4% cmd exe (5168)
&3 powershell exe (4832)
5 5 omd exe (2728)
4 powershell exe (6284)
=) g omd exe (6724)
£ powershell exe (532)
(=) 4% omd exe (5168)
£3 powershell exe (3620)
[ gz omd .exe (5776)
£3 powershell exe (7860)
=) g omd exe (7072)
23 powershell .exe (3148)

NVIDIA Package Launcher
Console Window Host
Windows Command Proc...
Windows PowerShell
Windows Command Proc.
Windows PowerShell
Windows Command Proc...
Windows PowerShell
Windows Command Proc...
Windows PowerShell
Windows Command Proc
Windows PowerShell
Windows Command Proc...
Windows PowerShell
Windows Command Proc...
Windows PowerShell
Windows Command Proc
Windows PowerShell
Windows Command Proc...
Windows PowerShell
Windows Command Proc...
Windows PowerShell
Windows Command Proc
Windows PowerShell
Windows Command Proc...
Windows PowerShell
Windows Command Proc...
Windows PowerShell

DESKTOP-DESOSJE localdomain: 43831 -» unn-165-181-195-92 datapacket.com hittps
DESKTOP-DESOSJE localdomain: 43831 -» unn-165-181-195-92 datapacket.com https
C:\lUsers'lon Testalescu'AppData'Local' Temp update-assets zip
C:lsersilon Testalescu'AppDatatLocal Temp wpdate-assets zip
DESKTOP-D6505JE localdomain: 45831 -= unn-165-181-195-92 datapacket. com:https
DESKTOP-DE505JE localdomain: 45831 -= unn-165-181-195-92 datapacket.com https
DESKTOP-DESOSJE localdomain: 43831 -» unn-165-181-195-92 datapacket.com hittps
C:\Users\lon Testalescu'AppData‘Local\ Temp update-assets zip

"C:heeddropper exe”

WINCWindows'system32\conhost.exe Oxffffff -Force'1

cmd.exe "/C powershell Command Add-MpFPreference -ExclusionPath 'C:\Program Files (x86)\PublicGaming™
powershell -Command Add-MpPreference -ExclusionPath 'C:Program Files (x86)%PublicGaming™
cmd .exe "/C powershell Command Add-MpPreference -ExclusionProcess ‘appsetup exe™
powershell -Command Add-MpPreference -ExclusionProcess ‘appsetup exe™

cmd.exe "/C powershell -Command Add-MpPreference -ExclusionProcess prun exe™
powershell -Command Add-MpPreference -ExclusionProcess prun exe™

cmd.exe "/C powershell Command Add-MpFPreference -ExclusionProcess pl.exe™
powershell Command Add-MpPreference -ExclusionProcess pl.exe™

cmd .exe "/C powershell -Command Add-MpPreference -ExclusionProcess p2.exe™
powershell -Command Add-MpPreference -ExclusionProcess p2.exe™

cmd.exe "/C powershel Command Add-MpPreference -ExclusionProcess pl.exe™
powershell -Command Add-MpPreference -ExclusionProcess p3.exe™

cmd.exe "/C powershell -Command Add-MpPreference -ExclusionProcess pd.exe™
powershell Command Add-MpPreference -ExclusionProcess pd.exe™

cmd .exe "/C powershell -Command Add-MpPreference -ExclusionProcess p5.exe™
powershell -Command Add-MpPreference -ExclusionProcess p5.exe™

cmd.exe "/C powershel Command Add-MpPreference -ExclusionProcess p6.exe™
powershell -Command Add-MpPreference -ExclusionProcess p6.exe™

cmd.exe "/C powershell -Command Add-MpPreference -ExclusionProcess p7.exe™
powershell Command Add-MpPreference -ExclusionProcess p7.exe™

cmd exe "/C powershell -Command Add-MpPreference -ExclusionProcess p8.exe™
pawershell -Command Add-MpPreference -ExclusionProcess p8.exe™

cmd.exe "/C powershell Command Add-MpPreference -ExclusionProcess pS.exe™
powershell -Command Add-MpPreference -ExclusionProcess p9.exe™

cmd.exe "/C powershell -Command Add-MpPreference -ExclusionProcess p10.exe™
powershell -Command Add-MpFPreference -ExclusionProcess p10.exe™

Fig.6. Windows Defender exclusions via Powershell

Second Stage - appsetup.exe

The filename for this process is always appsetup.exe in case of an infection. The objective of this process is to attain
persistence on the system. First, it adds a new registry value to HKCU\Software\Microsoft\Windows\CurrentVersion\
Run\Prun that will point to the other component of the second stage, C:\Program Files (x86)\PublicGaming\prun.exe.

Then, it registers appsetup.exe as a service called pubgame-updater to run periodically, ensuring that even if the
persistence registry key gets cleaned up, it adds it again.

Kyt rhmatori i Ky ntviarchs Tagabbimaton, Lo 0

Fig.7. Setting persistence through Run key for prun.exe

“5 726d25220177... 5400 " 3ReqCreateKey  HKLM\System'CumentControlSet\Services\EventLogApplication\pLbgame-updater SUCCESS Desired Access: S...
()} 72bd25220177... 5400 @4RegSetValue  HKLM\System'CumentControlSet\Services\Event Log\Application'\pubgame-tpdater\Custom Source SUCCESS Type: REG_DWO.
£3720d25220177... 5400 @4ReqSetVaue  HKLM\System\CurrentCortrolSet\Services \EventLog\Application \oubgame-updater\EventMessageFie SUCCESS Tyee: REG_EXPA...
£3720d25220177... 5400 @{ReqSetVaue  HKLM\System\CurrertCortrolSet\Services' EventLog\Application \pubgame-updater\ TypesSupported SUCCESS Type: REG_DWO.

Fig.8. Creating the service with appsetup.exe
Finally, it launches prun.exe, which will complete the delivery part of the second stage.

Second Stage - prun.exe

We can observe the same characteristics for prun.exe as for the downloader. We have an additional section with
EXECUTE permissions, and it seems to be a big blob of packed data. This is a recurring pattern, so we decided to
reverse-engineer the file. Around the entry point, there is a function call that transfers the execution from the main
code section to the additional one.
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CODE:@843587A call loc_597248 I

CODE:@843587F fild quword ptr [edi]

CODE:8@8435851 retn S
CODE:@@4350881 sub_435864 endp

CODE:@84356881 loc_597248: 5 CODE XREF: sub_435@64+161p
CODE:@@435081 ; -----------oooooooooooooooooooo ; Lagooconw:@85984CF!j

Fig.9. Jumping from CODE section to “Lagoonw”

As we mentioned before, in this section we find heavily obfuscated code. Its Shannon entropy is high, similar to
packed or encrypted buffers. IDA disassembler considers it an array of DIWORDs with no meaningful data. However,
when we jump to the address referenced by the code, we start to observe several obfuscation and anti-reverse
techniques.

; Segment type: Pure code

; Segment permissions: Read/Execute

Lagooonw segment para public 'CODE' use32
assume cs:lagooonw
;Org 5@5e8eh
assume es:nothing, ss:nothing, ds:CODE, fs:nothing, gs:nothing
dd @AS89A2@Eh, 3ASDF3EBh, 673A6ABZh, 4936E756h, 5419D@CSh
dd @Az@alEFeh, 1D0916697h, 9B9796CEh, 17FB72@1h, 3@B98F6Dh
dd ecs428ee4h, 19267556h, 9ECCBAFh, 3F4DBABSh, 6374Be4Bh
dd @DDC1l7EF7h, S84EA486h, 2882484Ah, 8A7ALDSEh, 6DFB3626h
dd @C79E7822h, 17@7A6F2h, SS59EA74h, @DECS4532h, @A23E987Fh
dd 194AE141h, SEB78@7Ah, 6312CF24h, 3@9C5B@2h, 3D1GAE41lh
dd 6F26@F88h, 3E@7E442h, 1383F358h, @BDAD123Bh, 989ABFCEBh
dd @E7C41B8%h, 38ABFC7h, BFES594Ceh, @D7ESC1BSh, @FS855DDEAh
dd @DFA7A3DAh, SCECE6S55h, 3C890D8A3h, 2CDF18ACh, 8FC988358h
dd @EBCDD34Dh, 73DBSE7Bh, SBED3A35Eh, 9BFS12EFh, @DESBC2CAh
dd BAB54EC45h, 34681B6Ch, 74FBF7ACh, BDFS886FEh, 747C3996h
dd S5AB48B2Bh, BDF89AC18h, BCCAFFF37h, ©B92921F6h, 8F7842DElh
dd 8DE4B8C1D6h, 4C48A838h, 6621BF46h, 62555AFlh, 3C8C4BBlh
dd BASASEB38h, 54C91E33h, BFCA3IFEEh, 583C28A6h, BDBAE1GEh
dd @F38899D8h, @F85FD21Dh, @AA3494FFh, BESBAB63h, 5467EDCDh
dd 2F8BCAGGh, @BCF1998Ah, 735E73DDh, 7184F8Flh, 7EBF7F53h
dd 255FC542h, @F99F438Ch, ©B4ABBDS87h, 8B729BEEh, @CADAIFAZh

Fig.10. The contents of “Lagoonw”, recognized as an array of DWORDs

The most prevalent technique is the presence of jumps that break the code into small chunks. Some of these jumps
are conditional, but the code above them makes sure the conditions are always satisfied.

_agooonw:@a597252 wWor eax, eax
_Bgooonw:Ba597254 dec al

-8gooonw: 88597256 cmp al, BFFh
-8g00onw: 88597259 jz short loc_59726F

Fig.11. The al register is always 0xFF at the time of comparison, the jump is taken

The second technique that stands out is the use of mathematical operations with large numbers to obtain values
required by the program. This technique makes code hard to follow while reverse-engineering, and it makes the
section seem to contain only data (opcodes being 1-2 bytes followed by large numbers of 4 bytes). Between the code
chunks are random filler bytes too. These bytes help maintain the impression that the section contains data. The
code flow jumps over these parts and only execute the small, meaningful chunks.
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Lagooonw: 88598169 loc_5981B9: ; CODE XREF: Lagooonw:@@598ASE!]
— Lagooonw: 88598169 imul ebx, S4EABASBh
Lagooonw:@@59816F xor ebx, BEBECGE17h
Lagooonw:@85981C5 add edx, BF4632F29h
Lagooonw:885981CE shr al, 5
Lagooonw:8@5981CE dec al
Lagooonw:@8@598108 shr dl, 3
Lagooonw: 88598103 not ebx
Lagooonw: 88598105 add edx, BC692ECE5h
Lagooonw: 88598106 imul ecx, 1E@4aDeeh
Lagooonw:@85981E1 cmp eax, BFDBSEC7Sh
— Lagooonw:@@85981E7 jnz short loc_5981F5

Lagooonw:885981E9 fdivr st, st(1)
Lagooonw:@BSIBIET 5 ——-—---- - - - - - oo s m oo oo

Lagoo @85981EE db 8Fh

Lag @@5981EC db @cbh ; I
Lag @85981ED db 44h ; D
Lag 59B1EE db @BFh ; ;
Lag 981EF db 62h ; b
Lag 981F@ db 28h ; *
Lag 981F1 db @F2h ; &
Lag 981F2 db @A4h H
Lag @85981F3 db 1Ch

Lagoo @885981F4 db 2

Lag000nW: BBS0BLFS § — - - - - s s o oo
Lagooonw: @885981F5

Lagooonw:@85981F5 loc_5981F5: ; CODE XREF: Lagooonw:@@5981E71]
> Lagooonw:885981F5 jmp short loc_5981F9
[ R oAnamue BARGRTER > o o e oo oo o oo o e

Fig.12. Obfuscated code flow jumping over filler bytes

The three techniques mentioned above let the malware mix up the order of the chunks. This way, it creates a mosaic-
like structure where the code of the functions is not contiguous and pieces of different functionalities are intertwined.
In the example below, the four chunks of code that follow each other represent different functions. The red arrow
points to a function dispatcher, where the malware completed the parameters for a GetProcAddress call to obtain
VirtualAlloc, the green one points to some filler operations, the blue one points to a leave section of an SEH handler,
and the yellow one points to a trampoline that jumps to a different address. Even if we untangle the jumps, we can't
obtain individual functions, as in some cases, the malware omits the use of call instructions, jumping directly to the
desired address. The code made up of small intertwined pieces inspired us to call this malware MosaicLoader.

Prun. eXe @B TICA 5 —- - o oo o m o oo
prun.exe:8@5971CA

prun.exe:8a85971CA loc_5971CA: ; CODE XREF: prun.exe:885984B21j
prun.exe:@a5971CA call esi ; obtain VvirtualAlloc
prun.exe:8@5971CC mov edi, eax

prun.exe:885971CE jmp loc_597384

Prun.exes@@597ID3 § —- - - - - oo m o oo
prun.exe:8@5971D3

prun.exe:885971D3 loc_5971D3: 3 CODE XREF: prun.exe:B88597BCCL]
prun.exe:@a5971D3 add eax, BAC21B7E3h

prun.exe:@@597109 imul ecx, 6F94B@86h

prun.exe:8a85971DF dec eax

prun.exe:@85971E@ neg ebx -—
prun.exe:@@5971E2 dec ebx

prun.exe:8a5971E3 add edx, @BAB111D4h

prun.exe:@@5971E9 add ecx, BF74AE9ESh

prun.exe:@@5971EF jmp loc_597BFB

[V @ R T EETAIRS, § ===================================================-————————co——o—————ooooo
prun.exe:@@5971F4

prun.exe:@8@5971F4 loc_5971F4: 5 CODE XREF: prun.exe:@85377D54j
prun.exe:8a85971F4 xor eax, eax
prun.exe:@@5971F6 —

prun.exe:8@5971F6 locret_5971F6: 5 CODE XREF: prun.exe:loc_S987FEd]
prun.exe:885371F6 leave

prun.exe:8@5971F7 retn 4

e S T R e
prun.exe:8a5971FA

prun.exe:@@5971FA loc_S5971FA: 3 CODE XREF: prun.exe:@8597CD6]j
prun.exe:@@5971FA jmp short loc_597285

R e N G T R

B

Fig.13. Intertwined code pieces, like a mosaic, each color points to a piece of code belonging to different functions

After we identified the main obfuscation methods the malware uses, we decided to debug it, as static analysis would
yield no helpful results. By doing that, we noticed that the malware also employs some classic anti-debugging tricks.
For example, it keeps the CPU (and the reverse-engineer) busy without accessing any other resources on the system
repeatedly throughout its execution. It stores a random number on the stack, performs lots of filler operations by
which it does not change the execution flow, and decreases the value until the zero flag sets to 1. Next, the malware
prepares an address in the EBX register depending on the state of the Zero Flag. If the operation did not set the Zero
Flag to 1, then EBX will refer to the start of the loop, and if the value on the stack got to 0, the address will point to the
next piece of code. Finally, it jumps to the address in EBX.
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loc_S979EC: ; CODE XREF: Lagooonw:@@5979EG1]

dec dword ptr [esp+4] ; decrease value on stack

pushf ; store flags register to compare with zero flag later
neg ecx

sub eax, 986D8721h

jmp short loc_ 597461

loc_5974@1: ; CODE XREF: Lagooonw:@@59379F91j
imul edi, 1A853786h

add ecx, BAD3DBE33h

pop eax

and eax, 48h 3 check if the zero flag is set

Fig.14. Decrease the value on the stack and check zero flag

loc_597AB5: 3 CODE XREF: Lagooonw:885
add edx, BAEECTDAZh

add esi, @8C443C015h

xor edi, 96811971h

imul esi, 474BC138h

imul edx, 46F24288h

dec dl

add ebx, [espteax] 3 prepare address in ebx

Fig.15. Prepare address in EBX, among garbage operations

loc_597ADF: ; CODE XREF: Lagooonw:@@8597ADBT]

inc cl

neg esi

add ecx, BF392ED6Sh

add dword ptr [ebp-794h], @FABCCSASh

neg edx

add edx, @CBD57225h

neg edx

jmp ebx ; transfer execution to outside the loop if the value got to @

Fig.16. Jump to the address stored in EBX

Another anti-debugging trick that might discourage some reverse-engineers is spamming lots of exceptions that trap
the execution to the debugger. The malware does the action repeatedly by iterating over the whole image in 0x10000
increments, accessing these memory locations. For pages that are not accessible, reading them will result in an
access violation, which pauses execution in the debugger. If we check the SEH chain, we find the malware added an
exception handling routine, which skips the access violation and continues the execution. There is no other reason for
the malware to iterate through the image several times as it searches for loaded modules differently.

SuUs/MEL: Ihe 1nstruction at UxSY/WSL referenced memory at Ux/FEWMBMY. |he memory could not be read -> JFEMOUOM (exc.code cUUBUBYS, Tid Yub)
597@81: The instruction at @x597@81 referenced memory at @x7FE188@8. The memory could not be read -»> 7FEL@@8@ (exc.code c@@8@e8s, tid 998)
597@81: The instruction at @x597@81 referenced memory at @x7FE28088. The memory could not be read -» 7FE20@0@ (exc.code ce@@@eas, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FE388@8. The memory could not be read -> 7FE3@@0@ (exc.code c@@8@e85, tid 998)
597@81: The instruction at @x597881 referenced memory at @x7FE4@000. The memory could not be read -> 7FE4000@ (exc.code cP@P@EE5, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FE5@0@8. The memory could not be read -» 7FES@@0@ (exc.code ceadeeas, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FE6@8@8. The memory could not be read -> 7FE6@@8@ (exc.code c@@8@eRS5, tid 998)
597@81: The instruction at @x597@81 referenced memory at @x7FE7@0@8. The memory could not be read -» 7FE70@0@ (exc.code ce@@eeas, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FEB@8@8. The memory could not be read -> 7FE30@0@ (exc.code c@@8@eRS5, tid 998)
597@81: The instructicon at @x597881 referenced memory at @x7FE9@@@@. The memery could not be read -> 7FE9@@0@ (exc.code cP@@eees, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FEA@@@@. The memory could not be read -» 7FEAG@BE (exc.code ce@deeas, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FEC@8@8. The memory could not be read -»> 7FEC@@8@ (exc.code c@@8@e85, tid 998)
597@81: The instruction at @x597@81 referenced memory at @x7FED@@@@. The memory could not be read -» 7FED@@BE (exc.code ce@d@eas, tid 996)
597@81: The instruction at 8x597@881 referenced memory at @x7FEE@@EB. The memory could not be read -> 7FEE@@@@ (exc.code cO@OEOAS, tid 995)
597@81: The instruction at @x597@81 referenced memory at @x7FEF@@@8. The memory could not be read -»> 7FEF@@8@ (exc.code c@@8@ees, tid 998)
597@81: The instruction at @x597@81 referenced memory at @x7FFe@a@@@. The memory could not be read -» 7FF@@@@@ (exc.code ce@d@eas, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FF18@@8. The memory could not be read -»> 7FF1@@8@ (exc.code c@@8@e8s, tid 998)
597@81: The instruction at @x597881 referenced memory at @x7FF20000. The memory could not be read -> 7FF2000@ (exc.code cP@e@e85, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FF3@0@8. The memory could not be read -» 7FF30@0@ (exc.code ce@@eeas, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FF488@8. The memory could not be read -> 7FF48@0@ (exc.code c@@8@e8s, tid 998)
597@81: The instruction at @x597@81 referenced memory at @x7FF580@8. The memory could not be read -» 7FF5080@ (exc.code ce@@eeas, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FF6@@@8. The memory could not be read -> 7FF6@@8@ (exc.code c@@8@e85, tid 998)
597@81: The instruction at @x597@81 referenced memory at @x7FF7@@@8. The memory could not be read -»> 7FF70@0@ (exc.code c@@8@e8s, tid 998)
597@81: The instruction at @x597@81 referenced memory at @x8@002088. The memory could not be read -»> 30080808 (exc.code co@@EEas, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FF38@@8. The memory could not be read -> 7FF30@0@ (exc.code c@@8@e85, tid 998)
597@81: The instruction at @x597@81 referenced memory at @x7FF9@0@@. The memory could not be read -» 7FF98@8@ (exc.code ce@@@eas, tid 996)
597@81: The instruction at @x597@81 referenced memory at @x7FFA@@E@. The memory could not be read -> 7FFAGB@R (exc.code co@E@ERS, tid 995)

Fig.17. Lots of exceptions for anti-debugging
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Next, the process iterates the Loaded Module List from the PEB to find kernel32.dIl loaded in memory. Then it uses
the obtained handle to find the GetProcAddress function. With the resulting address, the malware can resolve its
dependencies.

§ ehtaln vichulallor .

o OOTICC Wy el
e OUATICE fan

Tee u a3t
1R BRUETUE & prun swe GMATICE

Fig.18. Resolving VirtualAlloc

The malware allocates a new memory zone, then uses Rt/DecompressBuffer to obtain a piece of executable code and
moves the execution there. The first action in this code is to relocate some well-defined addresses by calculating
the relative position to the current EIP in variables stored on the stack. Then, it calls RtIDecompressBuffer again for
another packed buffer to obtain a new MZPE in memory.

@a19FESC  21CC8e244

G@19FEAR 82024443 debugh43:82824443
@B19FEAL 824521CC debugld?:824521CC
BB19FEAE 9244321A debugd47:82443214
@a19FEAC  21CCe244

eB19FEBE 21008232

@@19FEB4 82440353 debugld7:8244C0353
@@19FEBE @24621CC debugd47:824621CC

Fig.19. Addresses observable on stack, used for relocating decompressed code

The final step in this process is to transfer execution to this decompressed MZPE. The malware uses the Process
Hollowing technique to inject the code into a newly created process. The difference between the classic hollowing
and the malware's approach is that the process is not in a suspended state after creation.

First, the malware calls CreateProcess on its path, seemingly launching itself unsuspended. Then it calls
NtSuspendThread on the only thread of the new process that is still in the phase of decrementing the large number and
did not execute anything significant. It then overwrites the image of the suspended process with the decompressed
MZPE. Finally, it uses SetThreadContext to set the instruction pointer to the entry point and resumes the thread.

Decompressing an MZPE and hollowing a process that seems to be a self-launch is a technique also used by
Warzone RAT [3]. However, Warzone RAT has a specific communication protocol and C2 domains [2] different from
what this malware uses.

Module APl

KERNELBASE. Il REllnitUnicodeStringEx [ 0x00191643, ™

KERMELBASE. Il RelInitUnicadeStringEx ( 0x0013f638

KERMELEASE.dII EtlCreateProcessParametersEx | 000 .'-.-':,‘-“':"—._‘, JULL, MULL ULL,
KERMELBASE. dll NtOpenKey ( Dx0019767¢, KEY_QUERY_VALUE | KEY_WOWE4_BAKEY, 0x00197664
NtCreateUserProcess ( 0x0019fab0, 0x00197a50, MAXIMUM_ALLOWED, MAXIMUM_ALLOY

Fig.20. Process creation

Thread Module APl

1 KERMEL3Z.DLL
KERMELEASE. dII

|“ KERNELBASE. Il NtSuspendThread ( 0x00000264, 0x0019fe90 )

Fig.21. Suspend the only thread of the new process
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KERMELBASE.dII NtAllocateVirtualMemory ( 0019fe70, 0, 0x0019fe74, MEM_COMMIT | MEM_RESERVE, P...
KERMELBASE.dII MtProtectVirtualMemory { 000000268, 0xD015Fe%0, (x00159feS4, PAGE_EXECUTE_READWRITE, (02342

Fig.22. Creating executable memory in the new process that will contain the new image

We dumped the MZPE file to the disk to analyze it. It is a small file with no obfuscated parts, and we can quickly see
that its goal is to communicate with the C2 server and download the malware sprayer for the final stage.

Command and Control

In the binary, we can identify specific strings that characterize this malware family. We found the URL of the C2
server hardcoded as a string. In our analyzed sample, the domain was t1[.]Jcloudshieldingl.]xyz, which resolves

t0 195.181.169.92. If we search for previous DNS resolutions, we see the attackers use the same IP in the
campaign but with various domain names. In our analysis, we noticed samples connecting to the same IP with
domains like c1[.Jcheckblancol.]xyz, s1[.Jchunkserving[.Jcom, m1[.Juptime66[.Jcom, 5a014483-ff8f-467e-a260-
28565368d9be[.]Jcertbooster].Jcom, 0129e158-aa17-4900-99a6-30f4a49bd0a4[.Jnordlt[.Jcom, etc. Researchers at
Fortinet [1] noticed the same IP in their research too.

s

aHttpT1Cloudshi db 'http://tl.cloudshielding.xyz/tasks',@
; DATA XREF: sub_484628+413DTr
Fig.23. URL of C2 in binary
e eannnennn £1.cloudshielding.xyz. . ..e@..........tl.cloudshielding.xyZ ...e@....-.....tl.cloudshielding.XyZ- ... .eevreenn..5.058
centralnic.net.
HOSTMEStEr.7 s gevseees o \Teeas a8l eeensse. . 1. Cloudshielding. s Ze . eeseeeannns. 5.ns8
centralnic.net.
hostmaster.7...g.cc0saeac\lauas,

Fig.24. Resolving C2 DNS

Besides the IP, another specific feature of the malware is that it adds “prun” to the User-Agent field of every GET
request. When the server is up and running, it accepts GET requests only with the specific User-Agent and responds
with a command and its parameters in an application/json stream.

wr

alserAgentPrun db 'User-Agent: prun',® ;

align 4
aContentTypefpp db "Content-Type: application/json’,®@

Fig.25. User-Agent: prun

There communication protocol contains only two commands: “"download” and “command”. The first command, as its
name suggests, saves the delivered payload to the disk. The destination of the file is the root of the %TMP% folder. The
second command executes a specific payload by calling ShellExecuteW on it.

if ( string_comparison({_DWORD *)vl + 13, "download") )

Fig.26. Download command, for saving payloads to the disk

J

build path(&19, "¥TMPE\\", &5rc);

/13 = sub_41A99@((int)&v27, v19, v2@, v21, v22, v23);
sub_485498(v13);

sub_4@11F@(&v27);

build path(&v19, "STMPE\\", &5rc);

Fig.27. Download destination is the %TMP% folder
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Cif ( !string comparison({ DWORD *)vl + 13, “command"} )

1
sub_4@5446(&v28, (int)"unrecognized task type™);
sub 46684F (&v23, & TIZ2 AVruntime_error_std__);
(@x405C41) ;
h
sub_4@l3ge(&5rc, (int)(vl + 28));

32 = 2;
sub_ 4828D06(&v14, &5rc);
sub_41A990( (int)&19, vi4, vi5, vi6, v17, vi8);

wrapper_shellexecute(v19, wv2B, v21, v22, v23, SHIDWORD({v23});

Fig.28. “Command” command for running payloads

The process runs in an infinite loop, periodically sending requests to the C2 server and receiving commands. We
managed to capture some payloads delivered in this phase. All of them are malware sprayers written in .NET. We will
discuss their capabilities in the following section.

Malware sprayer

The danger of this payload is that it can deliver any malware on the system. The sprayer's objective is to download a
list of malware from the infection sources controlled by the attackers and to execute them. We have added comments
on the code as guidance.

Fig.29. Malware sprayer code

The response from integral[.]hacking101[.]Jnet contains a list of URLs that host malware. Some have obscure domain
names, specifically registered for hosting malware, while others are legitimate Discord URLs with files uploaded to a
public channel.

hxxp://45[.115[.1143[.]191/redirects/v2.exe
hxxp://45[.115[.]1143[.]1191/uploads/cpu-only.exe
hxxp://45[.115[.1143[.]1191/files/filel.exe
hxxp://45[.115[.1143[.]1191/files/file2.exe
hxxp://45[.115[.1143[.]1191/files/file3.exe
hxxp://45[.115[.1143[.]1191/files/filed.exe
hxxp://45[.115[.1143[.]1191/files/file5.exe
hxxp://45[.115[.1143[.]1191/files/file6.exe
hxxp://45[.115[.1143[.]1191/files/file7.exe
hxxp://45[.115[.1143[.]1191/files/file8.exe
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hxxps://cdn[.]discordappl[.]com/attachments/838446784648052797/841279408946020352/SX.x.1
hxxp://bandshoo[.]info/app.exe

hxxp://file[.]ekkggr3[.]com/lgosko/pl87j/customer?.exe
hxxp://45[.115[.1143[.]1191/files/file9.exe
hxxps://cdn[.]discordappl[.]com/attachments/826897158568804390/839908231831617556/jooyu.
exe
hxxps://cdn[.]discordappl[.]com/attachments/826897158568804390/835108974495662080/setup.
exe

hxxp://privacytools|[.]lxyz/downloads/toolspab2.exe
hxxps://kiff[.]store/builds/KiffApp2.exe

hxxp://md8[.]8eus[.]pw/download.php

hxxps://jom[.]diregame[.]live/userf/2201/google-game.exe
hxxps://cdn[.]discordappl[.]com/attachments/826897158568804390/842095400453406720/Set~
up2.exe

hxxp://moonlabmediacompany[.]com/campaignl/SunlabsPlayer.exe
hxxp://www[.]turbosino[.]com/askhelp39/askinstall39.exe

hxxps://2no[.]co/26ica6b

Some of these files were not available at the time of our analysis, but we could download most of them. We created a
table with each identified malware and a short description.

Hash File Name Observations
bb716a5d50965860f206a33e36d9dalf =~ appexe ~  Glupteba, a highly evasive backdoor
Facebook cookie stealer, accesses login
~~ cookies from browsers to steal them
~ cpu-onlyexe ~ XMRig, cryptocurrency miner
~ customer2.exe ~ Facebook cookie stealer
Icecream ebook reader installer,

1375e48217af7c4163b9a2217fc24c6e askinstall39.exe

6¢1c7791e34c671a8e825d0be36ch327
6d7603e4fd4d633cae7eaee0f1029a17

707f779b59572542600fc75i1e82de?i a 7ebka.ex7e "~ bundledwithotherPUA
5f77971418fd23f8fb05d77d443654c7 ~  file3exe ~  Gluptebpa
Powershell Dropper, runs a powershell
ae4cdb7ae62dc3767a89f001fdc007e3 filed.exe script that obtains persistence on the
- systemand runs downloaded payloads
aed57d50123897b0012c35ef5dec4184 jooyu.exe CookleSteaIgr, sgarches for any login-
S~ related cookies in browser data
9ealaec6d8637acf9f85cc082a42a3b5 ~ KiffApp2.exe ~ Presenoker adware
AsyncRAT, communicates with
8acd95006ac6d1eabf37683d7ce31052 liguifang.exe gamegamel.]Jinfo, has keylogging
S capabilites
'b749832e5d6ebfc73a61cde48alb890b ~  setupexe ~ Facebook cookie stealer
an installer that bundles together some
0e5031e35b67b14892cb05b35fd734aa Setup2.exe of the files from this table (liguifang,
S file4, customer?) -
90e50b8feebbf1c998de62de795aa4bl ~ SXxexe ~  Glupteba
99484984e25a738b6a09a59b50abe93c v2.exe XMRig, cryptocurrency miner

Impact

Systems infected with this malware become part of the network of machines that attackers can further infect with
any piece of malware they want. During our analysis, we observed that the payloads delivered by the second stage
are malware sprayers that download and run many other malicious files. These pieces of malware vary from small
cookie stealers to cryptocurrency miners and even more advanced threats like Glupteba [4].

Privacy impact



Bitdefender Whitepaper
Debugging MosaiclLoader, One Step at a Time

Due to MosaicLoader's capabilities, user privacy may be severely affected. The malware sprayer can deliver Facebook
cookie stealers on the system that might exfiltrate login data, resulting in complete account takeovers, posts that can
harm the reputation of businesses or persons, or posts that spread malware. Other significantly dangerous malware
delivered through MosaicLoader are the Remote Access Trojans. They can log keypresses on the system, record
audio from the microphone and images from the webcam, capture screenshots, etc. With this private information,
attackers can take over accounts, steal digital identities and attempt to blackmail victims.

Campaign distribution

The campaign has no specific target countries or organizations. It just delivers the payloads to victims who search
for cracked software. However, due to the nature of the infection source, we expect most of the infected systems to be
personal computers.

Tl

Fig.31. Campaign distribution by countries
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Conclusion

The attackers behind MosaicLoader created a piece of malware that can deliver any payload on the system, making it
potentially profitable as a delivery service.

The malware arrives on target systems by posing as cracked installers. It downloads a malware sprayer that obtains
a list of URLs from the C2 server and downloads the payloads from the received links. We described a unique
obfuscation technique that shuffles small code chunks resulting in a mosaic-like structure.

Recommendations

The best way to defend against MosaicLoader is to avoid downloading cracked software from any source. Besides
being against the law, cybercriminals look to target and exploit users searching for illegal software. We recommend
to always check the source domain of every download to make sure that the files are legitimate and to keep your
antimalware and other security solutions up to date.
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MITRE techniques breakdown

Note: for the collection, exfiltration and impact sections of the table, we have introduced all the malicious actions we
have observed with the analyzed pieces of malware downloaded by the sprayer.

Defense Command and

Execution Persistence ) Collection Exfiltration
Evasion Control

Boot or Logon

Autostart . L .
User Evecution: Masquerading: Application Exfiltration
Execution: . ' Invalid Code Audio Capture Layer Protocol: Over C2 Defacement
Malicious File Beglstry BUn Signature Web Protocols Channel
Keys / Startup
. fFoder
Create or
Modify Process
Syst Injection: . R
ystem njection Clinboard Data ésou.rce
Process: Process Hijacking
Windows Hollowing
. Service
Deobfuscate/
. Data from
Decode Files ~—

Local System

Input Capture:
. Keyggng

Man in the
_ Browser

or Information

Screen
_ Ceptyge

Video Capture
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Indicators of compromise

Hashes

Downloaders
d724066d7c19b29b2bdb7468a9027f1b
953ebbeelcc0fe28595ef92277ee1824
d9ecaa2b2ac1902805ca96b7f6803028
62828deec03544193a8b7af50b587c64
51ef12de306029e18ad25802b0acfbb?2
dd2d93e538f05295700a371976b057c9
f3481078c22a26ecd6ab9f653e6be075
09ca3264faa0092b6704bf77e72fa5df
91f545054d5188d0a61e9aa39f38f02d
d7a8d70022085464f05888ef6575d8ec
bda968ba8dc4a7351f1af40549e87713
fe5d1d2a2a9a4b61d237546d5896599¢e
90070741e9c025f841f47f0c3adee3d2
cd6e4a9e65bd9e1e3aae77400161ead0
74f40695d6e8b7554652a2ccab0e24e4
c2595f372f0c55e3add27b1987ab7273
bb31f608469d58ccd816033dc5740942
f08910c2927¢583531dd1da85d3644b4
eb23ded8126b43ea056ff579aa69ea52
307cf83afc07a789f7b8976bb9fbb607
482f23f6deaaad917c¢2102d22a3cf367
731a8703f88bfa1c429¢721b90383357
fb3be97affe515876a7e636c22ffa36f
d4b5cbd0982a44206dbfe98a31eded10
982bfe7514223c1d65be764422d1cf19
a238e40e91da8ff1c1c4a9f3a59c52a2
ac8dc817e5d387eac8894e6956e64f99

3786ebdb146a3355652ch90206f3f442
cd8dcbbf2270ec08b28dc2b823a5a786
a0686d8651b078faa60f75295f75e191
5¢7623b207bf5756a641d05016f57350
fdc3c72f4249d05¢c7847009e4c0962bf
ecla7ad5bc45ff82ac8552b9b4de2d0d

Appsetup
311¢75d397af909bcebd9al6ect5c9c
72bd252201771166ec7522d0534025dd
3ba57f17d5fee19a15f53af88ab0618b
b7b3f0dc58a78e8ddde9f333055300dd
dd7e36¢1¢180d7ff9784c91406da9870
0d37fd785dd8c7a73fe51a5e929595e0
2f54301¢cc4692a737bb89d18b2021ae3
59d21e15f6bcd56a2ecc2ffb59074a44

Prun
3a7cdc4c47cedb3abeaa7ecc868bf0b8
a282da0cf8b4a35alfec2a5751682acf
eb437902ca11790f80408c93b9a9f527
acee4b6c36cbd612ea8clac8654e4ce8
78859832e79c6d7aedad2de7612b375¢
7ff49f11c6ba05bdb5d1d5435a94cf8b
9dbde9e241e5916801d1f40f08559b5¢
b8917c4a68a16044b242d6349a0b9966
ec55¢594ad719296¢3778165d15a6e03
cf10cca7751df8dd1cd8afdasb92efch

All SHA256 hashes that communicate with the C2

d404b52bc985b8c81fb35e4ccd9263c0dcebb2e4b854fff460960a31eb7b704a
c707c20f7aaa36991e80b2cbch6596a7822bc53cac51¢1639¢991532e2adbbb9
d2c76eeb42e2d88f2b95ee800eea3b009a2838f933867a885651d562138a0079
7b3d5985d238ea05b76ff24h955€265f6690468672¢2319d5282f7b849ad9bd1
9701e33035e6ee7dabb13d6b0813e32e3dd5c20707f1e4d704d141eceleb4e26
8ch94a70fb4329f4f8ch854a886ebcf52a465351¢5256bbal6f2d74d829¢3bd3
216d2c1d1b22d66be21b3467b7adcc18d5212d4b3f8f037178d60f84f1e8faea
d6d2e00343a3cad48cc2f4799ce87d27acc3cel54aed286¢07f226de2e9¢c4035
5338dd62d371b4c3be644277ce8173fc5f937b1bfe1f3d18a1bal155d178a2553
7dadbf66d4d7282dca222e3202bdb7cb72f0bed90641b05c4b76b29b10c1b787
4dd231dee730a33d8b59d1440764efd47ffe70fe07a19b0446ee3589b8216eca
7b311cda021f0c2904b4508d4cdcf6ef2eff41493f3263775093f562b909d3d9
45d09af6a166e0b919a5a925762a6a249b5b58¢229fda35¢ca9556dff1d29963d
9b7c114aa6597d9b328cb129bcefaleaff3c5082f9fc0c96e9a26940ad26abac
fa1a9¢95¢20903113055cc679560c18ceb1f6b81dd306a1d3c66095ad1381570
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269191362¢c407df28b23e56b6a68758cb112f9bb7582e064e7f7e5a41367c710
1a1473655a8¢5bd91dd85a303d458cae759a73b50dbc635a0f3da25dfbd17297
4252a4e802a8a8bfd28a322b85617f353f1869e01ae00b6debecdd3029751607
3972964451f6ab578536be3837fb3cf8f00d4d9d9567e1dfbdeecd27a755¢cce7
33d567935836d852b792425e393b3677525e3bc3027302603da32fc4ed4caldbd
bbf804fd72bcd5d09582d6a0fe14ece55ff9bec983b45ecc52642d710ec4f3ff
ac5229ca94f4703977b678807d3b67fd393766c300374552f649e794218a40a5
0833448e4013e76308aee80d26d8875bf55¢392¢776051f52625ad08291d6503
a7bf876bdc63dd748b386d788h9755396257accfb4cf74c27e90b37d0eeb4ch2
04ac7bc5f4217af37877ccal12e85d4202349988ff7321203b40ecb4989feald?
41d1addb382678e81ab59ch80613f2c2ee746b2615233674cc8c323a9aleff4c
78ce66dd13fbe5078390f4911a48503f168469602226d3f856e5cd0249¢c6683
40bd27cbh63a00e9a7fe2bcb6369df475420b848249a0b20¢295859127a119f8f
c0661abf447af1f8086c0e41e885388ecc64f82¢c2e2a9f408e86a66fbf26e0a5
894364e9fa1787e80626b43755c08e45e6¢24205b12b6ecicelc7e63480e7f54
e7c26ec6f7e2¢c89837779d7a35¢c8859f813a349¢190a4907b683c6aeb18493d9
427ce0735001a957d1eab30cf988che746e4c8eee0d7ff20185¢c178f53bab974
d7590dc9c1219ebf78171cbce665dealff283e1cd4feeab89f3521a954aee212
ad0f3ebce4a5489d43047b0c9484583b3c8fe429f947fc7f75be9fd58b810c45
542e7ae63c67c9a580eae09e408303a8e505fe650d70fe3bcb715ef4052baf15
f98d94c43276fe025775b1d78068d64a3b4feab16eab56b6123fdba35f8963ch
40a61e4146fbe8ad64f6a0c4463b8f1ffa7e49d82ffdc8d8891d23241d9e4d43
fa87ec09b2a31d96772d76ef6e738f24e8b586eeb7694c960906aalab5a7a78b
70d219b913f97292e7163ed6e447ea410e348110121ff2d18ba8f2869225d749
3aab52ee7f7183009188dedb4d1a8913a297d78a0735d70756813ce93bfcbbb30
29¢181fb3d35adcc40f704795ed168e19fb3f638f13a50852f14f44cc7c9b2f1
510c07e899af31db970ee58f02a28b420fccedf70df5ec4b1b5765513502b65b
e4dc51b62fe85e455c0b2a8f503aaf7ff523eeb984749077f3d40f5ff67902ce
01ad122315fff76fde6444be3cbObelffalacc7f56c07840c1e38ad90b374732
5b3e57fdf14cfadd7688faecfa29c77974b8c92c97ffd786e82b0d582325315
d5daf6d8ab4029338bc8f0142d6b02dad80187b1c058514119f71af90001285¢
db792ebd8f30d9743cb25b62394bd0d66df88fb74d3696740ffc8135cc55ca40
24da9f770ea323fd7d13c121fabae51ade9da84cc4625d329fd817b951941bb6
27b69082ea35b3734f1c45c007e81c0463baf1d602a63994d3cbc404a2cc4433
8e37d8f2e5030f88ce180eff0b1abc4ab47ccOeded3c4c9bb132088bd9adab6e
16479acf3ab5761de9288dbe7945ae97e183cdb13d194d7e4ce6071c9c2d5¢c2e
53ba451a5f5aa89a9be01118a1c4132¢8¢c75504674f77534337f526050a1b45e
flcbbde1c4c99b62¢39b578f1e8754eea04f61a00ba72154790532e05009a450
b232b1d8d49e00e0f91ffe052ce2814f8952ad90cafab4elae4fe5e61c7ddcOe
6494bacf6dba73268bc68c1078306b5e2665bee110f93e9235a6672e0ef434e1
96831a7388c8ac4fdfde1039b0ab4d140c6a80352f93c60860achabe58c80f9c
98ab18e1823736a0d91a3c8ff4al32edf225af68b93dbfd55ecf37bef35363e0
891a163e7923cbc283f86dd8594c66308f87ed95573c721cab5315f1987be4be
19f46c4840fafb0537fa3d60c12a148680af0f33b9a2325d5d380c0d48b0cef9
26463e762f49026770e853566b3ab1ff61848348eaef24ae32ed1b52807¢c25f4
3efbdd844936¢8c8f14ad40dbf111f9d2778c92b3aa79cca72db51e0bcbc7586
60071e2ef9e587b6b1c6ca27012851a905¢cbd31384d650¢c7464671fe2ec10debe
ad5383b95b803141a3530b49e0f72578f1f5e8f4aadb93f4b57cb5bfa9ee3d78
10fbcf64392b9d5¢06cc5¢92¢955d4ad0c97¢fob0589f87c8f495732f103e4f7
d8ede520a96e7eff75e753691e1dd2c764a3171ffa0144675c3e08f4be027c01
d5e3c87f3735b953714f95abb060b1d8141b919d131e3a6282a6bde7996ebe2f
24d61e02cab554d688d79a8629e960d3cbb4b35d2335154¢c88b21562d2a62365
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3a32f0565b7b30b96dd87¢c3794e0219634e4476a133338e38aed5b6f772deb61
3146a9e34d131achee6272216856c584b68b4dde94d8aa02374e74e34fe51ab2
106c3cf938688e1d4e24480182d79ae969687e46d2b44d519f5b43dd90f9eecd
f63af32398bd2459d37b13f640070ba8d3e01c927a7006cc921ac8a2b3a3b991
8d50c214c28a02f115f41150f829eee4be5a8ab43d9c3f59¢8159d485¢96475a
400aec74af32¢3918295afb7defb6cf72023a61e3a349000eb6d39¢c272¢1984¢c
a74572bdb53ba8fcfe83c40fadc4fe07965005571de3235b9f6e875dede4able
458bf89d1f46dbee82ef427e6819521e8dc9027ad4eccallec5ale228a1c3869e
3dad2eaa5e720c0619619b0aca918c8dfaba30eff0deb3152d9fe22c9d6e11e2
035a942fc9aa783b04568¢cb189ca063006804b471e726b5d6699141bf73f476€
c1fd4f48cdce77cc1cd94470d763807f6e081554a846747c35ea91b3c04f00b7
16ff4fd9d545af211bc1d390e0be376f730f07b18494f1b609fb3b22cf11af4a
ad9f76e05e89f77038fb9ba2f823be8f72e62da924c033546bd1fd1affadc9a7
c4410d5508b4e1ab0b244bebb9ef1a391b4046e2¢392db1c3fd44ce933a4c096
ca3faacb01fe163e79ae73bccdb51e92e61¢86277672a82881567776918eacd4
f91f3da7885a9b9c683a70d78548190a58e9c0f5864b157b6fa7337af6e3834f
b61c39fe191a2fd3ab3be807714a8841dc2686d22836db5¢c3627578b9811cb33
3a60a14fb71181cbc7cabfodfoc4bf66005¢c74f90cdac0513890063bfc695fe2
b198f64d27843cc64b6fed28328a9a782631c9f882¢81e349182d4c582074119
0a9ac88f11beb9429cbe5d08ce6f8e3ec986decaed2b3f7aead74a161c9e8ebf
4f4440e1773905364c871¢3837f84a39f81fc29a8¢c578e0ed2c4aa22db65a217
708542577a656b24962e07bfb4b958a57a7e916475bd99beaed79f91c71504f3
eff92a77b472bdd7221f00150a1cb352762da5¢c929d6f375b9c6898calb1ala9
d404b52bc985b8c81fb35e4ccd9263c0dcebb2e4b854fff460960a31eb7b704a
c707c20f7aaa36991e80b2cbch6596a7822bc53cac51¢1639¢991532e2adbbb9
d2c76eeb42e2d88f2b95ee800eea3b009a2838f933867a885651d562138a0079
7b3d5985d238ea05b76ff24b955e265f6690468672¢2319d5282f7h849ad9bd1
9701e33035e6ee7dabb13d6b0813e32e3dd5¢c20707f1e4d704d141eceleb4e26
8cb94a70fb4329f4f8cb854a886ebcf52a465351¢c5256bbal6f2d74d829¢3bd3
216d2c1d1b22d66be21b3467b7a4cc18d5212d4b3f8f037178d60f84f1e8faea
d6d2e00343a3cad48cc2f4799ce87d27acc3cel54aed286c07f226de2e9c4035
5338dd62d371b4c3be644277ce8173fc5f937b1bfe1f3d18albal55d178a2553
7dadbf66d4d7282dca222e3202bdb7cb72f0bed90641b05¢c4b76b29b10c1b787
4dd231dee730a33d8b59d1440764efd47ffe70fe07a19b0446ee3589b8216eca
7b311cda021f0c2904b4508d4cdcfbef2eff41493f3263775093f562b909d3d9
45d09af6a166e0b919a5a925762a6a249b5b58¢229fda35ca9556dff1d29963d
9b7c114aa6597d9b328ch129bcefaleaff3c5082f9fc0c96e9a26940ad26abac
fa1a9c¢95¢20903113055cc679560c18ceb1f6b81dd306a1d3¢c66095ad1381570
269191362c407df28b23e56b6a68758chb112f9bb7582e064e7f7e5a41367c710
1a1473655a8c5bd91dd85a303d458cae759a73b50dbc635a0f3da25dfbd17297
4252a4e802a8a8bfd28a322b85617f353f1869e01ae00b6debecdd3029751607
3972964451f6ab578536be3837fb3cf8f00d4d9d9567e1dfbdeecd27a755¢cce7
33d567935836d852h792425e393b3677525e3bc3027302603da32fc4e4caldbd
bbf804fd72bcd5d09582d6a0fe14ece55ff9bec983b45ecc52642d710ec4f3ff
ac5229ca94f4703977b678807d3b67fd393766c300374552f649e794218a40a5
0833448e4013e76308aee80d26d8875bf55¢392¢776051f52625ad08291d6503
a7bf876bdc63dd748b386d788b9755396257accfb4cf74c27e90b37d0eeb4cb?2
04ac7bc5f4217af37877ccal12e85d4202349988ff7321203b40ecb4989feal7
41d1addb382678e81ab59ch80613f2c2ee746b2615233674cc8c323a9aleffdc
78ce66dd13fbe5078390f4911a48503ff168469602226d3f856e5cd0249¢c6683
40bd27cb63a00e9a7fe2bch6369df4754200848249a0b20c295859127a119f8f
c0661abf447af1f8086c0e41e885388ecc64f82c2e2a9f408e86a66fbf26e0a5
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894364e9fa1787e80626b43755c08e45e6¢24205b12b6ecTcelc7e63480e7f54
e7c26ec6f7e2c89837779d7a35¢c8859f813a349¢190a4907b683c6aeb18493d9
427ce0735001a957d1eab30cf988chbe746e4c8eee0d7ff20185¢178f53bab974
d7590dc9c1219ebf78171cbce665dealff283e1cd4feeab89f3521a954aee212
ad0f3ebce4a5489d43047b0c9484583b3c8fe429f947fc7f75be9fd58b810c45
542e7ae63c67c9a580eae09e408303a8e505fe650d70fe3bcb715ef4052baf15
f98d94c43276fe025775b1d78068d64a3b4feabl16eab56b6123fdba35f8963ch
40a61e4146fbe8ad64f6a0c4463b8f1ffa7e49d82ffdc8d8891d23241d9e4d43
fa87ec09b2a31d96772d76ef6e738f24e8b586eeb7694c960906aalab5a7a78b
70d219b913f97292e7163ed6e447ea410e348110121ff2d18ba8f2869225d749
3aab2ee7f7183009188dedb4d1a8913a297d78a0735d70756813ce93bfcbbb90
29¢181fb3d35adcc40f704795ed168e19fb3f638f13a50852f14f44cc7c9b2f1
510c07e899af31db970ee58f02a28b420fccedf70df5ec4b1b5765513502b65b
e4dc51b62fe85e455¢c0b2a8f503aaf7ff523eeb984749077f3d40f5{f67902ce
01ad122315fff76fde6444be3cb0belffalacc7f56c07840c1e38ad90b374732
5b3e57fdf14cfa4d7688faecfa29c77974b8c92c97ffd786€82b0d582325315
d5daf6d8ab4029338bc8f0142d6b02dad80187b1c058514119f71af90001285¢
db792ebd8f30d9743cb25b62394bd0d66df88fb74d3696740ffc8135cc55¢ca40
24da9f770ea323fd7d13c121fabae51ade9da84cc4625d329fd817b951941bb6
27b69082ea35b3734f1c45c007e81c0463baf1d602a63994d3cbc404a2cc4433
8e37d8f2e5030f88ce180effObTabc4a547ccOede43c4c9bb132088bd9adab6e
16479acf3ab5761de9288dbe7945ae97e183cdb13d194d7e4ce6071c9c2d5¢c2e
53ba451a5f5aa89a9be01118a1c4132¢8¢c75504674f77534337f526050a1b45e
f1cbbde1c4c99b62c39b578f1e8754eea04f61a00ba72154790532e05009a450
b232b1d8d49e00e0f91ffe052ce2814f8952ad90cafab4elaedfe5e61c7ddcOe
6494bacf6dba73268bc68c1078306b5e2665bee110f93e9235a6672e0ef434e1
96831a7388c8ac4fdfde1039b0ab4d140c6a80352f93c60860acbabe58c80f9c
98ab18e1823736a0d91a3c8ff4al32edf225af68b93dbfd55ecf37bef35363e0
891a163e7923chc283f86dd8594¢c66308f87ed95573¢c721cab5315f1987hedbe
19f46c4840fafb0537fa3d60c12a148680af0f33b9a2325d5d380c0d48b0cef9
26463e762f49026770e853566b3ab1ff61848348eaef24ae32ed1b52807¢c25f4
3efbdd844936¢8c8f14ad40dbf111f9d2778c92b3aa79cca72db51e0bc6c7586
6001e2ef9e587b6b1c6ca27012851a905cbd31384d650c7464671fe2ec10debe
ad5383b95b803141a3530b49e0f72578f1f5e8f4aadb93f4b57cb5bfa9ee3d78
10fbcf64392b9d5c06cc5¢92c955d4ad0c97cf9b0589f87¢c8f495732f103e4f7
d8ede520a96e7eff75e753691e1dd2c764a3171ffa0144675¢c3e08f4be027c01
d5e3c87f3735b953714f95abb060b1d8141b919d131e3a6282a6bde7996ebe2f
24d61e02cab554d688d79a8629e960d3cbb4b35d2335154¢c88b21562d2a62365
3a32f0565b7b30b96dd87¢c3794e0219634e4476a133338e38aed5b6f772debb1
3146a9e34d131achee6272216856c584b68b4dde94d8aa02374e74e34fe51ab2
106¢3cf938688e1d4e24480182d79ae969687e46d2b44d519f5b43dd90f9eecd
f63af32398bd2459d37b13f640070ba8d3e01c927a7006cc921ac8a2b3a3b991
8d50c214¢28a02f115f41150f829eee4be5a8ab43d9c3f59¢8159d485¢96475a
400aec74af32¢c3918295afb7defbb6cf72023a61e3a349000eb6d39¢c272¢1984¢c
a74572bdb53ba8fcfe83c40fadc4fe07965005571de3235b9f6e875dededable
458bf89d1f46dbee82ef427e6819521e8dc9027a4eccallec5ale228a1¢3869e
3dad2eaa5e720c0619619b0aca918c8dfaba30eff0deb3152d9fe22c9d6el1e2
035a942fc9aa783b04568chb189¢ca063006804b471e726b5d6699141bf73f476e
c1fd4f48cdce77cc1cd94470d763807f6e081554a846747c35ea91b3c04f00b7
16ff4fd9d545af211bc1d390e0be376f730f07b18494f1b609fb3b22cf11af4a
ad9f76e05e89f77038fb9ba2f823be8f72e62da924c033546bd1fd1affa4c9a7
c4410d5508b4e1ab0b244be6b9ef1a391b4046e2c¢392db1c3fd44ce933a4c096
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ca3faacb01fe163e79ae73bccdb51e92e61c86277672a82881567776918eacd4
f91f3da7885a9h9c683a70d78548190a58e9c0f5864b157b6fa7337af6e3834f
b61c39fe191a2fd3ab3be807714a8841dc2686d22836db5¢3627578b9811ch33
3a60a14fb71181cbc7cabf9dfoc4bf66005¢74f90cdac0513890063bfc695fe2
b198f64d27843cc64b6fed28328a9a782631¢c9f882¢81e349182d4¢5820741f9
0a9ac88f11beb9429cbe5d08ce6f8e3ec986decaed2b3f7aead74al61c9e8ebf
4f4440e1773905364c871¢3837f84a39f81fc29a8c578e0ed2c4aa22db65a217
708542577a656b24962e07bfb4b958a57a7e916475bd99beaed79f91c71504f3
eff92a77b472bdd7221f00150a1cb352762da5¢c929d6f375b9¢c6898calb1a0ag

URLs

t1[.Jcloudshielding[.]xyz

c1[.Jcheckblancol.]xyz

s1[.Jchunkserving[.Jcom

m1[.Juptime66[.Jcom
5a014483-ff8f-467e-a260-28565368d9be[.]Jcertbooster[.Jcom
0129e158-aa17-4900-99a6-30f4a49bd0a4[.]JnordIt[.Jcom

integral[.]hacking101[.]net

IP Address

195.181.169.92
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| Why Bitdefender

Proudly Serving Our Customers Dedicated To Our +20.000 Worldwide Partners
Bitdefender provides solutions and services for small business and A channel-exclusive vendor, Bitdefender is proud to share success with tens of
medium enterprises, service providers and technology integrators. We take ~ thousands of resellers and distributors worldwide.

pride in the trust that enterprises such as Mentor, Honeywell, Yamaha, CRN 5-Star Partner, 4th Year in a Row. Recognized on CRN's Security 100 List. CRN Cloud
Speedway, Esurance or Safe Systems place in us. Partner, 2nd year in a Row v

Leader in Forrester’s inaugural Wave™ for Cloud Workload Security More MSP-integrated solutions than any other security vendor

NSS Labs “Recommended” Rating in the NSS Labs AEP Group Test 3 Bitdefender Partner Programs - to enable all our partners — resellers, service providers

SC Media Industry Innovator Award for Hypervisor Introspection, 2nd Year in and hybrid partners — to focus on selling Bitdefender solutions that match their own
a Row specializations

Gartner® Representative Vendor of Cloud-Workload Protection Platforms

Trusted Security Authority

Bitdefender is a proud technology alliance partner to major virtualization vendors, directly contributing to the development of secure ecosystems with
VMware, Nutanix, Citrix, Linux Foundation, Microsoft, AWS, and Pivotal.

Through its leading forensics team, Bitdefender is also actively engaged in countering international cybercrime together with major law enforcement agencies
such as FBI and Europol, in initiatives such as NoMoreRansom and TechAccord, as well as the takedown of black markets such as Hansa. Starting in 2019,
Bitdefender is also a proudly appointed CVE Numbering Authority in MITRE Partnership.
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Technology HQ — Bucharest, Romania
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