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1. Introduction

1. Introduction

The rise in hacking incidents have led to ever—more stringent security requirements and the continuous evolvement of
security systems to the next level. Yet, cyber incidents that were reported in the past are still being repeated today, and
organizations with some of the most sophisticated cyber—defense systems are still falling victims to such attacks.

The influential concept of “The Pyramid of Pain” in the sphere of cybersecurity illustrates that the most effective security
systems depend on understanding the ‘tactics, techniques and procedures’ (TTP) of the attackers. The ultimate goal of
cybersecurity is to make attacks more costly and more painful for perpetrators, in other words, elevated to the ‘tough’
level shown at the top of the pyramid.

A cybersecurity system based on ‘indicators of
compromise’ (IoC) still remains very efficient. (loCs would
refer to one—dimensioned indicators such as malicious
IPs or domains,) However, it is also true that attackers
can easily secure then discard attack infrastructures
using such simple indicators,

TTPs are different. The attacker cannot easily obtain
or discard TTPs. An attacker who has locked on a
target needs to invest in learning and practicing TTPs to
neutralize the target's security system. When moving on
to the next attack, the attacker will tend to select targets

The Pyramid of Pain, David J Bianco on which the same TTPs can be applied.

The attacker's TTPs by nature are heavily influenced
by the characteristics of the targeted defense environment, As such, security practitioners must have an accurate
understanding of their own defense environment. They must also approach the process and flow of attack from the
strategic and tactical levels rather than as patterns or methods. In short, the defender’s security environment and the
attacker’s TTPs must be scrutinized together.

A defender who understands the attacker’s TTPs should be able to answer two things: 1) ‘Would the attacker's TTPs be
able to penetrate the defender's environment?’ and 2) If so, what defensive strategy can defeat the TTPs?’

The Korea Internet & Security Agency (KISA) identifies cyberattack TTPs through its incident response process and
disseminates the process and countermeasures using the ATT&CK framework' The various artifacts related to TTPs
included in this report are merely tools to promote understanding.

1 A matrix showing the tactics and techniques used in actual attacks and response measures to them
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2. Summary

Korea faces a large number of security incidents every day. The Korea
Internet and Security Agency supports the analyses conducted by private
enterprises and responds to security incidents so as to determine the causes
of the incidents targeting the private sector and prevent a recurrence,

Analyzing numerous security incidents for a long period of time reveals
attackers’ preferred tactics. Of these, personal data leakage from a large
domestic shopping mall, asset extortion from a cryptocurrency exchange,
source code extortion from and supply chain attacks on a groupware
development company, and cyber extortion from a press company are
examples of commonly used key techniques in major domestic security
incidents. One of the attack techniques is lateral movement using SMB/Admin Shares,

Windows SMB/Admin Shares are used by numerous enterprises for convenience in inter—server data sharing or policy
distribution in an Active Directory environment. However, a huge security issue may arise if this function is used in the wrong way.

This report explains how attackers employ SMB/Admin Shares, a sort of lateral movement technique, when it is used
improperly, and what kinds of traces are left behind. A company well aware of the vulnerability being exploited by attackers
may apply a suitable defense technique for reinforcing its security environment. It is crucial for defenders to understand
attackers’ lateral movement technigues.

In addition, defense evasion, which was used by one of the hacker groups, will be described in detail in this report. Most
security incident responses begin after recognition at the impact stage where files are encrypted by ransomware or the
hacker threatens a victim of information leakage. Attackers will be able to hide in an enterprise for a very long time and
constantly extort internal information if they just maintain the infection state to blind the defender about the data breach.

It was confirmed that the attack group discussed in this report has been engaged in hacking even as of today. They have
infiltrated and infected numerous domestic enterprises with malware in order to extort corporate information, This report
will explain how the attackers managed to keep the infection undetected and why it was difficult for corporate victims to
recognize such an infection.
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Information on FENS* incidents

Cryptocurrency mining mode infection in 2017

Cryptocurrency mining mode infection in 2018

Text messaging program hacking in 2019

IRC bot infection in Korea (116 corporate victims) in 2021

IRC bot infection in Korea (18 corporate victims) in 2022

*FENS: KISA's Feature Engineering Normalization System
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Overview of TTP

Korea Internet & Security Agency
06



TTPs#7 :

R

8

2

E B R R E

5

Resource Development

Attackers establish infrastructure for their attacks. They rent a domestic server and use it as a malware command
control server, using overseas FTP service to distribute malware. They use open hacking tools or self—developed
malware to infiltrate companies.

Execution

Attackers execute malware through service registration after infiltrating the target company.

Persistence

Attackers maintain persistence by making malicious DLL called through malware registration in the autorun registry
or normal file tampering. In addition, they replace the Windows Sticky Keys program with malware and use it as a
backdoor.

Defense Evasion

Attackers obfuscate and save data settings required for malware operation. Malware uses code signing to avoid
detection by vaccine, The certificate used for this would be falsified or stolen from some other company. In
addition, it is difficult to detect since malware is injected into programs trusted by users,

Credential Access

Attackers collect account information by using key logging programs and password dumping tools,

Discovery

Attackers search system information by using CMD command.

Lateral Movement

Attackers spread malware to internal servers by using the SMB/Admin Share function,

Collection

Attackers save screenshot images, clipboard data, and keyboard inputs through key logging programs.

Command and Control

Attackers deliver command to the damaged server by using self—-developed remote access malware, Commercial
VNC software is used as an auxiliary remote control program.

Impact

Attackers make malicious connection look like normal connection by tampering the hosts file.

Korea Internet & Security Agency

07



TTPs#7 :

Resource Development
Acquire Infrastructure

Develop Capabilities

Obatain Capabilities

Execution

® System Services

® Command and Scripting Interpreter

Persistence

® Boot or Logon Autostart Execution
® Event Triggered Exection

® Create or Modify System Process
® Compromise Client Software Binary

® Valid Account

Defense Evasion
|

® Deobfuscate/Decode file or Information
® Masquerading
® Subvert Trust Controls

@ Hijack Execution Flow

Credential Access
|

® Input Capture
® OS Credential Dumping

® Brute Force

3. ATT&CK Matrix

Discovery

® Process Discovery
® Account Discovery

® System Information Discovery

Lateral Movement

® Remote Services

Collection
]
® Input Capture

® Clipboard Data

® Screen Capture

Command and Control
]
® Remote Access Software

® Non-Standard Port

® Ingress Tool Transfer

Impact
|
® Data Manipulation
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3. ATT&CK Matrix

@K Resouce Development
1, T1583.001 Acquire Infrastructure : Domain

+ Accounts are created and used in overseas FTP websites for malware distribution.

FTP commands performed at the infected system

2. T1583.004 Acquire Infrastructure : Server

« Attackers rent and use a domestic server as a command control server,

C2
210,127 % ¥
222,235 ** ¥

irc.item™**.org
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3. ATT&CK Matrix

3. T1587.001 Develop Capabilities : Malware

-

* Self—developed malware is used to dominate the system.,

+ AIO hacking tools perform a variety of functions such as autorun, user creation/deletion, process stop, and
system information collection,
+ A trojan injector injects remote access malware into a normal program.

+ A specific nickname is injected into developed malware,

AlO hacking tools

C:#UsersWTHORWDesktop>aio. exe
Mini Uersion Without Scan Feature U1.0 Build 08/20/2012

aio.exe -AutoRun -> List Auto Run Items
aio.exe -Clone -> Clone Accounts

aio.exe -CheckClone -> Check Clone

aio.exe ->CleanLog -> Clean Logs

aio.exe ->ConfigService -> Configure Service
aio.exe ->CheckProcess -> Check Hidden Process
aio.exe ->CheckUser -> Check Users

aio.exe ->DelUser -> Delete User

aio.exe ->DelAdmin -> Delete User

aio.exe ->DWFP -> Disable WFP For A File
aio.exe ->EnumService -> List Services

aio.exe ->FHS -> Find Hidden Service
aio.exe ->FGet -> FTP Download

aio.exe ->FTPUpload -> FTP Upload

aio.exe ->FindPassword -> Find Logon User Password
aio.exe -InstallService -> Install Service

aio.exe -InstallDriver -> Install Driver

aio.exe ->KillHProcess -> Kill Hidden Process
aio.exe ->Log0ff -> LogOff System

aio.exe ->MGet -> Web Download

aio.exe ->Mport -> Port Mapper

aio.exe ->Never -> Reset Account Number Of Logon
aio.exe ->Power0ff -> Shut Douwn The Power
aio.exe ->Pslist -> List Process Info
aio.exe ->Pskill -> Kill Process

aio.exe ->Reboot -> Reboot The System
aio.exe =>RemoveService => Remove Service

aio.exe ->RHService -> Remove Hide Service
aio.exe ->StartService -> Start Service

aio.exe ->StopService -> Stop Service

aio.exe ->SysInfo -> List System Info

aio.exe ->ShutDown -> ShutDown The System
aio.exe ->S$Pskill -> Special Method To Kill Process
aio.exe ->Terminal -> Install Terminal Service
aio.exe ->Unhide -> Unhide Password

aio.exe =>WinInfo -> List Accounts Info

Trojan injector

Korea Internet & Security Agency
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3. ATT&CK Matrix

WinEggDrop

MelodyO

Syrinx

Identifiable nickname

C:WUsersWTHORWDesktop>iatinfect.exe /Checkall
PE File Infector X64 U1.0 Built ©09/18/2014 By WinEggDrop

C:WProgram Files (x86)#Common FilestAdobeWARMY1 .Olarmsuc.e

Relevant files and service

iatinfect.exe
(Malcode Injector)
iatinfect.exe
(Malcode Injector)

wmipsrse.exe
(ShadowForce Backdoor)
dllhost.DLL
(ShadowForce Backdoor)

DLL file created by trojan
injector
(Wgdrop Backdoor)

wmipsrv.exe
(Wgdrop Backdoor)
sglmain.exe
(Wgdrop Backdoor)

DLL file created by trojan
injector
(Wgdrop Backdoor)

EXE file infected with
malware by trojan injector
(DIl Loader)

Malicious service
manufacturer list

Included in Company
Name in aio.exe (all in one
hacking tool)

Korea Internet & Security Agency
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3. ATT&CK Matrix

4, T1587.001 Obtain Capabilities : Tool

+ Open—source tools are used to dominate the system.
Tool Function
OS Credential Dumping
Mimikatz
Brute force attack tool
DUBrute
Brute force attack tool against Windows Remote Deskiop
RDP Cracker
Brute force attack tool against email accounts
MailCracker

Korea Internet & Security Agency
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3. ATT&CK Matrix

Tool Function

Brute force attack tool against email accounts

SMTP Bruter

SSH remote access tool

Bitvise Tunnelier

Key logging tool

Best Free Keylogger

Brute force attack tool

Cain & Abel
Remote control tool
UltraVNC
Password dumping tool
FGDUMP

Korea Internet & Security Agency
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@7 Execution

1, T1569.002 System Services : Service Execution

3. ATT&CK Matrix

-

« Malware is injected into a preexisting normal service program and then executed.

The process of malware being injected into normal service

2. T1059.003 Command and Scripting Interpreter : Windows Command Shell

-

+ Performing commands through the Windows Command Shell

Process Command
tasklist
ipconfig
systeminfo /more
wmic os get installdate
cmd
wmic cpu get NumberOfCores
wmic memorychip
gpresutt /r
net user
Taskkill /Pid [num] /F
explorer C:WwindowsWsystem32Wdriversietcihosts

FTP —v [domain]

Significance
Process list check
IP check
system information check
OS installation date check
CPU core quantity check
memory status check
group policy check
account check
Process end
hosts file tampering

FTP connection

Korea Internet & Security Agency
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3. ATT&CK Matrix

@X=X Persistence

1. T1547.001 Boot or Logon Autostart Execution : Registry Run Keys / Startup Folder

» Malware is registered in the autorun registry path.

Registry path key
SoftwareWMicrosoftwWindowsWCurrentVersionRun C:WWINDOWSWSysWOWB4WX exe

2. T1546.008 Event Triggered Execution : Accessibility Features

-

« Windows Sticky Keys program (C: WwindowsWsystem32¥tsethc.exe) is replaced with malware,
+ Malware is executed when the Shift key is entered five times.
+ Once installed, malware is operated without OS account certification when remotely accessed.

3. T1543.003 Create or Modify System Process : Windows Service

-

« Persistence is maintained through malware injection into normal service or creation of malware service.,

- Service is registered in autorun status.

Korea Internet & Security Agency
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3. ATT&CK Matrix

4, T1554 Compromise Client Software Binary

« A function is added, which calls malicious DLL through normal file tampering.
+ Tampered files include the string “Syrinx’s Victim”,

5. T1078.001 Valid Accounts — Default Accounts

+ A password is set after an unused default Windows OS account is activated.
+ Administrator and Guest accounts are used for malicious behaviors.

Guest account information of SAM registry

Korea Internet & Security Agency
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3. ATT&CK Matrix

@Y Defense Evasion

1. T1140 Deobfuscate/Decode Files or Information

+ Remote access malware encrypts and saves setting information (username, sever, channel, etc.) with XOR 7
for communication.
« Strings in malware are encrypted and saved with XOR 7.

2. T1036.001 Masquerading : Invalid Code Signature

« Attackers avoid vaccine detection by masquerading code signature,

Masqueraded certificate information

Korea Internet & Security Agency
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3. ATT&CK Matrix

3. T1553.002 Subvert Trust Controls : Code Signing

« Valid code signature is stolen from companies and used for malware production,

Stolen certificate information

Stolen certificate information

Korea Internet & Security Agency
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3. ATT&CK Matrix

4, T1036.004 Masquerading : Masquerade Task or Service

-

« It camouflages and is registered as normal service and then executes malware,

» Malware is injected into normal service to perform malicious functions,

Service injected with malware

Name Description Manufacturer
GxCVD CommVault Communications Service Commvault Systems Inc
GxEvMgarC CommVault Client Event Manager Commvault Systems Inc
MegaMonitorSrv MRMonitor -
MSMFramework MSMFramework -
MSSEARCH Microsoft Search Microsoft Corporation
MSSQLSERVER MSSQLSERVER Microsoft Corporation
ViRobot Common Scan Service ViRobot Common Scan Service HAUR! Inc.

Malicious service camouflaging with a normal service name

Name Description Manufacturer Notes

MSSQL (DATABASE) MSSQL (DATABASE)  Syrinx Software Solutions  Camouflaging as MSSQL DB

Korea Internet & Security Agency
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3. ATT&CK Matrix

5. T1574 Hijack Execution Flow : DLL Side—Loading

« Malware is injected into a normal execution file.

+ Code is manipulated so a malicious dll file can be loaded through some functions such as SendMsg and
NTPacket,
« It is difficult to detect since it looks like a trusted normal service being executed.

+ Refer to “4. T1036.004 Masquerading: Masquerade Task or Service” for the list of files tampered by
attackers,

Korea Internet & Security Agency
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3. ATT&CK Matrix

@5  Credential Access
1. T1056.001 Input Capture : Keylogging

+ Account information is collected through key logging programs.
+ Collected account information is used for lateral movement,

Account collection through PUTTY key logging

Account collection through Mstsc key logging

Account collection through Telnet key logging

Account collection through Cmd key logging

Korea Internet & Security Agency
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3. ATT&CK Matrix

2. T1003.001 OS Credential Dumping — LSASS memory

-

* They steel password from old version OS based systems by using Mimikatz and FGdump tools.

Mimikatz usage log confirmed in UserAssist registry

UEME_RUNPATH: C:WDocuments and Settingswwnadminb¥kiwi 1 W Win32¥Wmimikatz.exe

FGdump usage log confirmed in UserAssist registry

UEME_RUNPATH: C:#WWINDOWSYYsystem32¥tigdump.exe

3. T1110 Brute Force

-

« Brute force attack tool to secure Windows accounts with Cain & Abel hacking tool
« Brute force attack tool for remote access using DUBrute, RDP Cracker, and programs
- Mail account Brute force attack tool using Mail Cracker, SMTP Brutter program

Cain & Abel tool usage log checked in the UserAssist registry

UEME_RUNPATH: C:%Program Files (x86)WCainwCain.exe

Korea Internet & Security Agency
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@ Discovery

1. T1057 Process Discovery

3. ATT&CK Matrix

« Process search through Tasklist command
* Process Monitor is included in the key logger function.

2. T1087.001 Account Discovery : Local Account

« Account search by using net user command among cmd commands

Process Command

cmd net user

Significance

Account check

3. T1082 System Information Discovery

« System information collection by using cnd command

Process Command
systeminfo /more
wmic 0s get installdate
cmd wmic cpu get NumberOfCores
wmic memorychip

gpresult /r

Significance
System information discovery
OS installation date check
CPU core quantity check
Memory status check

Group policy check

Korea Internet & Security Agency

23



TTPs#7 :
3. ATT&CK Matrix

@4 Lateral Movement
1. T1021.002 Remote Services : SMB/Windows Admin Shares

-

« Lateral movement of malware through connection to a Windows shared folder

+ Account information of the system to connect is required at initial access. See “5. Credential Access” to see
how account information is obtained.

« The session is maintained, and account verification is not conducted again until administrators disconnect after
use or shut down the system, which may be used by attackers.

2. Remote activation of SMB/Admin Share

-

+ Although SMB/Admin Share is activated, there is a way to neutralize i.
« After RemoteRegistry service activated, sharing is activated through reg del command.

Korea Internet & Security Agency
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3. ATT&CK Matrix

3. Connection with SMB/Admin Share CMD

-

« Command from malware having the cmd function without access to the remote desktop

« After sharing settings are completed, malware is transferred to the connected system through MOVE and
COPY command,

4. Malware execution through SMB/Admin Share connection

-

+ Execution as a process call function, using WMIC command
« Service creation and execution using SC command

« Registration in scheduler and execution, using AT and SCHTASKS command

Execution with WMIC command

C:WindowsHSystend2>wmic /node:192.168.28.130 /user:administrator process call create "cnd.exe /c c:WwindowsHsysWOWGAHwmipsrv exe”
P:L‘_Z g’g};tx***xa*xﬂcx*ﬁxa

(Win32_Process)->Create() 213 =

HAES HAASLILE.

Out DHJH B4

instance of __PARAMETERS

Processld = 8772:
ReturnValue = 0:

Execution with SC command

C:WWindowsHSystem32>se W92 168 78130 create MSSQL (DATABASF) hinpath="cmd cxe /c c:HwindowsHsysHOWGAHwmipsrv. exe”
|SC] CreateService 4l &2

C:H¥indowsHSys lem32>sc #H192.168.28.130 slarl MSSQL (DATABASE)

Execution with SCHTASKS command

Korea Internet & Security Agency
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3. ATT&CK Matrix

4. Log generated when malware is executed through SMB/Admin Share connection

-

+ SMB/Admin Share log exists in the connection target.

+ SMB/Admin Share connection is recorded as Security Log Event ID 4624, Logon Type 3. The original
network address in network information enables you to identify where connection is made from.

+ When malware is executed by service after SMB/Admin Share connection, it is recorded as System Log
Event ID 7045, 7009, and 7000.

+ When malware is executed by scheduler after SMB/Admin Share connection, it is recorded as Event ID 106
in Microsoft-Windows—TaskScheduler Operational Log (basically inactive).

« If service installation/scheduler creation log is generated after SMB/Admin Share connection log, it is
necessary to find out whether there is any malware service.

SMB/Admin Share access log

Korea Internet & Security Agency
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3. ATT&CK Matrix

Service execution log

Scheduler execution log

Korea Internet & Security Agency
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3. ATT&CK Matrix

@I Collection

1. T1056.001 Input Capture : Keylogging

* Logging keyboard input values

2. T1115 Clipboard Data

+ Logging data saved in the clipboard

3. T1113 Screen Capture

« Save after capturing the screen

Korea Internet & Security Agency
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3. ATT&CK Matrix

@ =] Command and Control
1. T1219 Remote Access Software

« Ultra VNC is used as an auxiliary program for remote control.

2. T1571 Non—Standard Port

+ Malware is connected to the ports 81 and 82 of the attacker’s server,

3. T1105 Ingress Tool Transfer

* FTP is used for additional download of malware.

Korea Internet & Security Agency
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3. ATT&CK Matrix

@Y Impact

1. T1565.001 Data Manipulation : Stored Data Manipulation

* In case of connecting to a malicious server by modifying the windows hosts file, it camouflages to look like
connection to a normal server.,

Host file tampering

Korea Internet & Security Agency
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4. Conclusion

4._ Conclusion

In this report, Korea Internet & Security Agency looked into attack groups’ TTPs for lateral movement through SMB/Admin Share,

This attack technique is not resolved with deactivated C$ and Admin$ sharing of SMB/Admin Share since it can be
activated through remote registry control, using RemoteRegistry service. However there is a limitation in SMB/Admin Share.
In authority of the account to be used for connection, the User Account Control® function in accounts belonging to the
Administrators group should be deselected. Or the function is available when the Administrator account is activated.

* User Account Control: Asks the user for consent to acts requiring an administrator privilege.

Therefore necessary privileges should be divided for each account in order to prevent lateral movement through this
technigue. It is not recommended to directly use the Administrator account. When the administrator privilege is required, the
privilege for the Administrators group should be given and the User Account Control function should be activated before
use. This technigue cannot be used when an account with low—level privilege is stolen, which means that the use of such
an account may prevent lateral movement,

In addition, attackers have dominated corporate infrastructure through initial access and lateral movement and have utilized
corporate victims as infected infrastructure for several years. However defenders were able to recognize infection after
being notified by Korea Internet & Security Agency, even though their infrastructure had been used by attackers for several
years, The more important thing than the security incident itself was that defenders had no trigger to identify their infection.

According to Mandiant's M—Trends 2022 report, over 20% of non—ransomware attacks in the Asia—Pacific region had
dwell times™ of more than 700 days. This investigation result shows that most domestic companies as well as the corporate
victims mentioned in the report are facing the same issue.

* Dwell time: The length of time in which the attacker dwells in the company’s infrastructure until the defender’s detection of an intrusion.

We get a medical checkup regularly to treat disease in the early stages and prevent its spread. In a cyber environment,
companies just conduct special inspection to check the safety of their corporate environments when trendy threats are
emerging. They do not diagnose whether their infrastructure is dominated by attackers or whether their assets are leaking out.

One of the efforts made to improve such a situation is Compromise Assessment (CA). CA is an assessment performed
to identify past or ongoing attacker activity in an organization. Through CA, the company can identify any other ongoing
internal security incidents or hidden threats. If a defender conducted a CA after recognizing a suspicious circumstance
regarding a security incident, infrastructure which was exposed for several years would be improved much faster.
Companies should put forth the efforts to check the safety of their infrastructure on a regular basis, just as if they make
efforts to improve and respond to log4j vulnerabilities which have been prevalent since the end of last year.

The report “TTPs#7: Analysis on Lateral Movement Strategy Using SMB/Admin Share” ends, asking a question: “Are you
sure your company’s infrastructure is not infected?”

Korea Internet & Security Agency
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