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ABSTRACT

This thesis explores Benders decomposition for solving interdiction
problems on electric power grids, with applications to analyzing the vulnerability
of such grids to terrorist attacks. We refine and extend some existing
optimization models and algorithms and demonstrate the value of our techniques
using standard reliability test networks from |IEEE.

Our implementation of Benders decomposition optimally solves any
problem instance, in theory. However, run times increase as Benders’ cuts are
added to the master problem, and this has prompted additional research to
increase the decomposition’s efficiency. We demonstrate empirical speed ups
by dropping slack cuts, solving a relaxed master problem in some iterations, and
using integer but not necessarily optimal master-problem solutions. These mixed
strategies drastically reduce computation times. For example, in one test case,
we reduce the optimality gap, and the time that it takes to achieve this gap, from

16% in 75 hours to 5% in 16 minutes.
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DISCLAIMER

The reader is cautioned that computer programs developed in this
research may not have been exercised for all cases of interest. While every
effort has been made to ensure that the programs are free of computational and
logic errors, they cannot be considered fully validated. Any application of these

programs without the additional verification is at the risk of the planner.
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EXECUTIVE SUMMARY

This thesis extends existing optimization models and methods for

analyzing the vulnerability of electric power grids to terrorist attacks.

Electric power systems are critical to the United States’ economy and
security. After the events of September 11, 2001, and the United States’ ensuing
war against terrorism, the fear of retaliation against critical infrastructures has
become a major concern for security analysts. The vulnerability of the electric
power systems to physical disruptions heads the list of concerns, because the
U.S. transmission grid has not expanded as quickly as demand has over the last
decade, and thus the system has become “brittle.” This brittleness (vulnerability)
became more evident on 14 August 2003 when a relatively modest number of
system malfunctions caused a blackout of the northeastern region of the country,
and raises this question: How much worse might the blackout have been had it

resulted from a well-planned terrorist attack?

This thesis first considers certain modeling issues of the problem of
optimal interdiction, and then focuses on techniques for solving the proposed
models. This should help us identify the most critical components of the U.S.
power grid, and ultimately help determine effective protective measures to

improve the system’s robustness.

We refine and extend the existing optimization models and algorithms of
Salmeron et al. that identify critical system components (e.g., transmission lines)
by creating maximally disruptive attack plans for terrorists, who are assumed to
have limited offensive resources. Most importantly, this thesis exploits bi-level
structures embedded in the interdiction models to enable faster solutions through

the use of Benders decomposition.

We first validate the DC power-flow model that underlies in the interdiction
models. By manipulating a few equations, the inherent nonlinearities in these
models are substituted by linear forms, converting those models into (linear)

XVii



mixed-integer problems (MIPs). We explore Benders decomposition for solving
the MIPs, and successfully apply it to two standard reliability test networks from
IEEE.

Although we solve the IEEE test cases to optimality, we notice that the
efficiency of the Benders’ master problem deteriorates as (a) the number of
components in the test cases increases, and (b) the number of Benders’ cuts in
the master problem grows. We investigate several techniques in order to
improve the algorithm’s speed. First, we demonstrate faster convergence by
solving the mixed-integer master problem exactly every k™ iteration only, and
solving its easier, linear-programming relaxation otherwise. Importantly, the
algorithm thus modified always maintains a valid upper (optimistic) bound, just as
the original does. Since relaxed (non-integer) master-problem solutions cannot
be used by the subproblems to compute lower (pessimistic) bounds, we exploit
sub-optimal integer solutions to the master problem every m" iteration to improve
the lower bound. In one of our two test networks, this combined techniques
reduce computational time by one third. We also show that limiting the number
of cuts in the master problem can speed convergence, and study several
strategies for keeping or deleting cuts. Results are mixed, but improvements can
be dramatic. For example, in the second of our test networks, by limiting the
number of cuts to 500 and solving a relaxed master problem nine of every ten
iterations, we achieve an optimality gap under 5% in 16 minutes; this compares

to a 16% gap in 75 hours using the original decomposition algorithm

XViii



GLOSSARY

The following briefly defines the general concepts related to electric power
networks and interdiction. Some of these definitions are from (or strongly based
on) the glossaries provided by Energy Information Administration (EIA 2003),
Elec-Saver (2003) and SIEMENS(2004).

AC Power: Power associated with alternating current circuits.

Admittance: Property that allows the flow of electrical current through
reactive circuit elements under the action of a potential difference. Admittance is
the reciprocal of impedance. Admittance equations establish the relationship

between current, impedance and voltage.
Alternating Current: Current that periodically reverses direction.

Bus (or Busbar): A heavy, rigid electrical conductor that makes a common

connection between several electrical circuits.

Capacitance: The property of a circuit that allows it to store an electrical

charge.

Case: A set of data to be analyzed, along with the results of the analysis.
Data consists of power grid components (lines, buses, generators, substations,
etc), physical data (i.e., such as line impedances, generating capacities, etc.),
non-physical data (e.g., interdiction resource, optimization parameters, etc.).
Results include the interdicted components, associated generation and power

flows, and load shedding for every period, among others.

Costumer Sector: A type of load with specific requirements (e.g., amount

of power demand and cost for failing to provide it).

Current: The flow of electrons in a circuit. Current is measured in

amperes.

DC Power: Power associated with direct current circuits.

XiX



Direct Current: Current that flows in one direction

Disruption: The cost of power shed (in dollars per hour) or the cost of

energy shed (in dollars), as a consequence of interdiction.
Energy: The result of integrating power over time.

Energy Shed: Amount of energy that cannot be supplied to the load (one

or several customer sectors) over the course of a given period.

Generation (of electricity): The production of electric energy through the
transformation of other forms of energy. The amount of electric energy

produced.

Generating Unit (or Generator): Any combination of physically connected
generator(s), reactor(s), boiler(s), combustion turbine(s), or other prime mover(s)

operated together to produce electric power.

Impedance: The total opposition to alternating current. Impedance is the

vector sum of resistance and reactance. The unit for impedance is the ohm.

Inductance: The property of an electrical circuit that causes it to oppose

changes in current.

Interdiction Plan: Specific subset of the electric system equipment that
might be interdicted by terrorists. Optimal or near-optimal interdiction plans are

identified in for given interdiction-resource scenarios.

Interdiction Resource: A numerical value associated with a mathematical
expression that represents the capacity of terrorists to carry out attacks. For
example if such an expression has the form: “(3 x total number of attacks to
buses) + (1 x total number of attacks to lines) < 5,” then “5” is the interdiction

resource.
Line: See “Transmission Line.”

Load: Demand for electric power, measured in watts, at a specific point in

time.
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One-line Diagram: Schematic drawing of an electrical power system that
uses graphical symbols to represent electrical equipment such as buses,
generators, loads, transmission lines and transformers. It may incorporate
numerical values for the system, such as line power flows, generating unit

outputs, bus voltages, etc.

Phase angle: The angle by which the sine curve of the voltage in a circuit
element (or a combination of elements) leads or lags the sine curve of the current

in that circuit element(s).

Period (of restoration): Each of the stages that an electric power network
undergoes following an attack, as interdicted components are repaired or

replaced over time.

Power (transmission): The transfer rate for energy. Unit of measurement is

watts. Power is sometimes used loosely to refer to electricity.

Power Shed: Amount of power that cannot be supplied to a load or loads

(one or several customer sectors) at a specific point in time.

Reactance: Opposition to the flow of alternating current. Measured in

ohms.
Reactive Power: Power associated with inductance or capacitance.

Resistance: The propensity of a circuit to oppose current flow. It is

measured in ohms.

Scenario: A particular value of the interdiction resource. In our
formulation, we analyze the worst-possible Interdiction Plans for a given

scenario.

Slack Bus: (Also called swing bus.) A bus whose (initially unspecified)
power generation must be determined in order to match supply and demand in

the network.

Substation: Facility with equipment that switches, changes, or regulates

electric voltage and current.
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Transformer: A static electrical device which, by electromagnetic
induction, regenerates AC power from one circuit into another and/or changes

the voltage of alternating current.

Transmission: The movement or transfer of electric energy over an
interconnected group of lines and associated equipment between points of
supply and points at which it is transformed for delivery to consumers, or is
delivered to other electric systems. Transmission is considered to end when the

energy is transformed for distribution to the consumer.

Transmission Line (High-voltage): The high-voltage (= 69 kV in the U.S.)

conductors used to carry electrical energy from one location to another.

Transmission System (also referred to as Electric Power Grid and Electric
Network in this thesis): An interconnected group of electric transmission lines
and associated equipment for moving or transferring electric energy in bulk
between points of supply and points at which it is transformed for delivery over a
lower-voltage distribution system to consumers, or is delivered to other electric

systems.
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. INTRODUCTION

This research continues the development of mathematical models and
optimization methods for planning electrical power grids that are robust to
terrorist attacks. We focus on solving an interdiction model, which is represented

as a mixed-integer program (MIP), through the use of Benders decomposition.

A. THE ELECTRIC POWER GRID IN THE U.S.

The electric power grid in the United States (U.S.) consists of over 10,000
generating units with a total production in excess of 760 giga-watts (GW), and
over 700,000 miles of transmission lines, all controlled by approximately 100
control centers. (Actually, only modest interconnection capacity exists between
three main sub-systems in this grid, namely the Eastern interconnection, the
Western interconnection and the Texas interconnection. Therefore, “the U.S.

power grid” may be viewed as three, nearly independent systems.)

In the past, utilities have been concerned with the grid’s vulnerabilities to
isolated natural disasters and unscheduled, technical outages caused by
equipment failures. To date, protecting the electric grid against multiple, nearly
simultaneous failures has not been a high priority for utilities because of the
expense involved and the relatively low frequency of such events. However, in
the current era, a set of nearly simultaneous failures might be the precise

objective of a terrorist attack. “Low frequency” may no longer be so slow.

As a result of the threat that terrorism currently poses to critical
infrastructure of all types in the U.S., understanding the physical vulnerability of
the electric grid has become more important not only for the electric power
industry, but also for national security (NSTAC 1997). In fact, a National Security
Assessment (1997) states that man-made physical destruction is the greatest

threat facing the electric power infrastructure.

The U.S. electric power grid is plagued by a number of inherent

weaknesses. Among the most significant of these weaknesses are the traversals
1



of sparsely populated areas, which readily expose the system to malicious

attacks, and the decreasing reserve in transmission capacity.

The U.S. transmission network is built with some redundancy and multiple
protective devices; however, current reserve levels in transmission capacity may
be insufficient to back up multiple failures in some key components, as
exemplified by the 14 August 2003 power-system failure (which cost our national
economy between $7 and $10 billion dollars; ICF Consulting 2003). Not
surprisingly, this failure brings additional speculation about terrorist threats to the
U.S. power grid (Germain 2003), and raises important questions about the
resilience of the U.S. power grid and the possibility of widespread loss of power

to customers.

The August 14™ blackout could be financially insignificant when compared
to the effects of a coordinated terrorist attack on several key facilities during a
period of peak load. ICF Consulting (2003), which analyzed the cost of the
August 14" blackout, states that a terror-induced blackout could prove
significantly more costly and have debilitating impacts on the affected region as
well as the entire country. Additionally, a simulated terrorist attack on the Pacific
Northwest's power grid was recently conducted under the project name “Blue
Cascades.” An analysis of that simulated attack showed that a real attack, if
successful, could wreak havoc on the nation's economy, shutting down power

and productivity in a domino effect that would last for weeks (Allen 2003).

The discussion above motivates the development of optimization models
to represent the problem of terrorists attacking a power grid. By studying how to

attack power grids, one can gain insight on how to protect them.

This research follows Salmeron et al. (2003, 2004), who develop bi-level
mathematical models to identify maximally disruptive attacks for terrorists, who
are assumed to have full access to power-system data, but limited offensive
resources. Salmeron et al. initially introduce a static interdiction model and then
extend it to capture the dynamics of system operation as the grid is repaired after

an attack (which can make slow-to-repair grid components more attractive

2



targets). An attack is optimal in the first model if it maximizes the total,
instantaneous, unserved demand for power; in the extended model, it is optimal if
it maximizes the total cost of unserved demand for energy. These models have
been tested using standard reliability test systems (RTSs) drawn from IEEE
(1999-1, 1999-11).

This thesis makes no attempt to extend the modeling approach for power
flows used by Salmeron et al. Thus, some values representing power-system
behavior (such as reactive power flows, line losses, voltage magnitudes,
transformer tap positions, etc.) are still disregarded and/or are assumed fixed in
this work. However, we assess the accuracy of that approach by comparing
results from our approximating “DC power-flow model” with those provided by a
full AC power-flow model. We use the AC model embedded in the PowerWorld

Simulator (PowerWorld 2003) to carry out this comparison.

Salmeron et al. (2003) propose heuristic algorithms for finding an
approximate solution to their interdiction models. These heuristic solutions are
generally within 10% of optimality but in some instances that gap can reach 25%.
The possibility of large gaps was discovered after publication of the referenced
paper, when the authors were able to solve equivalent Mixed Integer Linear
Program (MIP) formulations exactly (Salmeron et al. 2004). These MIP
formulations have been reviewed and consolidated in the framework of this

thesis

In theory, a MIP can be solved exactly by standard techniques such as
‘branch-and-bound” (e.g., Wolsey 1998, pp. 95-107). However, these
techniques cannot always solve the large-scale problems found in practice, and
this motivates the search for alternative techniques with better scalability.
Benders decomposition (Benders 1962) is a well-known method for solving large-
scale MIP models, and this thesis investigates its use to solve the interdiction
problem efficiently. Previous application of Benders decomposition to interdiction

problems can be found in Cormican (1995) and Israeli and Wood (2002).



B. THESIS OUTLINE

Subsequent chapters in this thesis are organized as follows: Chapter I
introduces the DC power-flow model that is the basis for the interdiction model. It
also defines the interdiction model and presents the heuristic and MIP
approaches developed previous to this work to solve the problem. Finally,
Chapter Il introduces Benders decomposition and its associated algorithm in the
framework of our interdiction problem. Chapter Il validates the DC power-flow
model through comparison with an AC power-flow model. We compare power
flows for different interdiction plans on IEEE’s “One Area RTS.” Chapter IV
details the application of Benders decomposition to our interdiction model. A
three-bus example demonstrates the decomposition process, which is then
applied to the interdiction problem without system restoration. Computational
results are presented. Chapter V presents the Benders decomposition for the
interdiction model with system restoration over time. Chapter VI discusses
refinements to the algorithm and provides computational results. Chapter VI
summarizes results and recommends topics for future work. Appendices A and
B show the full derivation of the interdiction models, which are introduced in
Chapter Il and further described in Chapters IV and V. Appendix C describes the
linearization of cross products for the three-bus problem developed in Chapter
V.



Il. PRELIMINARIES

This chapter introduces the DC Optimal Power Flow model (DCOPF) that
is the basis for the development of two interdiction models: without system
restoration (see Section B), and including system restoration (see Section C).
Both Sections B and C describe heuristic and MIP approaches explored prior to
this research for solving the interdiction models. Section D introduces Benders

decomposition in the context of our models.

A. INTRODUCTION TO DCOPF

At the heart of the interdiction models is a DC power-flow model (DCPF),
so we first provide some background on this and related models. DCPF
simplifies the so-called “full AC power-flow model” (ACPF), which is generally
accepted as a valid representation of power flows under steady-state conditions
and symmetry (Frauendorfer et al. 1993). The DCPF representation entails
various assumptions which may be acceptable in the context of security analysis
(Wood and Wollenberg 1996). For example, DCPF disregards reactive power

effects and assumes nominal voltage magnitudes at the buses.

DCPF can be used to construct an optimization problem, DCOPF, which
optimizes a merit function subject to DCPF constraints. The merit function
typically measures generating costs. In contrast, our DCOPF not only minimizes
generation costs, but also the penalty associated with unmet demand (“load
shed”), because we cannot guarantee that all demand will be met in the
presence of interdiction. The DCOPF formulation from Salmeron et al. (2003) is

presented below for completeness. (Definitions of terms can be found in the

glossary.)

Sets:
071, set of buses
gaG, set of generating units
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[OL, set of transmission lines

cc, set of consumer sectors

sOS, set of substations

i0r, subset of buses at substation s

gaG, subset of generating units connected to bus i

o, subset of lines connected to bus i

o, subset of lines connected to substation s (including

transformers, which are represented by lines)

G OG,L 0L, I'0I,S 0S8, interdictable generators, lines, buses, and
substations, respectively. These are ‘interdictable

components.”
Parameters (units, if applicable):

o(D), d(1), origin and destination buses of line / respectively (more than

one line with the same o(/), d(I) may exist).

i(g), bus for generatorg, i.e., g0OG,,,

s(i), substation s[JS associated with bus iJ/

d,, load of consumer sector ¢ at bus i (MW)

BPM, transmission capacity for line I (MW)

}Z,Ge”, maximum output from generator ¢ (MW)

5, X, resistance, and reactance of line / respectively (Q). (We

assume x, >>7, )

B, series susceptance, calculated as B, = x, /(1 +x}) (%2)



h,, generation cost for unit g ($/MWh)

g

S load-shedding cost for customer sector ¢ at bus i ($/MWh)

Decision variables (units):

P, generation from unit g (MW)
P, power flow on line / (MW)
S. load shed (unmet) for customer sector ¢ at bus i (MW)

a, phase angle at bus i (radians)

Remark: All units are converted to per unit (p.u.) values for a base load of
100 MW. (Remark: We use this same value in all implemented models.) For

example, to convert r, to per-unit values, we consider the transmission line (/)

nominal voltage rating £, (in kV). Then:

7, (per unit) = » (ohms) x 100 (MW)/(line rating(kV))? =

1007, [MVA Qj _ 1007, [M)/A Qj _ 1007, (A Qj _ 1005, o, (since 1V=1A x1 Q)

E} | (kv) E} (K*¥V E} LV E}

The same process is carried out for reactance (x,) conversions. For the

rest of MW magnitudes, we use per-unit values after dividing by the 100 MW

base load.

The formulation of DCOPF is:

(DCOPF): min ) 2"+ 2.2 1.5

S.t.

B =B,(6,, = 6,) 00 L 2.1)
DB = Y BT+ Y B =3 (d, S,) i (2.2)
g lo(D)=i ljd (=i c

-p"" < pt" < pH 00 L (2.3)
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EgGen < ])gGen < EgGen DZD @» G]_ (24)
0<S, <d, Oi,c (2.5)

This model assumes fixed (nominal) voltage magnitudes and does not
represent shunts, reactive power flows, power losses, DC lines, transformer tap
positions, phase transformers, and other features that could destroy the linear
structure of the approximation. Discrepancies in power flows in DCOPF and a
full ACPF are discussed in Chapter lll.

B. THE INTERDICTION MODEL WITHOUT SYSTEM RESTORATION

1. Interdiction Model

After some manipulation, DCOPF above can be stated in standard form
as:

(DCOPF): n}inc y
s.t. Ay=b (2.6)
y=20

where y represents generation outputs, load shedding, power flows and phase
angles variables, along with slack variables associated with constraints (2.3)-
(2.5).

The interdiction model extends (2.6) in order to choose the most
disruptive, resource-constrained interdiction plan, d[A , where A is a set of
binary vectors representing possible terrorist attack plans. An interdiction plan is
represented by the binary vector J, where 9, is 1 if component e of the power
grid is attacked and is 0 otherwise. We assume that terrorists attempt to

maximize the minimum post-interdiction “disruption” which is measured as the

generating cost plus the load-shedding cost (penalty) evaluated by DCOPF.

A simple representation of the max-min Interdiction of the DCOPF (I-
DCOPF) model is shown below:



(I-DCOPF) : max minc y
oa y
s.t. 2(0,y)=0 (2.7)
y=20

where g(0,y) represents a set of constraints, some of which involve functions

that are nonlinear in (J,y) (see Appendix A.1). For a given interdiction plan, &,

the inner minimization is still a DCOPF model which is, of course, linear in y.

Prior to this thesis, model (2.7) was tackled by (a) using a heuristic
algorithm and by (b) reformulating (2.7) as a MIP which was solved with a
standard solver. This thesis contributes to (b) by refining the MIP formulation
that serves as basis for the Benders decomposition approach. In order to place
this thesis’ contributions in context, the following two subsections summarize
approaches (a) and (b).

2. Heuristic Approach

A heuristic algorithm introduced by Salmeron et al. (2003) solves model
(2.7) approximately, and has been tested using small- and medium-scale
networks drawn from the IEEE Reliability Test Data (1999-l, 1999-I). This
heuristic solves DCOPF for a given grid configuration (i.e., for a given interdiction
plan). Then it assigns “values” to interdictable electrical components in the grid
(lines, buses, substations, etc.) based on present and previous flow patterns
associated with the components. Finally, the heuristic maximizes the value of
the components to be interdicted while excluding previously explored solutions.
This process is repeated for a pre-specified number of iterations. This
decomposition-based approach has been empirically proven to obtain good, but
not necessarily optimal, interdiction plans. Figure 1 depicts the basic cycle of the

algorithm. Additional details on the heuristic can be found in the cited reference.



Solve the DC-OPF for the present

( grid configuration \

Based on present and previous flow —
patterns, assign a “Value” to each Maximize the Value of the Assets

interdictable asset to be Interdicted (excluding

previously explored solutions)

Figure 1. Framework for a heuristic interdiction algorithm. (From Salmeron et al.
2003.)

The inability to prove optimality of the heuristic solution (unless all possible
solutions are enumerated explicitly) has led to the search for alternative
representations of (2.7) that are amenable to solution by MIP techniques, such
as branch-and-bound, as described in the following section.

3. The MIP Approach

a. Overview

The development of a MIP model enables validation of the heuristic
solution and the development of exact decomposition algorithms that are
frequently used solve large-scale problems. (Typically the solutions are
approximate, but then large-scale systems are almost never solved exactly by
any technique.) The derivation of the MIP begins with the linearization of

constraints in g(d,y) =0, followed by the dualization of the inner minimization

problem in (2.7). This procedure converts the max-min problem into a nonlinear
maximization problem which is linearized through additional steps. Both of these
linearization techniques are fully explained in Salmeron et al. (2004), but are
briefly described in the following for continuity.

b. Derivation

The nonlinearities in the expression of g(d,y)=0 in model (2.7) are

associated with admittance equations in the presence of interdiction variables o .

These have the form:
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o(1)

P[Line :(1 _51Line)(l _5BuS)(1 _J;’(L;s) ( (1 _ éf”b)JBI( Q(l) — g(l))’ |j|:| L (28)
s|IOLg

Note that in the interdiction model, the original admittance equation
(DC.1) for every interdictable line / is modified as (2.8) to account for potential
interdiction (directly or indirectly) of the line, in which case the admittance
equation should not be enforced. This leads to nonlinearities in the form of

multiple cross-products.

Following Salmeron et al. (2004), (2.8) can be fully linearized. For

example, one can convert the nonlinear constraint P =B(8, -6,)1-3)(1-9) into

the following two linear inequalities:
P-B(6,-6)<M(4 +3) (2.9)
P-B(6,-6)=-M(g +4) '
Here, M =P +B68, where 8 is an upper bound on the maximum

phase angle difference between buses a and b. (2.9) enforces P=B(8,-6,)
when all the related J-variables are 0, and eliminates the constraint when any of

these O variables is 1. The resulting model is still called I-DCOPF in this thesis,

and is specified in detail in Appendix A.1.

We proceed by taking the dual of the inner minimization in (2.7),
assuming constraints in g(d,y) =0 have been linearized as described above.
This converts the max-min problem into a simple maximization. The resulting
model is called DI-DCOPF (“Dual of I-DCOPF,” although only the inner
minimization is dualized). The full formulation is given in Appendix A.2. This
model’s objective function consists of a linear function of continuous vector 7z,
along with nonlinear costs involving cross-products of type Jd7. The new
variables 77 correspond to duals of each of the balance and bound constraints in

I-DCOPF. The terms associated with the o 77 products arise from the line and

generator capacity constraints.
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The resulting problem can be stated, in brief, as:
(DI-DCOPF): max max b mr+b"v

st. AT<c () (2.10)
yOV (S, 1)

Here, b"and b" are appropriately dimensioned coefficient vectors,
7T is a vector of dual variables to constraints in -DCOPF and v is a vector where

each component is the result of a cross product of a variable 0 and a variable

71. Variables in parentheses, here and elsewhere, are dual variables for the

associated constraints; in this case the variables are y.

To linearize a cross-product involving a o —variable and a
T—variable, we create an intermediate variable, e.g., vjk:a'jnk, with the
property that, 6, =0=v, =0, and J,=1=v, =7 . Since the sign of 7 is
known (assume 77, 20 for demonstration purposes), we add the following linear
constraints, represented as vV (d,7), to ensure the above relationships

between J,, 77, and v, hold:

< <
= =

A IA

RS S|
~

1\

m=7(- 9 (2.11)
<

N

<

where 77, is an appropriate upper bound on 77, .

Let us drop the (j,k ) subindices for simplicity. Then, the following

scheme depicts the validity of the representation in (2.11):
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v<0
v 7T
_ v=0
0=0=> va2mr—-Trr= N
v< 710 _ ITD[O,n]
O0<sm<Tr
v T
v=0
vV (o, g 2 A A+ - _ (2.12)
_ v 7T
O<m<Tr
v 7T
v=0 v=rr
o=1= V2T = N
_ 0o, 74
0<m<Tr
v=0

Remark: When 7<0, the linearization is carried out as:

)

Vi 27,

V=0, = v, s+~ 9 (2.13)
-7, <17 <0

v, S0

Finally, generation phase angles, power flows and load shedding

are jointly denoted by the dual variable y .

The dualization and linearization described above allow us to
represent the interdiction problem as a MIP. The resulting model is called LDI-
DCOPF (Linearization of DI-DCOPF; see Appendix A.3).

C. INTERDICTION MODEL WITH SYSTEM RESTORATION

1. System Restoration

The model described in Section B is a static representation of power
disruptions at a given point in time. That model does not represent the
consequences of the variability in repair times of damaged system components
and the increased cost of load shedding resulting from repair-time delays.
Unless the outage duration of each interdictable component is the same, the

interdiction model presented in Section B cannot capture this effect. For
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example, Salmeron et al. (2003) show that if the interdictor’s decisions are driven
by the goal of maximizing short-term power shedding (or its hourly cost), the
resulting interdiction plan might be far from optimal had his or her goal been
maximizing total energy shed (or its cost) until the system repair is completed.
This issue is especially important when transformers and other difficult-to-replace

equipment are subject to interdiction.

Figure 2 depicts of the ideas above using two graphs.

Power Shed Power Shed A
(MW) (MW)
A
' Wniaiete ettt
measure of
effectiveness
measure of
\ 4 % effectiveness
time after : B>
the attack time after
the attack

Figure 2. Power disruption and energy disruption. The model without restoration
provides the optimal interdiction plan according to instantaneous picture of
power shed (left). The model with restoration over time accounts for
energy disruption (right). (From Salmeron et al. 2004.)

2, Interdiction Model

Salmeron et al. (2004) show how I-DCOPF (2.7) can be extended to
handle the time associated with repairs. This resulting model seeks to maximize
total cost of energy shed, accounting for the fact that the system will be
progressively restored over time. The interdiction model with system restoration

can be stated in brief as:

14



max min Z D,cy,

aa Yoo
st. g(0,y)=0, 08 T (2.14)
y,20, 080 T

This model uses interdiction constructs to couple instances of DCOPF,

one for each system state that represents a stage or “time-period” of system
repair: Note the time subindex ¢, where T is the set of time periods based on
repair times of all components in the system (see Appendix B.1). That index is
added to all of the inner decision variables to account for power flows in the grid

and other decision variables that change over time. D, represents the duration
of time period ¢, y, is the same y described in (2.6) but for every time period ¢,
and g, is the resulting set of nonlinear equations in (9,y,). Note the time-
dependent constraints g,(d,y,) =0 not only ensure that some components are

out of service right after interdiction, but also guarantee that components will be

in service again after their posted repair time. Thus, the constraints g,(d,y,) =0

for different periods t are coupled by the variables d. The full model derivation,
described in detail in Salmeron et al. (2004), consists of the inner DCOPF model
with system restoration (referred to as DCOPF-R) and the associated interdiction
model (referred to as I-DCOPF-R); see Appendix B.1 for additional definitions
and notation, and Appendix B.2 for the formulation.

As in the case without system restoration, a solution to the interdiction
model with system restoration can be obtained through a heuristic algorithm or
through a MIP reformulation of the problem, as described in the following
paragraphs.

3. Heuristic Approach

a. Description
The Heuristic for a model with system restoration over time
(schematically depicted in Figure 3) follows the approach of that for a model

without system restoration.
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For a fixed interdiction vector J (i.e., d=49), the inner DCOPF-R
subproblem provides the joint flow patterns for a number of system stages

(restoration periods). The subproblem decomposes into |7] sub-subproblems

(because when d is fixed, the subproblem is no longer coupled by time periods).
Each subproblem consists of an instance of DCOPF with some subset of system
components being “out of service.” Components that are out of service are
determined “on the fly” as the algorithm solves a DCOPF model for every time

period.

Salmeron et al. (2004) redefine the concept of a component’s value
in this dynamic model by factoring the time it would be out of service if

interdicted.

Solve the DC-OPF-R for the given

Interdiction Plan:
( Solve |T] DC-OPF problems \

Based on present and previous flow
patterns, assign an (energy-based)
“Value” to each interdictable asset

MP-R: Maximize the Value of the
Assets to be Interdicted (excluding
previously explored solutions)

Sy

Figure 3. Interdiction algorithm framework with restoration. DCOPF-R decomposes

into |7] sub-subproblems, each being an instance of DCOPF with some
components “out of service.” (From Salmeron et al. (2004).)

4. The MIP Model
a. Overview
The structure of I-DCOPF-R allows us to convert it into a standard
MIP through a process of dualization and linearization, just as in the case without

system restoration.
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b. Derivation

As the new interdiction model is a variant of the model without
system restoration, where the inner model has a similar structure to a power flow
model (replicated over time), the development of the MIP formulation is
performed as in Section B: First, admittance equations are linearized (Appendix
B.2). Next, the inner minimization problem is dualized (Appendix B.3). Finally,
cross-products in the objective function are linearized. The resulting MIP, called
LDI-DCOPF-R, is specified in Appendix B.4.

D. BENDERS DECOMPOSITION

Benders Decomposition is a well-known technique for solving MIPs
(Benders 1962). This technique has proven effective in solving large-scale
optimization problems (e.g., facility location problems, two-stage stochastic
optimization problems, etc.) including interdiction problems (Cormican 1995,
Israeli and Wood 2002). Benders decomposition is well suited when the
assignment of a subset of variables, so-called “complicating variables,” yields
easily solvable, disconnected and convex subproblems, such as the network-flow
problems in Geoffrion and Graves (1974) and Brown and McBride (1984); these
MIPs could probably not have been solved directly, i.e., using branch and bound.
Based on the successful application of Benders decomposition to these similar
problems, we implement it to solve LDI-DCOPF and LDI-DCOPF-R.

Since the development of Benders decomposition is similar for both
models, we focus on LDI-DCOPF. The MIP formulation of this model embeds a
bi-level structure that makes Benders decomposition suitable for solving the
problem: The first level is the interdictors’ level, which is modeled through binary
decision variables. The second level is an instance of DCOPF (actually, its dual),
where some components of the original power grid have been removed through
the first-level decision variables. Because DCOPF is linear, it satisfies Benders’

theoretical requirement for convexity in the subproblem.
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Our interdiction problem (LDI-DCOPF) may be stated, in brief, as:

(P): z*=max c'v+c"m

oV, T

st. Av+A"m+ BO =b (y)
=0 (2.15)
v=0
J[A

Note: This problem is referred to as LDI-DCOPF elsewhere in this thesis,

but for simplicity in this section, we refer to it as problem (P).

Note: non-positive 77's and v's have been converted to non-negative 's and

'

V'S.

In our Benders decomposition scheme, the interdiction vector J plays the

role of the vector of “complicating variables.”
Rewriting (P) as:

(P): maxmax c'v+c"mr

(o)) v, 1T
st. Av+ A" = b-BJ (y) (2.16)
v=20
=0

the dual of the inner maximization above is:

min y(b— BO)
y
st. yd"2c¢" ) (2.17)
yA =" (1)

where y represents the vector of dual variables corresponding to the constraints
of the primal problem in (2.16). We assume the polytope
H:{y|yAV ch,yA”ZC”} always contains a feasible solution, and its optimal
solution is not unbounded. We will show later that these assumptions are valid.

Since the solution to (2.17) will lie at one of the extreme points of the

feasible region H, we can rewrite (2.17) as:
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min y, (b~ BO) (2.18)
where 7={1,2,...,k} indexes the set of extreme points of H which is
{3220}

Since r%i]nyl.(b—Bé) < y,(b—B9), O I, we can rewrite (P) as:

(P): max z
ol ER (2.19)
s.t. z< y,(b—BO) 0o 1
If we relax (2.19) by considering a subset of constraints i1/, indexing
these constraints by i=1,2,...k, at a given iteration k& of our Benders
Decomposition Algorithm (BDA), we have the following “master problem” (MP) to
solve:

= max z
% B R (2.20)
st.z<y(b-BJ)  i=12,..k

(MP): Z,

(MP,) is a relaxation of (P), and therefore its optimal objective function

value, £, , constitutes an upper bound on z", the optimal objective value to (P).

If the solution to (MP, ), denoted (4,,2,), is not optimal to (P), then (J,,2,)
must violate some constraints in (2.19) not included in (MP,), i.e., constraints

associated with extreme points {ykﬂ,ym,...,y‘[‘}. (Remark: Here, the subindex &
refers to the iteration counter, and 5,( is the incumbent interdiction vector.)

A natural way to check for one of these extreme points is to identify the
vector y;.; satisfying y,,,0H that violates 2, < y,. (b—-BJ,) the most. That
identification problem can be stated as the following optimization “subproblem:”

(SP,(8,)): min y,,,(b-B3)

Y+l

st yad =c v,) (2.21)
yk+1A” 2 C” (n]-c)

or, in its primal version:
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(SPk(éA'k)): max c'v+c"imr

v, 7T

st. Av+A"m =b-B3 (y.) (2.22)
v=0

=0

It is interesting to note that model (SP,) in (2.22) is the same problem as
problem (P) in (2.16) when the value of the decision variable ¢ is fixed as J = 5k

(SP,) is therefore feasible, because problem (P) is feasible for any 5:5,{.

(Recall that the inner problem in (2.16) is equivalent to a DCOPF model, which is

always feasible, even if this feasibility entails penalties for unmet load.) In

Py

addition, (SP,) is bounded for any J =9, because our DCOPF models have
non-negative cost coefficients only.

The solution to (SP,), denoted (¥,,7,), along with &, from model (MP,),
form a combined solution (Sk,ﬁk,i@), which is feasible to our original (P). Its
objective function value is ¢V, + ¢/, which represents a lower bound on the
optimal solution to problem (P).

Solving the subproblem above yields a new extreme point y,,,, whose
associated cut z< y,,,(b—B0) will be violated by the incumbent solution (2,{,5,{)
unless (2,{,3,{) is already optimal to (P). The newly generated cut is added to

(MP,), becoming (MP,,,), and the process is repeated.

E. DECOMPOSITION ALGORITHM
The mathematical derivation described in Section D, leads to the following

step-by-step algorithm: (The F(0] notation refers to the optimal objective

function value of the problem in the argument.)

Benders Decomposition Algorithm (BDA):

Input: Initial solution &, (A , matrices 4*, 4", and B, vector 5, and an

optimality tolerance £>0.
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Output: £-optimal interdiction plan J°, and associated power flows,

generation phase angles, and load shedding (jointly denoted as y").

1. Set the iteration counter £: =0, the lower bound LB:= -, and the

upper bound UB:= +co,
2. Solve SP,(8)) for (3,.7;.7,,). Let LB, :=9(SP,(5,)).

3. If LB, <LB, then update the lower bound: LB:=LB,, and set
5 =08,y =

4. If UB-LB<¢g&, STOP; otherwise continue to step 5.

5. Add the newly generated cut: z < y,,,(b—B9J,,,) to (MP,).

6. Set k:=k+1.

7. Solve (MP,) for 4, , and 2, =3(MP,) .

8. Update the upper bound: UB:=Z,, and return to step 2.

At each iteration, the solution y,,, to SP(&A',C) gives us a new candidate

solution (5’,(,)?,”1). Whenever the objective value for this candidate solution is

greater than the previous lower bound, we replace the lower bound with this

value. This provides a non-decreasing lower bound. The solution to (MP,) is

monotonically decreasing with each cut added, and therefore we automatically
update the upper bound at each iteration. This procedures is repeated until the
bounds converge, or are sufficiently close, which in the worst case will occur after

generating all possible extreme points of the subproblem, i.e., when £ =K.

To improve the BDA efficiency, we incorporate some enhancements in
Chapter VI. Figure 4 depicts the original BDA for ease of comparison with the
flow chart for the enhanced BDA.
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Benders Decomposition Algorithm (BDA) LB:=-

S5, ,& 0

| Solve (SPk(é-k)) for (‘;ka ﬁ];’j}kﬂ) |

Is S(SP,(J,))<LB?

| LB: =3(sP,(3,)) |

Generate new cut:
z< .)’}k-f-l(b _Bdkﬂ)

v

k=k+1

v

Solve (MP,) for J,

| UB:= ;(MPk) |

Is UB-LB<&?

| Solve (SP,(,)) for (¥,, 7%, $,) |
\ 4

| J = 51:7)’* =P |

END

Figure 4. Benders Decomposition Algorithm flowchart.
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Using the above template, we implement BDA using the full formulation of
the interdiction problem, with and without system restoration, and test it on

several benchmark cases.

The decomposition for the model without system restoration is presented
in Chapter IV, starting with a simple example to familiarize the reader with the
process. Chapter V expands upon this model to take into account system

restoration, and presents computational results for that model for BDA.

Before describing details of the decomposition process, we validate the

inner power-flow model in the next chapter.

23



THIS PAGE INTENTIONALLY LEFT BLANK

24



lll. VALIDATING THE DC POWER FLOW MODEL

This chapter validates the DC Power Flow model (DCPF) introduced in
Chapter Il, whose accuracy must be established to ensure the reasonableness of
our interdiction model, I-DCOPF. We do this using non-interdicted and
interdicted instances of the IEEE One Area test case (IEEE Reliability Test Data
1999-I).

A. INTRODUCTION

DCPF is a simplification of the full AC Power Flow model (ACPF) (e.g.,
Wood and Wollenberg 1996). ACPF includes reactive power flows (DCPF
disregards these), voltage magnitudes at the buses (DCPF assumes nominal
voltages, i.e., 1.00 p.u.), and power losses on the line (DCPF assumes these to

be zero), among others.

Overbye et al. (2004) conduct an analysis to validate the use of DCPF in
place of ACPF for market analyses; they find it adequate. Wood and Wollenberg
(1996) indicate that DCPF is adequate for security analysis of many systems.
Although we believe that similar results should hold for interdiction problems,
further analysis is desired because these problems have additional
complications. In particular, they involve removing critical components of grids

and adjusting loads to minimize disruption costs.

We validate DCPF through comparative analysis with the ACPF provided
by software in the PowerWorld Simulator (PWS) (PowerWorld 2003). PWS is
standard software, widely used in the electric power industry. Our assessment is
carried out by comparing “optimal power flows” (OPFs) obtained using DCOPF
with those identified by the ACPF. It is important to note that ACPF does not, per
se, attempt to minimize load shedding (or its cost) as DCOPF does. However,
for given loads and generation, it provides accurate active and reactive power
flows on the lines and bus voltages (magnitude and phase), along with other

system values. We want to assess whether power flows and voltage angles,
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obtained through DCOPF, are in fact close to those from ACPF when we use our

optimized generation and load shedding as input data.

We present the comparison between both approaches assuming no
interdiction first, followed by other cases where critical components have been

interdicted.

B. DCOPF VS. ACPF IN THE ABSENCE OF INTERDICTION

To enable comparison between the DCOPF and the PWS ACPF, we
incorporate the IEEE RTS One Area case into PWS through its one-line diagram
building interface.  First, we reconstruct the underlying power grid, as shown in

Figure 5, using the following symbols to represent the different system

components:
. sact &
Bus Line Fraction of line  Fraction of line Generator
capacity inuse  capacity in use
(if <80%) (if 280%)
RNy :
“7\ P m i
T
Load Transformer Flow direction  Circuit breaker Circuit breaker
(close) (open)

For simplicity (and given that generating units are not interdictable in our
test cases), we aggregate all generating units at a bus as a single generator at
that bus. Next, we associate grid data with the power grid. The reconstructed
one-line diagram includes data for bus nominal voltages, line resistances,
reactances and thermal limits (line capacities), aggregated generating capacities,
etc. Then, we incorporate active power output for each generating unit and
active load met at each bus from DCOPF as system data for PWS’s ACPF.
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Finally, we run ACPF to compute actual power flows, phase angles and adjusted
generation at the swing bus.  The resulting power flows on the lines are

compared to those provided by DCOPF.

The one-line diagram in Figure 5 represents a case without interdiction,
which we call “scenario 0,” because it is equivalent to a case with zero

interdiction resource. Section C analyzes cases with interdiction.

e azz M = e
v a1 vva 12w vw 135 mva

Figure 5. IEEE RTS One Area case one-line diagram without interdiction. This
representation is constructed using the PWS software (PowerWorld 2003).
It depicts flow directions, fractions of line capacities used, generation
outputs and loads.

A side-by-side comparison of the resulting flows is shown in Table 1. We

analyze absolute deviations for all lines and transformers. The column headed
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“Line” displays the line name. The “From Bus” and “To Bus” columns indicate
the two buses connected by the line. The “Transformer” column indicates if we
are using a line to represent a transformer. The “PWS flow” and “PWS loss”
columns show active power flows and losses, respectively, obtained with PWS,
while the “DCOPF flow” column displays active power flows obtained with
DCOPF. The last column shows the percentage absolute deviation between the
PWS and DCOPF flows. The results show a maximum deviation of 5.29%.

Mean deviation is 1.18% with a percentage standard deviation of 0.012 %.

The example above indicates that DCOPF yields a good approximation for
the true AC power flow in this RTS case, in the absence of interdiction. In the
following section, we analyze what happens when critical elements of the grid are

removed through interdiction.

PWS PWS
From flow loss | DCOPF | Abs.

Line Bus To Bus [Transformer] (MW) | (MW) [flow(MW)|deviation
A1 101 102 No 16.70 0.01 17.00] 1.80%
A2 101 103 No -26.50 042 -26.73] 0.87%
A3 101 105 No 54.00 0.68 53.73] 0.50%
A4 102 104 No 28.60 0.29] 28.42| 0.63%
A5 102 106 No 44.00 1.01 43.58| 0.95%
A6 103 109 No 40.10 0.53] 39.85 0.62%
A7 103 124 Yes -244.30 1.21| -246.58| 0.93%
A8 104 109 No -45.30 0.60] -45.58| 0.62%
A9 105 110 No -17.20 0.07] -17.27] 0.41%
A10 106 110 No -96.80 0.28| -92.42| 4.52%
A11 107 108 No -123.50 2.67| -125.00] 1.21%
A12-1 108 109 No -151.90 11.66| -159.94| 5.29%
A13-2 108 110 No -130.50 8.45| -136.06| 4.26%
A14 109 111 Yes -153.80 0.48| -154.38| 0.38%
A15 109 112 Yes -185.20 0.69| -186.28| 0.58%
A16 110 111 Yes -203.10 0.84| -204.43| 0.65%
A17 110 112 Yes -234.20 1.11] -236.33] 0.91%
A18 111 113 No -223.90 3.11] -226.01] 0.94%
A19 111 114 No -132.20 0.89] -132.81] 0.46%
A20 112 113 No -170.00 1.78] -171.01] 0.59%
A21 112 123 No -245.20 7.68| -251.60] 2.61%
A22 113 123 No -183.20 3.86| -186.01] 1.53%
A23 114 116 No -322.20 5.36| -326.81| 1.43%
A24 115 116 No 45.60 0.04| 45.90| 0.66%
A25-1 115 121 No -225.00 3.14| -227.24| 1.00%
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PWS PWS
From flow loss | DCOPF | Abs.

Line Bus To Bus [Transformer| (MW) (MW) [flow(MW) deviation
A26 115 124 No 248.10 4.33| 246.50| 0.64%
A27 116 117 No -310.20 2.96| -312.52| 0.75%
A28 116 119 No 87.40 0.23 86.81| 0.68%
A29 117 118 No -173.20 0.61| -172.69| 0.29%
A30 117 122 No -137.90 2.78| -139.82| 1.39%
A31-1 118 121 No -52.30 0.08| -52.85 1.05%
A32-1 119 120 No -47.20 0.11| -47.19| 0.02%
A33-1 120 123 No -111.20 0.38] -111.19| 0.01%
A34 121 122 No -158.70 2.35 -160.18| 0.93%

Table 1. ACPF versus DCOPF: IEEE RTS One Area case (no interdiction). For
each line and transformer, we show the PWS’s ACPF power flow and
losses. We compare power flow absolute deviations from those of our
DCOPF model. The maximum percentage deviation is 5.29% for the

transmission line connecting buses 108 and 109. The average deviation
is 1.18%.

C. DCOPF VS. ACPF AFTER INTERDICTION

In order to further validate DCOPF, we also compare flows after
interdiction. The main effect of interdiction is, normally, load shedding. We
conduct the analysis for a number of possible scenarios; recall that “scenario”
corresponds to the amount of interdiction resource available. The flow-
comparison procedure is repeated for the RTS One Area case for scenarios
M =2,4,and 6, in -DCOPF shown in Appendix A.1.

Although overall results are presented for all cases, we will illustrate the
one-line diagram and comparison table for scenario M =6: We open the
interdicted lines (found for the optimal interdiction plan which corresponds to this
scenario) by opening the circuit breakers, at the ends of the lines, which are
represented by green open squares in Figure 6. Then, we run PWS to realize
that the flow in a number of lines greatly exceeds the lines’ capacities (red circles
in Figure 6). While a line can exceed its nominal capacity temporarily, the long-
term emergency rating on a line is typically 20% of its nominal rated capacity,

and a line can handle this excess flow only for 24 hours (IEEE 1999-1).
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Figure 6. Effects of interdiction to IEEE RTS One Area case. Some lines become
overloaded, which is unacceptable but for a few hours and up to certain
limits. Note: All loads are kept at their original values to illustrate the
infeasibility of the problem after interdiction.

Having determined that ACPF shows the situation to be infeasible after
interdiction, we reduce the loads in ACPF to match those provided by DCOPF
and run PWS. We then carry out a comparison of the flows across the non-
interdicted elements of the grid with those provided by DCOPF; see Table 2.

Note that, again, all the DCOPF flows are relatively close to those
produced by ACPF. The average absolute deviation is 3.67% with a standard
deviation of 0.0075%.

30



PWS PWS DCOPF Abs.

Line |From Bus|To Bus| Status [Transformer|/flow(MW)| loss(MW) | flow(MW) | deviation
A1 101 102 Closed No -3.60 0.41 -3.23| 10.28%
A2 101 103 Closed No 68.30 0.02 66.01| 3.35%
A3 101 105 | Closed No 136.20 1.18 129.22| 5.12%
A4 102 104 | Closed No 104.80 1.93 99.95 4.63%
A5 102 106 | Closed No 92.60 9.82 88.82| 4.08%
A6 103 109 Closed No 76.70 0.00 76.52| 0.23%
A7 103 124 | Closed Yes -10.40 0.00 -10.51] 1.05%
A8 104 109 Closed No 95.70 0.00 99.95| 4.25%
A9 105 110 Closed No 124.90 0.00 129.22| 3.34%
A10 106 110 Closed No 82.80 0.00 88.82| 6.78%
A11 107 108 Open No 0.00 5.00 0] 0.00%
A12-1 108 109 Closed No -33.70 0.00 -35.42| 4.86%
A13-2 108 110 Closed No -36.80 0.00 -39.58| 7.02%
A14 109 111 Closed Yes -27.80 0.00 -29.6| 6.08%
A15 109 112 Closed Yes -3.90 0.00 -4.35| 10.34%
A16 110 111 Closed Yes -19.80 0.00 -20.89| 5.22%
A17 110 112 Closed Yes 3.90 0.00 4.35| 10.34%
A18 111 113 Open No 0.00 0.00 0| 0.00%
A19 111 114 | Closed No -56.60 0.00 -50.49| 10.80%
A20 112 113 Open No 0.00 0.00 0| 0.00%
A21 112 123 Open No 0.00 0.00 0| 0.00%
A22 113 123 Closed No -258.70 7.81 -265| 2.38%
A23 114 116 | Closed No -50.40 1.89 -50.49| 0.18%
A24 115 116 | Closed No 204.90 0.00 204.49| 0.20%
A25-1 115 121 Open No 0.00 0.00 0| 0.00%
A26 115 124 | Closed No 13.00 0.00 10.51] 19.15%
A27 116 117 Open No 0.00 7.59 0] 0.00%
A28 116 119 Closed No 313.50 1.29 309 1.46%
A29 117 118 Closed No 122.20 2.29 123.55| 1.09%
A30 117 122 Closed No -122.20 0.00] -123.55| 1.09%
A31-1 118 121 Closed No -104.50 0.54] -104.73] 0.22%
A32-1 119 120 Closed No 64.30 0.01 64| 0.47%
A33-1 120 123 Open No 0.00 0.08 0| 0.00%
A34 121 122 Closed No -174.70 0.00] -176.45 0.99%

Table 2. PWS’s ACPF versus DCOPF: IEEE RTS One Area case, scenario M=6.

All columns are as explained in Table 1 with the exception of the “Status”

column which shows which lines are open. Note that the largest
percentage deviations occur across lines whose flow is small.

Results for scenarios 2 and 4, summarized in table 3, are similar.

Differences in line power flows are negligible either because of their small

relative (percentage) values, or because of the low power flowing across lines.
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Statistics for "Absolute Deviation"
Scenario Std. dev. [Std. dev.
Max. (MW) Max. (%) |Average (MW)| Average (%) (MW) (%)
0 8.04 5.29 1.70 1.18 1.96 1.22
2 2.37 13.04 0.44 0.92 0.50 2.28
4 10.37 4.84 1.24 0.83 2.10 0.96
6 6.98 19.15 1.95 3.68 2.21 0.96

Table 3.  Overall comparison of power flows provided by DCOPF and PWS. The
average deviation across the four scenarios is less than 5%.

Overall, the differences found are probably acceptable in the context of
solving interdiction problems. This concurs with the generally accepted notion
that DCPF renders acceptable results in the context of contingency analysis
(e.g., Wood and Wollenberg 1996). We assume that the differences will remain

small in all our analyses.
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IV. BENDERS DECOMPOSITION FOR THE PROBLEM
WITHOUT SYSTEM RESTORATION

This chapter describes Benders decomposition applied to the MIP
interdiction model LDI-DCOPF without system restoration presented in Chapter
Il, Section B. The chapter begins with the application of the BDA described in
Chapter II, Section D to a three-bus test case with interdictable elements limited

to lines. The general case is then addressed.

A. SMALL TEST CASE PROBLEM DERIVATION

1. Description

This section illustrates Benders decomposition applied to a small, three-
bus test grid. This is intended to familiarize the reader with the mathematical
derivation for the general case that will be described later in this chapter. Even
for this small example, the mathematical derivation is somewhat tedious. In
order to simplify the exposition, we restrict the interdictable components to lines

only. Figure 7 gives the one-line diagram for the example grid.

Figure 7. Three-bus (and three-line) example. Buses 1 and 2 are connected to one
generator each. Bus 3 is connected to a load of L, MW. All the other

symbols in the figure represent decision variables: P°,P° are generator
outputs; 4,8, 6, are phase angles at the buses; P, P}, P, are power
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flows on the lines.

2. Mathematical Formulation
In this example, generating costs are disregarded, so we seek to minimize
the load shed at bus 3. The problem development starting at the DCOPF level

follows.

Decision variables(units):

P°, Generator output at bus i, for i = 1, 2 (MW)

;, Power flow on line (i, j) , for (i, j) = (1,2), (1,3), (2,3) (MW)
S, Load shed at bus 3 (MW)
g, Phase angle at bus 7, for i=1, 2, 3 (radians)

Problem data (units):

L, Demand at bus 3 (MW)
o X Line resistance and reactance, respectively, for (i, j)=(1,2), (1,3), (2,3) (Q)
X
B,, Series susceptance of line (i, j), B, = zjz,
i
for (i, /)=(1,2), (1,3),(2,3) (1/Q)
131.6, Maximum generating capacity at bus i , fori= 1,2 (MW)
13;, Line (i, j) transmission capacity, for (7, j) = (1,2), (1,3), (2,3) (MW)

(Recall that all our units are converted to p.u. values as described in
Chapter Il, Section A).

In this small DCOPF example, we seek to minimize load shed at bus 3,
that is:

min S,
Subject to:
Power balance constraints:
PY=P;-P; =0
P +P; +P; =0
P+ Pi+S, =L
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Admittance constraints:

Eé _Blzel +B1202 =0
Ijlg _31361 +B1363 =0
Pzé _32392 +32393 =0
Power Generation bound constraints:
PlG S G

P’ <P’

o]

Line capacity constraints:

Py <P,
Py 2-P,
Pt<pt

13 =713
Ry 2-P;
Py <P,
Py z=P;
Upper bound on load-shedding constraint:
S, <L,

Variable sign constraints:

S, 20
P°, PP 20
L L L :
P, By, P; unrestricted
6.,6,,6 unrestricted

We can now extend this formulation to account for potential interdiction by
introducing three variables to represent interdiction of the lines. Note that the

interdiction variables must turn off or turn on the power flow on the lines (i.e.,

open or close the lines, respectively). When Jf =1, the line (i, ;) is interdicted,

and when J; =0, the line (i, /) is left intact.
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Letting M, =P/ +B.6,

., Where 91 bounds the maximum difference

between phase angles at buses i and j, the interdiction problem for given
interdictions variables J5, d;, and J,,, can be written as follows: (Note: The

variables 7 represent the dual variables of the balance and bound constraints.)
(I-DCOPF) :max min S,

Po.PoS
s.t.:
R'=PF;-FR; =0 (1)
PY+P;+P; =0 (1)
Ry +P; +35, =L, (71)

B.=B,6, +B,6, <M,&, (1)
B.=B,6, +B,6, 2-M,d; (1)
By -B.6 +B,6, <M, 3, (7
Ri-B.6 +B.6, 2-M,q5 (7))
P;—B,,6, +B,,6, <M,,0, (72;)
P\ ~B,6,+B,,6, 2-M,,3, (72

B’ <P’ (1)
P’ <P’ (7))
i <P,(1-8;) (™)
R, >-Py(1-85) (74)
B <Pi1-8%) (")
P >-P5(1-8;) (75)
P; <Pi(1-0;) (75")
Py >-P(1-85) (785"")
S, <L, (™)
S, >0

PeFf 20

P, P: P unrestricted

6.,6,.6, unrestricted
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where:

a={ah. o &|d+ &+ 4 <1 4 4 a000))
because we assume one unit of interdiction resource is available.

Notice that every admittance equation has been split into two inequalities.
This is done in accordance with equation (2.9) (see Chapter Il, Section B), to

linearize the multivariable product that results from introducing the interdiction

variables into the model. When é;f=0, every pair of inequalities enforces
P’ -B,6+B,6, =0. When J; =1 (line (i, ;) is interdicted), these constraints do
not bind because M, is large. However, in this case BJ.L will still be forced to be
zero by constraints B < P'(1-9;) and P/ 2-P/(1-J]).

The optimal interdiction problem consists of maximizing, by choice of

interdiction variables é’f the amount of power that must be shed in the system.

As shown in Chapter Il, Section B, this max-min problem can be easily
reformulated as a max-max problem by taking the dual of the inner problem, I-
DCOPF, listed above. This yields:

(DI-DCOPF): max max L +M,J( 7, - 711€+) +M; B - 12:[)

+M,,04 (78, = T5) +BO( 18) +PC( ) +Pi(1 - O)( #7 - ")
+BL (=05 (7™ = 7 ) + B (1= &) £ - £ )+L,(1m™)

s.t.

m+ 7 <0 (B
T <0 (P)
7+ <l ()

~m A Y+ T =0 (BY)
~ AT A T+ T =0 (B

~L AT AL T+ AT =0 (P
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_Blzng ‘Blz#; _B]3 7@ _Bl3 ﬁ =0 ( 16
Bl2n1LZ- "'8127?1'2+ - B, 7?3 —- B, ég =0 ( ﬁ
Bl3”1€ +B, 72L3+ +B), 7?3 +B,, é =0 ( ﬂ

0, + a5+ 3, <1

i unrestricted
/N R R <0

-, >0

d5, 05, &, 040,13

The resulting model, DI-DCOPF, contains a number of cross-products of
the form o in the objective function, which we can linearize as described in

Chapter I, Section B. This linearization yields the following MIP:

(LDI-DCOPF): max 7L, + M, (v =viy) +M,, (v, =vi) +My, (v —viy)
+ROn’ + P I + By (A — ) +R (HT - )
P (0 =) =By (o v ) =B ™)

13 3
_pLy LCap _ _ LCap* oad
P (vy; Vi) + Lyt

S.t.

m o+t <0 (R7)
o+ 7 <0 (B
o+ <l (S)

~T AT+ T+ =0 (B))
AT R+ T T =0 (BY)
—T I T+ =0 (PY)
~B,7, ~B,7 =B, 7 ~B, & =0 (@
B,my +B, 1t ~By i By B =0 (H

B13ﬂ1L37 +BI3»IXL3Jr +B23,g+323 g :0 ( g
Oh+ a5+, <1
yOV (3, 1)

where:
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ﬂL_, #Cap_, 7?’ VL_, vLCap_’ éoad < 0

ﬂf : nLCap* ’ VL+ : vLCap+ >0
il unrestricted
9, G 4, 040,13

The linearization of constraints vOV (9, 7) is specified in detail in Appendix

C, but as an example, consider the constraint v\ =7" & , where 777 20. The

linearization uses the following constraints:

v, ST g 7
vy ST (¥)
vizm -7 (- §) )
STy ()
20

The procedure delineated above adheres to the formulation developed by
Salmeron et al. (2004). This formulation allows us to use any general-purpose
MIP solution technique to solve LDI-DCOPF, and therefore, I-DCOPF. The
remainder of this section is devoted to demonstrating the application of Benders

decomposition to LDI-DCOPF in our three-bus network, following the steps in

Chapter Il, Section D.
We first construct the subproblem for a given vector of complicating

variables J, at iteration k:

(SPk(Jk)): nea;TX nsSL3 +M12("1€ _Vle ) +M13("1§ _V1L3 ) +M (V2L3 _V2L3)
+ROnC + P 1E +BL (K — ) +By (£ - A7)
VL (0 < )< G ) B )

P i)+ L
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S.t.

m +7f
7+ 7t
]7§S'+7%Load

LA RN S
LEEEE L SRR
e s B

R
=B, 75 B, 7, By 7 ~B ff
B, +B, 7 B, 1, B, &
B, 1T, ":313#; +B, 1, +B,, &
vV (o,, m

<0 (B%)
<0 ()
<l (S;)
=0 (B3)
=0 (B
=0 (B
=0 (4
=0 (9
=0 (4

Constraints vDV(ﬁk,n) are linearized as in Appendix C with J replaced

by o, .
The master problem at iteration £ becomes:
(MP,): ng%x z
st zS M A~ Th(- @) K+ TR @ K- L= W Y+ cm
-1 (1 a;g)m =T @ e FTHA=0) s~ T G e ¥ TE(= Q) s
T 8 e + (= ) fo +THY S TR - 0 +_é97’ . rmz*
- (1—673) Wsr TR G B -THT (- D) L T O
T (1= Q) fsk — TR QKL +THT (=9 K - O
AT (= O WL 4S80 T B v A YR e —H e R A0
T o’y phCan” o’ o’ o’ _ gl Cor” o™ _ gl Cap” o™ _ plon” o
Ok= {1,2,...,k}
In the above formulation, the subscript & for any variable (e.g., ygl,k,) refers

to the optimal value of the incumbent variable provided by the solution to

(SPk,(éA'k,)) at iteration £'|k'<k.

Having developed our master problem and subproblem, we implement the

BDA in Chapter Il, Section D, and test the three-bus case for convergence. We

use the following values for the test case:
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L,=5p.u.
B, =5p.u.
RY.P’=3
P: P, P!

12°713>7 23

p-u.
=4 p.u.

The algorithm converges successfully to the same optimal interdiction

plan: (4, =0,4, =1, 3, =0) as that of the MIP formulation in LDI-DCOPF. The

following graph illustrates how upper and lower bounds converge after four

iterations of the algorithm.

BOUNDS VERSUS ITERATION
9
8 |
e
=)
8%
o O —~LB = UB
§°)
c 4
3s
2 _
1 | -
0 ' ‘
0 2 4 6
Iteration
Figure 8. Convergence of Benders decomposition for the three-bus case. The

optimal interdiction plan, which consists of interdicting line (1,3) in Figure

7, sheds a load of one p.u..

This section has illustrated Benders decomposition using a small example.

This foundation should help the reader understand the generalization of the

procedure to any power grid in which buses, generators, substations and lines

can be interdicted. The extension to incorporate the effect of system restoration

over time will be addressed in Chapter V.
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B. BENDERS DECOMPOSITION: GENERAL INTERDICTION PROBLEM
WITHOUT SYSTEM RESTORATION

The general interdiction problem should be scalable to let us analyze an
arbitrary power system. We will not discuss the derivation of the BDA for I-
DCOPF as done in the previous section, however. Appendix A provides a
complete derivation of the Benders decomposition procedure for I-DCOPF. The

derivation is broken down into these steps:
A.1 shows the interdiction model, I-DCOPF.
A.2 shows the dual of the interdiction model, DI-DCOPF.

A.3. shows the dual of the interdiction model after linearization of Jir
products, LDI-DCOPF.

A.4 shows the BDA master problem.

The subproblem at iteration £ is LDI-DCOPF with all J’s replaced by
fixed 5,{’3 (given by the user at iteration £ = 0 and by (MPy) at iteration £ > 0),

where 5, [A [ k.

Once the subproblem is solved for a given interdiction plan, we retrieve
the dual values for each subproblem constraint and use them as coefficients for
the master problem. The master problem at iteration & is displayed in Appendix
A4.

C. RESULTS

The BDA is implemented in GAMS (GAMS 2003) and solved with CPLEX
version 8.1 (GAMS-CPLEX 2003) as the underlying solver, and run on a Pentium
4 laptop computer at 3.0 GHz and with 512 Mbytes RAM. We turn off the
“presolve” option in CPLEX because it leads us to erroneous duals from the

subproblem.

Figure 9 shows the sequence of lower and upper bounds generated by
BDA for the IEEE RTS One Area case (1999-1), with interdiction resource M = 6
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and the assumptions made in Salmeron et al. (2003). The optimal interdiction
plan for this case matches the solution obtained by solving the MIP LDI-DCOPF
directly.

BOUNDS VERSUS ITERATION

60000

50000 -

—e—| B a—UB

40000 -

30000 -

Bounds

20000 -

10000 -

100 200 300 400 500 600 700

Iteration

Figure 9. IEEE RTS One Area case without system restoration: Convergence. Note
the significant improvement of the lower and upper bound at early
iterations. As the number of iterations increases the effectiveness of the
cuts (given by the upper bound from the master problem) decreases.
Initial upper bound is 140,000, but the vertical axis on the graph is
truncated for display purposes.

The results for this problem show that, by iteration 375, the lower bound is
already within 7.6% of the optimal solution, while the upper bound is within 12%.
(For this comparison we use the optimal solution obtained with LDI-DCOPF.) We
achieve these bounds in approximately 10 minutes; however, it takes 1 hour and
20 minutes to reach the optimal solution which is 14,048 $/hr. This result shows
Benders decomposition may obtain sensible bounds in a relatively small number
of iterations, and an acceptable time. However, reaching optimality takes

considerable effort. This difficulty will be addressed in Chapter VI.
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Figure 10 shows how the time required to solve the master problem and
subproblem change as the algorithm proceeds. This figure reveals the
increasing difficulty of the master problem as more cuts are added with
subsequent iterations. While the time to solve each succeeding master problem
of the decomposition process significantly increases, the relative efficiency of the

new cuts are less significant as shown by Figure 9.

SUBPROBLEM TIME PER MASTER PROBLEM TIME PER
ITERATION ITERATION

0.14 fg
— 16

g

;’ 10

E .

=y

2

0

100 200 300 400 500 600 700 100 200 300 400 500 600 700
Iteration Iteration

Figure 10. IEEE RTS One Area case without system restoration: Time versus
Iteration . The time to solve each master problem in the algorithm
significantly increases with subsequent iteration. The maximum time to
solve any subproblem is less than 0.2 seconds while master-problem
solution times are as high as 18 seconds.
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V. BENDERS DECOMPOSITION FOR THE PROBLEM WITH
SYSTEM RESTORATION

This chapter extends Benders decomposition to the interdiction problem
with system restoration. We describe the models involved in the new
decomposition, and show preliminary results. (Chapter VI will show improved

results through some refinements in BDA.)

A. FORMULATION

This section illustrates the application of Benders decomposition to the
interdiction problem with system restoration, I-DCOPF-R. The derivation of I-
DCOPF-R is included in Appendices B.1 and B.2. We will not discuss the
complete derivation of the Benders decomposition procedure for the system

restoration case, which is included in Appendix B. Specifically:
B.1 shows time-period constructs.
B.2 shows the interdiction model I-DCOPF-R.

B.3 shows DI-DCOPF-R, which is the interdiction model with the inner
power flow model replaced by its dual.

B.4 shows DI-DCOPF-R after linearization of cross-products. We denote
this model LDI-DCOPF-R.

Finally, B.5 shows the BDA master problem.

We start the description after the linearization of the 77 cross-products.
That is, assuming we have LDI-DCOPF-R as the MIP to which we will apply

Benders decomposition.

Again, the subproblem at iteration & is the LDI-DCOPF-R with all o’s
replaced by fixed 5,{’3 (given by the user at iteration £ =0 and by the (MPy) at

iteration k£ >0), where @m [1 £, and the dual values for each subproblem

constraint are used as coefficients for the master problem.
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The BDA master problem is shown in Appendix B.5. At each iteration %, a
new cut is added to the master problem. This provides a (monotonically

decreasing) upper bound Z,, and an interdiction plan that will be used in the

subproblem (SPk(5k)) to calculate a lower bound.

B. RESULTS
Figure 11 shows the convergence of BDA for the IEEE RTS One Area
case with system restoration. Note the significant improvement in the bounds

during the early iterations of the decomposition process when compared to the
last iterations.
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Figure 11. IEEE RTS One Area case with system restoration: Convergence. The
upper and lower bounds of this problem converge quickly in early
iterations. Convergence is reached in 120 iterations and takes 33
seconds. Also note that the optimal objective value (circled in graph) is
reached in early iterations, but it takes the algorithm a relatively long time
to prove it has obtained an optimal solution.
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Although the case with system restoration is intuitively more difficult to
solve than the case without system restoration (because of the number of time
periods, and the related number of additional variables), the former actually
solves faster in the IEEE RTS One Area case. This could be attributed to the
fact that, for the problem with restoration, some candidate components, such as
those with the largest repair times, are more obviously attractive than others to
become part of the optimal solution. This might allow the BDA to target solutions
that include those components at early stages, which in turn provides accurate
bounds sooner than in the case without system restoration (in which the
attractiveness of all components is more balanced). Our results support this
conjecture. While it takes over 700 iterations and 1 hour and 20 minutes to solve
the IEEE RTS One Area case without system restoration problem, the problem
with system restoration solves in only 120 iterations and 33 seconds. We find

similar behavior in the RTS Two Area case.

Figure 12 shows that master problem time by iteration remains almost the
same for the IEEE RTS One Area case with system restoration. We will show

that this is not the case when we apply the BDA to the IEEE RTS Two Area case.

TIME BY ITERATION

|——SP Time ——MP Time |

Time (sec)

0 20 40 60 80 100 120

Iteration

Figure 12. IEEE RTS One Area case with system restoration: Cumulative time. Time
is shown for the subproblem and for the master problem separately. Note
that the time to solve the master problem appears to remain stable by
iteration, despite the increasing number of constraints.

47



To illustrate the potential difficulty in solving the master problem as the
number of iterations increases, we analyze the results for interdiction scenario
M =12 for the IEEE RTS Two Area case. Figure 13 shows the results for a
2,000-iteration run of this problem.

BOUNDS VERSUS ITERATION CUMULATIVE TIME PER ITERATION
6.00E+07
300000
5.00E+07 250000
k] —_ ) —e— SP Time —=— MP Time
g o
a 2' 00E+07 | o 150000
1.00E+O7 ] E 100000 1
: 1 50000 -
0.00E+00 ‘ ‘ ‘ | 01
0 500 1000 1500 2000 0 500 1600 1500 2000
Iteration Iteration
GAP VERSUS TIME
GAP VERSUS TIME 6
12 5
10 —_
L8 s
g6 5
Z 4 5 2
32 1
0 0 : : : :
0 20 40 60 80 0 0.1 0.2 0.3 04 0.5
Time (hrs) Time (hrs)

Figure 13. IEEE RTS Two Area case with system restoration: Solution trajectory. In
2,000 iterations, taking 75 hours, a gap of 16% is achieved. The top left
graph shows that a near-optimal solution is found at the early stages, but it
takes many iterations to prove it. The top right graph shows the
cumulative solution time, by iteration, for the master problem and
subproblem. Note how the master-problem solution times increase
substantially as the algorithm proceeds. The bottom left plot shows how
the optimality gap changes with time. Note the large decrease in the gap
in the early iterations. The bottom right picture is an expanded view of the
first 30 minutes of the “GAP VERSUS TIME” plot. The gap is reduced to
50% in the first 30 minutes. The problem’s lower bound is, in actuality,
only 2% from the optimal solution value at this time, although the algorithm
cannot prove this within the first 75 hours.

Clearly, BDA is impractically slow for this problem. This suggests the
need for strategies to accelerate BDA’s convergence. The next chapter

describes and demonstrates techniques we have developed to do this.
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VI. ALGORITHM REFINEMENTS AND RESULTS

As seen in Chapter V, long master-problem solution times are a major
factor in the overall efficiency (or inefficiency) of BDA. This prompts us to focus
on the master problem and reduce its solution times to accelerate overall

convergence of BDA.

A. INTRODUCTION
This chapter explores the following techniques to reduced master-problem

solution times:

1. Solving a relaxed master problem in some iterations rather than the

standard master problem,
2. Dropping certain Benders cuts as iterations proceed, and

3. Not solving the master problem to optimality in all iterations (Sub-

optimal integer solutions).

The modified BDA which includes the above strategies 1, 2 and 3 is

shown in Figure 14.

The various techniques and associated results are discussed in Sections

B through D below. A combined strategy is reviewed in Section E.
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Figure 14. Benders Decomposition Algorithm (with refinements) flowchart. This
diagram depicts the steps of our enhanced BDA, incorporating the
proposed strategies to speed up convergence. RMP refers to the linear
relaxation of the BDA master problem. The flowchart includes the
refinement techniques that are explained in Sections B through D of this
Chapter.
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B. RELAXING THE MASTER PROBLEM

The first technique we try solves a relaxed master problem (RMP;) in most
iterations k, and only solves the true (mixed-integer) master problem periodically.
A relaxed master problem should be much faster to solve, and its use may lead
to an overall reduction in solution time. We refer to this technique as the

“relaxed-MP strategy.”

RMP; is formed by treating any discrete variables as continuous (while the
rest of the problem remains the same). The optimal value of a relaxed
maximizing model yields an upper bound on the optimal value of the full model.
However, the solution to the relaxed master problem is not a feasible interdiction
plan (unless it happens to be an integer solution). For this reason, the relaxed
master problem solution cannot be used in the subproblem to obtain a valid lower
bound; however, the Benders cut generated by the subproblem at that solution is
valid. In order to improve the lower bound, we must solve the actual master
problem, and we do this at a specified interval (for example, every ten iterations).
Unless specified otherwise, in the test cases that follow, our relaxed-MP strategy
consists of solving the true master problem once every ten iterations and

otherwise solving RMP.

To show the benefits of using the relaxed-MP strategy, we first consider
BDA applied to the IEEE RTS One Area case without system restoration. The
original algorithm’s solution trajectory for this problem is presented graphically in
Chapter IV, Figure 9. Recall that it originally takes about 1 hour and 20 minutes
to solve this case. The relaxed-MP strategy solves the problem in only 26
minutes, a 67% improvement over the original algorithm. Figure 15 shows how

the problem converges.

The reduction in overall solution time cannot be attributed solely to faster
solutions of the master problem, however, since the modified algorithm solves in
only 281 iterations compared to the original 768. It appears that cuts generated

from non-integer solutions may be more effective than standard cuts generated
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at integer solutions. We are unsure why this occurs in this case, and in fact, we

will see later that this behavior cannot be generalized to all our cases.
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Figure 15. Relaxed master problem strategy: Convergence (I). IEEE RTS One Area
case without system restoration. We solve the full master problem every
10" iteration and otherwise solve that problem’s continuous relaxation.
This problem solves 67% faster using this technique compared to the
original BDA which solves the (mixed-integer) master problem in each
iteration.

Figure 16 shows the solution times by iteration, for the master problem
and for the subproblem.
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Figure 16. Relaxed master problem strategy: Time versus iteration (I). IEEE RTS
One Area case without system restoration. We depict computational
times when using the relaxed-MP strategy. The top figure shows the

subproblem solution time by iteration (which averages under 0.15
seconds). The full master problem is solved every 10" iteration (these
are easily distinguished in the bottom plot due to their longer solution
times). The average time required to complete each master problem
iteration is reduced to less than one second in contrast to the original BDA
whose iteration average is 9.5 seconds.

Figure 16 shows that subproblem solution times are approximately the
same as in the original BDA (see Chapter IV, Figure 10), whereas the master
problem solution times have been reduced considerably. The apparently
exponential increase in master-problem solution times (exhibited by the original
BDA as iterations progressed) does not appear now: The new master-problem
solution times appear to increase only linearly by iteration. The average time per
iteration using the relaxed-MP strategy is 0.15 seconds, much less than the

average of 9.5 seconds per iteration for the original BDA.

The results above are for the problem without system restoration. Figure
17 depicts the solution trajectory for the IEEE RTS One Area case with system

restoration, using the relaxed-MP strategy.
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Figure 17. Relaxed master problem strategy: Convergence (lI). IEEE RTS One Area
case with system restoration. The algorithm closes the gap rapidly in
early iterations but takes many iterations to prove optimality. Detailed
solving time from the algorithm, not shown, reveals that a 10% gap is
reached in 12 seconds, but optimality is not reached until 60 seconds.

Note, however, that this problem takes longer to reach optimality using the
relaxed-MP strategy than the original BDA. This fact can be attributed to the
number of relaxed master problems (nine in this run) that are solved before we
solve the standard master problem in order to update the lower bound. If we
reduce the interval for solving the standard master problem, for example, every
3" jteration, we would be able to solve this problem to optimality in only 23

seconds, a reduction of 8 seconds (25%) over the original BDA.

Figure 18 shows the cumulative solution time for the master problem for
both the original BDA and the relaxed-MP strategy. Note the reduced solution

time for the master problem when compared to the original BDA.
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Figure 18. Relaxed master problem strategy: Time versus iteration (Il). IEEE RTS
One Area case with system restoration. We show cumulative time to
solve the master problem. The average time per iteration for the master
problem in the relaxed-MP algorithm is 0.03 seconds (including iterations
where the master problem is solved exactly), a substantial improvement
from the original BDA, which is 0.15 seconds. Cumulative time is reduced
accordingly.

The advantages of the relaxed-MP algorithm are more significant as
problems become more dificult. This algorithm helps close the optimality gap
faster because (1) every relaxed Benders cut is valid and can therefore
contribute to the reduction of the upper bound, and (2) the relaxed master
problem is so much faster to solve. Figure 19 shows the effect of this algorithmic

strategy for the IEEE RTS Two Area case with system restoration.
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Figure 19. Relaxed master problem strategy: Convergence and Time versus
Iteration (Ill). IEEE RTS Two Area case with system restoration. The top
graph illustrates that the relaxed-MP algorithm closes the optimality gap
more in earlier iterations. The bottom graph illustrates the master
problem’s reduced cumulative solution time when we use the relaxed-MP
algorithm. Note that a logarithmic scale on the time axis is used for clarity.

In the IEEE RTS Two Area case we can appreciate the impact of the
relaxed-MP strategy on overall solution time. The original BDA takes over 75
hours to complete 2,000 iterations, reaching a 16% gap. By solving the relaxed
master problem for nine of ten iterations, and solving the standard master
problem every 10™ iteration, we reduce the total solution time to a mere 26
minutes for 2,000 iterations, and reach a 19% gap. The original algorithm
reaches a 20% gap at iteration 1,683 in approximately 37 hours; in contrast, the
relaxed-MP algorithm achieves the same gap in 1,762 iterations but only in 20

minutes. The average time per iteration for this test case using the original
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algorithm is two minutes and 15 seconds; using the relaxed-MP algorithm, we
reduce the average time per iteration to 0.78 seconds. The original BDA, of

course, takes much more time to achieve such gap.

C. CUT-DROPPING STRATEGIES

The relaxed-MP algorithm helps solve certain problems, but larger
problems need additional techniques like “cut-dropping” if they are to be solved
efficiently. The goal of cut-dropping is to limit the number of Benders cuts in the
problem so that the master problem remains efficiently solvable. Of course,

convergence of BDA may be lost unless care is taken.
We explore the following cut-dropping techniques:
- Drop (delete) all “sufficiently slack cuts,”
- Drop all “non-LP-active cuts,”
- Dropping the first slack cut,
- Keep a minimum number of cuts plus all active cuts, and
- Keep the n-most active cuts.

The following subsections explain and demonstrate each technique in
detail.

1. Dropping All Non-active Cuts

This strategy attempts to keep only binding cuts (the cuts that remain
“active” between iterations) in the master problem. In a linear problem, an
inequality constraint is deemed “active” (or binding) at a given feasible solution if
the exact equality holds at that solution. A non-active constraint is said to be
slack. The concept of slackness is important here because though basic
sensitivity analysis one can show that, at the optimal solution to a linear problem,
slack constraints can be dropped without changing the optimal solution to the
problem. Moreover, it is well known that, for linear problems solved through
Benders decomposition, one may eliminate non-active cuts in the master

problem at a given iteration without losing convergence to an optimal solution.
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For a mixed-integer master problem, the above property is also true, but
checking for active cuts is a more complicated task because a cut might be (in
fact, will be in most cases) slack at the optimal integer solution, yet removing it
could cause a (strict) relaxation of the master problem. Checking for active cuts
in a MIP requires removing the cut and solving the new MIP (in order to assess if
the optimal objective function value has changed). Doing this for every cut is not
likely to yield an efficient algorithm, of course. Instead, our approach consists of
dropping cuts that are “estimated” to be non-active. We accomplish this by

removing all cuts at any iteration that have a slack greater than a percentage of

the optimal value of the current MP. The slack for a cut of the form z<c¢'[®

A

(where zOR, ¢,00R") at a given feasible solution (z,J) is given by

s=c'd-220. Then, s is compared with the master-problem objective function
value zZ. Ideally, we would use (2,5) :(2*,5*) (optimal solution to the master

problem) to evaluate the (relative) cut slackness. However, sometimes we must
rely on relaxed-MP solutions (see Section B) or even on sub-optimal solutions

(see Section D) to carry out this comparison.

We use the RTS One Area case for basic tests and perform several runs
with various “slackness criteria.” In particular, we eliminate any cut whose slack
s is greater than 0.1%, 1%, 5%, 10% and 20%, respectively of the current Z.
The results for all these cases are similar and unsatisfactory: It appears that this
technique eliminates some cuts that are necessary for the convergence of the

problem. For example, if we use 5s>0.20z (20%), the master problem bound

does not improve after the 85" iteration, impeding this variant of BDA from

converging (see Figure 20).
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Figure 20. Dropping non-active cuts: Convergence. IEEE RTS Two Area case
without system restoration. Lower and Upper Bounds versus number of
iterations. We only use estimated active cuts in the master problem.
These cuts cannot close the optimality gap.

2. Dropping Non-LP Active Cuts

This strategy estimates the active cuts in the master problem by using the
active cuts in the relaxed master problem. We keep only LP-active cuts in the
master problem. We consider a cut to be LP-active if it is active in the relaxed
master problem. This technique showed no significant improvement over the
previous cut dropping technique because it also appears to remove too many
cuts from the master problem. For example, in the IEEE RTS One Area case
with system restoration, only four LP-active cuts remain in iteration 566, yielding
a weak upper bound.

3. Dropping the First Slack Cut

We check all incumbent cuts at any given iteration until we find one whose
slack exceeds a pre-specified threshold, for example, being 20% above the
master problem objective function value. If none of the cuts satisfies this
criterion, none is dropped. In addition, a cut that is removed is no longer

considered in the master problem.
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This strategy still removes cuts that are needed for convergence. In the
IEEE RTS One Area case with system restoration and a slackness threshold of
20%, only nine cuts remain in the master problem by iteration 300 and the
optimality gap is 597%. When we increase the criterion to 80%, 52 cuts remain

at iteration 300, but the optimality gap is still unacceptable at 180%.

A variant of this strategy consists of selecting the first cut whose dual
variable (at the optimal branch-and-bound node for the master problem solution)
is zero for elimination. Again, this alternative does not provide us with the
necessary set of cuts to close the optimality gap.

4, Keeping the n-Most Active Cuts

The results in the previous subsections show that we must sustain an
elevated number of cuts in order to avoid destroying convergence. Additionally,
we can see from those strategies that if we eliminate cuts based on a pre-set

slackness criterion we may be eliminating cuts needed for convergence.

Here we try a new strategy where we limit the number of cuts to a pre-
specified value, n. We assume the master problem with » cuts is solvable in a
reasonable amount of time. At every iteration, we replace the cut with largest
slack by the cut generated at the incumbent iteration. This strategy guarantees
that the “best” n-1 cuts are always used, keeping the problem to a manageable

size that will solve relatively quickly.

Testing indicates that being too restrictive in the value given to n can
prevent the algorithm from converging. For example, Figure 21 shows that for
the IEEE RTS One Area case with system restoration, restricting the number of
cuts to n = 30 is not efficient, whereas the algorithm converges successfully for n
=110.
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Figure 21. Keeping the n most active cuts: Convergence. IEEE RTS One Area case
with system restoration. Gap versus iteration plot. Limiting the number of

cuts makes the problem simpler to solve. However, as illustrated in this

figure, too few cuts will prevent the problem from closing the optimality

gap.

Specifically for n = 30 cuts, we can only close the gap to 60% after 180
iterations (in 45 seconds), and cannot improve after then. For n = 60 cuts, we
can achieve a 34% gap in 62 iterations (19 seconds). For n = 90 cuts, a gap of
4% is achieved in 99 iterations (30 seconds). Finally, for any » = 110 cuts or

more, the problem solves to optimality in 117 iterations (35 seconds).

D. SUB-OPTIMAL INTEGER SOLUTIONS

In this section we consider a strategy that is similar to the master-problem
relaxation described in Section B. This extension involves establishing a
termination criterion for the (full, mixed-integer) master problem before it is
solved to optimality. Typical termination criteria are based on limiting any of the
following: the number of integer solutions found during the branch-and-bound
process, the number of nodes explored in the branch-and-bound tree, the
computational time spent, or combinations of the above, such as: “Stop after a

maximum number of seconds, if at least one integer solution has been found.”
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If the integer solution found is not integer-optimal (due to the early
termination according to pre-specified criteria) then the upper bound cannot be
updated. However, it is still a candidate solution for improving the lower bound,

which will be obtained after solving the subproblem for that candidate solution.

To ensure that the upper bound eventually improves, at least every m
iterations (e.g., m = 50) the full master problem needs to be solved to optimality.
(Recall that the upper bound can also be updated whenever we solve a relaxed
master problem). Figure 22, shows the bound trajectory graph for the RTS Two
Area case where (a) the master problem is solved to optimality every 50™
iteration, (b) the master problem is solved to a sub-optimal integer solution every

10™ iteration that is not a 50" iteration, and where (c) RMP; is solved otherwise.
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Figure 22. Master problem sub-optimal solution strategy: Convergence. RTS Two
Area case without system restoration. This strategy uses relaxed-MP nine
of every ten iterations, sub-optimal integer solutions to the master problem

at every 10" iteration except every 50" iteration when the full master
problem is solved to optimality. After 2,000 iterations, we achieve a 65%
gap in 26 minutes. In comparison, the relaxed-MP algorithm alone (where
master problems are solved to optimality every 10" iteration) achieves a
62% gap in 1 hour and 42 minutes in the same number of iterations.
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This strategy performs better than the original BDA at early
iterations (gap and time per iteration are reduced). However, it reaches a point

where the convergence stalls.

E. COMBINED STRATEGY

Here, we present the relaxed-MP strategy combined with the cut dropping
strategy that keeps the n most-active cuts. This combined strategy proves to be
the best among all possible combinations. We show this combined strategy

applied to the RTS Two Area case with system restoration.

Table 4 compares results for 2,000 iterations using the different strategies.
We take »n =500 most active cuts, and then combine it with the relaxed-MP

strategy where the full MP, is solved at every 10" iteration only.

Technique Original BDA | Relaxed MP Best 500 cuts | Combined
Final GAP 16.8% 19.1% 48.6% 8.3%
CPU time 75h 12 m 26m 1h 45m 16m

Table 4. Combined strategies: n-most active cuts with relaxed-MP. RTS Two Area

case with system restoration. This table shows the Gap and Time
comparisons for the most effective strategies. The results show over 99%
improvement in time and a 50% improvement in the gap achieved when
using the combined strategy in lieu of the original BDA.

In fact, we can even obtain better solutions for this case by increasing the
number of cuts allowed in the solution strategy. For example, if we increase the
number of most active cuts to keep to 700, at the end of 2,000 iterations, a gap of
only 4% remains, but the time to complete this process increases to 20 minutes.
We can also increase the number of iterations to decrease the gap. Figure 23
illustrates results for the combined strategy with n = 700 when applied to the RTS

Two Area case.
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Figure 23. Combined strategy, n-most active cuts with relaxed-MP. IEEE RTS Two
Area case without system restoration. 700-most active cuts are used, and
the full MP is solved every 10" iteration. The problem reaches a 5% gap

within 20 minutes and proves optimality in 45 minutes.

The solution obtained through this combined strategy represents a
99.12% improvement over the time required by the original BDA. (Comparison is
made for a 16% gap, which is the gap achieved by the original BDA.)
Additionally, this combined technique allowed us to prove optimality through

complete convergence.
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VII. CONCLUSIONS AND RECOMMENDATIONS FOR FURTHER
RESEARCH

This chapter summarizes the most important findings of the thesis, and

proposes areas for future research.

A. CONCLUSIONS
This thesis has expanded upon the models and solution methods of
Salmeron et al. (2003, 2004) for optimal interdiction (by terrorists) of electric

power grids, using limited offensive resources.

Our first task was to validate the DC power-flow model that forms the core
of our interdiction models. We compare power flows computed through the full
AC power-flow model provided by the PowerWorld Simulator (PowerWorld 2003)
to those computed by our own DC model, DCOPF. The IEEE One Area
Reliability Test Case (IEEE 1999-l), with several versions representing different
interdiction scenarios, make up the set of test problems. The average deviation in
power flows across all scenarios is less than 5%, and all lines showing deviations
over 10% carry a negligible fraction of the system’s total power. These results

indicate that the DC power-flow model is acceptable for interdiction analysis.

After consolidating the mixed-integer formulations of the interdiction
models (with and without system restoration) developed by Salmeron et al., we
have demonstrated that Benders decomposition—this involves iterating between
a mixed-integer master problem and a linear-programming subproblem—is a
viable technique for solving these problems. We use interdiction decisions as
“‘complicating variables” and develop the decomposition methodology through a
small example first. We then extend the procedure to a generic power grid, apply
it to larger test problems, and find that convergence is too slow for practical use.
For example, an instance of the IEEE Two Area Reliability Test Case (IEEE
1999-1), which has 48 buses, requires two-thousand iterations to close the gap to

16%; and that takes 75 hours on a 3.0 GHz personal computer.
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Not only is the number of iterations large, but each one requires us to
solve a mixed-integer master problem that becomes more difficult to solve as the
iterations proceed, i.e., as more Benders cuts are added to it. For example, in
the problem mentioned above, initial master problems solve in less than one
second, but by iteration 1,900 they are taking up to up to 600 seconds to solve.
(Subproblem solution times remains stable and short throughout for this problem

and all others tested.)

In order to improve the efficiency of the original decomposition algorithm,
we propose some refinements to the way the master problem is solved. Among
the techniques investigated, this combination works best: (a) Solve the full
master problem only periodically, say, every 10" iteration, and otherwise solve
the master-problem’s linear-programming relaxation, and (b) drop certain
“‘unimportant” Benders cuts to limit the size of the master problem (we keep at
most n cuts, those that are estimated in some way to be “the most important.)
Computational times drop dramatically with this strategy. For example, a 4.7%
gap is reached in 2,000 iterations for the previously mentioned problem, but this
is accomplished in a mere 20 minutes. Thus, our improved techniques represent

important steps toward solving large-scale, real-world interdiction problems.

B. RECOMMENDATIONS FOR FURTHER RESEARCH
We identify the following areas of research from which the existing work

could greatly benefit:

1. Further reductions of the computational burden imposed by the
master problem. Further research is required in the areas of

valid inequalities and cut-dropping techniques, among others.

2. Enhancements to speed solutions of the Benders subproblems.
The current implementation does not take advantage of the
decomposable structure of these problems, which arises when
the goal of the interdictor is to maximize total unmet demand for

energy (unmet demand for power, integrated over the time) and
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when repair times for interdicted components can vary. This
enhancement is not important for small test problems, but it

should not be disregarded for larger, real-word problems.
Testing on real-world problems.

Embedding of our bi-level model into a tri-level “system-
protection model.” The ultimate goal of the study of electric-grid
interdiction is to help analysts develop plans that minimize the
potential for system disruption. Formulation of a tri-level
system-protection model, and provision of solutions through
exact and heuristic methods are thus required. The system-
defense model introduced by Israeli (1999) can serve as the

foundation for such work.
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APPENDICES

APPENDIX A: MIP MODEL WITHOUT SYSTEM RESTORATION

A.1  The Interdiction Model (I-DCOPF)

This interdiction model, I-DCOPF, attempts to maximize the interdiction
cost (that is, the sum of generating costs plus load-shedding penalties provided
by DCOPF) by choosing an optimal set of components to be interdicted. The

following notation is required in addition to that specified for DCOPF:

Additional sets:

L” :Interdictable lines (directly or indirectly)

G : Interdictable generators (directly or indirectly)

Additional model data:

JE= 1if/0L
0 otherwise

16 = 1ifgOG"
& 0 otherwise

Ab =

/

1if/0L"
0 otherwise

g

A%={1ﬁgmc”

0 otherwise

i(g) = Bus for generator g

5() = {Substation for bus i, if any

0, otherwise

substation for bus i that generator g is connected to, if any

Remark: 5(i(g)) = {0 otherwise
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I-DCOPF:

max  min Z PGB EDIDINACH

Gen plin
LT i ghG;

s.t.

Admittance constraints, prior to linearization:

P]Lme B (6 ([) d(l))(l _/]lLineJILim’) l_l (1 _JiBuS) I_l (1 _éSub) (1 _ d}.ine) D

finl} @ 3 sOS [ L5 W ooy e
which are re-written below after linearization of the 08 products:

BLine B (0 (1) d(l)) SMI(AleedlLine + Z 5iBus + z 5:“]) + z dILme) U ( 7?)

n:u*p] B SOS* [ L5 w o e
BLine B (9 (1) d([)) > _Ml(/‘lLinedlLine + z a;Bus + z éfub + z éf‘ine) mli (nl_A")
fDJ*pJ Jrd SOS™m L5 @ L

Power balance constraints:

ngGen _ Z PLlne + z PLme +ZSw zdw W] (]7;Bal)

200G, lo(F i qd(i¥ i

Line capacity constraints:

B < B Ealy (71)
I)[Line < }_)lLine (1- JlLine) on ( ﬂlLCaP')
B < B (1-9) 07, (777)
B < BM(1-00") Ol,s L (7))
P < PHe(] - gt OLuin oo L (774)
BLine > I—JILme el ( ﬂlLo)
B 2 =B (1-8/"™) oo L (77")
B 2 =B (1-8) O, i (717)
B 2 =B (1-57") OL.s L (7))
P > —Phre(] - L) Onujio oo L ()
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Power generation constraints:

poer < Pl 0ga G (7%
P < (155 048 G ()
P < P (1-0;) Ogli(gW I’ (74")
P < P (1-03,) Og | s(i(g)¥ 0.s(i(gP S (747)

Upper bounds on the load shedding:

S. <d, Oi,c (77

Variable sign constraints:

P 20 Oi, gl G,
P URS i/

S, 20 Oi,c

8 URS Oi

where

Li b
5[ me,JiBus’ dSS'u , &g?en D{O,l}
A= G ¢ Line,t sLine,t Bus,t .t Subt  sSub,t
Z Z Mi’gen 5i’Ggen +ZM] ine d ine +ZM,- s d;?us +ZMSM @u <M
oL

0l g0G! oI Os S

A.2 The Dual Interdiction Model, DI-DCOPF

Taking the dual of the inner model presented in section A.1 yields the dual

interdiction model shown below.

73



DI-DCOPF:

Aol (m -+ > 8 (- 1)

max Z M/ b _ l,i\iDIiJB 5 | _ +
SR LD DR /Al 2D LD DR A O Al /)
1,s]s08" 0 L3 L e
PRSOXAED WA A WACE SLA P AGL k3
i c 2g0G™ 20G" gli(gh I"
+ Z }_)gG (1 QS;L;[Z&)))]YGS +z PLme( #0 #) +Z Ple _ 5’16) ( h _ 1%)
gls(i(g)as” L
+ Z ELine (1 _JiBuS) (IZI.I:IB _ lfJB ) + Z I)]Lme é‘y(g» ﬂ'Lf _ ]f;v)
Liior o 18 1,sls0S" 0 L3+

+ Z plLine(l _Jlfine) (7711:5 _ 7f,112+) +Zdic ]l:?oad

LIOL D 1"
s.t.

Power-generation dual constraints:

z(g) +(1- /]GO)”GO + f 7'5 /Ig) 753 4:@» 7? <h, Og

Line-flow dual constraints:

R EP O C T SR N D Y I

Lo o L,
2 (ﬂstS""fsS)"' 2 (7#"'111) i+ 1 =0 Lt
Lsfs01s" B L, Ly

Power-shedding dual constraints:
R < S, Dic

Phase-angle dual constraints:

Y B(m ) 3 B (74 i) =0 i

lli=o(l) lli=d(l)

Signs on dual variables:
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T unrestricted

e, AL f, i <0
T, AR, 20
7o, i1t <0

" <0

Bounds on the dual variables:

%, i, 1%, A :—"fr=-Max. shedding cost —-Max. Generating cost

o, i, P, A, it :-"7m=-Max. shedding cost —Max. Generating cost
774, d , ﬁF, ﬁy, . 7= Max. shedding cost + Max. Generating cost
. -7 =-P" -B8

" . 7 =P +B 8

where we take @ =1 radian.

A.3 Linearization of DI-DCOPF

Linearizing the o7 products in DI-DCOPF yields:

LDI-DCOPF:
4 A" - A S4° A"

maXle /11L v —v/ )+ z (VIBA _VIB )+ z (Vs qu ) + Z (Vl il VJL,H )

Y Lot o 18 L&y si1 oo e
DRAEINALERED WAL ST WAL

g0G™ ii(g) I" sls(i(g))0s”
+ZP1Lme( 10 _]?LO)_'_ZP[Lme[(d _ ]ﬁ.)_(vl _V/L ):|

or” DL

D Line - M - * D Line N * S~ St

DN A [ A R I R Y A (€ I S I TR

Lol o 1B 1,s|s08™ [0 L3

o3 Eeo -t -0l )] PE(Sa) OF YT,

LUIOL 1D 1"

s.t.

z(g) +(1- )IGO)HGO + )f 7? /1g> ’? 711(@) gj <h, Ug (PgG)
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R RN EP D C IR SRR N D Y

l,i‘iul*m L

DI AR A EED Y A AR A A 0l (BY
I, 9 vDS mL, 1,1@1/ e

771’Ba[ + 7;?:”0! S ﬁc D i’c (Si,c)

_ZBI(H;‘I-"'HM)-"ZBI(#-"#):O 0i (4
lli=o(1) lli=d (1)

Linearizing constraints are:

v <t g nalys ¥
-1t <0 oo r v

v - 2= (1= §) oo L 78

va < n.A &915

v,l iT‘1 <0

v 2-7'(1- ")
sS4t _ = b

vl,s < n;A égu

v,SA -1 <0

sS4 * — b
vl,s _n;A Z_]f(l_é'”)
LA+ — .

vig S n;A é/Lme

LA+ +

Vim ~ nzA <0

LA™ + _ .
Vim ~ nzA 2 _774(1 - JW)
Vl 7TL d.me

le - l'lf <0

7= ")

Oi|0 10 L*
Oil|0 I'tl L
0,/|0 I’ 1

Os,/| & ST1 5
Os,/| & S’ L
Os, /|0 S°00 L3

Onu|m o
Onu|m Lo
Onu|m Lo

o0 L
nalys
e
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(K5
)

( ﬁj)s

(¥
(%)
( gaqs)}

(K
( 111)2)
( fin,)

7
V)
)



vl —ml 2= (- §*)

| ﬂff —#(l—ﬁ“b)

Vz

vlll —ﬂLdLme
- <0

lll 1,1

Vi nleLz _TZL(I_ Jine)
_7—71.44 d:ine
- 20

-t <7 (1= ")
VfiA— > _7—71.445iBus
T -1 20

-t <T(1- )

v, ST (A- 3

4 —
Vig 2 _n;A "
vfjj_ - 77,“1 >0
LA
Vi _77;4 qA 9? ")

OLi|0 1 e
OLi|0 1 e
Oni|0 r'a L

Os,0|§1 ST L3
Os,/ |8 ST L3
Os,/ |8 ST L3

Onu|io L

Onu|mm L -

QLu 0 L,nor”

nalys
o0 L
o0 L

Oi,l |0 I'd L
Oi,l |0 I'd L
0i,/|0 '8 L2

Os,/| & S1 L
Os,/| &1 ST L3
Os, /|1 ST L

OLu|io rm L™
OLu|io r,g L
anu|io r,g L

77

(5
(45,)
(¥,

()
(i)
C#)

( (1 11)l )
(fo;,h )
( (1,01, )

¥
)
)

(V)
(Y5
(g:‘:)}

(%)
(%i%,)
(Fo)

( 111)1)
(Wi,
( 1%3



RS
vf_ - ﬂf >0
v~ <7 1= ¢")

e g

LS~ = b
Vl,s 2= 1 su

LS~ S
vl,s - 1,s 20

LS~ S = b
vl,s - 1,s S 7#(1 - 5“ )

G =

v 21

G_

Vg ﬂgG >0

G— iy —

Ve nfs g(l i)
GB = us

Ve 2 ﬂfdfg)

GB _ GB

Vv, ﬂgG >0

GB _ B = _ NBus
Ve ngG < g(l a;(g))
GS  _= ub

vg - g s(i(g)

GS _ -GS

vy . >0

nalys
nagps
o0 r

Oi,l |0 I'd L2
Oi,l |0 I'd L
Oi,/|0 ' L

Os,/| & S11 L
Os,/| &1 ST L3
Os, /|1 S L

OLu|i0 L'a o L
Onu|mm L -

0,00 L0 L

01 G
01 G
0d] G

Ogli(gd I’
Ogli(gl I’
Ogli(gd I’

g s(i(g)P S
g s(i(g)P S
Og|sG(g)X S

0/
0/
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)
)
)

(W)
( (lﬁ;z)
(#i)

()
( (/:gs_)z)
(Fo,)

(X))
V)
(¥)

)
)
)

V)
V)
)

)
)
)

(1)
(1)



n <7t OLi0 I e (1)
n <7t OLs|© ST L3 ()
7 <7 OLu|m0 La 7))
n;A‘ 2_7.{4 A (’74_)
7 s -7t oo o (1)
7 27 oo I'g (1)
7 -7 Ols | S0 L3 (1)
2T 0L 0 L L 7))
2 -7F 04l G ()
> 7 Og li(gn I ()
7 > -7 gl s(i()] §° ()

7 unrestricted

o w KR, 20
VA+,VL+, VLB+,VLS+’VLL+ >0
o, B, 7, <o
VA_,VL_, VLB_,VLS_,VLL_,VG,VGB,VGS SO

7,0, 17, <0
7 <0

A.4 The Master Problem

The master problem for Benders decomposition derives from the dual of
LDI-DCOPF. At iteration k, the master problem has the form:

(MP,): 5%1,%)(@ z

79



s.t.

Zszélune(l_f}{:k'-lp_]f g/k ﬁ j/k - / /2

ar
IDZJE Bus 53“5(77,4 (L) k! + 7f 94)3 (i?)l _/}TBf/)s )
il L

Sub — * _— —47 54,
+ z 5 (nA (1,9),.k ot 77‘ 5’1‘)3,/« (v)l /I‘T(l 5)s -k )

1,s]s0S" 0 I3+

+ Z JHLW(HA (1,10, k +_77A %;)3,1(' __ (11)I _ﬁ(zj/) N3

LUIOL 1D I

WA TS f/ + x i)
aL
z 53”5 (]TL lz)l ]zL (1,i)3.k lz)l 1}8)3 k' )

Liinr o 2

+ Z 5sub(”L (1.), k' + 7 fmk - ( 5ok _%Li/h

1,s]s0S" 0 13+

+ Z JHLW(ﬂL (1,00), .k ot _# %;)3 & __ﬁ ( ,1;)1, _97 Lj/)3

LUIOL 1D 1"

D 0T "I D T

glg0G" 28 G
DI A At S AD R DI & 4t
gli(g)ar gli(gly 1
DI A A AR Z LA
gls(i(gnos” glsi(gm §”
+ Z 7_774( lk }{k) + z n-A( (1i)s .k Iz);k) z _7;?( %v)3,k' - (,s)3,k')
o i@ 1ty 18 IRls 3,1 1
+ Z 7TA( (L&' 111)31{)"'27#( ysz)"' Z 7#( (1,i)s.k' 1,)31()
LUIOL D I o L 1ty 18
+ Z nL( Us) k' 13)31() Z 7( #J;')g,k' - (%l');,k')
1,s]s08™ 0 L3 Lim e
+3 | (7' —n;f;o) st o)+ X (7t )]
! Lo e
+ Z [(HL( (1,5),k' ls)k ))} z |:(7_71L(,Z§Lll)k - Ill)k ))J
1,s|s08" I L3 L Lo
T+ Y G+ Y (FTE 1) +2h Py Zf,c ok
206" (gl I' s(i(g) S

Uk= 1,2,..k
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APPENDIX B: MIP MODEL WITH SYSTEM RESTORATION

B.1 Constructing Time Periods, and Additional Notation

The notation below and time period construct algorithm are extracted from
Salmeron et al. (2004).

Required notation:

T =set of periods, for t T

§=L'0GO Bl S, setofall (directly) interdictable elements
Dur(e) = Duration (hours) of outage for element e[ ¢, if attacked
D, =Duration (hours) of time period t, for t T

5 {1, if component e remains unrepaired in time period ¢ after being attacked
te

0, if component e is repaired before time period ¢ after being attacked ’

for tT, ed€.

tl ti t,g !

Remark: In the above notation B.™, B2*, B%", and A" denote S,

when e=/[ is a line, or e=i is a bus, or e=g is a generator, or e=s is a substation,
respectively.

The following algorithm constructs the set of time periods, T, based on the

different outage durations for all interdictable elements. In the course of the

algorithm, D, and 7,, are also constructed:
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Algorithm “Construct Time Periods”:

Initialization: & « &, T « O, & 0, me 0;
While & 20 :
t —t+1
T - T0{}
1, if e0&
o

0, otherwise

m, « min{Dur(e)‘e Dg}

¢, ~ {e‘eDED Dur(& mt}
D

£ - &\¢,
End While

—m —m,._,

Additional notation for interdiction model:

L =Set of lines / that can be directly or indirectly interdicted in period ¢.
Note :

10L if either:
B =1, or

t

B2 =1 for some i |/ DL, or

B>" =1 for some s |/ DL, or

ts

B =1 for some I/ |1l DL

t
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. _|1ifior
- {0 otherwise
. |1ifior”
. {0 otherwise
o _ |1ifg0G”
- {0 otherwise

¢ _)1ifg0G"
0 otherwise

s _|lifsOs

_|rifis
' 0 otherwise
{0 otherwise

B.2 The Interdiction Model, I-DCOPF-R

I-DCOPF-R:

max _ min ZD(U {ZthtGgen Zqu tt(}

o (pCer plirs, 6) 1=

s.t.

Li Line pLine SLi b sSub
R,lme_Bl(gt,o(l)_Ht,d(l))SMl(Al mel[;t,lmealme-i_ Z zgtiuségus"' Z ﬁ? égu +

or'p e o ST

Z ﬁtlelne JLme DZD ¢ (]7:1] )

IIDL*‘M [Line

Blee _B( to(l) td(])) > M (ALmeﬂ%lineJILine + Z ﬁi,Bius d;?us + z ﬁi:tb éﬁ’uh +
Os 8|7 23+

iDI*PJ 1B ,
z Lme dLme DIL—_' ¢ (]Zf)
N
oo 1
Z Ptfgen _ Z Bjine + Z Pt,l}ine +ZS”-,C :Zdl-,c Dl,t (nfial)
glG; l‘o(l)Zi l‘d(l)Zi c c
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PLine < ]_)Line

t,l li

Line DLine Line
B < B™(1-0")

P[Lline < p]Line(l _ JiBuS)

BLline < f_;Line(l _ qub)
Line DLine Line

B < B (1-9,")

Line _ pline
£"z-h

Line _ pline Line
P 2 —BH(1- 81"

Line _ pline Bus
PU 2 =B (1- )
Line DLine Sub
™ 2-R"(1-0,")

Line _ pline Line
B2 =R (1-6,")

Gen DGen
<

Fe SE

Gen DGen en
< -

P < B (1-67")

Gen DGen Bus
<

E,g _Pg (1 J(g))

Gen DGen Sub
Pt,g SPg (1 a-V(t(g)))

Ri,en 2 0

P URS

S,;.20

g, URS

Bounds on :

7o, 7, 10, A - =
Vo S i A

ITA+ . 77A :]_)lLine +Bl_8

where we take @ =1 radian.

0,0 L
0,0 L, Bi=1

O, 1,i

lggus
> 1Pt

O¢,l,s

tll

Dzlll\zn L LP"’

06,0 L

0,0 L, Blre=1

O, 1, B
Ot 1, B

Cr, LU0 L' L, B3

O, d1 G
Otgld) G.B5"=1
Or,gli(gd I, B, =1

1

1

Ot,g | sG] S", B =1

Ui, c

Ut, g
Ue,1
Lt,i,c
Uz,i
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1

1

1

—Max. shedding cost —Max. Generating cost
—~71= —-Max. shedding cost ~Max. Generating cost
o, i, A5, A, # . Tir=Max. shedding cost + Max. Generating cost
7' -7 =-P" -B@

(

ﬂ.Luad

t,i,c

)



B.3 The Dual Interdiction Model, DI-DCOPF-R

Taking the dual of the above primal problem yields:

DI-DCOPF-R:

‘@W?Z%Z%m%m(@—%ﬁ'z B (- 1)

[EII*’]] e

+ > B (- D> B (- D)

sDS*pJ 5 w o ‘1 [Line
DAON DI FEDIDINALED WD IR A(ET:A0¥ 4
it ¢ t g0G™ 86 48% 1
DDA L ALV VD IR A (A 4
(DI 1857 1 gls (g S™ 1B o)
Y BT AN +Y. Y BrA=¢") (7 - )
¢ or” 0L 184" 1
3 D RS (L - X X R =N (f - )
nrp L a5 =1 s ST L 0 =1
Y BN A=g) (A, - A Y d, T
uar'[p L g =) it
s.t.

rz(g) (1_400)710 /z,f]f /Lz) lgll&) ﬁi(g» ﬁf&(g)) i1, <D(0)h, Ot,g (BZ)

AR ARNE D AR DRI A SR B o D S O

il @ 1B gl

DY U A DY (%+%)%mdwﬂ Onl (B)

s0s'[n L3 B 1 w1 Be=

ﬂfial + lzL’ZZd SD(t) D([c D t,i,c (St,i,c)

85



-y s(mien )+ > B+ 1) =

lo(h)=i Id (1)=i

1 unrestricted

o, L, R, F, 20
oo,k A, 7, <0
o, if, 15, <0

T <0

B.4 Linearization of DI-DCOPF-R

Linearizing the products orr yields:

LDI-DCOPF-R:

/‘ ﬁLme( v _V:l;)'*' z ﬁBus tBIA
iEu*}ZJ B
rgi’szl Z + Sub o SAT __ SA* + Line ;LA™ _
! ! z s (vt,l,s Vt,l,s) z 1 (Vz,l,zz Vzlzz

sDS*p 5 w o ‘1 [line

DIOXD ARSI AEDIDIPAC, Aais®

i ¢ t g0Gc™ a6 48% 1

DI IR A GO LD JD VR A Wi

gl 1857 1 glsi(g " 1B 5 1

+Y Y B A +Y, Y B - )08 )

¢ " msz,‘” 1

+ Z Z EL((ntl:lBl 77‘1,) (thz tll))

nr'jp e 1B =1

Y Y B0 - A -0 D)

s08°D £ (%=1

DI (G ARTHETR) DWW

IIDL‘}B e B =1
With balance constraints:

tl(g) (1 - 460)710 /z,f 7'{0 /{g) 'gl(g) {ii(g)) ﬁu(sz(g)) 1.8 D(t)h
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RN ARV N SR A R A SID Y (e

o' e B 1

tY (mieAl)e X (A )Rl A, =0 Ol (B

SO0 L3 % 1 w Ll L gle=

i+ A <D, Otie(S,,)
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B.5 The Master Problem
The master problem of the Benders decomposition results from the dual of

LDI-DCOPF-R. At iteration &, the master problem has the form:

(MP,): (gl%xR z
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APPENDIX C: LINEARIZATION OF CROSS-PRODUCTS

This is an explicit list of constraints for the three-bus example in Chapter

IV. y,n represent the dual variables for the linearizing constraints.
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