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Introduction

This report focuses on a technical analysis
of the origins, propagation methods, and
activities of the recently discovered
Kapeka Backdoor. In particular, a detailed
examination and evaluation of the Kapeka
Backdoor attributed to the Russian
Sandworm Group was conducted. The
analysis revealed that this malware has
been actively used by the Russian APT44
group since 2022.

Kapeka Backdoor is a sophisticated
malware that prepares a platform for
malware execution by communicating with
infected devices. Through command-and-
control (C2) communication, attackers can
send commands and take control of target
systems. This backdoor is similar to
another backdoor known as QUEUESEED,
which has the same hash and
characteristics. Both malware have been
attributed to the Russian APT group
Sandworm.

This report aims to highlight the
importance of this threat by discussing
the technical details and attack vectors of
the Kapeka Backdoor in detail. It also aims
to help organizations be better prepared
for such attacks by providing information
on attack detection and defense
strategies.
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Kapeka Backdoor and What You Need to Know

What is Kapeka Backdoor?

Kapeka is a sophisticated backdoor designed for initial discovery and persistent
infiltration of targeted systems. It is developed in C++ and disquises itself as a
Microsoft Word Add-in (.wll). The installer silently installs, runs the backdoor, and
removes itself from the environment. It continues to initiate data collection and
external data transfer to threat actors, providing persistence through scheduled
task creation or autorun registry entries, depending on system privileges.

Using multi-threading, Kapeka efficiently processes incoming directives and
communicates with the Command and Control (C2) server via the WinHttp 5.1 COM
interface. Its capabilities include file manipulation, execution of uploaded code,
execution of shell commands, and even self-updating and uninstallation, giving
attackers extensive control over compromised systems.

Initially dropped as a hidden file inside a folder named 'Microsoft' in paths such as
'C:\ProgramData’ or 'C:\Users<username>\AppData\Local', Kapeka proceeds via a
scheduled task or autorun registry entry, depending on the privileges of the
process.

The backdoor operates with four main threads: the first thread manages the
initialization, C2 communication, and exit routines; the second thread monitors
Windows logout events and signals the primary thread to execute the exit routine

during logout; the third thread monitors incoming tasks and starts subsequent
threads to execute each task received from C2; and the last thread monitors task
completion and sends the processed results back to C2.

In addition, the backdoor communicates with the C2 server to receive tasks and
send back fingerprint information and task results. It has a reconfigurable feature
and allows updates during runtime by fetching a new version from the C2 server.
The latest iteration of the backdoor includes a special algorithm that applies CRC32
and PRNG operations to both GUID and hard-coded values within the binary file.
Furthermore, the embedded and persistent configurations of the backdoor are
encoded in JSON format.
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Countries Targeted by APT44 (Sandworm)

APT44 is a threat actor operating in a wide geographical area and targeting
organizations in various sectors. It operates in countries such as Azerbaijan,
Belarus, Georgia, lran, Israel, Kazakhstan, Kyrgyzstan, Lithuania, Poland, and
Russia, with a particular focus on Ukraine. In addition to targeting organizations
related to energy, industrial control systems, SCADA, and national defense, this
group targets organizations in various sectors such as governments,
transportation, energy, media, and social organizations. APT44's activities pose a
significant risk, especially in regions that intersect with the interests of the
Russian state, which is why it also targets organizations in North America, Europe,
the Middle East, Central Asia, and Latin America.
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TECHNICAL ANALYSIS

B Backdoor Dropper Analysis

File Name dropper.exe

MD5 50b5582904fe34451focb2362eTllcb24

bd07fb1e9b4768e7202debcec454c78c6891270af0208
5¢cb1fceb539db1386¢3f

SHA256

dropper.002C2666

push eax

push 8

call dword ptr ds:[<&GetProcessHeap>]
push eax

call dword ptr ds:[<&RtlAllocateHeap>]
mov edi,eax

test edi,edi

je dropper.2c2715

v

dropﬁer.UOZCZBBU

ush esi ; esi:L"C:\\Users\\ \\AppData\\Local\\Microsoft\\fevypo.wll"
ea eax,dword ptr ss:[ebp-28]

push eax

push edi

call dword ptr ds:[<&wsgr1ntfw>]

lmg; eax,dword ptr ss:|[ebp+10] ; [ebp+10]:L"cC:\\WINDOWS\\system32\\rundl1132.exe"
add esp,C

mov dword ptr ss:[[ebp-88],eax
xorps xmmO,xmmO

L™ "sws\", #1 -d"]=250022
#1A81
o ) DOSCFEES | 00250022
ZIE 2% Dump 4 @Y% Dump 5 'E' Watch 1 [%=] Locals ;:f Struct W)5CFEEC | 00730077
| ASCTT | 005cFEFO| 002C0022 | dropper . 02c0022
JOSCFEF4 | 00230020
65 00 72 00 |®.Cc.:.\.U.s.e.r s | 00200031
SF 00 5C 00 s\ SN \ | pessci
61 00 5C 00 |A.p.p.D.a.t.a.\. SCEF04 | D001C200
4D 00 69 00|L.o.c.a.1.\.M.1. ficrroc | 00979758
74 00 5C 00 |c.r.o.s.0.f.t.\. )DSCFF10 | 00SCFFSC | . |
JOSCFF14 [[002C2915 | return to dropper.002c291s from dropper.
2E 00 77 00|f.e.v.y.p.o L nscFE1e || no2co000| dropper . D02C0DD00
31 00 20 00 (1.71.".,. .#.1. . 05CEFIC || 00000000
WISCFF20 || 0099B1BE| L C Y\ WINDOWSY \system32\\rundl1132., exa"
ABAB AR AB . d i )05CFF24 | 0000000A

Figure 1- Dropped dll

The DLL has been loaded to be executed by rundll32.exe from the location
C:\Users\admin\AppData\Local\Microsoft\fevypo.wil.
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push esax
Bcall dword ptr d=:[<&ShellExecuteExi=]
X0r ecx,ecx

mov edx,1l ; edw:L"™%"&ws ", #1 -d”
test eax,eax
cmovae ecx,edx ; edw:l™\ "®wshT", #1 -d

cmp dword ptr ss:lebp-4J,0
mov dword ptr ss:lebp-8],ecx
je dropper. 2C270E

dropper.002C2709
call dropper.2C1230

_____________________________________________________

dropper.002C270E
mov ecx,edi
call dropper.2C1000

yir

dropper. 002C2 715

mov ecx,dword ptr ss:llebp+10] ; [ebp+1l0]:L"C:*\WINDOWS* \system32 \\rundll32.exe"
call dropper.2C1000

cmp dword ptr ss:lebp-8J,0

je dropper.2C2739

»
dropper .002C2723
mov ecx,esi ; esi:L"C:\\Usersh’ WwAppDatah\Local’y \Microsofty\fevypo.wll"”
call dropper.2C1BCO
wor edx,edx ; edw:L™"%wsh™, #1 -d”
NI 1

J=<shel132.5hel 1ExecuteExn>

et ) IEEEEETE ooscFe

[ Dump 5 'EEHNath 1 [x=] Locals 4 Struct )05 CF 660 EEEEEE
~] ooscrezo | oozpa:

5 00 73 0065 =cFe75 | oo3AC
3 00 79 00 |5F SCEE7C| 00550(
\SCFE50 | 00650(

1 00 74 00|61 )ISCFG684 | 00730C
c 00 5c¢ 00 |4D e e
SCFG5C | 00630C

F 00 66 00 |74 0SCFE90 | DOSFOC
0 00 6F 00 |2¢ oscress| doeae:
0 00 23 00|31 05CF65C | 00610
0 00 00 00 |AB T fetain

Figure 2 - Execute dll

The provided command utilizes the ShellExecute API to invoke the rundll32.exe
utility with specific parameters. It directs the system to execute the function
designated by ordinal number 1 within the vozet.wll DLL file located at
"C:\Users\admin\AppData\Local\Microsoft" directory. The addition of the "-d"
flag instructs the DLL to run in debug mode. This command facilitates executing a
particular function within the DLL through rundll32.exe, providing a pathway for
potential debugging and analyzing the DLL's behavior.
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dropper. 002C1850

call dword ptr ds:[<&GetNativeSystemInfos]
cmp word ptr ss:lfebp-124),0

Jne dropper. 201864

dropper . 002C1864 dropper.002C1860
mov edi,l xor edi,edi
call dropper.2C12C0 jmp dropper.2Cl86E

' Al

mpush
push 0
push esi ; esi:L"/c REG ADD HKCU\SOF TWARE“\M1 crosoft'\Windows'\\CurrentVersion\\Run /v “"Sens Api‘\" /t REG_S5Z /d “"C:\M\WINDOWS'\system32'\rundl132. exe
push ebx ; ebx:L"C:\\WINDOWS\‘\system32\cmd.exe"
push 0
push 0
call dword ptr de:[<&ShellExecut el:>]
XOr eCK,ecx
mov edx,1
cmp eax,20 ; 20:°
cmova ecx,edx
mov dword ptr ss:Qebp-CJ,ecx
test edi i

, edi
Jje dropper.2C1897

5E #CSE

>3 W%oump4  HDumps @ watchi  lxellocals ) stuct 01270 24| 01448078 LUC 2\ \WINDOWS'\\SysTam3 2\ \rund1132. exe \\\"Ci\\
FoL | I~ FEDSS| 01479868 | L C: %\ \WINDOWS' \SysTem3 2\ rund1132. exe"

20 00 52 00|45 00 47 0020 00 41 PO |/.c. .R.E.G. .A. 2F£030| 00002000

20 00 48 00 (4B 00 43 00 (55 00 5C PO |D.D. .H.K.C.U.\. L i ant0a00

46 00 54 00|57 00 41 00|52 00 45 PO |S.0.F.T.W.A.R.E. 12FED S | 00000003

69 00 ©3 00|72 00 oF Q0 (73 00 6F PO|N.M.1.Cc.r.o.s.0. o [t

5C 00 57 00|69 00 6 00|64 00 6F PO |f.t.\.w.i.n.d.o. 12FEDAS | 00010000

5C 00 43 00|75 00 72 00|72 00 65 PO|w.s.\.C.u.r.r.e. e ;Eggggég L HKC®

56 00 65 00|72 00 73 00|69 00 GF PO |Nn.t.V.e.r.s.1.0. 1Z2FEDB4| 01448078 | L"C: 5 \WINDOWS, \System32\\rund1132. exe \\W"C: 4,

52 00 75 00|6E 00 20 00|2F 00 76 PO |n.\.R.u.n. ./.v. e e

53 00 65 00|6e 00 73 00|20 00 41 PO| .".S5.e.n.s. .A. vl < :

Figure 3 - Registry entry

The provided command utilizes the "reg add" command to create a new registry
entry under "HKCU\SOF TWARE\Microsoft\Windows\CurrentVersion\Run". This
entry, named "Sens Api", is of type REG_SZ (String) and contains the path to
rundll32.exe and the necessary parameters to execute a specific function within
the fevypo.wll DLL file. Upon system startup, this registry entry triggers the
execution of the specified function.

10
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dropper.002C233B

mcall dword ptr ds:[<&CreateProcessw>] N _ N - _ N
test EE¥,eax ; eax:L"C:\\WINDOWS‘\system32\\cmd.exe /c %\ C:\\Users\\ \wAppDatahh\ser.bath ™"
setne
test eax,eax ; eax:L"C:\\WINDOWS‘\‘system32\\cmd.exe /c “"C:\\Users\} \hZAppData'\ser.bat\""
je dropper.2C235A

dropper.002C234A

push dword ptr ss:[ebp-10]

mov esi,dword ptr ds:[<&CloseHandle>]
call esi

push dword ptr ss:[[ebp-14]

call esi

___________________________________________________________________________

¥

dropper.002C235A i N N .
mov ecx,dword ptr ss:Pebp-40 ; [ebp-4]:L"C:\\WINDOWS"\system32'\cmd.exe"
call <dropper.registry>

mov ecx,edi ; edi:L"C:\\Users'\\ W\ AppDatah\ser.bat"
call <dropper.registry> . N

pop edi ; edi:L"C:\\Users\' IR ‘\AppData‘\‘\ser.bat"

pop esi

mov al,bl

pop ebx ; ebx:L"DOMAIN=
mov esp,ebp

pop ebp

ret

Figure 4- Execute .bat file

A batch file is created under the directory "C:\Users\admin\AppData". This batch
file is designed to facilitate the removal of the malicious backdoor dropper from
the system after the backdoor has been installed.

| *ser.bat - Motepad

File Edit Format View Help

@echo off

: label

del /q /f "C:\Users\admin\Desktop\dropper.exe"

if exist "C:\Users\admin\Desktop\dropper.exe” goto label

Figure 5- .bat file detail

After the installer completes the installation of the backdoor, it creates a batch
file that checks for its presence and deletes it if it exists. This batch file is
executed using a command prompt (cmd.exe) on the system. The installer thus
permanently removes itself from the system.

1
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B Backdoor Analysis

File Name kapeka.dll

MD5 5294aaf2ff80547172ebb3e0bcb52e0f

f30b9f6e913798cab2154c88725ee262a7bf92fe7caacla

SHA256
e2eb147e457b9b08a
M 0000/FFEBD/F5DD0 | 48:895c24 08 mov qword ptr ss:fQrsp+8], rbx ordinal#l
[ FEBQ/I 48:896C24 10 mov qword ptr ss:Qrsp+10J, rbp
[ EBGTT ' 48:897424 18 mov qword ptr ss:Qrsp+18], rsi
I 57 push rdi
I 48:81eC 40040000 sub rsp,440
[ 45:33C9 xor r9d,r9d
[ 49: 8608 mov rbx,rd
L 45:33C0 xor rid,rid
[ 33C9 XOF ecx,ecx
[ 41: 8069 01 lea ebp,qword ptr ds:[r9+1]
| BBDS mov edx  ebp
[ FF15 92030000 call gword ptr ds:[<=&CreateEventw:]
[ 836424 20 00 and dword ptr ss:frsp+20],0
| 48:8D5%4 24 20 Tea rdx, gword ptr ss:Ersp+20J
[ 48: BBCB mov rcx,rbx
I 48:8905 56740000 mov qword ptr ds: [FFFEBG7FDBEE] ,rax
[ FF15 80050000 €all qword ptr ds:[<&CommandLineToArgvw>]
[ 48:634C24 20 movsxd rcx,dword ptr ss:Qrsp+Z20]
[ 40: 32FF wxor dil,dil
| 33FG ¥OPr 85 es’
I 48: 8BD8 mov rbx,rax
[ 48:85C9 test rox,rcx
[ EI 28 74 27 je kapeka.7FFEBGTFSES]
100007 FFEBGYFSE2A 48:8B14F3 mov rdx,qword ptr ds:[rbxirsi®8]
I FEBG/T I 48: 8000 33370000 lea rcx,gword ptr ds:[fFFEBG7F9568] 00007 FFEBD/FO508:L" -d
[ FF15 25040000 call qword ptr ds:[<&uaw_lstrcmpw:]
[ 85C0 test eax,eax

Figure 6- The -d parameteris used to check whetherit is running or not

The backdoor also reads the current configuration held in the registry during the
initialization phase. Depending on whether the backdoor is initialized with the -d'
argument and the current configuration in the registry, the backdoor chooses
which configuration to use. If the '-d' argument (specifying the first run) is
provided, the backdoor prefers its embedded configuration, otherwise it reads the
current configuration from the registry, reverting to the embedded configuration
if it is not available.

12
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kapeka. 00007 FFEBG7/F40B9
Emov rdx,rax ; rax:L"software’\\Microsoft\\Cryptography’'"Providers\}{eid32dc0-dd0b-1led-a558-806ebfbeb963}"
mov dword ptr ss:ffrsp+28Q, 2011F
mov rcx,FFFFFFFFE0000001
and dword ptr ss:[Irsp+20§,0
call gword ptr ds:[<&RegCreateKeyExw>]
Test eax,eax
jne kapeka./FFEBb/F40DF

kapeka. 00007 FFEBG/F40DA
mov byte ptr ds:[rl4:8],1

kapeka.00007FFEBG7F40DI

mov rbx,qword ptr ss:Qrsp+60]
mov rax,rld4d ; rax:L"Software\\Microsoft\\Cryptography\\Providers\\{e3d32dc0-dd0b-1led-a558-806e6T6e6963}"
mov rbp,qword ptr ss:[rsp+68]
mov rsi,qgword ptr ss:frsp+70}
mov rdi,qword ptr ss:frsp ]

add rsp,>0
pop rld
ret

Figure 7- Create aregistry key

dFD??EF.DGECEEEB

mcall dword ptr ds:[<&CreateProcessw>] N _ N - _ N
test EE¥,Eax ; eax:L"C:\\WINDOWS\\system32\\cmd.exe /c \ C:\\Users\\ wwAppDatad\ser.bath ™
setne
test eax,eax ; eax:L"C:‘\\WINDOWS\‘system32\\cmd.exe /c \"C:\\Users\\ WwAppData'\ser.bat\""
je dropper.2C235A

drcpﬁer.ﬂﬂ2c234ﬁ

push dword ptr ss:[ebp-10]

mov esi,dword ptr ds:[<&CloseHandlex>]
call esi

push dword ptr ss:[lebp-14]

call esi

¥y

dropper.002C235A

mov ecx,dword ptr ss:[febp-4J ; [ebp-4]:L"C:\\WINDOWS\\system32\\cmd.exe"
call <dropper.registry>

mov ecx,edi : edi:L"C:\\Users\\ W\ AppDatah\ser.bat"
call <dropper.registry>

pop edi ; edi:L"C:\\Users\\ g\ AppData‘\\ser.bat"

pop esi

mov al,bl

pop ebx ; ebx:L"DOMAIN=

mov esp,ebp

pop ebp

ret

Figure 8- Create mutex

The backdoor protects its settings by storing them in a registry value named
"Seed"in the path
"HKU<SID>\Software\Microsoft\Cryptography\Providers<GUID>". Initially, it gets
a GUID value by using GetCurrentHwProfileW() and obtaining the szHwProfileGuid
field. If GetCurrentHwProfileW() fails, the backdoor defaults to a hard-coded GUID
value. Also, the backdoor generates the mutex using an algorithm similar to
"Global\BFE_Notify_Event_{{{e3d32dc0-ddOb-1led-a558-806e6f6e6963}}".

13
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HEEEEEEEEE————

+text "UTF-16

align 8
alzyekp:

+text “UTF-16
align 8
aBorgrb:

+text "UTF-16LE™, 'S0RGRb°,8
align 3
aBéhqggu:

+text "UTF-16LE™, "b@HqGu®,@

]

align 8
axXsrmyo:

+text "UTF-16

]

align 8

align 8
aRajsmj:

align 8
a/ndqijp:

Figure 9- Json keys

Additionally, the backdoor employs JSON formatting for both internal data
exchange and communication with the command and control server. In total,
there are 36 distinct JSON keys utilized, each concealed and comprised of 6
characters. To ensure security, the backdoor employs three distinct encryption
and encoding methods: AES-256 in CBC mode, XOR, and RSA-2048.

)
%\%

14
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|
¥

kapeka. O WTFFEBGTFAL1EL
moyv eds  deord ptr o _IL- i ]

Y rox f
call kapeka. TFFEBGTEI 30

Tedt al,a
e kapeka, TFFEBGTF421A

A, e BB L

Tea rox qword pbe dei[rdi-40]
call kapeka. ?FFEBSTEIILE

BOV O 5T

BV F,rax
call kapeka. "FFEBETEITLE
Tea rc r 55afrs

W ward ptr
X o9, e
BV gword ptr '[ } ],':l
woir rid,r8d
sov rox gword pte do:[rd |
mov rdx, rbx
mov guword ptr thrsps 200, rax rap+20] :
EAN gword ptr i [ iR egluer y¥alueExa]
test e

Figure 10- Communication information

"GafpPS": {
"LsHsAD™: [
“https://185.38.158.8/star/key™
1,
"hM4dcDc": 5,
"nLMNzt": 18,
"rggwdm”: {
"bhpalg"”: 31102111,
"sEXtXs": 813690323

Figure 11- C2 configuration

JSON data is the configuration of the Kapeka backdoor. It contains keys and
values used to control the functionality and behavior of the backdoor. This
structure includes settings such as the URL for connecting to a specific command
and control server, connection frequency, update time and other properties. It
covers both embedded (hard-coded) and persistent configuration information,
indicating that it contains configuration settings stored on the device. This
structure covers the key features that are crucial for determining the backdoor's
control mechanisms and communication behaviors.

15
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kapeka. 00007 FFEBG/F 30A5

call kapeka. /FFEBG7E7BABR

mov rcx,qword ptr ss:lrsps30]

mov rdx,rl3

€all kapeka.7FFEBG7F3EDD

mov rcx,qword ptr ss:lrbp-410 ; [rbp-41]:L"{\"ixs2HZ\":0,%"LSmL1i%" :\"BFFOF 38CT 7 60A2 8( AreTskbhai": KBXZshby":4"1
€311 kapeka. FFEBGTETEAR

mov rcx,qword ptr ss:lrbp-49]

mov rdx,rl3

call kapeka.7FFEBGTF3EDD

mov rex,rl3

mov qword ptr ds:[rl3],rld

£all <kapeka.mem_free=

lea rll,qword ptr Lrsp+E0]
mov rax,rsi
mov rbx,qgword ptr ds: [rll:30]
mov rsi qgword ptr ds: [rll+38]
mov rdi,qword ptr ds: [rll:40]
mov rsp,rll
pop rls
pop rl4
pop rl3
pop 12
o : r DOODODFSFFBIFICO
3 Nbumpd N Dumps O Watthl  Ivellccals ' Bk mamw.c.cr;rFMFiFn
T OO000OFSFFB3FEIE
o — — | — I I - QO000FS FFEIFIFD
T8 L - i PR WF5FFBIFICO
3 - 4 - A 7C7BILEICO
33 38 F 37 37 F.9.F.3.8.C. e
32 38 4 22 C G0 A2 8:C. E7B31F380
73 48 3 61 22 5.1.5.K.b. PCTRILEATO
- ;,: E".L & FAEEE RS ORI O0 200
e e e OOGO02 0100000144
2 53 . - « s 2 TE TR LEF 20
o2y = op o SolRebre Jo 00002 TE RS LEF 20
= 1 ; _'”" a1 - e m 3FZ00 | DOODOITCTRILFEED | Lo\ Ixs2HZ 10, "LSaLLiN "y
3 A= o = L B e catoris O000027CTBILFTFA
55 3 5 e et O000027CTEILFI44
o ¥= . S || I [ e R
B ¥R K. G, W

Figure 12- Sends information about the user profile in JSON format

During the initialization phase, the backdoor obtains information about the
infected system and its user through a series of Windows APIs and registry
queries. This information is organized internally in a predefined structure and then
converted into JSON format. During its initial and subsequent interactions with the
command and control server, the backdoor transmits this JSON data to the server

"ixs2HZ": @,

LenLivs "BEFORaECTIEOMIEC After acquiring device-specific information, the

it ucormama Kapeka backdoor completes its access to the
et o] compromised device.

"arg501": "Hostnams™,
"pHsy@J": "WORKGROUP™,
"oz¥ekP": 18,

"BORGRL": 0, ” Leveraging the generated autorun key, the backdoor
bjggﬁﬁ Hd R ensures that it is automatically reactivated on every
E:Jér;z :;iﬁgft key", system Dboot and seamlessly re-establishes
“tezllsk®: ", communication with the designated server.

"GOKkuo": 1,

"Wgk8xK": @,

"eEM2N9": "en™,
} ANPVLIVT: TUS In this way, it ensures long-term persistence inside

the victim's system in a continuous and covert
Figure 13- Details of the

information sentin JSON manner.
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Mitre Attack

T71059.003

Persistence T1547.001

Discovery

Defense
Evasion

Defense

) T1218.011
Evasion

Defense
Evasion

Command

T1071.001
and Control kUL

Command and Scripting Interpreter:
Windows Command Shell

Boot or Logon Autostart Execution:
Registry Run Keys / Startup Folder

System Information Discovery

Modify Reqgistry

System Binary Proxy Execution: Rundll32

Masquerading

Application Layer Protocol: Web
Protocols
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185[.]38[ . ]150[. ]8

196[. ]245[ . J156[ . ]154

IP

193[.1189[.]100[ . ]203

IP

5[.145[.]175[. 145

URL

hxxps://185[.]38[.]150[ . 18:443/star/key

URL

hxxps://194[.]61[.]121[. ]211/application

Dropper
Hash

bd07fb1e9b4768e7202debcc4b4c/78¢c6891270af0208bchlf
cebb39db1386¢c3f

Dropper
Hash

80fb042b4abb3efe058a71ab647ea949148abbe7c

Backdoor
Hash

272cfaebf22e0f6a34c0a93b7c9cbb67c725947balf17e60e
d67dbf6e1602043

Backdoor
Hash

6c3441b5a4d5d39e9695d176b0eB3a2chbfebbbe

Backdoor
Hash

5294aaf2ff80547172ebb9e0bcbb52e0f
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e
DETECTION

B Dropper Yara Rule

import "hash”
rule Kapeka_Backdoor{

meta:

author ="Kerime Gencay"

source ="ThreatMon"

description = "Kapeka_Backdoor Rule”
file_name ="dropper.exe”

hash ="50b5582904fe34451fbcb2362e11cb24"

strings:

Sopc1={8B 55 C8 8D 45 F8 8B 4D FC 50 C7 45 F8 00 00 00 00 E8 AB EB FF FF 84
CO 74 1A 8D 45 F4}

Sopc2={FF159C D0 400050 FF 15 A0 D0 40 008B F085F6 741953 8D 45 DC 50
56 FF 15 9C D140 00 8B 45 FC}

Sopc3={FF 1580 D140 0033 C9BA 0100000085C00F 45CA837DFC 0089 4D
F8 74 05}

condition:
uint16(0)== 0x5A4D and (any of (Sopc™))

}

-
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B Backdoor Yara Rule

import "hash”
rule Kapeka_Backdoor{

meta:

author ="Kerime Gencay"

source ="ThreatMon”

description ="Kapeka_Backdoor Rule”

file_name ="kapeka.dll"

hash ="5294aaf2ff80547172ebb9e0bcb52e0f"
strings:

Sstr1="jxs2HZ"

Sstr2 ="BFF9F38C7760A28C"

Sstr3 ="LsHsAOQ"

Sstré4 ="jRcZrx"

Sstr5 ="SIsKba"

Sstré = "KKGCUr"

Sstr7 ="GafpPS"

Sstr8 ="LsHsAQ"

Sopcl={E8 E4 AEFF FF 4C 8B C033D233C9FF1537D700 00 48 85 CO0 48 89 87

08 04 00 00}
Sopc2 ={48 8D 0D 54 63 00 00 E8 43 10 FF FF 418D 54 24 05 48 8B D8 48 8D 4C

24 20}
Sopc3={FF 1522 F4 00 00 48 8D 0D 83 1A 0100 48 89 4710 FF 15 F1F5 00 00 48

800D 92 1A 010048894760 FF15EQF500 00}

condition:
uint16(0) == Ox5A4D and (any of (Sstr*,Sopc*))

}

20
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HEEEEEEEEE————

Implement application whitelisting to allow only trusted and authorized
programs to run on the system.

Restrict user and application access to the Windows Registry and reqularly
monitor and audit registry changes.

Limit unnecessary information exposure and reqgularly review and restrict
access to sensitive data.

Use advanced threat detection tools that can identify Obfuscated or
encrypted files and code.

Implement strong authentication and access controls and educate users
about social engineering tactics.

Regularly monitor and restrict the use of archive and compression tools.

Use secure. encrypted connections (HTTPS), and implement multi-factor
authentication to protect session cookies.

Implement proper password policies and practices, and reqgularly audit and
secure credentials.

)
{é

21



Uncover the
of the
ThreatMon's

ThreatMon Advanced Threat Intelligence
Platform combines Threat Intelligence,
External Attack Surface Management,
and Digital Risk Protection. ThreatMon
identifies the distinctive nature of each
business and provides bespoke solutions
that cater to its specific needs.



Leverage extensive integrations that align seamlessly with all your security
programs, third-party security tools, and external repositories.

Empower your organization with ThreatMon's broad intelligence platform,
enabling in-depth analysis of intelligence data and accurate prediction of
threats for more effective security measures.

___________________________________________________________________

———————————————————————————————————————————————————————————————————

View and manage security threats on your assets or in the outside world !
that could affect your company in one place. !

___________________________________________________________________

___________________________________________________________________

|
|
View all threats that may directly or indirectly affect your organization and !
new emerging threats in real time with their analysis. !

___________________________________________________________________

———————————————————————————————————————————————————————————————————

detection methods trained with Artificial Intelligence and Machine Learning

1
1
1
! Inform your organization about future threats in advance with threat
1
! models.

___________________________________________________________________

E Get higher availability and flexibility by eliminating the dependency on E
! physical servers. !

___________________________________________________________________

___________________________________________________________________

| Provide high-level security by easily integrating with other security products '
! with an API personalised to your needs. !

___________________________________________________________________

___________________________________________________________________

|
|
Get instant notifications with Advanced Automation capabilities to effectively !
detect security threats and issues with minimal false/positives. !

|

___________________________________________________________________
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Features at a Glance

=g ATTACK '2 THREAT —255) pIGITAL RISK
SURFACE 4\
- INTELLIGENCE ’ | PROTECTION

' > MANAGEMENT

Digital Asset Detection
& Continuous
Monitoring
Vulnerable Asset
Intelligence

Real-time Dashboards
ThreatMon Asset Risk
Scoring

Mobile Application
Security Intelligence
DDoS Intelligence

SSL Security Monitoring

Passive Vulnerability
Scan

Continuous Pentest

Customized Alarm &
Notification

Al/ML-based Threat
Intelligence

Threat Hunting
Threat Activity Alerts
Customer API
Integration
Vulnerability
Intelligence

Darkweb Intelligence

Security News

Threat Reports

APT MITRE ATT&CK,
and Graph Threat Feeds
Threat Feed/IOCs
Integration

VIP Protection

Social Media Monitoring
Security Posture Card
Phishing/Impersonating
Domain Monitoring
Integrated Takedown
Critical Data Breach
Monitoring

Reputation Tracking
Deep/Darkweb Asset
Monitoring
Github/Gitlab Intelligence
Social Media Intelligence
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