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Introduct�on

Th�s report focuses on a techn�cal analys�s
of the or�g�ns, propagat�on methods, and
act�v�t�es of the recently d�scovered
Kapeka Backdoor. In part�cular, a deta�led
exam�nat�on and evaluat�on of the Kapeka
Backdoor attr�buted to the Russ�an
Sandworm Group was conducted. The
analys�s revealed that th�s malware has
been act�vely used by the Russ�an APT44
group s�nce 2022.

Kapeka Backdoor �s a soph�st�cated
malware that prepares a platform for
malware execut�on by commun�cat�ng w�th
�nfected dev�ces. Through command-and-
control (C2) commun�cat�on, attackers can
send commands and take control of target
systems. Th�s backdoor �s s�m�lar to
another backdoor known as QUEUESEED,
wh�ch has the same hash and
character�st�cs. Both malware have been
attr�buted to the Russ�an APT group
Sandworm.

Th�s report a�ms to h�ghl�ght the
�mportance of th�s threat by d�scuss�ng
the techn�cal deta�ls and attack vectors of
the Kapeka Backdoor �n deta�l. It also a�ms
to help organ�zat�ons be better prepared
for such attacks by prov�d�ng �nformat�on
on attack detect�on and defense
strateg�es.
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Kapeka Backdoor and What You Need to Know
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What �s Kapeka Backdoor?

Kapeka �s a soph�st�cated backdoor des�gned for �n�t�al d�scovery and pers�stent
�nf�ltrat�on of targeted systems. It �s developed �n C++ and d�sgu�ses �tself as a
M�crosoft Word Add-�n (.wll). The �nstaller s�lently �nstalls, runs the backdoor, and
removes �tself from the env�ronment. It cont�nues to �n�t�ate data collect�on and
external data transfer to threat actors, prov�d�ng pers�stence through scheduled
task creat�on or autorun reg�stry entr�es, depend�ng on system pr�v�leges.

Us�ng mult�-thread�ng, Kapeka eff�c�ently processes �ncom�ng d�rect�ves and
commun�cates w�th the Command and Control (C2) server v�a the W�nHttp 5.1 COM
�nterface. Its capab�l�t�es �nclude f�le man�pulat�on, execut�on of uploaded code,
execut�on of shell commands, and even self-updat�ng and un�nstallat�on, g�v�ng
attackers extens�ve control over comprom�sed systems.

In�t�ally dropped as a h�dden f�le �ns�de a folder named 'M�crosoft' �n paths such as
'C:\ProgramData' or 'C:\Users<username>\AppData\Local', Kapeka proceeds v�a a
scheduled task or autorun reg�stry entry, depend�ng on the pr�v�leges of the
process.

The backdoor operates w�th four ma�n threads: the f�rst thread manages the
�n�t�al�zat�on, C2 commun�cat�on, and ex�t rout�nes; the second thread mon�tors
W�ndows logout events and s�gnals the pr�mary thread to execute the ex�t rout�ne
dur�ng logout; the th�rd thread mon�tors �ncom�ng tasks and starts subsequent
threads to execute each task rece�ved from C2; and the last thread mon�tors task
complet�on and sends the processed results back to C2.

In add�t�on, the backdoor commun�cates w�th the C2 server to rece�ve tasks and
send back f�ngerpr�nt �nformat�on and task results. It has a reconf�gurable feature
and allows updates dur�ng runt�me by fetch�ng a new vers�on from the C2 server.
The latest �terat�on of the backdoor �ncludes a spec�al algor�thm that appl�es CRC32
and PRNG operat�ons to both GUID and hard-coded values w�th�n the b�nary f�le.
Furthermore, the embedded and pers�stent conf�gurat�ons of the backdoor are
encoded �n JSON format.
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Countr�es Targeted by APT44 (Sandworm)

APT44 �s a threat actor operat�ng �n a w�de geograph�cal area and target�ng
organ�zat�ons �n var�ous sectors. It operates �n countr�es such as Azerba�jan,
Belarus, Georg�a, Iran, Israel, Kazakhstan, Kyrgyzstan, L�thuan�a, Poland, and
Russ�a, w�th a part�cular focus on Ukra�ne. In add�t�on to target�ng organ�zat�ons
related to energy, �ndustr�al control systems, SCADA, and nat�onal defense, th�s
group targets organ�zat�ons �n var�ous sectors such as governments,
transportat�on, energy, med�a, and soc�al organ�zat�ons. APT44's act�v�t�es pose a
s�gn�f�cant r�sk, espec�ally �n reg�ons that �ntersect w�th the �nterests of the
Russ�an state, wh�ch �s why �t also targets organ�zat�ons �n North Amer�ca, Europe,
the M�ddle East, Central As�a, and Lat�n Amer�ca.
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INFECTION CHAIN
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F�le Name dropper.exe

MD5 50b5582904fe34451f5cb2362e11cb24

SHA256
bd07fb1e9b4768e7202de6cc454c78c6891270af0208
5c51fce5539db1386c3f

The DLL has been loaded to be executed by rundll32.exe from the locat�on
C:\Users\adm�n\AppData\Local\M�crosoft\fevypo.wll.
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TECHNICAL ANALYSIS

Backdoor Dropper Analys�s

F�gure 1 - Dropped dll 
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The prov�ded command ut�l�zes the ShellExecute API to �nvoke the rundll32.exe
ut�l�ty w�th spec�f�c parameters. It d�rects the system to execute the funct�on
des�gnated by ord�nal number 1 w�th�n the vozet.wll DLL f�le located at
”C:\Users\adm�n\AppData\Local\M�crosoft" d�rectory. The add�t�on of the "-d"
flag �nstructs the DLL to run �n debug mode. Th�s command fac�l�tates execut�ng a
part�cular funct�on w�th�n the DLL through rundll32.exe, prov�d�ng a pathway for
potent�al debugg�ng and analyz�ng the DLL's behav�or.
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F�gure 2 - Execute dll 
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The prov�ded command ut�l�zes the "reg add" command to create a new reg�stry
entry under "HKCU\SOFTWARE\M�crosoft\W�ndows\CurrentVers�on\Run". Th�s
entry, named "Sens Ap�", �s of type REG_SZ (Str�ng) and conta�ns the path to
rundll32.exe and the necessary parameters to execute a spec�f�c funct�on w�th�n
the fevypo.wll DLL f�le. Upon system startup, th�s reg�stry entry tr�ggers the
execut�on of the spec�f�ed funct�on. 
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F�gure 3 - Reg�stry entry
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A batch f�le �s created under the d�rectory "C:\Users\adm�n\AppData". Th�s batch
f�le �s des�gned to fac�l�tate the removal of the mal�c�ous backdoor dropper from
the system after the backdoor has been �nstalled.
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F�gure 4- Execute .bat f�le

F�gure 5- .bat f�le deta�l

After the �nstaller completes the �nstallat�on of the backdoor, �t creates a batch
f�le that checks for �ts presence and deletes �t �f �t ex�sts. Th�s batch f�le �s
executed us�ng a command prompt (cmd.exe) on the system. The �nstaller thus
permanently removes �tself from the system.
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F�le Name kapeka.dll

MD5 5294aaf2ff80547172ebb9e0bcb52e0f

SHA256
f30b9f6e913798ca52154c88725ee262a7bf92fe7caac1a
e2e5147e457b9b08a
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F�gure 6- The -d parameter �s used to check whether �t �s runn�ng or not

Backdoor Analys�s

The backdoor also reads the current conf�gurat�on held �n the reg�stry dur�ng the
�n�t�al�zat�on phase. Depend�ng on whether the backdoor �s �n�t�al�zed w�th the '-d'
argument and the current conf�gurat�on �n the reg�stry, the backdoor chooses
wh�ch conf�gurat�on to use. If the '-d' argument (spec�fy�ng the f�rst run) �s
prov�ded, the backdoor prefers �ts embedded conf�gurat�on, otherw�se �t reads the
current conf�gurat�on from the reg�stry, revert�ng to the embedded conf�gurat�on
�f �t �s not ava�lable.
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F�gure 8- Create mutex

F�gure 7- Create a reg�stry key

The backdoor protects �ts sett�ngs by stor�ng them �n a reg�stry value named
"Seed" �n the path
"HKU<SID>\Software\M�crosoft\Cryptography\Prov�ders<GUID>". In�t�ally, �t gets
a GUID value by us�ng GetCurrentHwProf�leW() and obta�n�ng the szHwProf�leGu�d
f�eld. If GetCurrentHwProf�leW() fa�ls, the backdoor defaults to a hard-coded GUID
value. Also, the backdoor generates the mutex us�ng an algor�thm s�m�lar to
"Global\BFE_Not�fy_Event_{{{e3d32dc0-dd0b-11ed-a558-806e6f6e6963}}".
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F�gure 9- Json keys

Add�t�onally, the backdoor employs JSON formatt�ng for both �nternal data
exchange and commun�cat�on w�th the command and control server. In total,
there are 36 d�st�nct JSON keys ut�l�zed, each concealed and compr�sed of 6
characters. To ensure secur�ty, the backdoor employs three d�st�nct encrypt�on
and encod�ng methods: AES-256 �n CBC mode, XOR, and RSA-2048.
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F�gure 10- Commun�cat�on �nformat�on 

F�gure 11- C2 conf�gurat�on  

JSON data �s the conf�gurat�on of the Kapeka backdoor. It conta�ns keys and
values used to control the funct�onal�ty and behav�or of the backdoor. Th�s
structure �ncludes sett�ngs such as the URL for connect�ng to a spec�f�c command
and control server, connect�on frequency, update t�me and other propert�es. It
covers both embedded (hard-coded) and pers�stent conf�gurat�on �nformat�on,
�nd�cat�ng that �t conta�ns conf�gurat�on sett�ngs stored on the dev�ce. Th�s
structure covers the key features that are cruc�al for determ�n�ng the backdoor's
control mechan�sms and commun�cat�on behav�ors.
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After acqu�r�ng dev�ce-spec�f�c �nformat�on, the
Kapeka backdoor completes �ts access to the
comprom�sed dev�ce.

Leverag�ng the generated autorun key, the backdoor
ensures that �t �s automat�cally react�vated on every
system boot and seamlessly re-establ�shes
commun�cat�on w�th the des�gnated server.

In th�s way, �t ensures long-term pers�stence �ns�de
the v�ct�m's system �n a cont�nuous and covert
manner.
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F�gure 12- Sends �nformat�on about the user prof�le �n JSON format

Dur�ng the �n�t�al�zat�on phase, the backdoor obta�ns �nformat�on about the
�nfected system and �ts user through a ser�es of W�ndows APIs and reg�stry
quer�es. Th�s �nformat�on �s organ�zed �nternally �n a predef�ned structure and then
converted �nto JSON format. Dur�ng �ts �n�t�al and subsequent �nteract�ons w�th the
command and control server, the backdoor transm�ts th�s JSON data to the server

F�gure 13- Deta�ls of the
�nformat�on sent �n JSON
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Execut�on T1059.003
Command and Scr�pt�ng Interpreter:

W�ndows Command Shell

Pers�stence T1547.001
Boot or Logon Autostart Execut�on:
Reg�stry Run Keys / Startup Folder

D�scovery T1082 System Informat�on D�scovery

Defense
Evas�on

T1112 Mod�fy Reg�stry

Defense
Evas�on

T1218.011 System B�nary Proxy Execut�on: Rundll32

Defense
Evas�on

T1036 Masquerad�ng

Command
and Control

T1071.001
Appl�cat�on Layer Protocol: Web

Protocols

M�tre Attack
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IP
185[.]38[.]150[.]8

IP
196[.]245[.]156[.]154

IP 193[.]189[.]100[.]203

IP 5[.]45[.]75[.]45

URL hxxps://185[.]38[.]150[.]8:443/star/key

URL hxxps://194[.]61[.]121[.]211/appl�cat�on

Dropper
Hash

bd07fb1e9b4768e7202de6cc454c78c6891270af02085c51f
ce5539db1386c3f

Dropper
Hash

80fb042b4a563efe058a71a647ea949148a56c7c

Backdoor
Hash

272cfaebf22e0f6a34c0a93b7c9c5b67c725947ba0f17e60e
d67dbf6e1602043

Backdoor
Hash

6c3441b5a4d3d39e9695d176b0e83a2c55fe5b4e

Backdoor
Hash

5294aaf2ff80547172ebb9e0bcb52e0f

IOC’s
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�mport "hash"
rule Kapeka_Backdoor{

    meta:
    author = "Ker�me Gencay"
    source = "ThreatMon"
    descr�pt�on = "Kapeka_Backdoor Rule"
    f�le_name = "dropper.exe"
    hash = "50b5582904fe34451f5cb2362e11cb24"

str�ngs:
    $opc1 = {8B 55 C8 8D 45 F8 8B 4D FC 50 C7 45 F8 00 00 00 00 E8 AB EB FF FF 84
C0 74 1A 8D 45 F4}
    $opc2 = {FF 15 9C D0 40 00 50 FF 15 A0 D0 40 00 8B F0 85 F6 74 19 53 8D 45 DC 50
56 FF 15 9C D1 40 00 8B 45 FC}
    $opc3 = {FF 15 80 D1 40 00 33 C9 BA 01 00 00 00 85 C0 0F 45 CA 83 7D FC 00 89 4D
F8 74 05}

cond�t�on:
    u�nt16(0) == 0x5A4D and (any of ($opc*))
}
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DETECTION

Dropper Yara Rule
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Backdoor Yara Rule

�mport "hash"
rule Kapeka_Backdoor{

    meta:
    author = "Ker�me Gencay"
    source = "ThreatMon"
    descr�pt�on = "Kapeka_Backdoor Rule"
    f�le_name = "kapeka.dll"
    hash = "5294aaf2ff80547172ebb9e0bcb52e0f"
str�ngs:
    $str1 = "jxs2HZ"
    $str2 = "BFF9F38C7760A28C"
    $str3 = "LsHsAO"
    $str4 = "jRcZrx"
    $str5 = "SIsKba"
    $str6 = "KKGCUr"
    $str7 = "GafpPS"
    $str8 = "LsHsAO"

    $opc1 = {E8 E4 AE FF FF 4C 8B C0 33 D2 33 C9 FF 15 37 D7 00 00 48 85 C0 48 89 87
08 04 00 00}
    $opc2 = {48 8D 0D 54 63 00 00 E8 43 10 FF FF 41 8D 54 24 05 48 8B D8 48 8D 4C
24 20}
    $opc3 = {FF 15 22 F4 00 00 48 8D 0D 83 1A 01 00 48 89 47 10 FF 15 F1 F5 00 00 48
8D 0D 92 1A 01 00 48 89 47 60 FF 15 E0 F5 00 00}

cond�t�on:
    u�nt16(0) == 0x5A4D and (any of ($str*,$opc*))
}
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MITIGATION

Implement appl�cat�on wh�tel�st�ng to allow only trusted and author�zed
programs to run on the system.

Restr�ct user and appl�cat�on access to the W�ndows Reg�stry and regularly
mon�tor and aud�t reg�stry changes.

L�m�t unnecessary �nformat�on exposure and regularly rev�ew and restr�ct
access to sens�t�ve data.

Use advanced threat detect�on tools that can �dent�fy Obfuscated or
encrypted f�les and code.

Implement strong authent�cat�on and access controls and educate users
about soc�al eng�neer�ng tact�cs.

Regularly mon�tor and restr�ct the use of arch�ve and compress�on tools.

Use secure. encrypted connect�ons (HTTPS), and �mplement mult�-factor
authent�cat�on to protect sess�on cook�es.

Implement proper password pol�c�es and pract�ces, and regularly aud�t and
secure credent�als.
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