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Code of Professional Ethics

ISACA sets forth this Code of Professional Ethics to guide the professional and personal conduct of members of the
Association and/or its certification holders.

Members and ISACA Certification holder’s shall:

1.

Support the implementation of, and encourage compliance with, appropriate standards, procedures and controls for
information systems.

Perform their duties with objectivity, due diligence and professional care, in accordance with professional standards
and best practices.

Serve in the interest of stakeholders in a lawful and honest manner, while maintaining high standards of conduct and
character, and not engage in acts discreditable to the profession.

Maintain the privacy and confidentiality of information obtained in the course of their duties unless disclosure is
required by legal authority. Such information shall not be used for personal benefit or released to inappropriate
parties.

Maintain competency in their respective fields and agree to undertake only those activities, which they can
reasonably expect to complete with professional competence.

Inform appropriate parties of the results of work performed; revealing all significant facts known to them.

Support the professional education of stakeholders in enhancing their understanding of information systems security
and control.

Failure to comply with this Code of Professional Ethics can result in an investigation into a member’s and/or certification
holder’s conduct and, ultimately, in disciplinary measures.



How to Use this Publication

Relationship of Standards to Guidelines and Tools and Techniques

IT Audit and Assurance Standards are mandatory requirements for certification holders’ reports on the audit and its
findings. IT Audit and Assurance Guidelines, and Tools and Techniques are detailed guidance on how to follow those
standards. The IT Audit and Assurance Guidelines are guidance an IT audit and assurance professional will normally
follow with the understanding that there may be situations where the auditor will not follow that guidance. In this case, it
will be the IT audit and assurance professional's responsibility to justify the way in which the work is done. The Tools and
Techniques examples show the steps performed by an IT audit and assurance professional and are more informative than
IT Audit and Assurance Guidelines. The examples are constructed to follow the IT Audit and Assurance Standards and
the IT Audit and Assurance Guidelines and provide information on following the IT Audit and Assurance Standards. To
some extent, they also establish best practices for procedures to be followed.

Codification

Standards are numbered consecutively as they are issued, beginning with S1

Guidelines are numbered consecutively as they are issued, beginning with G1

Tools and Techniques are numbered consecutively as they are issued, beginning with P1.

Use

It is suggested that during the annual audit program, as well as individual reviews throughout the year, the IT audit and
assurance professional should review the standards to ensure compliance with them. The IT audit and assurance
professional may refer to the ISACA standards in the report, stating that the review was conducted in compliance with the
laws of the country, applicable audit regulations and ISACA standards.

Electronic Copies
All ISACA standards, guidelines and procedures are posted on the ISACA web site at www.isaca.org/standards.

Glossary

A full glossary of terms can be found on the ISACA web site at www.isaca.org/glossary.



IT Audit and Assurance Standards Overview
Issued by ISACA

The specialised nature of information technology (IT) audit and assurance and the skills necessary to perform such audits
require standards that apply specifically to IT audit and assurance. One of the goals of ISACA® is to advance globally
applicable standards to meet its vision. The development and dissemination of the IT Audit and Assurance Standards is a
cornerstone of the ISACA professional contribution to the audit and assurance community. There are multiple levels of
guidance:

® Standards define mandatory requirements for IT audit and assurance. They inform:
— IT audit and assurance professionals of the minimum level of acceptable performance required to meet the
professional responsibilities set out in the ISACA Code of Professional Ethics
—  Management and other interested parties of the profession’s expectations concerning the work of practitioners
—  Holders of the Certified Information Systems Auditor™ (CISA®) designation of requirements. Failure to comply
with these standards may result in an investigation into the CISA holder’s conduct by the ISACA Board of
Directors or appropriate ISACA committee and, ultimately, in disciplinary action.

®  Guidelines provide guidance in applying IT Audit and Assurance Standards. The IT audit and assurance professional
should consider them in determining how to achieve implementation of the standards, use professional judgement in
their application and be prepared to justify any departure. The objective of the IT Audit and Assurance Guidelines is to
provide further information on how to comply with the IT Audit and Assurance Standards.

® Tools and Techniques provide examples of procedures an IT audit and assurance professional might follow. The
tools and techniques documents provide information on how to meet the standards when performing IT audit and
assurance work, but do not set requirements. The objective of the IT Audit and Assurance Tools and Techniques is to
provide further information on how to comply with the IT Audit and Assurance Standards.

CosIT® is an IT governance framework and supporting tool set that allows managers to bridge the gaps amongst control
requirements, technical issues and business risks. CoBIT enables clear policy development and good practice for IT control
throughout enterprises. It emphasises regulatory compliance, helps enterprises increase the value attained from IT,
enables alignment and simplifies implementation of the CosIT framework’s concepts. CogIT is intended for use by business
and IT management as well as IT audit and assurance professionals; therefore, its usage enables the understanding of
business objectives and communication of good practices and recommendations to be made around a commonly
understood and well-respected framework. CoBIT is available for download on the ISACA web site, www.isaca.org/cobit.
As defined in the CoBIT framework, each of the following related products and/or elements is organised by IT management
process:

®  Control objectives—Generic statements of minimum good control in relation to IT processes

®  Management guidelines—Guidance on how to assess and improve IT process performance, using maturity models;
Responsible, Accountable, Consulted and/or Informed (RACI) charts; goals; and metrics. They provide a
management-oriented framework for continuous and proactive control self-assessment, specifically focused on:
—  Performance measurement
— T control profiling
—  Awareness
—  Benchmarking

CosIT Control Practices—Risk and value statements and ‘how to implement’ guidance for the control objectives

IT Assurance Guide—Guidance for each control area on how to obtain an understanding, evaluate each control,
assess compliance and substantiate the risk of controls not being met

A glossary of terms can be found on the ISACA web site at www.isaca.org/glossary. The words audit and review are used
interchangeably in the IT Audit and Assurance Standards, Guidelines, and Tools and Techniques.

Disclaimer: ISACA has designed this guidance as the minimum level of acceptable performance required to meet the
professional responsibilities set out in the ISACA Code of Professional Ethics. ISACA makes no claim that use of this
product will assure a successful outcome. The publication should not be considered inclusive of all proper procedures and
tests or exclusive of other procedures and tests that are reasonably directed to obtaining the same results. In determining
the propriety of any specific procedure or test, the controls professional should apply his/her own professional judgement
to the specific control circumstances presented by the particular systems or IT environment.

The ISACA Professional Standards Committee is committed to wide consultation in the preparation of the IT Audit and
Assurance Standards, Guidelines, and Tools and Techniques. Prior to issuing any documents, the Standards Board
issues exposure drafts internationally for general public comment. The Professional Standards Committee also seeks out
those with a special expertise or interest in the topic under consideration for consultation where necessary. The Standards
Board has an ongoing development programme and welcomes the input of ISACA members and other interested parties
to identify emerging issues requiring new standards. Any suggestions should be e-mailed (standards@isaca.org), faxed
(+1.847. 253.1443) or mailed (address at the end of document) to ISACA International Headquarters, for the attention of
the Val IT initiative manager.



Effective Date
Index of IT Audit and Assurance Standards

S1 Audit Charter 1 January 2005
S2 Independence 1 January 2005
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IT Audit and Assurance Standards

Issued by ISACA. Note that translations of these standards are posted at www.isaca.org/standardstranslations.

S$1 Audit Charter

Introduction

01 ISACA Standards contain basic principles and essential procedures, identified in bold type, that are mandatory, together with related
guidance.

02 The purpose of this IS Auditing Standard is to establish and provide guidance regarding the Audit Charter used during the audit process.

Standard

03 The purpose, responsibility, authority and accountability of the information systems audit function or information
systems audit assignments should be appropriately documented in an audit charter or engagement letter.

04 The audit charter or engagement letter should be agreed and approved at an appropriate level within the organisation(s).

Commentary

05 For an internal information systems audit function, an audit charter should be prepared for ongoing activities. The audit charter should
be subject to an annual review or more often if the responsibilities are varied or changed. An engagement letter may be used by the
internal IS auditor to further clarify or confirm involvement in specific audit or non-audit assignments. For an external IS audit, an
engagement letter should be normally prepared for each audit or non-audit assignment.

06 The audit charter or engagement letter should be detailed enough to communicate the purpose, responsibility and limitations of the
audit function or audit assignment.

07 The audit charter or engagement letter should be reviewed periodically to ensure the purpose and responsibility have been
documented.

08 The following guidance should be referred to for further information on the preparation of an audit charter or an engagement letter:

® S Auditing Guideline G5 Audit Charter
®  CosIT Framework, Control objective M4

Operative Date
09 This ISACA Standard is effective for all information systems audits beginning on or after 1 January 2005.



S$2 Independence

Introduction

01 ISACA Standards contain basic principles and essential procedures, identified in bold type, that are mandatory, together with
related guidance.

02 The purpose of this IS Auditing Standard is to establish standards and guidance on independence during the audit process.

Standard
03 Professional Independence
In all matters related to the audit, the IS auditor should be independent of the auditee in both attitude and appearance.
04 Organisational Independence
The IS audit function should be independent of the area or activity being reviewed to permit objective completion of the
audit assignment.

Commentary

05 The audit charter or engagement letter should address independence and accountability of the audit function.

06 The IS auditor should be and appear to be independent in attitude and appearance at all times.

07 If independence is impaired in fact or appearance, the details of the impairment should be disclosed to the appropriate parties.

08 The IS auditor should be organisationally independent of the area being audited.

09 Independence should be regularly assessed by the IS auditor, and management and the audit committee if one is in place.

10 Unless prohibited by other professional standards or regulatory bodies, there is no requirement for the IS auditor either to be, or to be seen
to be, independent where the nature of the involvement in the IS initiative is one of a non-audit role.

11 The following guidance should be referred to for further information on professional or organisational independence:

® |S Auditing Guideline G17 Effect of Nonaudit Role on the IS auditor’'s Independence
® |S Auditing Guideline G12 Organisational Relationship and Independence
®  CosIT Framework, Control objective M4

Operative Date
12 This ISACA Standard is effective for all information systems audits beginning 1 January 2005.

10



S3 Professional Ethics and Standards

Introduction

01 ISACA Standards contain the basic principles and essential procedures, identified in bold, that are mandatory, together with related
guidance.

02 The purpose of this IS Auditing Standard is to establish a standard and provide guidance to the IS auditor to adhere to the ISACA Code of
Professional Ethics and exercise due professional care in conducting audit assignments.

Standard

05 The IS auditor should adhere to the ISACA Code of Professional Ethics in conducting audit assignments.

06 The IS auditor should exercise due professional care, including observance of applicable professional auditing
standards, in conducting the audit assignments.

Commentary

07 The Code of Professional Ethics issued by ISACA will be amended from time to time to keep pace with emerging trends and
demands of the auditing profession. ISACA members and IS auditors should keep abreast of the latest Code of Professional
Ethics and adhere to the same while discharging duties as IS auditors.

08 The IS Auditing Standards issued by ISACA are periodically reviewed for continual improvement and amended as necessary to
keep pace with the evolving challenges in the auditing profession. ISACA members and IS auditors should be aware of the latest
applicable IS Auditing Standards and exercise due professional care while conducting audit assignments.

09 Failure to comply with the ISACA Code of Professional Ethics and/or IS Auditing Standards can result in investigation into a
member’s or CISA holder’s conduct and, ultimately, in disciplinary measures.

10 ISACA members and IS auditors should communicate with their team members and ensure the teams adherence to the Code of
Professional Ethics and observance of applicable IS Auditing Standards in conducting audit assignments.

11 IS auditors should appropriately deal with all concerns encountered, with regard to the application of professional ethics or IS
Auditing Standards during the conduct of the audit assignment. If adherence to professional ethics or IS Auditing Standards is
impaired or appears impaired, the IS auditor should consider withdrawing from the engagement.

12 The IS auditor should maintain the highest degree of integrity and conduct, and not adopt any methods that could be seen as
unlawful, unethical or unprofessional to obtain or execute audit assignments.

11 The following guidance should be referred to for further information on professional ethics and standards:

® |S Auditing Guideline G19 Irregularities and lllegal Acts

® |S Auditing Guideline G7 Due Professional Care

® |S Auditing Guideline G12 Organisational Relationship and Independence
®  CosIT Framework, Control objective M4

Operative Date

12

This IS Auditing Standard is effective for all information systems audits beginning on 1 January 2005.

11



S4 Professional Competence

Introduction
01 ISACA IS Auditing Standards contain basic principles and essential procedures, identified in bold type, that are mandatory, together with
related guidance.

02 The purpose of this IS Auditing Standard is to establish and provide guidance so the IS auditor is required to achieve and maintain
professional competence.

Standard

03 The IS auditor should be professionally competent, having the skills and knowledge to conduct the audit assignment.

04 The IS auditor should maintain professional competence through appropriate continuing professional education and
training.

Commentary
05 The IS auditor should provide reasonable assurance that sufficient professional competencies (skills, knowledge and experience

relevant to the planned assignment) are made available prior to the commencement of the work. If not, the IS auditor should decline or
withdraw from the assignment.

06 If held, the IS auditor should meet the continuing professional education or development requirements of CISA and other audit-related
professional designations. ISACA members not holding a CISA or other audit-related professional designation and involved in
information system auditing should have sufficient formal education, training and work experience.

07 Where the IS auditor leads a team to conduct a review, the IS auditor must provide reasonable assurance that all the members have
the appropriate level of professional competency for the work they perform.

08 The following guidance should be referred to for further information on professional competence:

®  CISA certification and training material
®  CISA continuing certification and education requirements
®  CosIT Framework, Control objectives M2, M3 and M4

Operative Date
09 This IS Auditing Standard is effective for all information systems audits beginning 1 January 2005.

12



S5 Planning

Introduction

01 ISACA IS Auditing Standards contain the basic principles and essential procedures, identified in bold type, that are mandatory,
together with related guidance.

02 The purpose of this IS Auditing Standard is to establish standards and provide guidance on planning an audit.

Standard

03 The IS auditor should plan the information systems audit coverage to address the audit objectives and comply with
applicable laws and professional auditing standards.

04 The IS auditor should develop and document a risk-based audit approach.

05 The IS auditor should develop and document an audit plan that lists the audit detailing the nature and objectives, timing and
extent, objectives and resources required.

06 The IS auditor should develop an audit program and/or plan and detailing the nature, timing and extent of the audit
procedures required to complete the audit.

Commentary

07 For an internal audit function, a plan should be developed/updated, at least annually, for ongoing activities. The plan should act as a
framework for audit activities and serve to address responsibilities set by the audit charter. The new/updated plan should be approved
by the audit committee, if one is in place.

08 For an external IS audit, a plan should normally be prepared for each audit or non-audit assignment. The plan should document the
objectives of the audit.

09 The IS auditor must obtain an understanding of the activity being audited. The extent of the knowledge required should be determined
by the nature of the organisation, its environment, risks and the objectives of the audit.

10 The IS auditor should perform a risk assessment to provide reasonable assurance that all material items will be adequately covered
during the audit. Audit strategies, materiality levels and resources can then be developed.

11 The audit program and/or plan may require adjustment during the course of the audit to address issues that arise (new risks, incorrect
assumptions, or findings from the procedures already performed) during the audit.

12 The following guidance should be referred to for further information on the preparation of an audit charter or an engagement letter:

® |S Auditing Guideline G6 Materiality Concepts for Auditing Information Systems
IS Auditing Guideline G15 Planning

IS Auditing Guideline G13 Use of Risk Assessment in Audit Planning

IS Auditing Guideline G16 Effect of Third Parties on an Organisation’s IT Controls
CosIT Framework, Control Objectives

Operative Date

13

This IS Auditing Standard is effective for all information systems audits beginning 1 January 2005.

13



S$6 Performance of Audit Work

Introduction

01 ISACA Standards contain the basic principles and essential procedures, identified in bold type, that are mandatory, together with
related guidance.

02 The purpose of this IS Auditing Standard is to establish standards and provide guidance regarding the performance of the audit
work.

Standard

03 Supervision—IS audit staff should be-supervised to provide reasonable assurance that audit objectives are
accomplished and applicable professional auditing standards are met.

04 Evidence—During the course of the audit, the IS auditor should obtain sufficient, reliable and relevant evidence to
achieve the audit objectives. The audit findings and conclusions are to be supported by appropriate analysis and
interpretation of this evidence.

05 Documentation—The audit process should be documented, describing the audit work performed and the audit evidence
that supports the IS auditor's findings and conclusions.

Commentary

06 The roles and responsibilities of the IS audit team should be established at the commencement of the audit, defining at a
minimum decision, execution and review roles.

07 The work performed during the engagement should be organised and documented following predefined documented procedures.
Documentation should include such things as the objectives and scope of the work, the audit programme, the audit steps
performed, the evidence gathered, findings, conclusions and recommendations.

08 The audit documentation should be sufficient to enable an independent party to re-perform all the tasks performed during the
audit to obtain the same conclusions.

09 Audit documentation should include details of who performed each audit task and their roles. As a general rule, every task,
decision, step or outcome of the audit executed by a member or group of members of the team should be reviewed by another
person of the team, appointed in accordance with the importance of the considered item.

10 The IS auditor should plan to use the best audit evidence attainable consistent with the importance of the audit objective and the
time and effort involved in obtaining the audit evidence.

11 Audit evidence should be sufficient, reliable and, relevant and useful to form an opinion or support the IS auditor’s findings and
conclusions. If, in the IS auditor's judgement, the audit evidence obtained does not meet these criteria, the 1S auditor should
obtain additional audit evidence.

12 The following guidance should be referred to for further information on performance of audit work:

. CosIT Framework, Control Objectives

Operative Date

13

This IS Auditing Standard is effective for all information systems audits beginning 1 January 2005.

14



S7 Reporting

Introduction

01 ISACA IS Auditing Standards contain basic principles and essential procedures, identified in bold type, that are mandatory, together with
related guidance.

02 The purpose of this IS Auditing Standard is to establish and provide guidance on reporting so the IS auditor can fulfill this responsibility.

Standard

03 The IS auditor should provide a report, in an appropriate form, upon completion of the audit. The report should identify the
organisation, the intended recipients and any restrictions on circulation.

04 The audit report should state the scope, objectives, period of coverage and the nature, timing and extent of the audit work
performed.

05 Thereport should state the findings, conclusions and recommendations and any reservations, qualifications or_limitations in
scope that the IS auditor has with respect to the audit.

06 The IS auditor should have sufficient and appropriate audit evidence to support the results reported.

07 When issued, the IS auditor’s report should be signed, dated and distributed according to the terms of the audit charter or
engagement letter.

Commentary
08 The form and content of the report ordinarily varies in terms of the type of service or engagement. An IS auditor may perform any of
the following:

®  Audit (direct or attest)
®  Review (direct or attest)

®  Agreed-upon procedures

09 Where the IS auditor is required to give an opinion on the control environment in terms of the engagement and there is audit evidence
of a material or significant weakness, the IS auditor should be precluded from concluding that internal controls are effective. The IS
auditor’s report should describe material or significant weakness and the effect on the achievement of the objectives of the control
criteria.

10 The IS auditor should discuss the draft report contents with management in the subject area prior to finalisation and release and
includes management’'s comments in the final report wherever applicable.

11 Where the IS auditor finds significant deficiencies in the control environment, the IS auditor should communicate these deficiencies to the
audit committee or responsible authority and disclose in the report that significant deficiencies have been communicated.

12 Where the IS auditor issues separate reports, the final report should make reference to all separate reports.

13 The IS auditor should consider and assess whether to communicate to management internal control deficiencies that are of a lesser
magnitude than significant deficiencies. In such cases, the IS auditor should communicate to the audit committee or responsible authority
that such internal control deficiencies have been communicated to management.

14 The IS auditor should request and evaluate appropriate information on previous report findings, conclusions and recommendations to
determine whether appropriate actions have been implemented in a timely manner.

15 The following guidance should be referred to for further information on reporting:

® |S Auditing Guideline G20 Reporting
®  CosIT Framework, Control objectives M4.7 and M4.8

Operative Date
16 This IS Auditing Standard is effective for all information systems audits beginning 1 January 2005.

15



S8 Follow-Up Activities

Introduction

01 ISACA Standards contain the basic principles and essential procedures, identified in bold type, that are mandatory, together with
related guidance.

02 The purpose of this IS Auditing Standard is to establish standards and provide guidance regarding follow-up activities undertaken
during an IS audit process.

Standard

03 After thereporting of findings and recommendations, the IS auditor should request and evaluate relevant information to
conclude whether appropriate action has been taken by management in a timely manner.

Commentary

04 If management's proposed actions to implement reported recommendations have been discussed with, or provided to, the IS
auditor, these actions should be recorded as a management response in the final report.

05 The nature, timing and extent of the follow-up activities should take into account the significance of the reported finding and the
impact if corrective action is not taken. The timing of IS audit follow-up activities in relation to the original reporting should be a
matter of professional judgement dependent on a number of considerations, such as the nature or magnitude of associated risks
and costs to the entity.

06 A follow-up process should be established by an internal IS audit function to monitor and ensure management actions have been
effectively implemented or that senior management has accepted the risk of not taking action. Responsibility for these follow-up
activities may be defined in the audit charter of the function.

07 Depending on the scope and terms of the engagement, external IS auditors may rely on an internal IS audit function to follow up on their
agreed recommendations.

08 Where management provides information on action taken to implement recommendations and the IS auditor has doubts about the
information provided, appropriate testing or other procedures should be undertaken to ascertain the true position or status prior to
concluding follow-up activities.

09 Areport on the status of follow-up activities, including agreed recommendations not implemented, may be presented to the audit
committee if one has been established, or alternatively to the appropriate level of entity management.

10 As a part of the follow-up activities, the 1S auditor should evaluate whether findings if not implemented are still relevant.

Operative Date

11

This IS Auditing Standard is effective for information systems audits beginning 1 January 2005.

16



S9 Irregularities and lllegal Acts

Introduction

01

ISACA standards contain basic principles and essential procedures identified in bold type, which are mandatory, together with related
guidance.

02 The purpose of this ISACA Standard is to establish and provide guidance on irregularities and illegal acts that the 1S auditor should
consider during the audit process.

Standard

03 In planning and performing the audit to reduce audit risk to a low level, the IS auditor should consider the risk of

04

05

07

08

09

10

11

12

13

14

15

irregularities and illegal acts.

The IS auditor should maintain an attitude of professional skepticism during the audit, recognising the possibility that
material misstatements due to irregularities and illegal acts could exist, irrespective of his/her evaluation of the risk of
irregularities and illegal acts.

The IS auditor should obtain an understanding of the organisation and its environment, including internal controls.

The IS auditor should obtain sufficient and appropriate audit evidence to determine whether management or others
within the organisation have knowledge of any actual, suspected or alleged irregularities and illegal acts.

When performing audit procedures to obtain an understanding of the organisation and its environment, the IS auditor
should consider unusual or unexpected relationships that may indicate a risk of material misstatements due to
irregularities and illegal acts.

The IS auditor should design and perform procedures to test the appropriateness of internal control and the risk of
management override of controls.

When the IS auditor identifies a misstatement, the IS auditor should assess whether such a misstatement may be
indicative of an irregularity or illegal act. If there is such an indication, the IS auditor should consider the implications in
relation to other aspects of the audit and in particular the representations of management.

The IS auditor should obtain written representations from management at least annually or more often depending on the
audit engagement. It should:

® Acknowledge its responsibility for the design and implementation of internal controls to prevent and detect
irregularities or illegal acts

® Disclose to the IS auditor the results of the risk assessment that a material misstatement may exist as a result of an
irregularity or illegal act

® Disclose to the IS auditor its knowledge of irregularities or illegal acts affecting the organisation in relation to:
—  Management
—  Employees who have significant roles in internal control

® Disclose to the IS auditor its knowledge of any allegations of irregularities or illegal acts, or suspected irregularities
or illegal acts affecting the organisation as communicated by employees, former employees, regulators and others
If the IS auditor has identified a material irregularity or illegal act, or obtains information that a material irregularity or
illegal act may exist, the IS auditor should communicate these matters to the appropriate level of management in a
timely manner.
If the IS auditor has identified a material irregularity or illegal act involving management or employees who have
significant roles in internal control, the IS auditor should communicate these matters in a timely manner to those
charged with governance.
The IS auditor should advise the appropriate level of management and those charged with governance of material
weaknesses in the design and implementation of internal control to prevent and detect irregularities and illegal acts that
may have come to the IS auditor’s attention during the audit.
If the IS auditor encounters exceptional circumstances that affect the IS auditor’s ability to continue performing the
audit because of a material misstatement or illegal act, the IS auditor should consider the legal and professional
responsibilities applicable in the circumstances, including whether there is a requirement for the IS auditor to report to
those who entered into the engagement or in some cases those charged with governance or regulatory authorities or
consider withdrawing from the engagement.
The IS auditor should document all communications, planning, results, evaluations and conclusions relating to material
irregularities and illegal acts that have been reported to management, those charged with governance, regulators and
others.

Commentary

16

17

18

19

The IS auditor should refer to IS Auditing Guideline G19, Irregularities and lllegal Acts, for a definition of what constitutes an irregularity
and illegal act.

The IS auditor should obtain reasonable assurance that there are no material misstatements due to irregularities and illegal acts. An
IS auditor cannot obtain absolute assurance because of factors such as the use of judgement, the extent of testing and the inherent
limitations of internal controls. Audit evidence available to the IS auditor during an audit should be persuasive in nature rather than
conclusive.

The risk of not detecting a material misstatement resulting from an illegal act is higher than the risk of not detecting a material
misstatement resulting from an irregularity or error, because illegal acts may involve complex schemes designed to conceal or hide
events or intentional misrepresentations to the IS auditor.

The IS auditor’s previous experience and knowledge of the organisation should assist the IS auditor during the audit. When making
inquiries and performing audit procedures, the IS auditor should not be expected to fully disregard past experience, but should be
expected to maintain a level of professional scepticism. The IS auditor should not be satisfied with less than persuasive audit evidence
based on a belief that management and those charged with governance are honest and have integrity. The IS auditor and the
engagement team should discuss the organisation’s susceptibility to irregularities and illegal acts as part of the planning process and
throughout the duration of the audit.
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S9 Irregularities and lllegal Acts cont.

20 To evaluate the risk of material irregularities and illegal acts existence, the IS auditor should consider the use of:

®  His/her previous knowledge and experience with the organisation (including his/her experience about the honesty and integrity of
management and those charged with governance)

Information obtained making inquiries of management
Management representations and internal control sign-offs
Other reliable information obtained during the course of the audit

Management’s assessment of the risk of irregularities and illegal acts, and its process for identifying and responding to these risks
21 The following guidance should be referred to for further information on irregularities and illegal acts:

® |S Auditing Guideline G5, Audit Charter

®  COBIT Framework, control objective DS3, DS5, DS9, DS11 and PO6
®  Sarbanes-Oxley Act of 2002

®  Foreign Corrupt Practices Act 1977

Operative Date
22 This ISACA Standard is effective for all information systems audits beginning on or after 1 September 2005.
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$10 IT Governance

Introduction

01 ISACA standards contain basic principles and essential procedures identified in bold type, which are mandatory, together with related
guidance.

02 The purpose of this ISACA standard is to establish and provide guidance on IT governance areas that the IS auditor needs to consider
during the audit process.

Standard

03 The IS auditor should review and assess whether the IS function aligns with the organisation’s mission, vision, values,
objectives and strategies.

04 The IS auditor should review whether the IS function has a clear statement about the performance expected by the
business (effectiveness and efficiency) and assess its achievement.

05 The IS auditor should review and assess the effectiveness of IS resource and performance management processes.

06 The IS auditor should review and assess compliance with legal, environmental and information quality, and fiduciary
and security requirements.

07 Arrisk-based approach should be used by the IS auditor to evaluate the IS function.

08 The IS auditor should review and assess the control environment of the organisation.

09 The IS auditor should review and assess the risks that may adversely effect the IS environment.

Additional Guidance

10 The IS auditor should refer to IS Auditing Guideline G18, IT Governance.

11 The IS auditor should review and assess the risks of the IS working environment that support business processes. The IS audit
activity should assist the organisation by identifying and evaluating significant exposures to risk and contributing to the
improvement of risk management and control systems.

12 IT governance can be reviewed by itself or considered in every review carried out of the IS function.

13 The IS auditor should refer to the following guidance for further information on IT governance:
® |S Auditing Guidelines:

— G5 Audit Charter

—  G6 Materiality Concepts for Auditing Information Systems

—  G12 Organisational Relationship and Independence

—  G13 Use of Risk Assessment in Audit Planning

—  G15 Planning

— G116 Effect of Third Parties on an Organisation’s IT Controls

—  G17 Effect of a Nonaudit Role on the IS Auditor’s Independence

CoBIT Management Guidelines

CosIT Framework, Control Objectives; this standard relates to all control objectives in all CosIT domains.

Board Briefing on IT Governance, 2" Edition, IT Governance Institute

IT Control Objectives for Sarbanes-Oxley, IT Governance Institute

US Sarbanes-Oxley Act of 2002 and other specific regulations could be also applicable.

Operative Date
14 This ISACA standard is effective for all information systems audits 1 September 2005.
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811 Use of Risk Assessment in Audit Planning

Introduction

01 ISACA IS Auditing Standards contain the basic principles and essential procedures, identified in bold type, that are mandatory,
together with related guidance.

02 The purpose of this standard is to establish standards and provide guidance regarding the use of risk assessment in audit
planning.

Standard

03 The IS auditor should use an appropriate risk assessment technique or approach in developing the overall IS audit plan
and in determining priorities for the effective allocation of IS audit resources.

04 When planning individual reviews, the IS auditor should identify and assess risks relevant to the area under review.

Commentary

05 Risk assessment is a technique used to examine auditable units in the IS audit universe and select areas for review to include in
the IS annual plan that have the greatest risk exposure.

06 An auditable unit is defined as a discrete segment of every organisation and its systems.

07 Determination of the IS audit universe should be based on knowledge of the organisation’s IT strategic plan, its operations and
discussions with responsible management.

08 Risk assessment exercises to facilitate the development of the IS audit plan should be carried out and documented at least on an
annual basis. Organisational strategic plans, objectives and the enterprise risk management framework should be considered as
part of the risk assessment exercise.

09 The use of risk assessment in the selection of audit projects allows the IS auditor to quantify and justify the amount of IS audit resources
needed to complete the IS audit plan or a particular review. Also, the IS auditor can prioritise scheduled reviews based on perceptions of
risk and contribute towards the documentation of risk management frameworks.

10 An IS auditor should carry out a preliminary assessment of the risks relevant to the area under review. IS audit engagement
objectives for each specific review should reflect the results of such a risk assessment.

11 Following the completion of the review, the IS auditor should ensure that the organisation's enterprise risk management
framework or risk register is updated, if one has been developed, to reflect findings and recommendations of the review and
subsequent activity.

12 The IS auditor should refer to IS auditing guideline G13 Use of Risk Assessment in Audit Planning and the IS auditing procedure

P1 IS Risk Assessment Measurement.

Operative Date

13

This standard is effective for IS audits beginning on or after 1 November 2005.
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$12 Audit Materiality

Introduction

01 ISACA standards contain the basic principles and essential procedures identified in bold type, which are mandatory, together with
related guidance.

02 The purpose of this IS auditing standard is to establish and provide guidance on the concept of audit materiality and its relationship
with audit risk.

Standard

03 The IS auditor should consider audit materiality and its relationship to audit risk while determining the nature, timing
and extent of audit procedures.

04 While planning for audit, the IS auditor should consider potential weakness or absence of controls and whether such
weakness or absence of control could result into significant deficiency or a material weakness in the information
system.

05 The IS auditor should consider the cumulative effect of minor control deficiencies or weaknesses and absence of
controls to translate into significant deficiency or material weakness in the information system.

06 Thereport of the IS auditor should disclose ineffective controls or absence of controls and the significance of the
control deficiencies and possibility of these weaknesses resulting in a significant deficiency or material weakness.

Additional Guidance

07 Audit risk is the risk of the IS auditor reaching an incorrect conclusion based upon audit findings. The IS auditor should also be
aware of the three components of audit risk, namely, inherent risk, control risk and detection risk. Refer to G13, Use of Risk
Assessment in Audit Planning, for more detailed discussion on risks.

08 While planning and performing the audit, the IS auditor should attempt to reduce audit risk to an acceptably low level and meet
the audit objectives. This is achieved by appropriate assessment of IS and related controls.

09 Weakness in control is considered “material” if the absence of the control results in failure to provide reasonable assurance that
the control objective will be met.

10 A weakness classified as material implies:

®  Controls are not in place and/or controls are not in use and/or controls are inadequate.

® [t warrants escalation.

11 A material weakness is a significant deficiency or a combination of significant deficiencies that results in more than a remote
likelihood of an undesirable event(s) not being prevented or detected

12 There is an inverse relationship between materiality and level of audit risk acceptable to the IS auditor, i.e., the higher the
materiality level, the lower the acceptability of the audit risk, and vice versa. This enables the IS auditor to determine the nature,
timing and extent of audit procedures. For instance, when planning for a specific audit procedure, the 1S auditor determines the
materiality is lower, thereby increasing the audit risk. The IS auditor would then want to compensate by either extending the test
of controls (reduce assessment of control risk) or extending the substantive testing procedures (reduce assessment of detection
risk).

13 In determining whether a control deficiency or combination of control deficiency is a significant deficiency or a material weakness,
the IS auditor should evaluate the effect of compensating controls and whether such compensating controls are effective.

14 The IS auditor's assessment of materiality and audit risk may vary from time to time, depending upon the circumstances and the
changing environment.

15 The IS auditor should refer to IS Auditing Guideline G6 Materiality Concepts for Auditing Information Systems.

16 Refer to the following guidance for further information on audit materiality:

® |S Auditing Guidelines:
— G2 Audit Evidence Requirement
G5 Audit Charter
—  G8 Audit Documentation
—  G9 Audit Considerations for Irregularities
—  G13 Use of Risk Assessment in Audit Planning

CosIT 4.0, IT Governance Institute, 2005
IT Control Objectives for Sarbanes-Oxley, IT Governance Institute, 2004

Operative Date
17 This ISACA standard is effective for all IS audits beginning on or after 1 July 2006.
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813 Using the Work of Other Experts

Introduction

01 ISACA standards contain the basic principles and essential procedures identified in bold type, which are mandatory, together with
related guidance.

02 The purpose of this IS Auditing Standard is to establish and provide guidance to the IS auditor who uses the work of other experts on
an audit.

Standards

03 The IS auditor should, where appropriate, consider using the work of other experts for the audit.

04 The IS auditor should assess and be satisfied with the professional qualifications, competencies, relevant experience,
resources, independence and quality control processes of other experts, prior to engagement.

05 The IS auditor should assess, review and evaluate the work of other experts as part of the audit and conclude the extent
of use and reliance on expert’s work.

06 The IS auditor should determine and conclude whether the work of other experts is adequate and complete to enable the
IS auditor to conclude on the current audit objectives. Such conclusion should be clearly documented.

07 The IS auditor should apply additional test procedures to gain sufficient and appropriate audit evidence in
circumstances where the work of other experts does not provide sufficient and appropriate audit evidence.

08 The IS auditor should provide appropriate audit opinion and include scope limitation where required evidence is not
obtained through additional test procedures.

Additional Guidance

09 The IS auditor should consider using the work of other experts in the audit when there are constraints that could impair the audit
work to be performed or potential gains in the quality of the audit. Examples of these are the knowledge required by the technical
nature of the tasks to be performed, scarce audit resource and time constraints.

10 An “expert” could be an IS auditor from the external accounting firm, a management consultant, an IT expert or expert in the area
of the audit who has been appointed by top management or by the IS audit team.

11 An expert could be internal to an organisation or external to an organisation. If an expert is engaged by another part of the
organisation, reliance may be placed on the report of the expert. In some cases this may lessen the need for IS audit coverage
even though the IS auditor does not have access to supporting documentation and work papers. The IS auditor should be
cautious in providing an opinion on such cases.

12 The IS auditor should have access to all work papers, supporting documentation and reports of other experts, where such access
does not create legal issues. Where the expert's access to records creates legal issues and hence such access is not available,
the IS auditor should appropriately determine and conclude the extent of use and reliance on the expert’s work.

13 The IS auditor's views/relevance/comments on adoptability of the expert's report should form a part of the IS auditor's report.

14 The IS auditor should refer to IS Auditing Standard S6 Performance of Audit Work that states the IS auditor should obtain
sufficient, reliable, relevant and useful evidence to achieve the audit objectives.

15 If the IS auditor does not have the required skills or other competencies to perform the audit, the IS auditor should seek
competent assistance from other experts; however, the IS auditor should have good knowledge of the work performed but not be
expected to have a knowledge level equivalent to the expert.

16 The IS auditor should refer to IS Auditing Guideline G1 Using the Work of Other Auditors and Experts.

17 Refer to the following guidance for further information on using the work of other auditors and experts:

® |S Auditing Guidelines:
— G5 Audit Charter
—  G8 Audit Documentation
— G2 Audit Evidence Requirement
—  G10 Audit Sampling
—  G13 Use of Risk Assessment in Audit Planning

CosIT 4.0, IT Governance Institute, 2005
IT Control Objectives for Sarbanes-Oxley, IT Governance Institute, 2004

Operative Date
18 This ISACA standard is effective for all IS audits beginning 1 July 2006.
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$14 Audit Evidence

Introduction

01 ISACA standards contain the basic principles and essential procedures, identified in bold type, that are mandatory, together with
related guidance.

02 The purpose of this standard is to establish standards and provide guidance on what constitutes audit evidence, and the quality
and quantity of audit evidence to be obtained by the IS auditor.

Standard

03 The IS auditor should obtain sufficient and appropriate audit evidence to draw reasonable conclusions on which to base the
audit results.

04 The IS auditor should evaluate the sufficiency of audit evidence obtained during the audit.

Commentary

Appropriate Evidence
05 Audit evidence:

® |ncludes the procedures as performed by the auditor
® Includes the results of procedures performed by the IS auditor

® |ncludes source documents (in either electronic or paper format), records and corroborating information used to support the
audit

® |ncludes findings and results of the audit work

® Demonstrates that the work was performed and complies with applicable laws, regulations and policies

06 When obtaining audit evidence from a test of controls, the IS auditor should consider the completeness of the audit evidence to
support the assessed level of control risk.

07 Audit evidence should be appropriately identified, cross-referenced and catalogued.

08 Properties such as the source, nature (e.g., written, oral, visual, electronic) and authenticity (e.g., digital and manual signatures,
stamps) of the audit evidence should be considered when evaluating its reliability.

Reliable Evidence
09 In general terms, audit evidence reliability is greater when it is:

® |nwritten form, rather than oral expressions

Obtained from independent sources

Obtained by the IS auditor rather than from the entity being audited
Certified by an independent party

Kept by an independent party

10 The IS auditor should consider the most cost-effective means of gathering the necessary evidence to satisfy the objectives and
risks of the audit. However, the difficulty or cost is not a valid basis for omitting a necessary process.

11 Procedures used to gather audit evidence vary depending on the subject matter being audited (i.e., its nature, timing of the audit,
professional judgement). The IS auditor should select the most appropriate procedure for the audit objective.

12 The IS auditor can obtain the audit evidence by:

®  |nspection
Observation

Inquiry and confirmation
Reperformance
Recalculation
Computation

Analytical procedures

Other generally accepted methods
13 The IS auditor should consider the source and nature of any information obtained to evaluate its reliability and further verification
requirements.

Sufficient Evidence

14 The evidence can be considered sufficient if it supports all the material questions to the audit objective and scope.

15 Audit evidence should be objective and sufficient to enable a qualified independent party to reperform the tests and obtain the
same results. The evidence should be commensurate with the materiality of the item and the risks involved.

16 Sufficiency is a measure of the quantity of audit evidence, while appropriateness is the measure of the quality of the audit
evidence, and they are interrelated. In this context, when information obtained from the organisation is used by the IS auditor to
perform audit procedures, the IS auditor should also place due emphasis on the accuracy and completeness of the information.

17 In those situations where the IS auditor believes sufficient audit evidence cannot be obtained, the IS auditor should disclose this
fact in a manner consistent with the communication of the audit results.
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$14 Audit Evidence cont.

Protection and Retention

18 Audit evidence should be secured against unauthorised access and modification.

19 Audit evidence should be retained after completion of the audit work as long as necessary to comply with all applicable laws,
regulations and policies.

Reference
20 Refer to the following guidance for further information on audit evidence:

® |S Auditing Standard S6 Performance of Audit Work

® |S Auditing Guideline G2 Audit Evidence Requirement

® |S Auditing Guideline G8 Audit Documentation

®  CosIT control objectives ME2 Monitor and evaluate internal control and ME3 Ensure regulatory compliance.

Operative Date
21 This standard is effective for information system audits beginning 1 July 2006.
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$15 IT Controls

Introduction

01 ISACA standards contain the basic, mandatory principles and essential procedures, identified in bold type (black lettering), together
with related guidance.

02 The purpose of this ISACA standard is to establish standards and provide guidance regarding IT controls.

Standard

03 The IS auditor should evaluate and monitor IT controls that are an integral part of the internal control environment of the
organisation.

04 The IS auditor should assist management by providing advice regarding the design, implementation, operation and
improvement of IT controls.

Commentary

05 Management is accountable for the internal control environment of an organisation including IT controls. An internal control
environment provides the discipline, framework and structure for the achievement of the primary objective of the system of internal
control.

06 CosIT defines control as ‘the policies, procedures, practices and organisational structures, designed to provide reasonable assurance
that business objectives will be achieved and that undesired events will be prevented or detected and corrected’. Also, CosIT defines
a control objective as ‘a statement of the desired result or purpose to be achieved by implementing control procedures in a particular
process’.

07 IT controls are comprised of general IT controls, which include pervasive IT controls, detailed IT controls and application controls, and
refer to controls over the acquisition, implementation, delivery and support of IT systems and services.

08 General IT controls are controls that minimise risk to the overall functioning of the organisation’s IT systems and infrastructure and to
a broad set of automated solutions (applications).

09 Application controls are a set of controls embedded within applications.

10 Pervasive IT controls are general IT controls that are designed to manage and monitor the IT environment and, therefore, affect all IT-
related activities. They are a subset of general controls, being those general IT controls that focus on the management and monitoring
of IT.

11 Detailed IT controls are made up of application controls plus those general IT controls not included in pervasive IT controls.

12 The IS auditor should use an appropriate risk assessment technique or approach in developing the overall IS audit plan and in
determining priorities for the effective allocation of IS audit resources to provide assurance regarding the state of IT control
processes. Control processes are the policies, procedures and activities that are part of a control environment, designed to
ensure that risks are contained within the risk tolerances established by the risk management process.

13 The IS auditor should consider the use of data analysis techniques including the use of continuous assurance, which allows IS
auditors to monitor system reliability on a continuous basis and to gather selective audit evidence through the computer when
reviewing IT controls.

14 When organisations use third parties, they can become a key component in an organisation's controls and its achievement of
related control objectives. The IS auditor should evaluate the role that the third party performs in relation to the IT environment,
related controls and IT control objectives.

15 The following ISACA and IT Governance Institute® (ITGI™) guidance should be referred to for further information regarding IT

controls:

Guideline G3 Use of Computer-assisted Audit Techniques (CAATS)
Guideline G11 Effect of Pervasive IS Controls

Guideline G13 Using Risk Assessment in Audit Planning

Guideline G15 Planning

Guideline G16 Effect of Third Parties on an Organisation's IT Controls
Guideline G20 Reporting

Guideline G36 Biometric Controls

Guideline G38 Access Controls

CosIT framework and control objectives

Operative Date

16

This ISACA standard is effective for IS audits beginning 1 February 2008.
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$16 E-Commerce

Introduction

01 ISACA standards contain the basic, mandatory principles and essential procedures, identified in bold type (black lettering),
together with related guidance.

02 The purpose of this ISACA standard is to establish standards and provide guidance regarding the review of e-commerce
environments.

Standard

03 The IS auditor should evaluate applicable controls and assess risk when reviewing e-commerce environments to ensure that
e-commerce transactions are properly controlled.

Commentary

04 E-commerce is defined as the processes by which organisations conduct business electronically with their customers, suppliers and
other external business partners, using the Internet as an enabling technology. Therefore, it includes business-to-business (B2B) and
business-to-consumer (B2C) e-commerce models.

05 The IS auditor should use an appropriate risk assessment technique or approach in developing the overall IS audit plan; it should
include coverage of e-commerce environments.

06 The IS auditor should consider the use of data analysis techniques including the use of continuous assurance, which allows IS auditors
to monitor system reliability on a continuous basis and to gather selective audit evidence through the computer when reviewing e-
commerce activities.

07 The level of skills and knowledge required to understand the control and risk management implications of e-commerce varies with the
complexity of the organisation’s e-commerce activities.

08 The IS auditor should understand the nature and criticality of the business process supported by the e-commerce application prior to
commencing the audit so that the results may be evaluated in a proper context.

09 The following guidance should be referred to for further information regarding e-commerce:

®  Guideline G21 Enterprise Resource Planning (ERP) Systems Review
Guideline G22 Business-to-consumer (B2C) E-commerce Review
Guideline G24 Internet Banking

Guideline G25 Review of Virtual Private Networks (VPN)

Guideline G33 General Considerations on the Use of the Internet
Procedure P6 Firewalls

CosIT framework and control objectives

Operative Date

10

This ISACA standard is effective for IS audits beginning 1 February 2008.
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IT Audit and Assurance Guidelines

Alpha list of IT Audit and Assurance Guidelines
Access Controls G38

Application Systems Review G14

Audit Charter G5

Audit Considerations for Irregularities and lllegal Acts G9
Audit Documentation G8

Audit Evidence Requirement G2

Audit Sampling G10

Biometric Controls G36

Business Continuity Plan (BCP) Review From IT Perspective G32
Business Process Reengineering (BPR) Project Reviews G26
Business-to-consumer (B2C) E-commerce Review G22
Competence G30

Computer Forensics G28

Configuration Management Process G37

Due Professional Care G7

Effect of Nonaudit Role on the IT Audit and Assurance Professional’s Independence G17
Effect of Pervasive IS Controls G11

Effect of Third Parties on an Enterprise’s IT Controls G16
Enterprise Resource Planning (ERP) Systems Review G21
Follow-up Activities G35

General Considerations on the Use of the Internet G33
Internet Banking G24

IT Governance G18

IT Organisation G39

Materiality Concepts for Auditing Information Systems G6
Mobile Computing G27

Organisational Relationship and Independence G12
Outsourcing of IS Activities to Other Organisations G4
Planning G15

Post-implementation Review G29

Privacy G31

Reporting G20

Responsibility, Authority and Accountability G34

Review of Security Management Practices G40

Review of Virtual Private Networks G25

System Development Life Cycle (SDLC) Review G23

Use of Computer Assisted Audit Techniques (CAATs) G3
Use of Risk Assessment in Audit Planning G13

Using the Work of Other Experts G1
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IT Audit and Assurance Guidelines

G1 Using the Work of Other Experts

1.
11
111

11.2

1.2
121

1.3
131

1.3.2

21
211

3.1
311

3.1.2

3.2
321

3.3
331

3.4
34.1

35
35.1

BACKGROUND

Linkage to Standards

Standard S13 Using the Work of Other Experts states ‘The IS auditor should, where appropriate, consider using the work of other
experts for the audit'.

Standard S6 Performance of Audit Work states ‘During the course of the audit, the IS auditor should obtain sufficient, reliable and
relevant evidence to achieve the audit objectives. The audit findings and conclusions are to be supported by appropriate analysis
and interpretation of this evidence’.

Linkage to COBIT

ME2.5 states that the IS auditor should ‘Obtain, as needed, further assurance of the completeness and effectiveness of internal
controls through third-party reviews. Such reviews may be conducted by the corporate compliance function or, at management’s
request, by internal audit or commissioned to external auditors and consultants or certification bodies. Qualifications of individuals
performing the audit, e.g., CISA® certification, must be ensured.’

Need for Guideline

The interdependency of customers’ and suppliers’ processing and the outsourcing of non-core activities mean that an IS auditor
(internal or external) will often find that parts of the environment being audited are controlled and audited by other independent
functions or organisations. This guideline sets out how the IS auditor should comply with the above standard in these
circumstances. Compliance with this guideline is not mandatory, but the IS auditor should be prepared to justify deviation from it.
IS auditors should consider using the work of other experts in the audit when there are constraints that could impair the audit work
to be performed or potential gains in the quality of the audit. Examples of these are the knowledge required by the technical
nature of the tasks to be performed, scarce audit resources and limited knowledge of specific areas of audit. An ‘expert’ could be
an IS auditor from the external accounting firm, a management consultant, an IT expert or expert in the area of the audit who has
been appointed by top management or by the IS audit team. An expert could be internal or external to an organisation as long as
independence and objectivity is maintained.

AUDIT CHARTER

Rights of Access to the Work of Other Experts
The IS auditor should verify that, where the work of other experts is relevant to the IS audit objectives, the audit charter or
engagement letter specifies the IS auditor’s right of access to this work.

PLANNING

Planning Considerations

When the IS auditor does not have the required skills or other competencies to perform the audit, the IS auditor should seek
competent assistance from other experts; however, the 1S auditor should have good knowledge of the work performed but not be
expected to have a knowledge level equivalent to the experts.

When an IS audit involves using the work of other experts, the IS auditor should consider their activities and their effect on the IS
audit objectives whilst planning the IS audit work. The planning process should include

®  Assessing the independence and objectivity of the other experts
®  Assessing their professional competence and qualifications

®  Obtaining an understanding of their scope of work, approach, timing and quality control processes, including assessing if
they exercised due care in creating working papers and retaining evidence of their work

®  Determining the level of review required

Independence and Objectivity
The processes for selection and appointment, the organisational status, the reporting line and the effect of their recommendations
on management practices are indicators of the independence and objectivity of other experts.

Professional Competence
The qualifications, experience, resources and credentials of other experts should all be taken into account in assessing
professional competence.

Scope of Work and Approach
Scope of work and approach ordinarily will be evidenced by the other expert’s written audit charter, terms of reference or letter of
engagement.

Level of Review Required

The nature, timing and extent of audit evidence required will depend upon the significance and scope of the other expert's work.
The IS auditor’s planning process should identify the level of review that is required to provide sufficient reliable, relevant and
useful audit evidence to achieve the overall IS audit objectives effectively. The IS auditor should review the other expert’s final
report, audit programme(s) and audit work papers. The IS auditor should also consider whether supplemental testing of the other
expert's work is required.
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G1 Using the Work of Other Experts cont.

4.

4.1
4.1.1

4.1.2

4.1.3

414
4.15

4.2
4.2.1

4.2.2

4.2.3

4.2.4

4.2.5

51
511

PERFORMANCE OF AUDIT WORK

Review of Other Expert’s Work Papers

The IS auditor should have access to all work papers created by the expert, supporting documentation and reports of other
experts, where such access does not create legal issues.

Where the expert's access to records creates legal issues and, hence, such access is not available, the IS auditor should
appropriately determine and conclude the extent of use and reliance on the expert’'s work.

In reviewing other expert’s work papers, the IS auditor should perform sufficient audit work to confirm that the other expert’s work
was appropriately planned, supervised, documented and reviewed, to consider the appropriateness, sufficiency of the audit
evidence provided by them, and to determine the extent of use and reliance on the expert’'s work. Compliance with relevant
professional standards should also be assessed. The IS auditor should assess whether the work of other experts is adequate and
complete to enable the IS auditor to conclude on the current audit objectives and document such conclusion.

Based on the assessment of the work of other experts’ work papers, the IS auditor should apply additional test procedures to gain
sufficient and appropriate audit evidence in circumstances where the work of other experts does not provide sufficient and
appropriate audit evidence.

If additional test procedures performed do not provide sufficient and appropriate audit evidence, the 1S auditor should provide
appropriate audit conclusion and include scope limitation where required.

Review of Other Expert’s Report(s)

The IS auditor should perform sufficient reviews of the other expert’s final report(s) to confirm that the scope specified in the audit
charter, terms of reference or letter of engagement has been met; that any significant assumptions used by the other experts
have been identified; and that the findings and conclusions reported have been agreed upon by management.

It may be appropriate for management to provide their own report on the audited entities, in recognition of their primary
responsibility for systems of internal control. In this case, the IS auditor should consider management’s and the expert’s reports
together.

The IS auditor should assess the usefulness and appropriateness of reports issued by the other experts, and should consider any
significant findings reported by the other experts. It is the IS auditor’s responsibility to assess the effect of the other expert’s
findings and conclusions on the overall audit objective, and to verify that any additional work required to meet the overall audit
objective is completed

If an expert is engaged by another part of the organisation, reliance may be placed on the report of the expert. In some cases this
may lessen the need for IS audit coverage even though the IS auditor does not have access to supporting documentation and
work papers. The IS auditor should be cautious in providing an opinion on such cases.

The IS auditor's views/comments on the adoptability and relevance of the expert's report should form a part of the IS auditor's
report if the expert's report is utilised in forming the IS auditor's opinion.

FOLLOW-UP ACTIVITIES

Implementation of Recommendations

Where appropriate, the IS auditor should consider the extent to which management has implemented any recommendations of
other experts. This should include assessing if management has committed to remediation of issues identified by other experts
within appropriate time frames and the current status of remediation.

EFFECTIVE DATE

This guideline is effective for all IS audits beginning on or after 1 June 1998. The guideline has been reviewed and updated and is
effective 1 March 2008.
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BACKGROUND

Linkage to Standards

Standard S6 Performance of Audit Work states ‘During the course of the audit, the IS auditor should obtain sufficient, reliable and
relevant evidence to achieve the audit objectives. The audit findings and conclusions are to be supported by appropriate analysis
and interpretation of this evidence’.

Standard S9 Irregularities and lllegal Acts states ‘The IS auditor should obtain sufficient and appropriate evidence to determine
whether management or others within the organization have knowledge of actual, suspected or alleged irregularities and illegal
acts’.

Standard S13 Using the Work of Other Experts states ‘The IS auditor should provide appropriate audit opinion and include scope
limitation where required evidence is not obtained through additional test procedures’.

Standard S14 Audit Evidence states ‘The IS auditor should obtain sufficient and appropriate evidence to draw reasonable
conclusions on which to base the audit results. The IS auditor should evaluate the sufficiency of audit evidence obtained during
the audit'.

Procedure P7 Irregularities and lllegal Acts states “Although the IS auditor has no explicit responsibility to detect or prevent
irregularities, the IS auditor should assess the level of risk that irregularities could occur. The result of the risk assessment and
other procedures performed during planning should be used to determine the nature, extent and timing of the procedures
performed during the engagement’.

Linkage to COBIT

ME2.3 Control exceptions states ‘Record information regarding all control exceptions and ensure that it leads to analysis of the
underlying cause and to corrective action. Management should decide which exceptions should be communicated to the
individual responsible for the function and which exceptions should be escalated. Management is also responsible to inform
affected parties’.

Need for Guideline

The purpose of this guideline is to guide the IS auditor to obtain sufficient and appropriate audit evidence and draw reasonable
conclusions on which to base the audit results.

This guideline provides guidance in applying IS auditing standards. The IS auditor should consider it in determining how to
achieve implementation of the above standard, use professional judgement in its application and be prepared to justify any
departure.

PLANNING

Types of Audit Evidence

For a description of appropriate, reliable and sufficient evidence, refer to the commentary section in standard S14.

When planning the IS audit work, the IS auditor should take into account the type of audit evidence to be gathered, its use as
audit evidence to meet audit objectives and its varying levels of reliability. Amongst the things to be considered are the
independence and qualifications of the provider of the audit evidence. For example, corroborative audit evidence from an
independent third party can be more reliable than audit evidence from the organisation being audited. Physical audit evidence is
generally more reliable than the representations of an individual.

The IS auditor should also consider whether testing of controls has been completed and attested to by an independent third party
and whether any reliance can be placed on that testing.

The various types of audit evidence that the IS auditor should consider using include:

e  Observed processes and existence of physical items
e  Documentary audit evidence
®  Representations

e Analysis
Observed processes and existence of physical items can include observations of activities, property and IS functions, such as:

e  Aninventory of media in an offsite storage location

e A computer room security system in operation
Documentary audit evidence, recorded on paper or other media, can include:

Results of data extractions
Records of transactions
Program listings

Invoices

Activity and control logs

System development documentation
Representations of those being audited can be audit evidence, such as:

e  Written policies and procedures
e  System flowcharts

e  Written or oral statements
The results of analysing information through comparisons, simulations, calculations and reasoning can also be used as audit
evidence. Examples include:
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e  Benchmarking IS performance against other organisations or past periods
e  Comparison of error rates between applications, transactions and users

Availability of Audit Evidence

The IS auditor should consider the time during which information exists or is available in determining the nature, timing, extent of
substantive testing and, if applicable, compliance testing. For example, audit evidence processed by electronic data interchange
(EDI), document image processing (DIP) and dynamic systems such as spreadsheets may not be retrievable after a specified
period of time if changes to the files are not controlled or the files are not backed up. Documentation availability could also be
impacted by company document retention policies.

Selection of Audit Evidence

The IS auditor should plan to use the most appropriate, reliable and sufficient audit evidence attainable and consistent with the
importance of the audit objective and the time and effort involved in obtaining the audit evidence.

Where audit evidence obtained in the form of oral representations is critical to the audit opinion or conclusion, the 1S auditor
should consider obtaining documentary confirmation of the representations, either on paper or other media. The auditor should
also consider alternative evidence to corroborate these representations to ensure their reliability.

PERFORMANCE OF AUDIT WORK

Nature of Audit Evidence

Audit evidence should be sufficient, reliable, relevant and useful to form an opinion or support the IS auditor’s findings and
conclusions. If, in the IS auditor’'s judgement, the audit evidence obtained does not meet these criteria, the IS auditor should
obtain additional audit evidence. For example, a program listing may not be adequate audit evidence until other audit evidence
has been gathered to verify that it represents the actual program used in the production process.

Gathering Audit Evidence

Procedures used to gather audit evidence vary depending on the information system being audited. The IS auditor should select

the most appropriate, reliable and sufficient procedure for the audit objective. The following procedures should be considered:

Inquiry

Observation

Inspection

Confirmation

Reperformance

®  Monitoring

The above can be applied through the use of manual audit procedures, computer-assisted audit techniques, or a combination of

both. For example:

e A system which uses manual control totals to balance data entry operations might provide audit evidence that the control
procedure is in place by way of an appropriately reconciled and annotated report. The IS auditor should obtain audit
evidence by reviewing and testing this report.

e  Detailed transaction records may only be available in machine-readable format requiring the IS auditor to obtain audit
evidence using computer-assisted audit techniques. The auditor should ensure that the version or type(s) of computer-
assisted audit techniques (CAATS) to be used are updated and/or fully compatible with the format(s) structured for the
detailed transaction records in question.

If there is a possibility that the gathered evidence will become part of a legal proceeding, the IS auditor should consult with the

appropriate legal counsel to determine whether there are any special requirements that will impact the way evidence needs to be

gathered, presented and disclosed.

Audit Documentation

Audit evidence gathered by the IS auditor should be appropriately documented and organised to support the IS auditor’s findings
and conclusions.

For a discussion on protection and retention of evidence, refer to the commentary section in standard S14.

REPORTING

Restriction of Scope

In those situations where the IS auditor believes sufficient audit evidence cannot be obtained, the IS auditor should disclose this
fact in a manner consistent with the communication of the audit results.

EFFECTIVE DATE

This guideline is effective for all information systems audits beginning on or after 1 December 1998. The guideline has been
reviewed and updated effective 1 May 2008.
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BACKGROUND

Linkage to Standards

Standard S6 Performance of Audit Work states ‘During the course of the audit, the IS auditor should obtain sufficient, reliable and
relevant evidence to achieve the audit objectives. The audit findings and conclusions are to be supported by the appropriate
analysis and interpretation of this evidence'.

Standard S5 Planning states ‘The IS auditor should plan the information systems audit coverage to address the audit objectives
and to comply with applicable laws and professional auditing standards’.

Standard S3 Professional Ethics and Standards states ‘The IS auditor should exercise due professional care, including
observance of applicable professional auditing standards’.

Standard S7 Reporting states ‘The IS auditor should have sufficient and appropriate audit evidence to support the results
reported’.

Standard S14 Audit Evidence states ‘The IS auditor should obtain sufficient and appropriate audit evidence to draw reasonable
conclusions on which to base the audit results’.

Linkage to Guidelines

Guideline G2 Audit Evidence Requirement provides guidance to the IS auditor regarding the type and sufficiency of audit
evidence used in IS auditing.

Guideline G10 Audit Sampling provides guidance to the IS auditor regarding the design and selection of an audit sample and
evaluation of sample results.

Linkage to COBIT

ME2 Monitor and evaluate internal control satisfies the business requirement for IT of protecting the achievement of IT objectives
and complying with IT-related laws and regulations by focusing on monitoring the internal control processes for IT-related
activities and identifying improvement actions.

DS5 Ensure systems security satisfies the business requirement for IT of maintaining the integrity of information and processing
infrastructure and minimising the impact of security vulnerabilities and incidents by focusing on defining IT security policies,
procedures and standards, and monitoring, detecting, reporting and resolving security vulnerabilities and incidents.

Need for Guideline

As entities increase the use of information systems to record, transact and process data, the need for the IS auditor to utilise IS
tools to adequately assess risk becomes an integral part of audit coverage. The use of computer-assisted audit techniques
(CAATS) serves as an important tool for the IS auditor to evaluate the control environment in an efficient and effective manner.
The use of CAATS can lead to increased audit coverage, more thorough and consistent analysis of data, and reduction in risk.
CAATSs include many types of tools and techniques, such as generalised audit software, customised queries or scripts, utility
software, software tracing and mapping, and audit expert systems.

CAATs may be used in performing various audit procedures including:

® Tests of details of transactions and balances
Analytical review procedures

Compliance tests of IS general controls
Compliance tests of IS application controls

Penetration testing

CAATs may produce a large proportion of the audit evidence developed on IS audits and, as a result, the IS auditor should
carefully plan for and exhibit due professional care in the use of CAATSs.

This guideline provides guidance in applying IS auditing standards. The IS auditor should consider it in determining how to
achieve implementation of the above standards, use professional judgement in its application and be prepared to justify any
departure.

This guidance should be applied in using CAATSs regardless of whether the auditor concerned is an IS auditor.

PLANNING

Decision Factors for Using CAATs
When planning the audit, the IS auditor should consider an appropriate combination of manual techniques and CAATSs. In
determining whether to use CAATS, the factors to be considered include:

®  Computer knowledge, expertise, and experience of the IS auditor
Availability of suitable CAATs and IS facilities

Efficiency and effectiveness of using CAATs over manual techniques
Time constraints

Integrity of the information system and IT environment

Level of audit risk

CAATSs Planning Steps
The major steps to be undertaken by the IS auditor in preparing for the application of the selected CAATSs include the following:

®  Set the audit objectives of the CAATS, which may be included in the terms of reference for the exercise.
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Determine the accessibility and availability of the organisation’s IS facilities, programs/systems and data.
Clearly understand composition of data to be processed including quantity, type, format and layout.
Define the procedures to be undertaken (e.g., statistical sampling, recalculation, confirmation).

Define output requirements.

Determine resource requirements, i.e., personnel, CAATS, processing environment (the organisation’s IS facilities or audit IS
facilities).

Obtain access to the organisation’s IS facilities, programs/systems and data, including file definitions.
® Document CAATS to be used, including objectives, high-level flowcharts and run instructions.

Arrangements with the Auditee

Adequate time may be needed from data owners or users to properly design the CAAT and interpret the data. In addition, the
auditee should understand the purpose, scope, timing and goals of the CAATS. Setting clear expectations at the outset of the
CAAT should be communicated.

Data files, such as detailed transaction files, are often only retained for a short period of time; therefore, the 1S auditor should
make arrangements for the retention of the data covering the appropriate audit time frame.

Access to the organisation’s IS facilities, programs/systems and data should be arranged well in advance of the needed time
period to minimise the effect on the organisation’s production environment, if possible.

The IS auditor should assess the effect that changes to the production programs/systems may have on the use of CAATS. In

doing so, the IS auditor should consider the effect of these changes on the integrity and usefulness of CAATs, as well as the

integrity of the programs/systems and data used by the IS auditor.

Testing the CAATs

It is critical that the 1S auditor obtain reasonable assurance of the integrity, reliability, usefulness and security of the CAATs
through appropriate planning, design, testing, processing and review of documentation. This should be done before reliance is
placed on CAATSs. The nature, timing and extent of testing is dependent on the commercial availability and stability of the CAATSs.
Custom CAATSs should receive additional review and testing to ensure CAATS are operating as expected.

Security of Data and CAATs

Where CAATSs are used to extract information for data analysis, the IS auditor should verify the integrity of the information system
and IT environment from which the data are extracted.

CAATSs can be used to extract sensitive program/system information and production data that should be kept confidential. The IS
auditor should clearly understand company data classification and data handling policies to properly safeguard the
program/system information and production data with an appropriate level of confidentiality and security. In doing so, the IS
auditor should consider the level of confidentiality and security required by the organisation owning the data and any relevant
legislation, and should consult others, such as legal counsel and management, as necessary.

The IS auditor should use and document the results of appropriate procedures to provide for the ongoing integrity, reliability,
usefulness and security of the CAATS. For example, this should include a review of program maintenance and program change
controls over embedded audit software to determine that only authorised changes have been made to the CAATSs.

When CAATS reside in an environment not under the control of the IS auditor, an appropriate level of control should be in effect to
identify changes to the CAATs. When CAATs are changed, the IS auditor should obtain assurance of their integrity, reliability,
usefulness and security through appropriate planning, design, testing, processing and review of documentation before reliance is
placed on the CAATSs.

PERFORMANCE OF AUDIT WORK

Gathering Audit Evidence
The use of CAATSs should be controlled by the IS auditor to provide reasonable assurance that the audit objectives and the
detailed specifications of the CAATs have been met. The IS auditor should:

®  Perform a reconciliation of control totals if appropriate

®  Review output for reasonableness

®  Perform a review of the logic, parameters or other characteristics of the CAATs
[}

Review the organisation’s general IS controls, which may contribute to the integrity of the CAATs (e.g., program change
controls and access to system, program, and/or data files)
When using test data, the IS auditor should be aware that test data only point out the potential for erroneous processing; this
technique does not evaluate actual production data. The IS auditor should also be aware that test data analysis can be extremely
complex and time consuming, depending on the number of transactions processed, the number of programs tested and the
complexity of the programs/systems. Before using test data the IS auditor should verify that the test data will not permanently
affect the live system.

Generalised Audit Software

When using generalised audit software to access the production data, the IS auditor should take appropriate steps to protect the
integrity of the organisation’s data. With embedded audit software, the IS auditor should be involved in system design and
techniques should be developed and maintained within the organisation’s application programs/systems.
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Utility Software

When using utility software, the IS auditor should confirm that no unplanned interventions have taken place during processing and
that the ultility software has been obtained from the appropriate system library. The IS auditor should also take appropriate steps
to protect the integrity of the organisation’s system and files since these utilities can easily damage the system and its files.

Customised Queries or Scripts

Customised queries or scripts allow the IS auditor to specifically target desired information for analysis. Customised scripts are
highly useful for environments where other CAATSs are not available but usually require specific technical skill sets to create them.
Therefore, the IS auditor should obtain assurance of their integrity, reliability, usefulness and security through appropriate
planning, design and testing before reliance is placed on CAATSs, and ensure that proper source data are used and that output
from scripts and queries are in the proper format. Customised query and script code should be maintained in a secure location to
prevent unauthorised changes from occurring.

Application Software Tracing and Mapping

When using application software tracing and mapping, the IS auditor should confirm that the source code being evaluated has
generated the object program currently being used in production. The IS auditor should be aware that application software tracing
and mapping only points out the potential for erroneous processing; it does not evaluate actual production data.

Audit Expert Systems

Audit expert systems are specialised tools that can be used to analyse the flow of data, through the processing logic of the
application software, and document the logic, paths, control conditions and processing sequences. When using audit expert
systems, the IS auditor should be thoroughly knowledgeable of the operations of the system to confirm that the decision paths
followed are appropriate to the given audit environment/situation.

Continuous Monitoring and Assurance

Continuous assurance is an uninterrupted monitoring approach that allows management and IS auditors to monitor controls on a
continuous basis and to gather selective audit evidence through the computer. It is a process that can be used to provide
immediate (or nearly so) reporting by IS auditors and lends itself to use in high-risk, high-volume environments. In the current
audit model (used by both internal and external auditors), a period of time passes between the completion of fieldwork and
issuance of the related audit report. In many instances, the impact of this delay in issuance makes the information contained in
the report less useful or beneficial to the user. This is a result of the aging of the information contained in the report that can be
affected by such issues as auditee corrections to identified deficiencies, further deterioration to the control environment (or related
auditee data) resulting from identified control weaknesses or deficiencies.

Continuous assurance is therefore designed to enable IS auditors to report on subject matter within a much shorter time frame
than under the current model. Theoretically, in some environments it should be possible to shorten the reporting time frame to
provide almost instantaneous or truly continuous assurance.

By definition, continuous assurance requires a higher degree of reliance on an auditee’s information systems than traditional
auditing requires. This is a result of the need to rely upon system-generated information vs. externally produced information as
the basis for audit testing. Hence, auditors need to make judgements on both the quality of the auditee’s systems as well as the
information produced by the system itself. Systems that are of lower quality, or produce less-reliable information, (and require a
higher degree of manual intervention) are less conducive to continuous assurance than those that are of high quality and produce
reliable information.

Environments that are of a higher quality and produce reliable information are better suited to reporting periods of a short to
continuous duration. Environments that are of a lower quality or produce less-reliable information should use longer reporting
periods to compensate for the period of time that must pass for users to review and approve or correct information processed by
the system.

CAATs DOCUMENTATION

Workpapers

The step-by-step CAATSs process should be sufficiently documented to provide adequate audit evidence.

Specifically, the audit workpapers should contain sufficient documentation to describe the CAATSs application, including the details
set out in the following sections.

Planning

Documentation should include:

®  CAATSs objectives

® CAATs to be used

®  Controls to be exercised

e  Staffing and timing

Execution

Documentation should include:

® CAATSs preparation and testing procedures and controls
®  Details of the tests performed by the CAATs

34



G3 Use of Computer Assisted Audit Techniques (CAATSs) cont.

4.4
4.41

4.4.2

51
511

5.1.2

513

® Details of inputs (e.g., data used, file layouts), testing periods, processing (e.g., CAATSs high-level flowcharts, logic) and
outputs (e.g., log files, reports)

®  Listing of relevant parameters or source code

Audit Evidence
Documentation should include:

®  Qutput produced

®  Description of the audit analysis work performed on the output
®  Audit findings

®  Audit conclusions

®  Audit recommendations

Data and files used should be stored in a secure location. In addition, temporary confidential data used as part of the audit should
be properly disposed in accordance with corporate data handling procedures

REPORTING

Description of CAATs

The objectives, scope and methodology section of the report should contain a clear description of the CAATs used. This
description should not be overly detailed, but it should provide a good overview for the reader.

The description of CAATs used should also be included in the body of the report, where the specific finding relating to the use of
CAATSs is discussed.

If the description of the CAATSs used is applicable to several findings, or is too detailed, it should be discussed briefly in the
objectives, scope and methodology section of the report, and the reader should be referred to an appendix with a more detailed
description.

EFFECTIVE DATE

This guideline is effective for all IS audits beginning on or after 1 December 1998. The guideline has been reviewed and updated
effective 1 March 2008.
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BACKGROUND

Linkage to Standards

Standard S1 Audit Charter states ‘The purpose, responsibility, authority and accountability of the information systems audit
function should be appropriately documented in an audit charter or engagement letter’.

Standard S5 Planning states ‘The IS auditor should plan the information systems audit coverage to address the audit objectives
and to comply with applicable laws and professional auditing standards’.

Standard S6 Performance of Audit Work states ‘During the course of the audit, the IS auditor should obtain sufficient, reliable and
relevant evidence to achieve the audit objectives. The audit findings and conclusions are to be supported by appropriate analysis
and interpretation of this evidence’.

Linkage to Guidelines
Guideline G16 sets out how the IS auditor should comply with the ISACA IS Auditing Standards and COBIT when assessing the
effect a third party has on an organisation's IS controls and related control objectives.

Linkage to COBIT

DS2 Manage third-party services states that the IS auditor should establish what controls the service user has put in place to
address the business requirement to ensure that roles and responsibilities of third parties are clearly defined, adhered to and
continue to satisfy requirements.

Need for Guideline

An organisation (the service user) may partially or fully delegate some or all of its IS activities to an external provider of such
services (the service provider). The provider could either be onsite using the service user’s systems or offsite using its own
systems. IS activities that could be outsourced include IS functions such as data centre operations, security, and application
system development and maintenance.

The responsibility for confirming compliance with contracts, agreements and regulations remains with the service user.

The rights to audit are often unclear. The responsibility for auditing compliance is also often not clear. The purpose of this
guideline is to set out how the IS auditor should comply with standards S1, S5 and S6 in this situation.

This guideline provides guidance in applying IS Auditing Standards. The IS auditor should consider it in determining how to
achieve implementation of the above standards, use professional judgement in its application and be prepared to justify any
departure.

AUDIT CHARTER

Responsibility, Authority and Accountability

Where any aspect of the IS function has been outsourced to a service provider, these services should be included in the scope of
the audit charter.

The audit charter should explicitly include the right of the IS auditor to:

® Review the agreement between the service user and the service provider (pre- or post-effect)
®  Carry out such audit work as is considered necessary regarding the outsourced function
®  Report findings, conclusions and recommendations to service user management

PLANNING

Fact Finding
The IS auditor should obtain an understanding of the nature, timing and extent of the outsourced services.

The risks associated with the outsourced services should be identified and assessed.

The IS auditor should assess the extent to which the service user’s controls provide reasonable assurance that business
objectives will be achieved and that undesired events will be prevented or detected and corrected.

The IS auditor should obtain an understanding of which controls are the responsibility of the service provider (or additional
subcontracted third parties) and which controls will remain the responsibility of the service user.

The IS auditor should determine the extent to which the outsource agreement provides for the audit of the service provider and
consider whether this provision is adequate. This includes assessing the potential reliance on any IS audit work carried out by
either the service provider’s internal auditors or an independent third party contracted by the service provider.

Planning

The IS auditor should consider obtaining appropriate expert legal advice when reviewing the contract and service level agreement
(SLA) during the planning phase for the extent and any stipulations regarding the right to audit the service provider.

The IS auditor should evaluate any previous audit report prepared for the service provider and plan the IS audit work to address
the audit objectives relevant to the service provider's environment, taking into account the information obtained during planning.
The IS auditor should consider what type of outsourcing has been used and what impact it will have on the audit approach:

®  Labor outsourcing (common offshore model):
—  Only the labor is outsourced. The service user’s internal controls and business processes remain the same. The
service provider relies completely on the service user’s IT environment to deliver the service.
—  The IS auditor should plan on testing the service user’s existing IT controls as well as any additional controls that
support that SLA.
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® Labor and systems outsourcing (common onshore model):

—  The service provider uses its own IT environment to deliver the service (e.g., payroll outsourcing).

—  The IS auditor should consider whether the service provider is able to provide any documentation of controls testing
performed by qualified independent third parties (e.g., SAS70 Type Il report) and whether the objectives covered in the
testing are applicable to the IS auditor’s audit objectives

The audit objectives should be agreed upon with the service user management before being communicated to the
service provider. Any changes requested by the service provider should be agreed with the service user management.
The IS auditor should consider the international certifications or frameworks and also International Organization on
Standardization requirements that would apply to outsourcing, while deciding the scope and objectives of the work.
Based on that, the IS auditor should decide the extent to which international certifications obtained by the service
organisation can be relied upon.

The IS auditor should plan the IS audit work to comply with applicable professional audit standards, as if the audit were
performed in the service user’s own environment.

PERFORMANCE OF AUDIT WORK

Audit Evidence Requirement
The audit should be performed as if the service was being provided in the service user’s own IS environment.

The Agreement With the Service Provider
The IS auditor should consider such things as:

®  Existence of a formal agreement between the service provider and the service user

® Inclusion in the outsourcing agreement of a clause that explicitly states that the service provider is obligated to meet all legal
requirements applying to its activities and comply with acts and regulations pertaining to the functions it undertakes on
behalf of the service user

®  Specific and enforceable stipulations in the outsourcing agreement that activities performed by the service provider are
subject to controls and audits as if they were performed by the service user itself

® Inclusion of audit access rights in the agreement with the service provider including both the internal audit staff from the
service user and any third parties conducting audits of the service user

® |nclusion of provisions requiring the service provider to monitor compliance with the SLA and proactively report any incidents
or failures of controls

Existence of SLAs with performance monitoring procedures

Adherence to the service user’s security policies

Adequacy of the service provider’s fidelity insurance arrangements

Adequacy of the service provider’s personnel policies and procedures, including segregation of duties between key tasks

Adequacy of the service provider’s policies and procedures for subcontracting tasks to additional third parties and monitoring
of SLA performance by those providers

®  Adequacy of service provider's ability to continue operations in the event of a disaster

Management of Outsourced Services
The IS auditor should verify that:

®  Business processes to produce the information used to monitor compliance with the SLAs are appropriately controlled. The
service user should have either accepted the standard service level compliance information available from the service
provider or added additional reporting requirements that have been agreed to by the service provider.

®  Where SLAs are not being met, the service user has sought remedy and corrective actions have been considered to achieve
the agreed-to service level

®  The service user has the capacity and competence to follow up and review the services provided

Restrictions on Scope

Where the service provider proves unwilling to co-operate with the IS auditor, the IS auditor should report the matter to the
service user’'s management. This may also include operations that have been subcontracted by the service provider to additional
third parties without a right-to-audit provision in the contract.

REPORTING

Issuing and Agreeing the Report

The IS auditor should provide a report in an appropriate form to the intended service user recipients upon the completion of the
audit work.

The IS auditor should consider discussing the report with the service provider prior to release, but the 1S auditor should not be
responsible for issuing the final report to the service provider. If the service provider is to receive a copy, this should ordinarily
come from the service user's management.
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The report should specify any restrictions on distribution that the IS auditor or service user management have agreed to impose.
For example, the service provider should not be able to provide a copy of the report to other users of their service without the
permission of the IS auditor’s organisation and, where appropriate, the service user. The IS auditor should also consider including
a statement excluding liability to third parties.

Reporting Restrictions on Scope
The audit report should clearly identify a restriction on scope where audit access rights are denied and should explain the effect of
this restriction with respect to the audit.

FOLLOW-UP ACTIVITIES

Effect of Previous Audits

As if the audit had been performed in the service user’'s own environment, the IS auditor should request appropriate information
from both the service user and the service provider on previous relevant findings, conclusions and recommendations. The IS
auditor should determine whether appropriate corrective actions have been implemented by the service provider in a timely
manner.

EFFECTIVE DATE

This guideline is effective for all IS audits beginning on or after 1 September 1999. The guideline has been reviewed and updated
effective 1 May 2008.
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BACKGROUND

Linkage to Standards
Standard S1 Audit Charter states ‘The responsibility, authority and accountability of the information systems audit function or
information audit assignments should be appropriately documented in an audit charter or engagement letter’.

Linkage to CoBIT

ME 4.7 Independent assurance states '...Provide the board with timely independent assurance about the compliance of IT with its
policies, standards and procedures, as well as with generally accepted practices'.

ME 2.5 Assurance of internal control states ‘Obtain, as needed, further assurance of the completeness and effectiveness on
internal controls through third-party reviews'.

Need for Guideline

The purpose of this guideline is to assist the IS auditor to prepare an audit charter to define the responsibility, authority and
accountability of the IS audit function. This guideline is aimed primarily at the internal IS audit function; however, aspects could be
considered for other circumstances.

This guideline provides guidance in applying IS auditing standards. The IS auditor should consider it in determining how to
achieve implementation of the above standard, use professional judgement in its application and be prepared to justify any
departure.

AUDIT CHARTER

Mandate

The IS auditor should have a clear mandate to perform the IS audit function. This mandate is ordinarily documented in an audit
charter that should be formally accepted. Where an audit charter exists for the audit function as a whole, the IS audit mandate
should be incorporated.

Contents of the Audit Charter
The audit charter should clearly address the four aspects of purpose, responsibility, authority and accountability. Aspects to
consider are set out in the following sections.

Purpose:

® Role

®  Aims/goals

®  Mission statement
®  Scope

®  Objectives

Responsibility:

Operating principles
Independence

Relationship with external audit
Auditee requirements

Critical success factors

Key performance indicators
Risk assessment

Other measures of performance
Authority:

Right of access to information, personnel, locations and systems relevant to the performance of audits
Scope or any limitations of scope

Functions to be audited

Auditee expectations

Organisational structure, including reporting lines to board and senior management

Grading of IS audit staff
Accountability

Reporting lines to senior management
Assignment performance appraisals
Personnel performance appraisals
Staffing/career development

Auditee rights

Independent quality reviews
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Assessment of compliance with standards
Benchmarking performance and functions
Assessment of completion of the audit plan
Comparison of budget to actual costs

Agreed actions, e.g., penalties when either party fails to carry out their responsibilities

Communication With Auditees
Effective communication with auditees involves:

®  Describing the service, its scope, its availability and timeliness of delivery
Providing cost estimates or budgets if they are available

Describing problems and possible resolutions for them

Providing adequate and readily accessible facilities for effective communication

Determining the relationship between the service offered and the needs of the auditee
The audit charter forms a sound basis for communication with auditees and should include references to service level
agreements for such things as:

Availability for unplanned work
Delivery of reports

Costs

Response to auditee complaints
Quality of service

Review of performance
Communication with auditees
Needs assessment

Control risk self-assessment
Agreement of terms of reference for audits
Reporting process

Agreement of findings

Quality Assurance Process

The IS auditor should consider establishing a quality assurance process (e.g., interviews, customer satisfaction surveys,
assignment performance surveys) to understand auditees’ needs and expectations relevant to the IS audit function. These needs
should be evaluated against the charter with a view to improving the service or changing the service delivery or audit charter, as
necessary.

ENGAGEMENT LETTER

Purpose
Engagement letters are often used for individual assignments or for setting the scope and objectives of a relationship between
external IS audit and an organisation.

Content

The engagement letter should clearly address the three aspects of responsibility, authority and accountability. Aspects to
consider are set out in the following paragraphs.

Responsibility

®  Scope

Objectives

Independence

Risk assessment

Specific auditee requirements

Deliverables
Authority

®  Right of access to information, personnel, locations and systems relevant to the performance of the assignment
®  Scope or any limitations of scope
®  Evidence of agreement to the terms and conditions of the engagement
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3.24 Accountability
® Intended recipients of reports

®  Auditee rights
®  Quality reviews
®  Agreed completion dates
®  Agreed budgets/fees if available
4. EFFECTIVE DATE
4.1 This guideline is effective for all IS audits beginning on or after 1 September 1999. The guideline has been reviewed and updated

effective 1 February 2008.

41



G6 Materiality Concepts for Auditing Information

11
111

11.2

113

114

1.2

121,

1.2.2

123

1.2.4
125

1.2.6

127

1.2.8

21
211

BACKGROUND

Linkage to Standards

Standard S5 Planning states, ‘The IS auditor should plan the information systems audit coverage to address the audit objectives
and to comply with applicable laws and professional auditing standards’.

Standard S10 IT Governance, states ‘The IS auditor should review and assess compliance with legal, environmental, information
quality, fiduciary and security requirements’.

Standard S12 Audit Materiality, states ‘The IS auditor should consider audit materiality and its relationship to audit risk while
determining the nature, timing and extent of audit procedures. While planning for audit, the IS auditor should consider potential
weakness or absence of controls and whether such weakness or absence of controls could result into significant deficiency or a
material weakness in the information system. The IS auditor should consider the cumulative effect of minor control deficiencies or
weaknesses and the absence of controls to translate into significant deficiency or material weakness in the information system’.
Standard S19 Irregularities and lllegal Acts, states ‘If the IS auditor has identified a material irregularity or illegal act involving
management or employees who have significant roles in internal control, or obtains information that a material irregularity or
illegal act may exist, the IS auditor should communicate these matters to the appropriate level of management in a timely
manner’.

Linkage to COBIT

PO5 Manage the IT investment ‘satisfies the business requirement for IT of continuously and demonstrably improving IT’s cost-
efficiency and its contribution to business profitability with integrated and standardised services that satisfy end-user expectations
by focusing on effective and efficient IT investment and portfolio decisions, and by setting and tracking IT budgets in line with IT
strategy and investment decisions’.

All Identify automated solutions ‘satisfies the business requirement for IT of translating business functional and control
requirements into an effective and efficient design of automated solutions by focusing on identifying technically feasible and cost-
effective solutions’.

DS10 Manage problems ‘satisfies the business requirement for IT of ensuring end users’ satisfaction with service offerings and
service levels; reducing solution and service delivery defects and rework by focusing on recording, tracking and resolving
operational problems; investigating the root cause of all significant problems; and defining solutions for identified operations
problems’.

DS13 Manage operations ‘satisfies the business requirement for IT of maintaining data integrity and ensuring IT infrastructure can
resist and recover from errors and failures by focusing on meeting operational service levels for scheduled data processing,
protecting sensitive output, and monitoring and maintaining infrastructure’.

ME4 Provide IT governance ‘satisfies the business requirement for IT of integrating IT governance with corporate governance
objectives; complying with laws and regulations by focusing on preparing board reports on IT strategy, performance and risks;
and responding to governance requirements in line with board directions’.

Selection of the most relevant material in COBIT applicable to the scope of the particular audit is based on the choice of specific
COBIT IT processes and consideration of COBIT’s control objectives and associated management practices. To meet the
materiality concept of auditing information systems by the IS auditor, the processes in COBIT most likely to be relevant, selected
and adapted are classified as primary and secondary as follows. The process and control objectives to be selected and adapted
may vary depending on the specific scope and terms of reference of the assignment.

Secondary references:

e P08 Manage quality

PO9 Assess and manage IT risks

Al2 Acquire and maintain application software
AI3 Acquire and maintain technology infrastructure
Al4 Enable operation and use

AI5 Procure IT resources

Al6 Manage changes

DS3 Manage performance and capacity

DS5 Ensure systems security

DS9 Manage the configuration

ME1 Monitor and evaluate IT performance

ME2 Monitor and evaluate internal control
The information criteria most relevant to audit materiality are:

e  Primary: Confidentiality, integrity, compliance, reliability
e  Secondary: Effectiveness, efficiency, availability

NEED FOR GUIDELINE

IS vs. Financial Audits

Unlike financial auditors, IS auditors require a different yardstick to measure materiality. Financial auditors ordinarily measure
materiality in monetary terms, since what they audit is also measured and reported in monetary terms. IS auditors ordinarily
perform audits of non-financial items, e.g., physical access controls, logical access controls, program change controls, and
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systems for personnel management, manufacturing control, design, quality control, password generation, credit card production
and patient care. Therefore, IS auditors may need guidance on how materiality should be assessed to plan their audits effectively,
how to focus their effort on high-risk areas and how to assess the severity of any errors or weaknesses found.

This guideline provides guidance in applying IS auditing standards on audit materiality. The IS auditor should consider it in
determining how to achieve implementation of the above standard, use professional judgement in its application and be prepared
to justify any departure.

PLANNING

Assessing Materiality

The assessment of what is material is a matter of professional judgement and includes consideration of the effect and/or the
potential effect on the organisation’s ability to meet its business objectives in the event of errors, omissions, irregularities and
illegal acts that may arise as a result of control weaknesses in the area being audited.
While assessing materiality, the 1S auditor should consider:

. The aggregate level of error acceptable to management, the IS auditor, appropriate regulatory agencies and other

stakeholders
. The potential for the cumulative effect of small errors or weaknesses to become material

To meet the audit objectives, the IS auditor should identify the relevant control objectives and, based on risk tolerance rate,
determine what should be examined. With respect to a specific control objective, a material control is a control or group of
controls without which control procedures do not provide reasonable assurance that the control objective will be met.

Where the IS audit objective relates to systems or operations that process financial transactions, the financial auditor's measure
of materiality should be considered while conducting the IS audit.

The IS auditor should determine establishment of roles and responsibilities as well as a classification of information assets in
terms of confidentiality, availability and integrity; access control rules on privileges management; and classification of information
based upon degree of criticality and risk of exposure. Assessment should include verification of:

. Information stored

IS hardware

IS architecture and software

IS network infrastructure

IS operations

. Development and test environment

The IS auditor should determine whether any IT general deficiency could potentially become material. The significance of such
deficient IT general controls should be evaluated in relation to their effect on application controls, i.e., whether the associated
application controls are also ineffective. If the application deficiency is caused by the IT general control, then they are material.
For example, if an application-based tax calculation is materially wrong and was caused by poor change controls to tax tables,
then the application-based control (calculation) and the general control (changes) are materially weak.

The IS auditor should evaluate an IT general control's deficiency in relation to its effect on application controls and when
aggregated against other control deficiencies. For example, a management decision not to correct an IT general control
deficiency and its associated reflection on the control environment could become material when aggregated with other control
deficiencies affecting the control environment.

The IS auditor should also note that failure to remediate a deficiency could become material.

The IS auditor should consider obtaining sign-off from appropriate stakeholders acknowledging they have disclosed existing
material weakness that they are aware of in the organisation.

The following are examples of measures that should be considered to assess materiality:

. Criticality of the business processes supported by the system or operation

Criticality of the information databases supported by the system or operation

Number and type of application developed

Number of users who use the information systems

Number of managers and directors who work with the information systems classified by privileges

Criticality of the network communications supported by the system or operation

Cost of the system or operation (hardware, software, staff, third-party services, overheads or a combination of these)
Potential cost of errors (possibly in terms of lost sales, warranty claims, irrecoverable development costs, cost of publicity
required for warnings, rectification costs, health and safety costs, unnecessarily high costs of production, high wastage, etc.)
Cost of loss of critical and vital information in terms of money and time to reproduce

. Effectiveness of countermeasures
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Number of accesses/transactions/inquiries processed per period

Nature, timing and extent of reports prepared and files maintained

Nature and quantities of materials handled (e.g., where inventory movements are recorded without values)
Service level agreement requirements and cost of potential penalties

Penalties for failure to comply with legal, regulatory and contractual requirements

Penalties for failure to comply with public health and safety requirements

3.1.11  Control failures may potentially lead to monetary loss, competitive position, loss of trust or loss of reputation, apart from damaging
the corporate image. The IS auditor should evaluate risks against possible countermeasures.

4. REPORTING
4.1 Identifying Reportable Issues
411 In determining the findings, conclusions and recommendations to be reported, the IS auditor should consider both the materiality

of any errors found and the potential materiality of errors that could arise as a result of control weaknesses.

4.1.2 Where the audit is used by management to obtain a statement of assurance regarding IS controls, an unqualified opinion on the
adequacy of controls should mean that the controls in place are in accordance with generally accepted control practices to meet
the control objectives, devoid of any material control weakness.

4.1.3 A control weakness should be considered material and, therefore, reportable, if the absence of the control results in failure to
provide reasonable assurance that the control objective will be met. If the audit work identifies material control weaknesses, the
IS auditor should consider issuing a qualified or adverse opinion on the audit objective.

414 Depending on the objectives of the audit, the IS auditor should consider reporting to management weaknesses that are not
material, particularly when the costs of strengthening the controls are low.

5. EFFECTIVE DATE

5.1 This guideline is effective for all IS audits beginning on or after 1 September 1999. The guideline has been reviewed and updated
effective 1 May 2008.
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BACKGROUND

Linkage to Standards

Standard S3 Professional Ethics and Standards, states ‘The IS auditor should adhere to the ISACA Code of Professional Ethics
in conducting audit assignments’.

Standard S3 Professional Ethics and Standards, states ‘The IS auditor should exercise due professional care, including
observance of applicable professional auditing standards’.

Standard S2 Independence, states ‘In all matters related to the audit, the IS auditor should be independent of the auditee in both
attitude and appearance’.

Standard S4 Professional Competence, states ‘The IS auditor should be professionally competent, having the skills and
knowledge to conduct the audit assignment, and he/she should maintain professional competence through appropriate continuing
professional education and training’.

The IS auditor should refer to the commentary sections in the above standards for additional guidance.

Linkage to CoBIT

PO6 Communicate management aims and direction, satisfies the business requirement for IT of accurate and timely information
on the current and future IT services, associated risks and responsibilities by focusing on providing accurate, understandable and
approved policies, procedures, guidelines and other documentation to stakeholders embedded in an IT control framework.

PO7 Manage IT human resources, satisfies the business requirement for IT of competent and motivated people to create and
deliver IT services by focusing on hiring and training personnel, motivating through clear career paths, assigning roles that
correspond with skills, establishing a defined review process, creating position descriptions and ensuring awareness of
dependency on individuals.

PO9 Assess and manage IT risks, satisfies the business requirement for IT of analysing and communicating IT risks and their
potential impact on business processes and goals by focusing on development of a risk management framework that is integrated
in business and operational risk management frameworks, risk assessment, risk mitigation and communication of residual risk.
ME3 Ensure compliance with external requirements, satisfies the business requirement for IT of ensuring compliance with laws
regulations and contractual requirements by focusing on identifying all applicable laws regulations and contracts and the
corresponding level of IT compliance and optimising IT processes to reduce the risk of non-compliance.

ME4 Provide IT governance, satisfies the business requirement for IT of integrating IT governance with corporate governance
objectives and complying with laws, regulations and contracts by focusing on preparing board reports on IT strategy, performance
and risks and responding to governance requirements in line with board directions.

Secondary references:

. PO1 Define a strategic IT plan

PO5 Manage the IT investment

PO8 Manage quality

PO10 Manage projects

Al1 Identify automated solutions

Al6 Manage changes

DS3 Manage performance and capacity

DS7 Educate and train users

DS9 Manage configuration

DS10 Manage problems

The information criteria most relevant are:

. Primary: Reliability, confidentiality, integrity, compliance and efficiency

e  Secondary: Effectiveness and availability

Need for Guideline

The purpose of this guideline is to clarify the term ‘due professional care’ as it applies to the performance of an audit in
compliance with standard S3 of the IS Auditing Standards.

Members and ISACA certification holders are expected to comply with the ISACA Code of Professional Ethics; failure may result
in an investigation into the member/certification holder’s conduct and ultimately in disciplinary action, if necessary.

The guideline provides guidance in applying IS Auditing Standards and complying with the ISACA Code of Professional Ethics on
performance of duties with due diligence and professional care. The IS auditor should consider it in determining how to achieve
implementation of the above standards, use professional judgement in its application and be prepared to justify any departure.

PERFORMANCE of AUDIT WORK

Due Professional Care

The standard of due care is the level of diligence that a prudent and competent expert would exercise under a given set of
circumstances. Due professional care applies to an individual who professes to exercise a special skill, such as IS auditing. Due
professional care requires the individual to exercise that skill to a level commonly possessed by practitioners of that speciality.
Due professional care applies to the exercise of professional judgement in the conduct of work performed. Due professional care
implies that the professional approaches matters requiring professional judgement with proper diligence.

Due professional care should extend to every aspect of the audit, including but not restricted to the evaluation of audit risk,
accepting audit assignments, formulation of audit objectives, the establishment of the audit scope, planning the audit, conducting
the audit, allocation of resources to the audit, selection of audit tests, evaluation of test results, audit documentation, conclusion of
audit, reporting and delivery of audit results. In doing this, the IS auditor should determine or evaluate:

. The type, level, skill and competence of audit resources required to meet the audit objectives
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e  The significance of identified risks and the potential affect of such risks on the audit

e  The audit evidence gathered

e  The competence, integrity and conclusions of others upon whose work the IS auditor places reliance

The IS auditor should maintain an independent and objective state of mind in all matters related to the conduct of the IT audit
assignment. The auditor should appear honest, impartial and unbiased in addressing audit issues and reaching conclusions.
The IS auditor should conduct the audit with diligence while adhering to professional standards and statutory and regulatory
requirements. The IS auditor should have a reasonable expectation that the IS audit assignment can be completed in accordance
with established IS audit standards and other appropriate professional, regulatory or industry standards, and will result in the IS
audit being able to express a professional opinion. The IS auditor should disclose the circumstances of any non-compliance in a
manner consistent with the communication of the audit results.

The IS auditor should have satisfactory assurance that management understands its obligations and responsibilities in providing
appropriate, relevant and timely information required in the performance of the audit assignment and ensure the co-operation of
relevant personnel during the audit.

The IS auditor should serve in the interest of stakeholders in a lawful and honest manner, while maintaining high standards of
conduct and character, and should not engage in acts discreditable to the profession.

The IS auditor should maintain the privacy and confidentiality of information obtained in the course of his/her duties unless
disclosure is required by legal authority. Such information should not be used for personal benefit or released to inappropriate
parties.

The IS auditor should exercise due professional care while informing appropriate parties of the results of work performed.

The intended recipients of the audit reports have an appropriate expectation that the 1S auditor has exercised due professional
care throughout the course of the audit. The IS auditor should not accept an assignment unless adequate skills, knowledge and
other resources are available to complete the work in a manner expected of a professional.

EFFECTIVE DATE

This guideline is effective for all IS audits beginning on or after 1 September 1999. The guideline has been reviewed and updated
effective 1 March 2008.
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BACKGROUND

Linkage to Standards

Standard S5 Planning, states ‘The IS auditor document an audit plan that lists the audit detailing the nature and objectives, timing
and extent, objectives and resources required’.

Standard S6 Performance of Audit Work, states ‘During the course of the audit, the IS auditor should obtain sufficient, reliable and
relevant evidence to achieve the audit objectives. The audit findings and conclusions are to be supported by appropriate analysis
and interpretation of this evidence. The audit process should be documented, describing the audit work performed and the audit
evidence that supports the IS auditor's findings and conclusions’.

Standard S7 Reporting, states ‘The IS auditor should provide a report, in an appropriate form, upon the completion of the audit.
The audit report should state the scope, objectives, period of coverage, and the nature, timing and extent of the audit work
performed. The report should state the findings, conclusions, recommendations, and any reservations, qualifications or limitations
that the IS auditor has with respect to the audit. When issued, the IS auditor’s report should be signed, dated and distributed
according to the terms of the audit charter or engagement letter’.

Standard S12 Audit Materiality, states ‘The report of the IS auditor should disclose ineffective controls or absence of controls and
the significance of the control deficiencies and possibility of these weaknesses resulting in a significant deficiency or material
weakness'.

Standard S13 Using the Work of Other Experts, states ‘The IS auditor should determine whether the work of other experts is
adequate and complete to enable the IS auditor to conclude on the current audit objectives. Such conclusion should be clearly
documented'.

Linkage to CoBIT

PO1 Define a strategic IT plan, satisfies the business requirement for IT of sustaining or extending the business strategy and
governance requirements whilst being transparent about benefits, costs and risks by focusing on incorporating IT and business
management in the translation of business requirements into service offerings and the development of strategies to deliver these
services in a transparent and effective manner.

PO8 Manage quality, satisfies the business requirement for IT of continuous and measurable improvement of the quality of IT
services delivered by focusing on the definition of a quality management system (QMS), ongoing performance monitoring against
predefined objectives and implementation of a programme for continuous improvement of IT services.

Al6 Manage changes, satisfies the business requirement for IT of responding to business requirements in alignment with the
business strategy, whilst reducing solution and service delivery defects and rework by focusing on controlling impact assessment,
authorisation and implementation of all changes to the IT infrastructure, applications and technical solutions, minimising errors
due to incomplete request specifications, and halting implementation of unauthorised changes.

DS1 Define and manage service, satisfies the business requirement for IT of ensuring the alignment of key IT services with
business strategy by focusing on identifying service requirements, agreeing on service levels and monitoring the achievement of
service levels.

ME2 Monitor and evaluate internal control, satisfies the business requirement for IT of protecting the achievement of IT objectives
and complying with IT-related laws and regulations by focusing on monitoring the internal control processes for IT-related
activities and identifying improvement actions.

ME3 Ensure regulatory compliance, satisfies the business requirement for IT of compliance with laws and regulations by focusing
on identifying all applicable laws and regulations and the corresponding level of IT compliance and optimising IT processes to
reduce the risk of non-compliance.

The information criteria most relevant are:

. Primary: Reliability, availability, efficiency and integrity

e  Secondary: Effectiveness and confidentiality

Need for Guideline

The purpose of this guideline is to describe the documentation that the 1S auditor should prepare and retain to support the audit.
This guideline provides guidance in applying IS auditing standards. The IS auditor should consider it in determining how to
achieve implementation of the above standards, use professional judgement in its application and be prepared to justify any
departure.

PLANNING AND PERFORMANCE

Documentation Contents

IS audit documentation is the record of the audit work performed and the audit evidence supporting the IS auditor’s findings,
conclusions and recommendations. Audit documentation should be complete, clear, structured, indexed, and easy to use and
understand by the reviewer. Potential uses of documentation include, but are not limited to:

Demonstration of the extent to which the IS auditor has complied with the IS Auditing Standards

Demonstration of audit performance to meet requirements as per the audit charter

Assistance with planning, performance and review of audits

Facilitation of third-party reviews

Evaluation of the IS auditing function’s QA programme

Support in circumstances such as insurance claims, fraud cases, disputes and lawsuits

Assistance with professional development of staff

Documentation should include, at a minimum, a record of:

. Review of previous audit documentation
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e The planning and preparation of the audit scope and objectives. IS auditors must have an understanding of the industry,
business domain, business process, product, vendor support and overall environment under review.
Minutes of management review meetings, audit committee meetings and other audit-related meetings
The audit programme and audit procedures that will satisfy the audit objectives
The audit steps performed and audit evidence gathered to evaluate the strengths and weakness of controls
The audit findings, conclusions and recommendations
Any report issued as a result of the audit work
Supervisory review
he extent of the IS auditor’s documentation depends on the needs for a particular audit and should include such things as:
The IS auditor’s understanding of the areas to be audited and its environment.
The IS auditor’'s understanding of the information processing systems and the internal control environment including the:
- Control environment
- Control procedures
- Detection risk assessment
- Control risk assessment
- Equate total risk
. The author and source of the audit documentation and the date of its completion
. Methods used to assess adequacy of control, existence of control weakness or lack of controls, and identify compensating
controls
e  Audit evidence, the source of the audit documentation and the date of completion, including:
- Compliance tests, which are based on test policies, procedures and segregation duties
- Substantive tests, which are based on analytic procedures, detailed test accounts balances and other substantive audit
procedures
e  Acknowledgement from appropriate person of receipt of audit report and findings
e Auditee’s response to recommendations
e Version control, especially where documentation is in electronic media
Documentation should include appropriate information required by law, government regulations or applicable professional
standards.
Documentation should be submitted to the audit committee for its review and approval.

e o o o o o o o

DOCUMENTATION

Custody, Retention and Retrieval

Policies and procedures should be in effect to verify and ensure appropriate custody and retention of the documentation that
supports audit findings and conclusions for a period sufficient to satisfy legal, professional and organisational requirements.
Documentation should be organised, stored and secured in a manner appropriate for the media on which it is retained and should
continue to be readily retrievable for a time sufficient to satisfy the policies and procedures defined above.

EFFECTIVE DATE

This revised guideline is effective for all IS audits beginning on or after 1 September 1999. The guideline has been reviewed and
updated effective 1 March 2008.
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BACKGROUND

Linkage to Standards

Standard S3 Professional Ethics and Standards states: ‘The IS auditor should exercise due professional care, including
observance of applicable professional auditing standards’.

Standard S5 Planning states: ‘The IS auditor should plan the information systems audit coverage to address the audit objectives
and to comply with applicable laws and professional auditing standards’.

Standard S6 Performance of Audit Work states: ‘During the course of the audit, the IS auditor should obtain sufficient, reliable
and relevant evidence to achieve the audit objectives. The audit findings and conclusions are to be supported by appropriate
analysis and interpretation of this evidence'.

Standard S7 Reporting states: ‘The IS auditor should provide a report, in an appropriate form, upon the completion of the audit.
The audit report should state the scope, objectives, period of coverage, and the nature, timing and extent of the audit work
performed. The report should state the findings, conclusions and recommendations and any reservations or qualifications or
limitations in scope that the IS auditor has with respect to the audit’.

Standard S9 Irregularities and lllegal Acts elaborates on requirements and considerations by IS auditors regarding irregularities
and illegal acts.

Linkage to CoBIT

Selection of the most relevant material in CoBIT applicable to the scope of the particular audit is based on the choice of specific
CoBIT IT processes and consideration of CosIT's control objectives and associated management practices. To meet the audit
considerations of IS auditors for irregularities and illegal acts, the processes in CosIT most likely to be relevant, selected and
adapted are classified here as primary and secondary. The process and control objectives to be selected and adapted may vary
depending on the specific scope and terms of reference of the assignment.

The primary CoBIT references are:

. PO5 Manage the IT investment

. PO7 Manage IT human resources

. PO9 Assess and manage IT risks
. PO10 Manage projects

e  All Identify automated solutions
. AI5 Procure IT resources

. ME2 Monitor and evaluate internal controls

. ME3 Ensure regulatory compliance

. ME4 Provide IT governance

The secondary CoBIT references are:

. PO3 Determine technological direction

. PO4 Define the IT processes, organisation and relationships
. PO8 Manage quality

. DS7 Educate and train users

. DS10 Manage problems

. ME1 Monitor and evaluate IT performance

The most relevant CosiT information criteria are:

. Primary: Compliance, confidentiality, integrity and availability
e  Secondary: Reliability, efficiency and effectiveness

Need for Guideline

The purpose of this guideline is to provide guidance to IS auditors to deal with irregular or illegal activities they may come across
during the performance of audit assignments.

Standard S9 Irregularities and lllegal Acts elaborates on requirements and considerations by IS auditors for irregularities and
illegal acts. This guideline provides guidance in applying IS auditing standards. The IS auditor should consider it in determining
how to achieve implementation of the previously identified standards, use professional judgement in its application and be
prepared to justify any departure.

DEFINITIONS

Non-fraudulent Irregular Activities

Not all irregularities should be considered fraudulent activities. The determination of fraudulent activities depends on the legal
definition of fraud in the jurisdiction pertaining to the audit. Irregularities include, but are not limited to, deliberate circumvention of
controls with the intent to conceal the perpetuation of fraud, unauthorised use of assets or services, and abetting or helping to
conceal these types of activities. Non-fraudulent irregularities may include:

. Intentional violations of established management policy

Intentional violations of regulatory requirements

Deliberate misstatements or omissions of information concerning the area under audit or the organisation as a whole

Gross negligence

Unintentional illegal acts

Irregularities and lllegal Acts
Irregularities and illegal acts may include activities such as, but not limited to:

49



G9 Audit Considerations for Irregularities and lllegal Acts cont.

222

3.1
3.11
3.1.2

3.1.3
3.14

3.2
3.21

3.2.2

3.2.3

3.24
3.25
3.2.6

3.2.7
3.2.8

4.1
411

. Fraud, which is any act involving the use of deception to obtain illegal advantage

e  Acts that involve non-compliance with laws and regulations, including the failure of IT systems to meet applicable laws and
regulations

e Acts that involve non-compliance with the organisation’s agreements and contracts with third parties, such as banks,
suppliers, vendors, service providers and stakeholders

. Manipulation, falsification, forgery or alteration of records or documents (whether in electronic or paper form)

. Suppression or omission of the effects of transactions from records or documents (whether in electronic or paper form)

. Inappropriate or deliberate leakage of confidential information

. Recording of transactions in financial or other records (whether in electronic or paper form) that lack substance and are
known to be false

. Misappropriation and misuse of IS and non-IS assets

e Acts whether intentional or unintentional that violate intellectual property (IP), such as copyright, trademark or patents

e  Granting unauthorised access to information and systems

. Errors in financial or other records that arise due to unauthorised access to data and systems

The determination of whether a particular act is illegal generally would be based on the advice of an informed expert qualified to
practice law or may have to await final determination by a court of law. The IS auditor should be concerned primarily with the
effect or potential effect of the irregular action, irrespective of whether the act is suspected or proven as illegal.

RESPONSIBILITIES

Responsibilities of Management

It is primarily management’s responsibility to prevent and detect irregularities and illegal acts.

Management typically use the following means to obtain reasonable assurance that irregularities and illegal acts are prevented or

detected in a timely manner:

. Designing, implementing and maintaining internal control systems to prevent and detect irregularities or illegal acts. Internal
controls include transaction review and approval and management review procedures.

. Polices and procedures governing employee conduct

. Compliance validation and monitoring procedures

. Designing, implementing and maintaining suitable systems for the reporting, recording and management of incidents relating
to irregularities or illegal acts

Management should disclose to the IS auditor its knowledge of any irregularities or illegal acts and areas affected, whether

alleged, suspected or proven, and the action, if any, taken by management.

Where an act of irregularity or illegal nature is alleged, suspected or detected, management should aid the process of

investigation and inquiry.

Responsibilities of IS Auditors

The IS auditor should consider defining in the audit charter or letter of engagement the responsibilities of management and audit
with respect to preventing, detecting and reporting irregularities, so that these are clearly understood for all audit work. Where
these responsibilities are already documented in the organisation’s policy or similar document, the audit charter should include a
statement to that effect.

The IS auditor should understand that control mechanisms do not completely eliminate the possibility of irregularities or illegal
acts occurring. The IS auditor is responsible for assessing the risk of irregularities or illegal acts occurring, evaluating the impact
of identified irregularities, and designing and performing tests that are appropriate for the nature of the audit assignment. The IS
auditor can reasonably be expected to detect:

. Irregularities or illegal acts that could have a material effect on either the area under audit or the organisation as a whole

e  Weaknesses in internal controls that could result in material irregularities or illegal acts not being prevented or detected
The IS auditor is not professionally responsible for the prevention or detection of irregularities or illegal acts. An audit cannot
guarantee that irregularities will be detected. Even when an audit is appropriately planned and performed, irregularities could go
undetected, e.g., if there is collusion between employees, collusion between employees and outsiders, or management
involvement in the irregularities. The IS auditor should also consider documenting this point in the audit charter or letter of
engagement.

Where the IS auditor has specific information about the existence of an irregularity or illegal act, the auditor has an obligation to
perform procedures to detect, investigate and report it.

The IS auditor should inform the audit committee (or equivalent) and management when he/she has identified situations where a
higher level of risk exists for a potential irregularity or illegal act, even if none is detected.

The IS auditor should be reasonably conversant with the subject to be able to identify risk factors that may contribute to the
occurrence of irregular or illegal acts.

IS auditors should ensure that they are independent of the subject during the entire audit assignment.

IS auditors are required to refer to standard S9 Irregularities and lllegal Acts for a detailed discussion on IS auditors’
responsibilities.

RISK ASSESSMENT

Planning the Risk Assessment

The IS auditor should assess the risk of occurrence of irregularities or illegal acts connected with the area under audit following

the use of the appropriate methodology. In preparing this assessment, the 1S auditor should consider factors such as:

. Organisational characteristics, e.g., corporate ethics, organisational structure, adequacy of supervision, compensation and
reward structures, the extent of corporate performance pressures, organisation direction
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e  The history of the organisation, past occurrences of irregularities, and the activities subsequently taken to mitigate or
minimise the findings related to irregularities

. Recent changes in management, operations or IS systems and the organisation’s current strategic direction

. Impacts resulting from new strategic partnerships

. The types of assets held, or services offered, and their susceptibility to irregularities

. Evaluation of the strength of relevant controls and vulnerabilities to circumvent or bypass established controls

e  Applicable regulatory or legal requirements

. Internal policies such as a whistle-blower policy, insider trading policy, and employee and management code of ethics

. Stakeholder relations and financial markets

. Human resources capabilities

. Confidentiality and integrity of market-critical information

e  The history of audit findings from previous audits

. The industry and competitive environment in which the organisation operates

. Findings of reviews carried out outside the scope of the audit, such as findings from consultants, quality assurance teams or
specific management investigations

. Findings that have arisen during the day-to-day course of business

. Process documentation and a quality management system

. The technical sophistication and complexity of the information system(s) supporting the area under audit

. Existence of in-house developed/maintained application systems, compared with packaged software, for core business
systems

e  The effect of employee dissatisfaction

. Potential layoffs, outsourcing, divestiture or restructuring

e  The existence of assets that are easily susceptible to misappropriation

. Poor organisational financial and/or operational performance

. Management'’s attitude with regard to ethics

. Irregularities and illegal acts that are common to a particular industry or have occurred in similar organisations

The risk assessment should take into consideration only those factors that are relevant to the organisation and the subject of the

engagement, including risk factors relating to:

. Irregularities or illegal acts that affect the financial accounting records

. Irregularities or illegal acts that do not effect the financial records, but affect the organisation

. Other irregularities or illegal acts that relate to the sufficiency of the organisation’s controls

As part of the planning process and performance of the risk assessment, the IS auditor should inquire of management with regard

to such things as:

. Their understanding regarding the level of risk of irregularities and illegal acts in the organisation

e  Whether they have knowledge of irregularities and illegal acts that have or could have occurred against or within the
organisation

. How the risk of irregularities or illegal acts is monitored or managed

e  What processes are in place to communicate to appropriate stakeholders about the existence of risk of irregularities or illegal
acts

e  Applicable national and regional laws in the jurisdiction the company operates and extent of co-ordination of the legal
department with the risk committee and audit committee

PLANNING OF AUDIT WORK

Planning the Engagement

While the IS auditor has no explicit responsibility to detect or prevent illegal acts or irregularities, the IS auditor should design the
procedures to detect illegal acts or irregularities based on the assessed level of risk that they could occur.

When planning the engagement, the IS auditor should obtain an understanding of such things as:

A basic understanding of the organisation's operations and objectives

The internal control environment

The policies and procedures governing employee conduct

Compliance validation and monitoring procedures

The legal and regulatory environment in which the organisation operates

The mechanism that the organisation uses to obtain, monitor and ensure compliance with the laws and regulations that
affect the organisation

Engagement Procedure

The IS auditor should design procedures for the engagement that take into account the level of risk for irregularities and illegal
acts that have been identified.

The results of the risk assessment and other procedures performed during planning should be used to determine the nature,
extent and timing of the procedures performed during an engagement.

The IS auditor should inquire of IT and user management (as appropriate) concerning compliance with laws and regulations.
The IS auditor should use the results of the risk assessment, to determine the nature, timing and extent of the testing required to
obtain sufficient audit evidence of reasonable assurance that:

. Irregularities that could have a material effect on the area under audit, or on the organisation as a whole, are identified

. Control weaknesses that would fail to prevent or detect material irregularities are identified
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e Al significant deficiencies in the design or operation of internal controls that could potentially affect the issuer’s ability to
record, process, summarise and report business data are identified

Evaluating the Results of Engagement Procedures

The IS auditor should review the results of engagement procedures to determine whether indications of irregularities or illegal
acts may have occurred.

When this evaluation is performed, risk factors identified in section 4 should be reviewed against the actual procedures performed
to provide reasonable assurance that all identified risks have been addressed.

The evaluation should also include an assessment of the results of the procedures to determine if undocumented risk factors
exist.

PERFORMANCE OF AUDIT WORK

Responding to Possible lllegal Acts

During an engagement, indications that the existence of irregularities or illegal acts may come to the attention of the IS auditor. If
indications of an illegal act are identified, the IS auditor should consider the potential effect on the subject matter of the
engagement, the report and the organisation.

When the IS auditor becomes aware of information concerning a possible illegal act, the IS auditor should consider taking the
following steps:

e  Obtain an understanding of the nature of the act.

. Understand the circumstances in which it occurred.

. Obtain sufficient supportive information to evaluate the effect of the irregularity or illegal act.

. Perform additional procedures to determine the effect of the irregularity or illegal act and whether additional acts exist.

The IS auditor should work with appropriate personnel in the organisation (such as organisational security personnel), including
management (at an appropriate level above those involved, if possible), to determine whether an irregularity or illegal act has
occurred and its effect.

When an irregularity involves a member of management, the IS auditor should reconsider the reliability of representations made
by management. As stated previously, typically, the IS auditor should work with an appropriate level of management above the
one associated with the irregularity or illegal act.

Unless circumstances clearly indicate otherwise, the IS auditor should assume that an irregularity or illegal act is not an isolated
occurrence.

The IS auditor should also review applicable portions of the organisation’s internal controls to determine why they failed to
prevent or detect the occurrence of an irregularity or illegal act.

The IS auditor should reconsider the prior evaluation of the sufficiency, operation and effectiveness of the organisation’s internal
controls.

When the IS auditor has identified situations where an irregularity or illegal act exists (whether potential or in fact), the IS auditor
should modify the procedures performed to confirm or resolve the issue identified during the engagement’s performance. The
extent of such modifications or additional procedures depends on the IS auditor’s judgement as to the:

Type of irregularity or illegal act that may have occurred

Perceived risk of its occurrence

Potential effect on the organisation, including such things as financial effects and the organisation’s reputation

Likelihood of the recurrence of similar irregularities or illegal acts

Possibility that management may have knowledge of, or be involved with, the irregularity or illegal act

Actions, if any, that the governing body and/or management is taking

Possibility that non-compliance with laws and regulations has occurred unintentionally

Likelihood that a material fine or other sanctions, e.g., the revocation of an essential licence, may be imposed as a result of
non-compliance.

. Effect on the public interest that may result from the irregularity

Effect of Finding Irregularities

If irregularities have been detected, the IS auditor should assess the effect of these activities on the audit objectives and on the

reliability of audit evidence collected. In addition, the IS auditor should consider whether to continue the audit when:

. The effect of irregularities appears to be so significant that sufficient, reliable audit evidence cannot be obtained

e Audit evidence suggests that management, or employees who have a significant role in the issuer’s internal controls, have
participated in or condoned irregularities

Effect of Finding Indicators of Irregularities

If the audit evidence indicates that irregularities could have occurred, the IS auditor should:

. Recommend to management that the matter be investigated in detail or the appropriate actions tak