
Business Challenges
Data—it's integral to the daily operations and growth of any business or government.
Customers provide account data when buying goods and services. Suppliers share
inventory and pricing data. Sales representatives provide sales data for forecasts.
Engineers exchange data during new product development. Accountants summarize
revenue data for financial statements. And this is just the tip of the iceberg. The point
is that data has become an organization's most important asset. And, its theft,
corruption or disclosure could result in substantial damage to your organization in
terms of lost revenue, regulatory penalties and potentially devastating loss of brand
reputation and goodwill.  

The security challenge is complex, as data is stored in many locations such as PCs,
laptops, PDAs, servers and databases. It is moved from place to place through
multiple different means (http, ftp, smtp, etc.). And, it needs to be shared by people
and machines, both within the organization and externally with customers, partners
and regulatory agencies. Additionally, the security implemented must enable
compliance with government regulations on internal controls and data privacy such as
Sarbanes-Oxley, California Data Protection Act, and HIPAA.  

The Entrust® Solution
An organization's data goes through a continuous cycle of being created, collected,
accessed, combined, analyzed, shared, stored and destroyed. Therefore, it requires
security that provides protection over the entire life cycle, not just at the final resting
place. The Entrust® Secure Data Solution does just that.  

Through tight integration with desktop, mobile and network devices and applications,
the solution provides protection of data both at rest in storage devices and while in
transit via electronic forms, Web and file transfer mechanisms. 

Unlike proprietary point solutions focusing on a single means of data protection,
Entrust combines its security and application expertise with a broad range of industry
relationships to provide a comprehensive suite of standards-based products and
services that secure data without burdening the people and processes that make use
of them. The solution leverages the following security capabilities to provide end-to-
end security.  

Strong authentication - identifies users, devices or applications attempting to 
access data. 
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The growth of private networks,
the Internet and Web services has
led to greater accessibility of
information, but this openness can
also threaten the confidentiality of
business information and the
accountability and integrity of
transactions.

The Entrust Secure Data Solution
provides a comprehensive suite of
products and services to secure
your most critical asset—your
data—from corruption, disclosure
and theft. Unlike point solutions,
Entrust delivers security based on
open standards that can provide
end-to-end protection of data over
its entire lifecycle, from creation
on the desktop, throughout internal
and external transfers and in
storage.



Policy-based access control - manages and enforces access
rights to data and applications based on corporate policy. 

Standards-based encryption - provides FIPS-validated data
protection that is recognized by Government and Industry
security professionals to meet the requirements for protecting
sensitive information.

Verifiable digital signature - validates the integrity of the
data and the authenticity of parties involved in a transaction.

Solution Benefits
The Entrust Secure Data Solution provides comprehensive
protection of corporate information, reducing the risk of
disclosure, corruption and theft, regardless of where it is
stored or how it is transmitted, and without changing the way
users work. With its standards-based security functionality, the
solution offers enterprises and governments a strategic
approach to: 

Reduce Risk & Protect Competitive Advantage
By securing your intellectual property, proprietary information,
and sensitive customer data, the solution protects your
competitive advantage and mitigates potential financial
damages and loss of brand trust that could result from internal
or external breaches. Specifically, strong authentication and
access control protects against unauthorized access to
applications and information assets. Encryption protects data
confidentiality and privacy even if systems are breached.
And, digital signatures protect the authenticity and integrity of the
data, by verifying its authorship and that it has not been altered.

Reduce Costs through Streamlined Business
Processes
The solution provides the security capabilities organizations
need to replace expensive, time consuming, paper-based
processes with electronic forms. Replacing manual signatures
with digital signatures and leveraging encryption provides the
necessary controls required to replace legacy form solutions,
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driving dramatic reductions in the cost of processing, printing,
copying, mailing and storing paper documents. Moreover, it
enables automated collection and exchange of data between
employees and external partners, accelerating business
processes, reducing errors and improving productivity.

Comply with Government Regulations
The solution can help organizations in their compliance with
government regulations, such as Sarbanes-Oxley, HIPAA and
California SB 1386, that mandate stronger internal controls
and privacy of personal data. For instance, California SB 1386
specifically cites encryption as a 'safe harbor' against
regulatory fines and penalties such as public disclosure of the
breach. Moreover, encryption of data can provide a defense
against class action lawsuits. And, digital signatures provide
accountability of transactions through an auditable record that
is legally binding in many jurisdictions.

Enable New Products & Services
The solution delivers the security necessary for organizations
to move high value products and services from the physical
world to the online world as well as to enable new electronic
offerings. While technically possible for years, many services

2



have not gone digital because the system providers or the
users have not been convinced that the security and controls
are adequate. Entrust security helps eliminate these concerns
and barriers to adoption. Consequently, organizations can
reduce the cost of service delivery, improve customer
retention and acquisition, and drive new revenue from cross-
sell and up-sell opportunities. 

Solution Design
The Entrust Secure Data Solution integrates Entrust's security
expertise with a broad range of industry relationships to
provide a comprehensive approach to securing data either in
transit or at rest. As shown in the diagram below, a
combination of Entrust products and services can be
deployed to secure data throughout its lifecycle within your
organization.

The solution leverages Entrust's market-leading security
management functions to simplify deployment and lower the
total cost of ownership. There are a number of advantages
over point solutions.

Open, standards-based security - makes it possible to 
share information easily among people, organizations and
applications, and to leverage security across new
environments.

Centrally managed security - enables consistent 
enforcement of security policy across users and applications
such as setting certain documents or folders to automatically
be encrypted.

Efficient, scalable security deployment - leverages 
customizable installation that can be tailored to meet an
organization's security policies. Security is transparent to
users, which encourages use.

Minimal administration and ongoing management - 
automates the entire lifecycle management of the user's
digital identity, from user self-service enrollment and account
maintenance to transparent renewal. 

Extensible investment - extends easily to secure additional 
applications. One user digital identity secures multiple
applications with minimal impact on administrators or end users.

Figure 1: Entrust Secure Data Solution Architecture
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About Entrust
Entrust, Inc. [Nasdaq: ENTU] is a world-leading provider of Identity and Access Management
solutions. Entrust solutions for secure identity management, secure messaging and secure
data enable enterprises and governments to extend their business reach to customers,
partners and employees by transforming the way transactions are done online. 

For More Information
Please call us at 888-690-2424, or send an e-mail to: entrust@entrust.com    
Visit us on the Web at: www.entrust.com
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The Solution Portfolio
The Entrust Secure Data Solution is designed to secure complex environments involving multiple infrastructure components and
applications. And, due to the extensible nature of Entrust products, your investment to secure the organization's data can be extended
to provide security for applications such as Web portals and messaging systems. The Entrust Secure Data Solution is made up of a
unique combination of the Entrust products described below.

Delivers a single security layer to enterprise desktop
applications, including strong authentication, authorization,
digital signatures and encryption, for greater accountability
and privacy.

Enables organizations to publish secure, digitally signed
documents that can be verified by external users without the
need for Entrust desktop security software.

Provides high performance, scalable Web access control and
single sign-on to Web applications. Centrally manages access
to single or federated portals and can be easily extended to
support Web Services environments.

Delivers a comprehensive set of Web Services security
capabilities for integrating authentication, authorization, and
digital signatures into Web Services applications.

Encrypts files and folders stored on desktop and laptop
computers via an easy-to-use plug-in for Entrust Entelligence.

Provides end-to-end Web security, including strong
authentication, digital signatures and encryption with
unmatched ease of deployment and user transparency.

Manages the full lifecycles of certificate-based digital
identities. Enables encryption, digital signature and
authentication capabilities to be consistently, transparently
applied across a broad range of applications and platforms.

Provides a set of standards-based, application programming
interfaces (APIs) that make it possible for developers to
rapidly integrate security services across multiple applications
and platforms within their environment.


