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ABSTRACT

Sendmail™ has been thde factomail transfer agent implementation since themlaf

the Internet. Today, sendmaildevelopment is still dnwen by a continually changing set

of network requirements and user demandstely, two new diving forces hee dso
contrituted tosendmaildevelopment. Firstas more open source mail transfer agents,
such asExim and Postfix, become wgailable, a nev friendly competition has aeloped

in which the authors of theavious MTAs share their ideas via open source and help to
adwance open standards as opposed tawamg their wn particular implementation.
Second, a ne “hybrid” compaty, Sendmail, Inc., has been created tfeotommercial
versions of the open source soéie while continuing to fuel open sourcerélepment.

This paper will briefly discuss ther@ution of sendmail the influences which dré
sendmaildevelopment; and hw the creation of Sendmail, Inc. has conitédd to the
open source ersion. Thepaper will also describe the weeatures appearing in the
next “functionality release’ of open sourcesendmail In particula; changes in
queueing and ne protocol support are discusselinally, the authors will speculate on
future directions fosendmail
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1. Introduction shipped in 1983 with 4.1c BSD—one of the initial
operating systems to support TCP/IFSendmail
accomplished tev important goals.First, it provided a
reference implementation of the Netk Working

The sendmailmail transfer agent (MA) is used
on most UNIXM systems todayRecent changes bha
influencedsendmaildevelopment, notably the creation . _
of a nav “hybrid” compary dedicated to supporting Group (later the Internet Engineeringsk Force, or

both the open source code as well as a commercidFTF) mail  standard  [Cost97]. Second, the
VErsion. configuration vas read at run time to alo

) ) i ) ) reconfiguration for dferent netwrks without
~Section 2 gies a bief history of sendmail  recompilation. Becausf the wide wariety of netvorks
Section 3 describes the forces acting to '”ﬂuencesupported, the configuration aw designed to be
changes insendmail Section 4 outlines Sendmail, friendly toward non-conforming addressetnstead of
Inc's effects on the open sourc&ection 5 disCusses rgjacting messages that were not acceptable to the
changes appearing sendmail 8.10 Future directions  giangard, it tried to repair them; this broad acceptance
that sendmailmay tale ae laid out in section 6. f jnputs maximized interoperability with other

Finally a summary and concluding remarks are networks available at the time, such as UUCP

presented in section 7. . .
By late 1986, Allmars invdvement with

sendmail had tapered &f and seeral other people
picked up deelopment. Themost important &rsion
was IDA sndmail from Lennart Lwestrand of the
] University of Linkdping in Sweden, with later
2. History maintenance by Neil Riekt of Northern lllinois
University and Rwul Pomes of the Uwérsity of lllinois
[Cost97]. Themost important feature added byAD
was the concept ofdernal databases in DBM format.

To understand the continuing vaution of
sendmail you must first look at its histonyLike mary
successful open source projesndmailstarted as a

“scratch your itch” solution to a problem. Shortly thereafter Paul \Vixie, then at Digital
Equipment, createJS (King ames Sendmajl)an
2.1. Inthe Beginning.. attempt to unify the dergent \ersions, bt this \ersion
was ot widely adopted. Sendmail had efectively

Sendmailstarted out aslelivermail written by
Eric Allman, then a graduate student andfstember
at the Unversity of California gt Berkley. Delivermail 2.2. Sendmail8 Emerges
solved the problem of routing mail between three
different netwrks running on the Beekey campus at In late 1989, Aliman returned to U.C. Befly,
the time: the ARRnet, UUCP and BerkNet. The first and not long thereafteras dravn back intosendmail
public \ersion vas distriited in 1979 as part of the development. ByJuly of 1991, serious evk on what

Fourth Berleley Software Distrilution (4BSD) and would becomesendmail_awad bgun. Maly ideas were
later as part of 4.1BSD [Allm85]. taken fromIDA sndmailandKJS athough most were

generalized. & example, &ternal databases were
added, bt in such a ay that formats other than DBM
were &ailable. Sendmail 8.lwas released with 4.4
BSD in mid-1993. Sendmail 8quickly became a
unifying influence, as endors cowerted from their
hacled \ersions to the meer version. Somdeatures
from vendor ‘ersions were also included in thewne
release, for xample, NIS support from Sun
Microsystems. Thesadditions are just one of mgan

At the same time the AR¥Pet was transitioning examples of the success of open source so#w
to the n& Internet protocol, TCP/IPPart of the n& sendmail 8was fertilized with ideas from other open
protocol suite includedxéracting mail transmission out source andendor ersions.

of the_ file trans_fer protocol (FTP) into itsvp protocol, Another important change that occurred
the Simple Mail Tansport Protocol (SMTP) [RFC821]. - qncyrrent withsendmail 8was that \ersions were
The user demand for a customizable program anaontrolled more carefully The preious major release
the netvork requirements created by thewnenail (sendmail % had no fever than 143 “dot” releases (that
protocol led to the creation afendmail which first  is, 5.1 through 5.143), often more than one in a single

splintered.

Although delivermail solved the immediate
problem ficed by Ber&ley, it was not generic enough
to sohe the problems of other custom neiks in
operation. Sincé¢he instructions for talking among the
networks were part of the C source code, #swnot
easy for sites to reconfigurdelivermail for their
specific needsThe configuration as also not flable
enough to handle complenail ervironments.
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day Some of those were intended for public years. UnfortunateJywith the gravth of spam on the
consumption, some were test releaségth version 8, Internet, this defult is no longer acceptable.

sendmailswitched to a polig of clearly labeling test The increasing use of email asextor of viruses

releases, producing production releases less often, anghg pejghtened the need for ATto include content
c_IearIy |dent|fy|n_g ne/ funct|(_)nal|ty releases fronul- checking. AnNSMTP serer running on a fireall must
fix releases. This change in release frequgnwas  ho prenared toet the data it is handlingBecause of

essential to the wide acceptancesehdmail 8oy the i need, 8.9 included message header checking and
community The davnside of this change is that people g 10 i include a mail filter API for more aduced
who like b be an the “bleeding edge” ha& o wait header and body filtering.

longer and nev features are not tested immediately )
We view this loss of quick feedback as being an Char_lge§ in Internet stand?_:lrds fr_om the IETF also
acceptable tradebf have a major impact onsendmail During 1998, the

. IETF accepted 22 me RFCs that imolved electronic
An unfortunate ééct of the success sendmail mail in one form or anotherAt least one of these

8 was that Allman quickly became verloaded with RFCs has a direct fett on MTAs such assendmail

ansyvering questi(_)nsTI'his overload vas th_e impetug RFC 2476,Messge Sibmission,specifies a separate
behind the establishment of the Sendmail Consort|umprotoco| for initial insertion of a we message into the

a loosely-knit group of elunteers preiding free message daléry system using SMTP [REC2476].
support forsendmail Gregory Shapiro \&s irvited to

join that group during the 8.8/dle, and by 8.8.6 as As of April 1999, three more M&related RFCs
doing a lage part of deslopment and most of the have dready appeared RFCs 2487 [RFC2487] and

release engineering, although Allman continued to2°94 [RFC2554] prdde encryption and authentication
review and appree dhanges. for an SMTP sessionRFC 2505 [RFC2505] is a set of

recommendations for features that A&T should
provide to combat spamAdditionally, the Detailed
an etremely capable alunteer stdf he vas unable 0 pqjision/Update of Message Standards (drums) IETF
keep up with the support load and continue toveno \yorking Group is preparing to release the lomgited
sendmail forward. ~ After exploring seeral other a6 19 RFCs 821 and 822, probably later in 1999

approaches for adding resources faendmail [SMTPUPD, MSGFMT]. Clearly the messaging
development, he finally settled on founding aytinid” standards landscape is not static.

business model compgnto produce a commercial
version of sendmailwhile continuing to support and 3 2 serDemands
extend the open sourcersion. Byusing the “lybrid”

In 1997, Allman found thatven with the help of

approach, he as able to protect the interests of the By far, howeve, most feature requests come
open source community while creating a viable from sepdmallusers_. Itis common for the Sendmail
business model. Consortium to recee three to fie feature requests per

week, some complete with the patches necessary to
implement the feature. These feature requests
produced a list of 320 requests before 8.10
development &en began.

. When deciding which features to implement and
3. Driving Forces how they should be implemented, we try to balance
As can be seen in the preceding secsemdmail  backwards compatibility with changeBy introducing
has responded to both changing reekwrequirements  radical changes graduallye gve sendmailsites a
and user demanddn addition to these demandswne chance to prepare for the changéscombination of a
open source MA alternatives relp in drving sendmail  huge user population and 20 years séndmail

forward. awailability prevents us from doing radical changes
_ without adwanced varning. Br example, the 8.9
3.1. Network Requirements documentation included a noticeaming users that

The netvork requirements come both from the configuration file names auld be chapging in 8.10.
changing &ce of the Internet and from welnternet ~ Also in 8.10, the LBAP map class W”.' be changed
drafts and RFCs from the IETFor example, up until ~ from Idapx to Idap , thereby dropping the class
version 8.9,sendmailallowed third partypromiscuous ~Names$ connotation as anxgerimental map.The old
relaying by dedult. Thiswillingness to relay had been Name will continue to wrk (and print a arning) in
an acceptableven desirable, defult for more than 15 810, ut will be remeed in a sibsequent release.
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Some of the other open source mail transfer agentgreate a complete engineering team torkw on

such afostfixandgmail, are not yet so constrained. sendmail including softvare engineers, quality
assurance (QA) engineers, and technical writers.

3.3. Altematives to Sendmail There are currently twv full-time engineers

At the same time, these other open sourc&8T working on the net version of the open source,
also drve sendmail development. Theopen source Greggory Shapiro and Claus Assmann, with more to be
alternatves, such a$ostfix and Exim give sendmaila added as thecan be hired.These ne engineers will
(for the most part) friendly form of competitiorthis help deal with the gmeing compleity of new
competition promotes both inmation and sharing for standards and respond towneser requests as the
all of the MTAs. For example, Wetse \énema, author arrive. Additionally, other engineers are afkking on
of Postfix not only askd aboutsendmail behaior commercial products, and selected features from those
during his deelopment of Postfix (to maintain  products are being included in the open source
compatibility), lut also made contriltions tosendmail distribution.

With this mostly friendly competition and The presence of a QA department has an
cooperation among open source authorggryene  additional impact. Previously, formal testing s
wins. Without multiple open source implementations, minimal; in particular formal testing tools, such as
there would be no choice for the usemor much  code coerage tools, were not applied bgndmailcore
pressure to me the «isting implementation forard developers. TheSendmail, Inc. QA department wo
or adhere to standards issuesNith multiple provides the first line of formal testing before release to
implementations, users are free to chose the openoutside testers.

source MA with which the are most comfortable. The technical writers puide professional

Since the MAs are all based on open standards insteaqlvriting and editing resources to impeo and expand

of commercial, proprietary standards, yiraee able ©0  he aijlable documentationThey will be able to help
interoperate and prent the Internet from becoming  ¢jean up and augment thealable documentation for
proprietary and endor specific. the open sourcgendmaildistribution.

Beyond people, Sendmail, Inc. has made
commercial deelopment and softare testing tools
(such as memory leak detectors and codecrege
. monitors) &ailable to the engineersThese tools were
4. Enter Sendmail, Inc. previously too &pensve for the wlunteer deelopers?.
As one might imagine, the creation of Sendmail, The compay is dso able to dbrd a \ariety of
Inc. represents a major change in thgelbpment of  hardware platforms giing deelopment and QA
the open sourceevsion ofsendmail Now, there is a  engineers the chance to test portability in-house before
commercial entity behind the #opment—a releasing a distriltion for testing.

compary that is completely committgd to the open This “hybrid” approach tesendmaildevelopment
source. Thedevelopment of sendmail would hare jntroduced some me concepts for the delopers, for
continued without the creation of Sendmail, Incit, &t example, project schedules and structured code
a dower pace and with feer resourcesSendmail, InC.  raviews. Preiously, sendmail development vas not
was eble to Mrelegse its first commercial product, gone according to a schedule and there were no hard
Sendmail Pr8 quickly and successfully thanks to the deadlined Releases were made whenyiiveere ready
already aailable_and proen open sourcesgnquil In instead of on a predetermined dafehe addition of
return, Sendmail, Inc. can conile both financial and commercial influences does not mean that releases will
human resources to open sourceeltsment. These be made before tyeve ready Instead, gien a future

contritutions can be found in the maplaces within release date, the number of features that can be
the compan

. . 1t would seem a “good thing” if producers of sadie deel-
4.1. Engmeermg opment tools wuld consider donating copies of their saftes to es-

As detailed in the history section up until the tablished open source \d#opment groups that could not otherwise

formation of Sendmail, Inc., alendmaildevelopment afford them.
and support &s done by ®unteers in their spare time.
This development model limited the total emgr that

could be gerted. Sendmail,inc. has been able to

2There were tayets, for &ample,sendmailreleases were often
targeted to precede USENIX conferences.
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implemented in that time frame are determineof Times[Mark98].

course, if there are problems with the release as the With the addition of ausiness deslopment unit

release date nears, either those problematic featuregynqmail Inc. is in a better position to partner with
W!|| be remo{ed be_fore the release or th_e _schedule will other companies to prile enhanced services to the
slip. Noversion will be released before it is ready sendmail community For example, third-party

As more engineers avk on the code, more commercial virus and spam check are planned for
structured code wews are plannedPreviously code  awailability with sendmail 8.10 Since the hooks
review was done on an ad hoc basis; foample, needed for these third-party plug-ins will be in the open
Allman reviewed most nely contributed code and source release as well as the commercial release, open
someone (often Shapiro)viewed most of Allmars source users will be able to takdvantage of these ne
code. Nav al code check-ins are mailed to a list of filtering technologies.
core team membersThis mailing has the ffct of
keeping @eryone “in sync” and catching mgn
problems immediately For wholly nev code, more
formal code reiews will be instituted.

Finally, Sendmail, Inc. preides the Igd
resources necessary to research and complete the
necessary papeosk for the open source distution,
such as licenses and\gonment &port apprea for
features lile SMTP authentication and secure SMTP
4.2. Support (discussed belw).

The support infrastructure of Sendmail, Inc.
collects and reports problems, analyzes trends of
incoming questions, and pides feedback to the
developers. Sendmaillnc. consultants and engineers
now visit customer sites, alleing them to sesendmail . .
in use in the field and discuss the customeseds and 5. ThePresent: Sendmail 8.10
expectations. Theseisits will all lead to impreed Even though coding fosendmail 8.1(egan the
features and clearer documentation not only for thefirst week of February1999, plans for the ersion
commercial customersubfor the open source users as started gen before 8.9 releasedlhe 8.9 release as to
well. be the anti-spam release and thees great demand to
et these features out to the users as soon as possible.
by companies that refuse to use “free saf@i because This time pressure forced us to limitwéunctionality
of fears that the will not be able to get support. to spam fighting fegtures and defer others for ﬂ:e ne
Paticularly for “mission critical” code such as the mail releafe. W dso d'q not vant to ob§olete. the "Bat
system, may companies require a commercial support Book” [Cost97]; which wuld be a disservice to our
organization that has contractual oldigpns to answer users and the open source customéim the 320
guestions within a certain time frame, and as a |as¥;ustomer requests, we peck more than 100 features

resort, an entity willing and able to seaks reputation or |n<_:Iu5|on n 810 anothc_ar ,80 were selected as
on the ability to preide solutions to customers’ potential features if time permits in the releagde

Another un&pected benefit has been acceptanc

problems. Sendmailnc. can preide guaranteed 24/7 As with past releases, 8.10 has a “theme”.
support cuerage. Although mawy of the other changes are important, we
plan to highlight SMTP authentication and avnaail
4.3. OtherExpertise filter API as the premier features for 8.10.
Sendmail, Inc. also pwides specialized

resources for handling other tasks unrelated to thes'l' SMTP Authentication

software itself, freeing up the ddopers to do what Our hopes are to ka SMTP authentication
they do best. Althoughsendmailhas avays had some [RFC2554] as part of the 8.10 releas&MTP
form of “marketing” to entice users to upgrade, it has authentication pnides a method for the mail user
not had a mardting oganization to spread the gospel agent (MUA) to authenticate the user to the mail
and inform trade press about the features aof ne transfer agent and carry that authentication with the
versions. Thathas all changed with the creation of message as it passes between maileseriavard the
Sendmail, Inc.and a true maeting departmentFor  final destination.

example,_ with the formation of th_e wecompary and For message submission from an MUnto a
the public beta release sendmail 8.9in March of  gjies rail sener, SUTP authentication prades a

1998, information about the release and it @ati-  mechanism for recognizing users as trusted for that site.
spam features made the front page of N York
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This feature can be used to alleelaying based on the implementation for use witltsendmailwhen 8.10 is
submitting user instead of the submitting host, a featureeleased. Thigeedback of changes is anoth&ample
especially useful for roaming users submitting mail of Sendmail, Inés commitment to the open source
from untrusted sites. community

Although the authentication information is . S
carried in the messagewetope until reaching the final 5.2. Third Party Mail Filter AP
delivery host, remote sites should not trust this The other major functionality enhancement for
information as it may he been altered by a “man-in- 8.10 is a third party mail filter APL.This API will
the-middle” attack. As the RFC notes, SMTP allow system administrators and third party companies
authentication is “generally useful only within a trustedto provide message filtering using hooks in the
enclave” [ RFC2554]; it is not meant as an end-to-endsendmail code. Thisnew plug-in architecture will
authentication or security mechanism. allow for better spam and virus monitoring as well as
give aministrators the ability to accept, reject, discard,

Initially, sendmail will use the message ) '
modify, or archive messages.

submission authentication tovesride the relaying
checks. It will also proside the authentication Briefly, sendmailwill have a ompile flag that
information to user rulesets as macros. will implement callouts to usesupplied routines that

will be called to process edope information, headers,
and the message bodyhe filter can request thatwie
headers be added or the entire message body be
replaced. Inaddition, portions of the ealope can be
modified—in particular recipients can be added or
deleted. Thi#API provides exceptional fl&ibility .

Unfortunately there is potentially a major road
block that would prevent us from including SMTP
authentication—the United States vgmments
cryptograply export poligy. Although authentication is
claimed to be acceptable foxporting, the Bureau of
Export Administration may reject our application if the
bureau feels the authentication hookssendmailcan
be easily coverted to preide encryption, een though 5.3. OtherNoteworthy Changes
enabling encryption is not the purpose of the hooks. Beyond these te new major additions, 8.10 will
The definition of “easily corerted” is unclear include mag other nev features. Althoughit is
Surprisingly the distrilution of sendmailin source  impossible to describe them all in this papee will
code form hurts our chances of getting apgto  mention some of the high points.

Products that do not ship with source code, such as the IPv6 support. In response to netwk changes,

M : !
Netscal‘?g .Messaglng Semr, are able to ship SMTP g0 4mail 8.10ncludes IPV6 support using the inexé
authentication. Irsuch cases, those products are ablejagcribed in RFC 2553 Basic  Soke  Interface

to limit the use of the routines to an authentication gyiansions for IPVGRFC2553]. Thissupport allovs
model that is weak e”OUQh tc,’ be acceptqd by the Unitegites that are mung to IPv6 the ability to include
States geernment.  Also,in binary form, it vould be sendmaiin their transition plans and testing.

nearly impossible to cesrt the authentication routines
into encryption routines. New RFC support. Other RFCs under

. o _ consideration for possiblsendmail 8.10nclusion are

Assuming we are able to dismite 8.10 with  ho message submission protocol [RFC2476], enhanced
SMTP authentication, there are still some outstandingg\sTp status codes to pide more precise error
issues. Increating the xension, we needed an |onqing [RFC2034], and anti-spam recommendations
implementation of the Simple Authentication and [RFC2505].
Security Layer (SASL) [RFC2222] library to mide i ) ) )
the framavork for the diferent authentication methods. Sendmail 8.9is already compliant with RFC
The only open source implementation currently 2905, Anti-Spam Recommendations for SMTPAEIT
awailable (that we areware of) is the Cyrus SASL However, we ae investigating including a suggested
library. Early attempts using this library were not change so that the MT can limit the maximum
encouraging because of portability and implementatiorlumber of messages that can be sent from a particular
problems. Sincave do not currently he the time or ~ USer in a specified inteailr  This feature will help to
resources to create ouwvo SASL implementation, we "€duce the damage that can be performed by “hit-and-
have cecided to use the Cyrus library and conttéoall ~ fun” spammers.
our hug fixes and portability changes back to the Cyrus Improved virtual hosting capabilities. The
development group. These changes are being most requested enhancements has been for better
incorporated into the base Cyrus release, making themirtual hosting support.Sendmail 8.10will include
available to others and priming a stronger better control eer the virtual user table, which
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provides a domain-specific form of aliasing, allng Other n&v anti-spam features include
multiple virtual domains to be hosted on one machine FEATURE('require_fqdn") , which requires a
A new dass is gailable for triggering virtual user table fully qualified domain name for sender addresses
lookups to match the functionality of the generics table,unless the connection comes from a local system, and
the feature used toweite local addresses into a generic FEATURE(relay_mail_from") , which allovs
form. “Plusdetail” information, the portion of the mail relaying if the mail sender is listed &ELAY in the
address used to carry additional information about theaccess map.
user address that precedes the plus sign gample, The ability to delay anti-spam checks until the
user+detall@host ),_ will also be made \ailable SMTP RCPT command has been added using
for both generics and virtual user table lookups. FEATURE('delay checks’) . This feature allos
Additionally, 8.10 maintains information sites to permit mail to certain addresses, such as
regarding the incoming connection in awvmemacro. postmasterregadless of the results of other anti-spam
For example, hosts héng multiple IP addresses on checks.
different virtual interhces alays adertise themseks

k ' : New macms, rulesets, and options.The 8.10
as the primary host name in 8.th 8.10, thg will be

release also introducesvme@amed macros and rulesets

able to identify them_sedas as the Virtugl host for controlling other &cets of the daemorExamples
throughout the transactionThe SMTP greeting and ¢ the nev macros include ${rcpt_mailer}

Received: headers will use the virtual host name ${rcpt_host} ., and ${rcpt_addr} ~which

and outgoing IP connec.tlons will be bour?d to therepresent the resad triplet that deliers the mail to
addr“ess of th? customer mstegd of the hosting ISP (Sthis recipient. These macros can be used to simplify
the “next h(.)p. SMT'_D serer ,W'" log the appropriate matching in custom check * rulesetsThree nw&
host name in itReceived: lines). ruleset calls, check _etrn , check expn , and
For sites praiding queueing services, 8.10 will check vrfy  have been added to restrict tHETRN
offer a nev mailer flag for queueing mail until deéry EXPN and VRFY SMTP services.Instead of globally
is explicitly requested via either a queue run with turning these servicesfofia the PrivacyOptions
pattern matching-gR, -qS, -ql ) or via ETRN the option, administrators can wause the rulesets to allo
SMTP service sension for remote message queuethese commands for certain sites.
starting [RFC1985]. This feature praides better
support for ISPs that pvale queueing for dial-up
customers, as queue runs are no longer heldaijng
for the dial-up semr connection attempt to time out.

New options hae keen added for general mail
sener polioy and protection. These options include the
popular MaxHeadersLength and
MaxMimeHeaderLength  options, which protect

Improved anti-spam features. To dlow users  against “denial-of-service” attacks andfter overflows
more fine grain control, 8.10 introduces more detailedin some MUAs.
specification for the access databa$egs on the ky Better LDAP integration. The 8.10 release
of access database entries can limit the lookups tQarg tighter intgration with the Lightweight
spec.ific anti-spam  checkstor example, specifying Directory Access Protocol (LAP), which has preen
T_o:frlend.example.com . instead of to be the directory service of choice at masites.
frlend.examplg.com _in the access da.tabase, Support for multiple entry/attrile LDAP value
aIIow; . reIay_lng to. frlend.example.com without searches, LBP authentication, and LAP-based alias
permitting mail relayingromthat site. maps will appear insendmail 8.10 We ae also

A new DNS-based blacklist featuredr{sbl ) monitoring the IETF LIAP Schema for E-mail Routing
supersedes the Realtime Blackhole Lifdl () feature  “birds-of-a-feather” group for a standard schema for
awailable with 8.9. The nev feature taks the name of alias specification using LAP [LASER].
the blacklist serer as well as an optional rejection Impr oved performance. In an efort to improve
message. Thelacklist serer is queried with the 1P gonqmaik performance, 8.10 includes code donated by
address of each incoming connection and, if the query, o tis com (formerly InfoBeZ\V) that proides
is successful and the IP address is blacklisted, th%upport for multiple queues isendmail The nev
connection is rejected.This nev feature can be pyactis com donation also includes code thaereds
included multiple times to al® sites to subscribe to 4, queue file name, making it unique for a 32-year

multiple serers. FEATURE(dnsbl’)  replaces  perjoq. Thischange reduces the amount of file locking
FEATURE(rbl')  to prevent the possible confusion 5,4 renaming necessary for instantiating a queued
between the Realtime Blackhole List and other DNSmessage. Inaddition, the ne queue file naming

based blacklist seevs.
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system maks it possible to me items between potentially dozens of files ifetc with obscure file
different queues easily and quickly names, such asendmail.cw (now known as
{gtc/mail/local-host-names ), and allevs

that directory to be wned and managed by the user
specified in theTrustedUser  option. The files
affected include maps, aliases, and classes, as well as
the error headerhelp, service switch, and statistics
files.

Exactis.com also donated the code necessary t
implement memory-liffered files on systems that
include the Chris drek stdio library, such as the
BSD family. If your operating system can tak
adwantage of this ne code, sendmailwill be able to
reduce file systemverhead by not creating temporary
files on disk. In combination with the e queue file Although the ne file names will ma&
naming system and multiple queue support, file systentonfiguration and support easier in the future and users
bottlenecks will be greatly reduced. were warned of the upcoming change in 8.9, this
change will probably be the most traumatic 8.10

Features from Sendmail Po. Beyond funding : -
change for users upgrading from earliersions.

for development from Sendmail, Inc., the open source

version also benefited by reegig nev MTA features Beyond the MTA. Outside thesendmailMTA
from Sendmail Pro, the commercial produdthese itself, the open source distution includes other
changes were released in open soureen eébefore  utilities, such asnmail .| ocal, the local delery

Sendmail Pro as releaseéd Two of these changes are agent; makenap, the map generation tool; and

new daemon control functionality and trusted user Praliases, the tool that coverts an alias database
support. back to its tetual form. These utilities hee dso had

minor updates to impwe ese of use. Although
invisible to the end usgrcode sharing between
sendmailand these utilities has increased by using
portability and utility libraries. By sharing code and
breaking the utility routines out of the MT 8.10
maoves s a $ep closer to splitting up the monolithic
sendmail process into multiple programs in future
releases.

The first, nev daemon control functionality
allows an &ternal program to control and query status
from the runningsendmaildaemon via a named s@tk
similar to thectlinnd interface of the INN nes
sener [Salz92]. Although only a fev commands
(restart , shutdown , andstatus ) are available in
this first \ersion, the framegork is in place for
extending this functionality to control and query
different ficets of the daemonSince access to this A new enhanced ersion of thevacat i on auto-
interface is controlled by the UNIX file permissions on responder is a standard part of seadmaildistribution
the named socek, the file permissions priole beginning with 8.10.Some of the ne features planned
administrators a means of controlling the daemon vidfor the reisedvacat i on include nev command line
external interfices without requiring root pileges. A options for specifying alternate databases and alternate

Perl program dontrib/smcontrol.pl ) s messages, as well as a method for getting the sender
provided in the distribtion as gample code to tak  out of band.The nev vacat i on will also support an
adantage of the control soek exclusion list of addresses to which an automatic

The nev TrustedUser option allavs the response should not be generated.

admlﬂlstrator to_ specify a user name that V.V'”. be5'4_ MaybeNext Time

considered equélent to the superuser for permission

checks and other operations normally resdrenly for As with ary lamge softvare project, there are
root. For example, theTrustedUser is alloved to ~ enhancements we had planned on including in 8.t0 b
start the daemon as well asvro maps, files, and Wwere unable to tackle because of resource constraints.
directories without sendmail marking them as At the current time, the tovbiggest casualties were
untrusted. Thishange is another step in the migration Windows NT'™ portability and support for secure

toward asendmaidaemon that does not iviig rely on ~ SMTP  (i.e.,, encryption) [RFC2487]. While we
superuser pvileges. continue to design with iWdows NT portability in

mind, the &tensve dcanges required kia lead us to

Consistent file names.As of 8.10, the deiult : : ;
postpone this change until a futurrsion.

location for all sendmail configuration files will be _
letc/maill . This change \oids sprinkling Secue SMTP with TLS. Although secure

SMTP is an gtremely important feature, guably just
*They were disabled by dafilt as thg had not been fully test- @S important as secure web service, the United States

ed at the time of the open source release. government is not xpected to all release of the

source code for an encrypting mail sarto the vorld.

Copyright (c) 1999 Sendmail, Inc. All rights esewred. 8



It is unfortunate thatwen though this encryption is soclets. Inparticulay Windows NT does not he the
widely available in other countries and freelyadlable f dopen(3) call, and BeOS soeks are not inherited by
for download from international seevs, the United forked children. We epect to hide most of the 1/10
States still has not recognized that the people being hutiehind another compatibility layempossibly sfio
most by thesexport restrictions on encryption are its [Korn91].

own dtizens and bsinesses. After 8.10 is released, we xgect to do

Encryption patches fosendmail are aailable considerable wrk on performance enhancements and
from one of a number of sites outside the United Statestuning, including memory pools for more fiefent
As an eample, one can look at thesmailpatches at memory allocation, support for threaded daly, and
http://www.home.aone.net.au/qualcomm/ the use of shared memory forvsgy long-term state.
[Rose99]. Hwvever, this patch does not use the

published TLS etensior.

We will continue to iwvestigate methods of
making secure SMTP with TLSsalable for sendmail
For example, we might produce alomestic’ version 7. Summary

of sendmailwith TLS. As sendmaildevelopment continues, it is fefcted

by four drving forces: continually changing neivk
requirements, user requestsyailable deelopment
resources, and competitiomNone of thesedctors are
particularly nev to any popular netwrk sener
6. TheFuture software, lut the substance of theseacfors for
sendmailare unique. The paper has laid out these
factors both historically and in the present, including
some of the ne features for 8.10 brought about by
these four forces.

There remain seral major fctors to research
and goals to accomplish in futurergions. Sendmail
will need to mee wad a threaded model to imp®
portability for Windows NT. This change will require
significant changes to the MTn both its use of global The most notable vent in the eolution of
variables and memory managemenAny services, Sendmaildevelopment is undoubtedly the creation of
such as DNS and system libraries, thandmailuses ~ Sendmail, Inc., a ‘ybrid” business model compgn
will also need to be thread saf&fhis change may Producing both the open source and commercial
improve a may dgrade performance for UNIX versions of sendmail. Sendmail, Inc. helps dr
systems depending on the thread implementation of théetwork changes by participating more fully in the
operating system and Wwoit compares to forking, IETF. More directly Sendmail, Inc. preides far more

which has become quitefiefent on some systems. development resources—in the form of funding,
people, and tools—to theendmailopen source than

were preiously avalable. For example, the compan
Ras paid for conference calls between members of the
Sendmail Consortium and plans to host meetings for
the group.

A popular trend in nger open source NN
implementations has been to break up the tasks int
separate programs.We will be studying the
performance trade-fsf of making these changes to
sendmailand breaking tasks fols gpropriate. This
approach has its benefits as “[it has been obsktivat This arrangement benefits both the conypamd
one of the great successes of UNIX is that each toothe open source distrtion. Theopen source @ns
does only one job, and therefore can do that job well’nev features and enhancements, while the commercial
[Allm85]. It will also allov us 1o improve scurity by ~ Products reap the benefits of an tippen source
securing smaller portions of pileged code. community contriloting both ne ideas and testing.

As we male sendmail portable to non-UNIX The future promises someaiting times for both
platforms, we will hse © reconsider the 1/O the open source distition of sendmail and the
subsystem. & example, Whdows NT and BeOS"  commercial products as both greogether
soclets do not hae the same semantics as UNIX The latest open sourceension of sendmailis

available from http://www.sendmail.org/

“This limitation may not be a disaaivtage; thessmailauthors More information about Sendmail, Inc. can be found at
argue that the werhead of TLS is too high for routine use. http'//WWW sendmail.com/
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