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Y What is spam?

It’s not uncommon to receive email from an individual
or organisation whom you don’t know or have not

previously dealt with.—Such-email, known-as‘spam’, can

be annoying, and may contain offensive or disturbing
material._I’s unlikely you-can-avoid spam altogether,
however, the following information should assist with
reducing the problems caused by spam.
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Spammers obtain email addresses in a variety of
ways, including:

From mailing lists If you purchased something
online or registered with an Internet site, your email
address may have heen added to a mailing list that
has then been-made available to spammers.

fFrom newsgroups or bulletin boards
Spammers can scan addresses from newsgroups or
bulletin boards. Some spammers use software to
‘harvest” addresses from Usenet newsgroups and
website bulletin boards.

By-guessing-Spammers may use a computer
program to generate email addresses using popular
words, names-and numbers:

: cybersmart: %
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; How can I avoid spam? j

Once your address is on-a spammer’s mailing list, it can
be-difficultto have your-address removed. The-ABA’S
website for families, www.cybersmartkids.com.au,
contains helpful tips for avoiding and managing unsolicited
email.—These-include:

Safeguard your email address Only provide your
email address to people and organisations that you know
and-trust. Use a separate address for posting to newsgroups
and bulletin-boards, and performing online transactions
that may involve your address being passed on to a third
party. It also may help to use an email address that cannot
be-easily ‘guessed” by software that spammers-use to
automatically generate addresses.

Don’t respond to unsolicited email Even if the
email contains instructions for ‘unsubscribing’, responding
usually serves only to inform the sender that your email
address is active, and you-are likely to receive more
spam-as a result:

Use-a-filter_There-areseveral software-products-available
to-assist with-unsolicited email —a search of the Internet
should help-you find-a product that meets your needs.
In-addition, most email software programs and services
include the-ability-to-filter-junk’email.-Consult-the
documentation for your software or service to find out

how to configure this feature.
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Even if you take all precautions against being spammed,
you-may still receive the occasional spam message.
Many such messages contain advertisements or
offensive material.—Think carefully-about taking-up

any offer you receive in this way. It can-be difficult to
recover your money if you are not satisfied with the
product-or service you-receive. If you-receive-spam

that advertises or promotes content that you believe may
be-offensive or illegal, you can-complain-to-the ABA-about
that content.—Information-about making-a-complaint,
including an online complaint form, is available on the

ABA’s website at wwuw.aba.qov.au/internet/.

(More useful links J

Coalition-Against-Unsolicited Bulk-Email
(www.caube.org.au)

Australian Competition and Consumer
Commission (www.accc.gov.au)

Australian-Securities and Investment
Commission (Wwuw.asic.qov.au)

N )

The registered code of practice for ISPs requires them to
provide users with information about managing unsolicited
email that promotes offensive content. Check your ISP’s
website for-further information-about spam-and procedures
for dealing with'it.

www.Cybersmartkidse _ com.au




