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TECHNOLOGY OVERVIEW

1. INTRODUCTION

PowerCockpit Technology Overview

1 Introduction

PaverCockpt™ software is a powerful sygem for

setthg up and managng large groups of seners
with dramati@ally lesseffort and greager reliabil-

ity than other solutions. It integratesmary new

andexisting techrologiesin innovative waysto en-
able administratas to move from managimg sin-
gle senersto collectionsof senersusingthe same
interface. This repott descrbessomeof the key

obstclesto managng racks of seners and the
techrologies PonverCockpt employsto solve thes
prodems.

1.1 PowerCockpit Markets

PaverCockpt is designedto improve productivity
andenale new senicesandcapalilities for sener-
related hardware and software businesss. Users
canapply PoverCockpt to mary different marlets,
including:
e Hardware manufbcture and OEM compa
nies: To moreefficiently andflexibly pre-load

senerswith operding system(OS)andappli
cation softwarestacks

¢ Build-to-orde and custanize-to-order chan
nels: To constructcustamizedsenersquickly
andflexibly, including cusomersupplied im-
agesor network paraneters.

e VARs: To create mana@ and depby en-
hancel solution stacls.

¢ ISPsandremotehoding facilities: To provi-
sionnew senersor reasigncompuing asses
quickly.

¢ IT deparinents: To maintan congstent sys-
tem corfiguration for seners on worldwide
networks from certralized managenenthubs.

e Developes andendusers To backup, repli-
cateandtestsystemconfiguations for sener
andworkstdion machires.

1.2 Managing Servers

Senersaremanagddifferently from worksations
becaise they are useddifferently. Therecan be
mary senersin anorganizaton, andthey often do
not have monitors andkeyboardsattacled andare
housdin racksin acompuger room,instead of be-
sidesomeme’s desk.

More importantfrom a managenentpersgective
is thatsenersaretypically critical to the operdion
of the business,since they areoftenusel in dired
interactionwith custaners.Becatseof this:

e Uptimesarecritical.

e They are often reprovisionedto meetchang
ing businessneeds

e Softwareupdaesmustbe fast,painless, veri-
fiableandreliabe.

e Applications, morethan users arethefocus.

Racksof low costseners can provide greatr re-
liability and cusbmizabiity at a far lower equip
ment and software costthan vertically integrated
high endsoluions, but thesebenefitscanoftenne-
cessiatehigh sysemmanagmentcosts.

1.3 The PowerCockpit Solution

PowverCockpt dramatially simplifies systen ad-
ministration, redudng coss and increasing reli-
ablity andagility. It hasmary powerful capailities
thatrevolutionize managng multiple seners. With
it, sysem adminstratas canapply their expertise
more effectively to large numbers of seners and
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captue that expertise to avoid repettive anderror
prore tasks.The PaverCockjit software can:

e Collect validaed images from reference
senersin aform thatcanbequickly deployed
to othe seners

e Managea repostory of collectedimages for
laterdeplbyment.

e Deploy complete imagesto multiple seners
simultareoudy to instal complet validated
OSandapplication staks.

e Customizethe imagewith its own persamal-
ity andsoftwarelayers during the deployment
process.

e Keepa recod of previous dedoyments and
redepby using those recods to replicatethe
previousdedoyment

e Deploy usinglP multicad to large numbes of
senersefficiently.

¢ Build a Restoe CD which canresbretheim-
ageon a sener from a CD-ROM or DVD-
ROM.

e Collect and deplgy Linux and Microsdt®
WindowsR) 2000and XP, usingthe samein-
terface.

¢ Maintain a hierarchial recad of all of the
nodses, logica grouwpingsof themandwaysof
manipubktingthem.

e Allow adminidrators to perfam command
on setsof nodesandcollatethe output to help
find andfix problemseasily

e Automatially collect an extensble set of
hardware andsoftware propeties from nodes
on usea-spedfied schalules

e Employ asoplhisticaedandextensble trigger
mechansm to take actions when desgnated
eventsoccu.

¢ Runfrom bothasophisticatedgraphcal inter-
faceandfrom Perlscripts.

e Supportmodula licensedextensons createl
by the team, cusbmersor third-party ven-
dors,usingacleanandlightweightcomporent
model.

PowverCockpt is a sophsticated, yet easyto use,
applcation that can transform how you manag
your seners.

2 Deployment

Instdling and configuing new senerscanrequire
hours or often daysof work, even with expertad-
ministrators. The operding sysem must be in-
stalled andconfigued, aswell asaddtional appli-
cation packagesgeneally by handor usingad-ha
scripts. In additon to being error prone, this pro-
cessis simply too slow to usein a dynamicervi-
ronmen. Therestut is thatsener farmsdo not re-
spord well to fluctuationsin demandor business
need, canddate configurations are not properly
testal andthe senicesavailable on a network be-
comeinflexible anddifficult to scak.

The softwareon an OSdistribution CD-ROM is
not a runnable versian of the operding sydem —
it is a collection of files and scripts usedto build
and configure an operding sysem. Even when
scripted, this processis lengthy andprore to errar.

PaverCockpittakes a much different appraach
to this problem of provisioning anew sener, illus-
trated in Figurel. It collectsanimageof analready
instdled opemtingsysem,including installedsoft-
ware and packayes, so that it can be deployedto
new senersquickly andeasly. Theseimages are
autanatically cusomizedby addirg further layers
of softwareandconfiguration.

Thecollectedmageis savedin arepostory to be
deployed over the network, or it canbe written to
a CD or DVD for direct dedoymentonto the hard
disk.

The expertise of the system adminstrata is
usedto instdl the OS and software a singe time.
PowverCockpt records that expertise, savesit in a
repcsitory and deploys it whenever and wherewer
neead. This is the mostimportant capallity of
PownverCockpt.
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2. DEPLOYMENT
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Figure 1: An overview of the image collection and deployment process.

Image Repository

soure disk's partitioning andfile systen. A

PaverCockpt creatsimagesby colleding them
from existing, operdional sysems. Oncethe sys-
tem adminstrabor has decided what software is
neead andhow it is to be configued on onesys-
tem, PaverCockpt collects the image and saves
it in animagerepasitory, readyto be quickly de-
ployed and cusbmized on ary numbe of othea
nodes.

An imagerepostory beammesa recad of past
configurations, of trial imagedfor tesing andof ad-
ministrator expertise in the form of certified, fully
configued images.Easierdeploymentmeansbet-
tertestedsysems,widerandeasieradqtion of cer
tified imagesandbetterdisasterrecovery.

Imagescanbein oneof two forms, namedafter
the Unix command for recordng them:

e A tar image,which is a collection the files,
diredoriesandtheir metadad. A tarimageis
combiredwith anabstactdisk layout to build
aworking file systemon the degination disk.

¢ A ddimage,whichis adirect transciption of
the bits on the disk device and includesthe

ddimageis laid down direcly onthedestna-
tion disk without interpretation.

2.2 Deployment History

Eachtime a deplbymentis done, a recordof it is
saved, andthat recordcan be usedto repeat that
deplbymentor provide detaled accownting of the
histary of eachsener andof thededoymens done
onthenetwork.

Over time, a history is built of the dedoymens
thathave beencomplaedin aform thatallows au-
diting androlling backto ary point, eithe by direct
usercommandor automaically from ascript.

2.3 Customization

Becaug the tamget machire is often different in
someway from the souce, eachdeplymentin-
cludescustanizingtheimagefor eachdestnation
Thediskthattheimageis deployedontomaybe
adifferent sizefrom thesource,thus PoverCockpt
hasabstract disk layouts that adapt partition sizes
betweenthe source and destiration beforelaying
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down thenew image.

After a bas imageis laid down, layers may be
addal to it with software and data to specalize a
geneaic imagefor aparticularusage.

Software in the image often need to be con
figured after being depbyed, suchaswith activa-
tion keys, or to be configured for the network pa-
rametes of the new machire. Devices like hard
disksandnetwork cards on the desthationmaybe
different from the source, requring that different
drivers be enalled and that adjustmentsbe made
to stardard configumation files. PowverCockpitde-
ploymentsinclude arbitrary persnalization stefs
andcomespadkagedreadyto hardle theseadjust
mentsfor mary popular Linux distributionsandfor
Microsdt® WindowsR) 2000 and XP.

By combining thesetechngues, PoverCockpt
userscan createstalle core imagesthat are auto
maticaly custanizedfor awide range of uses

3 Clusters of Nodes

Eachof the computrson a network generdly as-
sumemultiple functional roles andthe opeations
doneon themdepem on theroles Therearefile,
print, webandcomput seners,databaes.caching
proxies etc. Machines are also groupedbasedon
location, network subneé, CPU archtectue and
otherattributes.

PaverCockpithandesthis compleity by main-
taining a databaseof all of the informationabou
the manag@dnodesandallowing the adminstrata
to assenble the network nodes in arbitrary over
lapping andhierarchicd clusters. This cluger data
baseis known asthe Clustertase Nodescanbe-
long to ary numberof clustes, and clusers may
have sulxlustas. Thus,adminigratorsarefreeto
representa wide variety of overlapging roles for
eachnode.

In the user interface and implemenation of
PaverCockpt, you continually operde on entire
setsof nodes. Otherexisting sysemadminidration
GUIs that are capalte of managiig a remotema-
chineat all cangeneally admirister only onema-
chineatatime. Theadminstrata mustsetup one
machire, thenthe next anditerate through the re-
maining machine. This is inefficient, tediousand

error prore. With PowverCockpt, all the machine
canbesetup andmanagedimultareousy.

3.1 Node Properties

PawverCockpt canmanagenundredsor eventhou
sana of nodes and eachone canrecad complex
properties aboutits hardwvare, software and cur-
rent runing state. Thesepropeties may be sim-
ple strings (like its name)or complex hierarchies
of data(like the detaik of all of the hadware in-
stalled onit).

PaverCockpitprovidesagraphicalinterfacethat
allows node propertiesto be browvsad and edited
(including cut/cqpy/paste) for one or mary nodes
simultaneoudy.

PaverCockpitallowspropetiesto besetby hav-
ing the nodessendrepots to the consde automat
ically on predeerminedschedules or in respamse
to events PawverCockpt hasan up to the minute
accuaterecom of the currert stak of your seners.

Nodesmay be placal in clusters autamatically
or selectedin the GUI for further operdions using
simplequeiieson thesepropeties.

Changng node properties (like fluctudions in
web pages beingsenedor rising errars ratesfrom
hardvare devices) cantrigger scripts on the con
soleandbackon the nodesto respad to eventsas
they unfold, soyour senerscanbe self-healing.

4 Global Commands

Oncean image hasbeendeployed and the nodes
recoided, the stak of the machine will not gen
erally remainstatic. Betweendedoymens, soft-
waremaybeinstalledandconfigued,probemsdi-
agnesedand solved and mary othea maintenace
tasksperfomed. With corventioral tools, this is
often dore by hand or through complec scripts.
Thesemethodsdo not have accessto the unified
andupto datedatebaseor to thesophsticakedalgo-
rithmsthatPawverCockjit providesto make manag
ing setsof machnesaseasyandsecue asone.

4.1 PowerCockpit Daemon

Whenyou run the PowverCockpt cortrol consde,
it canestdlish conrectiors to the nodes to run the

6 PowerCockpit Technology Overview
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5. MULTIPLE INTERFACES

PaverCockpt dagnon. Multipl e use's from multi-

ple PaverCockpt consdescanconrectto thesame
setof nodes simultareousy (asshownin Figure?2)

without interfering with eachother, becase eath

is communcating with a sepaate daemonon the
node

Node 1 Node 2

b _daemon

r oot

___
=

daemon

Node 3

Node 4

bob

im<

Figure 2: Daemons are run on nodes only when con-
soles connect to them. Each daemon runs as the user
that requested the connection.

PowverCockpt does not introduce an addr
tiond set of user names, passvords and proto-
cols for its authentication. All of the conrectiors
PaverCockpt makesuseof SSH,which provides
secue authenticdion and a singe sign-on. Users
may authenticae asary user andthe daemon has
only the privilegesof thatuse.

Once a connetion is authenticated with SSH
the persigent sodket conrection to the nodeis set
up andcanbe enciyptedwith SSL, if the userde-
cidesthe performanceperalty is warrarted.

The nodeand conle exchangeheartbeats so
the consde can keep track of the stae of the
conrection to the node. Using the heatbeat,
PaverCockpt candeted probemsin secandsand
dispay themin the GUI, inform a scriptthrougha
callback, or shutdown the daema if the console
wasshutdown in anuncantrolled way.

4.2 Global Operations

A fundamental part of sysem adminidration
amounsto execuing commanlson amachineg ex-
amining the output andtaking action basedon that

output. This is how problemsare detected, diag

nosal and solved PawverCockpit provides a so-
phidicatedinterface (shownin Figure 3) for exe-
cuting command on a setof nodes and collating
the output so that nodes with idertical output are
growed. The adminstrata can then easily find
which nodes areanomabusandfocuson them,ex-

clude them from further andysis, repeat previous
opemtions etc. This interface can be used effi-

cienty on ary numberof nodes without the user
needng to type in node namesor selectgrouys of
nodes diredly.

This sameinterfaceis usedfor:

e Sendingfiles to lists of nodesand monitor-
ing the trander. The files may be transferred
from the compute running the cortrol con-
soleor from proxy seners. Files are sentdi-
rectly from the proxy sener to the destna-
tions, not routed through the console, so the
consde can be conrectedthrough a slow or
firewalled chamel and large files transferred
entirdy behind thefirewall.

¢ Instdling softwareusing the RPM sygemus-
ing simplified interface that combines RPM
commandexecutian andautamaticfile trans
fersif neeakd.

e Runnirg propety report scripts that recod
dataabou the nodesinto the Clustabase

For example,supgposeasecuity adviory repors
thata particular verdon of sendnai | is insecure
andshoud beupgraded.FromPaverCockpt, you
useaglobal commando find thesendnai | ver
sionon all thenodes,and PaverCockpitautomait
cally collatesthe nodeswith the sameversians. On
the nodeswith theinseareversim, you cantrans
fer the RPM from a proxy sener andinstall it in
oneoperaton. You canthensetup an automatt
property repater that looks for the inseare ver
sion and notifies the operaor if it somelow gets
reingalled, or evendoes the upgradeautamatically
in thefuture.

5 Multiple Interfaces

Systemadminidrators have two kinds of requre-
mentsfor a tool like PoverCockpt. They nedl
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Figure 3: The Global Command window, with the list of nodes at the upper left, the collated command history at the
lower left, the command entry at the upper right and the command output below.

to be able to sit down in front of a singe sys-
temanddehug probems,andthey needautamated
control over routine opemtions For the former,
PaverCockpt provides a graphcal userinterface
and for the latter PowverCockpit provides a Perl
scripting interface.

5.1 GUI Design

GUIs that are sumultaneousy powerful, extenst
ble and easyto use are few and far betwee.
PaverCockpt pulls together sucessfu elemens
from mary existing soures to build a uniquely
powerful GUI.

e The Workspacewindow (showvn in Figure4)
is modeledon a file browser. cluste treeon
the left, detaik abou the selected cluster on
theright andactionsto performacrassthetop.

e The Deployment window leads the user
through the sters to be perfamedin seqen-
tial order

e The Node Propeties window allows ediing
of mary nodes at once, avoiding the common
problemof a point-click-type-reped cycle.

e TheGlobalCommandvindow handesthete-
dious aspets of collating dataand seleding
setsof nodes.

e On-line context sendtive help is provided
through anembede@d browser.

PawverCockpt usesthe Gtk+ GUI library to pro-
vide a smooh, reliable, portable and familiar in-
terface. It is layered on top of X11, which na-
tively providesremotedisplay capalilities to ary
X-window sener available for all popular deskop
opemtingervironmerts andwebbrowsess.

5.2 Scripting and Triggers

PawverCockpt is scriptableusingthe Perllanguage,
andscripts canberun eithe togeherwith the GUI
or purely from thecommandine.

Thescripting interfaceprovidesPerlobjectsthat
diredly reflectthe internal objects. The scripting
systen therefore seesthe sameinterfacesthat the
C++ codeseeswithin thelimits of the differences
in thelanguages

Both the GUI andthe scripts usethe sameinter-
nal objects. The objects for clustes, nodes, con
nectionsetc. emit notificationswhenthey chang,
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6. SUMMARY
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Figure 4: The Workspace, the control console of PowerCockpit.

andboththe GUI andscripts listenfor thosemes-
sage andtake actions. Whenthe userinitiatesa
chargethrough onepartof the GUI, theobjectsare
charged and nofifications are sentthat updde the
restof the GUI andary scriptswatching thoseob-
jects

Thisis the foundation of the PaverCockpittrig-
ger sysem. Eventstrigger scriptsto run, whichcan
chargethedatain the Clustebase chargethe data
visible in the consde, andrun scripts that take ac-
tions on the nodes. Thoseactionscanin turn gern
erateeventstha trigger new actions, so sophisti-
catedsystan managmentcanbebuilt from simple
pieces.

5.3 Component Model

PaverCockpt is built using a dynamic comporent
model, and the cornsole and daanon applicatiors
arein factthesamecorewith different comporents
loaded. In addtion to extendng the functiondity
of PowverCockpt with scripts, the PoverCockpt
SDK canbeusedto develop new modules for both
the console and daemonto extend the function-
ality of PawverCockpitas far as you like, taking

advantage of the sophsticated infragructure that
PowverCockpt provides.

The licengng systan in PaverCockpitis suf-
ficiently geneal that third parties and OEM'’s
can develop and sell modules as addtions to
PawverCockpt and distribute them with secuely
sigredlicenses,which will bevalidatedbefare the
module can be loadal. PaverCockpt is not just
a sygem administration toal, it is a platform for
buildingfocusedproductsto solve particularneeals.

6 Summary

PawverCockpt combines advanedtecmologes of
solid desigh anda high quality implementdion to
build a uniquely powerful tool for systen admin-
istrators in data centes, enteprise ervironmens
or hardvare manuégcturess. It providesthe secu
rity necesary for data centes through its use of
toolslike SSHandSSL. It hasthe power andease
of usenecessaryto run racks of senersthrough
its unmathied GUI andthe flexibility andautana-
tion capailitiesnecesaryfor unatendel operdion
through its powerful scripting andtriggered action
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interface. Through its compamentmodelarchiec-
ture, it provides a platform for OEM, VAR and
other third parties to develop cusbm extensons
andfor future PoverCockpitproductsalread/ un-
derdevelopment.

For moreinformation on PoverCockpitandre-
lated products, seethe PowverCockpit web page
wwwpowercodpit.com or conteact us diredly at
saleg@powecodpit.com.

2.0revision1
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