Network Security Monitoring
with Sguil and Open Source Tools

. >
File Query Reports Database Sound: Off |2004—04—28 18:18:23 GMT|
RealTime Events} Escalated Events}
CMNT Sensor id.ci DatefTime SPort DstIP DPort Pr Event Message
R 1.30889 [2004-04-27 16:26:22 [200.148.108.200 |3604 |JN13.196 |80 |6 |WEB-PHP admin.php access J
RT 1 -SENsSor-va 1.30896 2004-04-27 16:44:48 67.234.73.114 1] 13.199 8080 & SCAHN Proxy Port 8080 attempt
RT 2 -SENsor-va 1.30904 2004-04-27 17:12:43 165.83.44.53 1089 13.196 80 8 WEB-FROMNTPAGE / wti_binf access
RT 2 -Sensor-va 1.30911 2004-04-27 17:32:45 167.24.104.150 31947 13.196 80 68 WEB-FRONTPAGE /_vti_bin/ access
RT 8 -SENSOor-va 1.30953 2004-04-27 19:05:26 207.46.248.113 80 13.194 1433 & LOCAL RST conx attempt to port 1433
RT 2 -Sensor-va 1.30963 2004-04-27 19:40:41 67.18.117.150 50361 13.196 8080 & SCAN Proxy Port 8080 attempt ¥
ST CNT Sensor sid.cid DatefTime SrcIP SPort DstIP DPort Pr Event Message rS
RT 10 -Sensor-va 1.31468 2004-04-28 12:40:57 216.148.246.132 53 13.194 0 17 BAD-TRAFFIC udp port 0 traffic
RT = -Sensor-va 1.31477 2004-04-28 12:41:068 170.224.224.100 53 .13.194 0 17 BAD-TRAFFIC udp port 0 traffic
RT 10 -SENsSor-va 1.31478 2004-04-28 12:41:06 170.224.224.132 353 .13.194 1] 17 BAD-TRAFFIC udp port 0 traffic
RT 10 -Sensor-va 131512 2004-04-28 12:45:02 216.148.244.36 53 13.194 0 17 BAD-TRAFFIC udp port 0 traffic
RT 1 -SENsor-va 1.31589 2004-04-28 14:16:52 209.51.188.248 80 .13.194 32771 6 spp_rpc_decode: Incomplete RPC segment
)
ST CHT Sensor sid.cid DatefTime SrcIP SPort DstIP DPort Pr Event Message rS
RT 2 -SENsSor-va 1.31845 2004-04-28 17:38:18 12.43.233.212 3108 .13.198 135 8 spp_portscan: Portscan Detected
RT 1 -SENsor-va 1.31649 2004-04-28 17:49:52 80.35.178.206 2668 13202 135 6 spp_portscan: Portscan Detected
RT 1 -SENsor-va 1.31850 2004-04-28 17:54:59 12.44.148.90 3638 .13.199 135 8 spp_portscan: Portscan Detected
RT 1 -SENSOor-va 1.31651 2004-04-28 18:05:22 195.205.116.195 4729 .13.198 135 6 spp_portscan: Portscan Detected
RT 1 -SENsor-va 1.31852 2004-04-28 18:10:40 81.59.95.30 15689 .13.199 135 8 spp_portscan: Portscan Detected
i
|
Sre IP: 200.148.108.200 W Show Packet Data @ Show Rule www.snort.org |
Src Name: -148-108-:
200-148-108-200.ds telesp.net.br [alert tcp $EXTERNAL NET any - $HTTP_SERVERS $HTTP_PORTS (msg: WEB-PHP admin.php access”;
DstIP: .13.196 (= - =
Dst Name: 13.196 " Source IP Dest IP Ver HL TOS len ID  Flags Offset TTL ChkSum
W Reverse DNS Whois Query: -~ None # SrclIP .- DstIP 200.148.108.200 .13.196 4 |5 (] a27 65038 |2 o 108 0
inetnum:  200.128/9 &1 UAPRSF
status: allocr:lted . Source Dest RRR CSS Y |
owner:  Comite Gestor da Internet no Brasil o] Tce Port Port 1 0 GKHTHMMN Seq# Ack #  Offset Res Window Urp ChkSum
ownerid: BR-CGIN-LACHIC
responsible: Frederico A C Neves 36049 80 e KR 329488105 250565255 |5 (1] 64800 272 |0
address: Av. das Nagdes Unidas, 11541, 7° andar 50 4F 53 54 20 2F 61 64 6D 69 6E 2E 70 68 70 3F POST /admin.php?
address: 04578-000 - Sdo Paulo - 5P 6F 70 3D 41 64 64 41 75 74 68 6F 72 26 61 64 64 op=AddAuthor&add
country: BR 7l SF 61 69 64 3D 6B 689 65 67 65 72 61 26 61 64 64 _aid=kiegera&add
. - _,, SF GE 61 6D 65 3D 47 6F 64 61 26 61 684 64 5F 70 _name=Goda&add_p
77 64 3D 7@ 6C 61 79 62 6F 79 61 26 61 64 64 SF wd=playboyagadd_
System Messages] User Messages ] DEYESNGS 6D 61 69 6C 3D 72 30 30 74 5F 53 79 73 74 65 email=r00t_Syste
6D 40 68 7o V3 68 2E 63 6F 6D 268 61 64 64 S5F 72 m@hush.com&add_r
[ 61 64 6D 689 6E 73 75 V¢ 65 72 3D 31 26 61 64 6D adminsuper=1&admn
[2004-04-28 18:17:26] sguild: User squil is monitoring sensors: 69 6E 3D 65 43 63 67 56 55 35 4A 54 30 34 67 55 in=eCcg¥USJITO4gl
_sensorfl Csensor-va 30 56 4D 52 55 4E 55 49 44 45 76 4B 6A 6F 78 20 OVMRUNUIDEVK jox
Z|q 48 54 54 50 ?F 31 2F 30 OD 0A 41 B3 83 65 70 74 HTTP/1.0. . Accent #
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Overview
* |Introduction to NSM

 The competition (ACID, etc.)

« Squil

« Case 1: 403 forbidden

« Case 2: MS-SQL grinding

« Case 3: MS-SQL version overflow attempt
- Case 4: Portscan

« Case 5: Admin-PHP access

- (Case 6: SMB grinding

« (Case 7: Port 20 to port 20

« Future developments




Introduction:
My Background

Hired 1 March 2004 by ManTech Intl. Corp.

Previously at Foundstone (02-04), Ball
Aerospace & Technology Corp (01-02)

Captain in US Air Force CERT (98-01), trained as
intel officer (96-01)

Author of The Tao of Network Security
Monitoring (Addison-Wesley, 800+ pages)

Co-author of Real Digital Forensics (Addison-
Wesley) with Keith Jones, Curtis Rose (Spring
2005)




Introduction:
Network Security Monitoring

 NSM is the collection, analysis, and escalation of
indications and warnings to detect and respond
to intrusions

« NSM = IDS

 Intrusion detection vendors are alert-focused
and consider their job done when they activate
the “red blinking light”

 NSM assumes prevention eventually fails and
some intruders are smarter than you

* Prepare for the worst by collecting everythlng
you can, technically and legally = e




The Competition: ACID, etc.

« ACID (acidlabs.sf.net) and the like are Web-
based alert browsers

 They only query, display, and store Snort alerts

« Do not give enough information for an analyst to
make a decision

« Predominantly consider the number of alerts as
a proxy for their severity

 No capability for workflow, alert categorization,
analyst responsibility, or information sharing




ACID's high count implies 'bad’

Metscape:

File Edit “iew Go Communicator

Help
T ﬁf‘ﬂ&lﬁhﬂ&l‘ki $ T_':Elﬁaﬁﬂn::[[http ://127.0.0.1:8080/acid/acid_main. php {|-@+':'Nhaf-’s Related m
" Back fona Reload  Home  Search MNefscape  Print  Secury  Shap Stop

Snort Analysis Console for Intrusion Databases

Time window: [Z000-07-293 10:05:05] - [2000-08-05 14:03:40]

Traffic Profile by Protocol

# of Sensors: 2 TCP (13%)
Total Humber of Alerts: 11962 LUDF (74%)

& Source [P addresses: 480

e [est [P addresses: 26 ICMP (7%)
= Search
= Shapshot
e Alert Listing

s Rostrecent 15 Alerts: any protocol, TCP, UDP, ICMP
& Graph Alert detection time
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e
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ACID's clunky query screen

Metscape: SnotACID: Guery by Packet
File Edit Wiew Go Communicator

Help

T| - § "~ Bookmarks A Location:

http: #7127.0.0.1:3080/acid//acid_pkt main. php

.f| 507 What’s Related

Back  Forward  Reload

Home  Search  Metscape Print  Security shop

Query by Packet

KMeta CrHteria

Alert Listing

ésignature:, { signature } =

é.ﬁler_‘t Time: :ll o=

al| [ay =] F] eonn | I I i _o| | _ = |~DDTine] |

P Critena

g e e am=al e He e s eS| |§ﬁDthdr|
Misc: [a] [ :lll | - :lll [__|| [ _|| i[.ﬂ.DDIF‘Field|

Layer-4: ||TCF‘| |{UDP| .!_-ICM'F'I

i
Input Criteria Encoding T';pe::{ Encoding} — | Convert To (when s'earbhing]:f{ Convert To } =
ad} = | | [ ;|| [ S - | |§_.&UD Payload| =
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ACID's questionable results

Metscape: SnortACID: Query Results

File Edit Wiew Go Communicatar Help
T| % Bookmarks| & Location: (http: /7127, 0.0.1:8080/acid/acid_pkt_main. php .r| 17 What's Related

Back  Fanyard Home

Reload

Query Results

Search Metscape Print  Security  Shop 510

Home
Search

Alert Listing

Queried DB on : Mon September 11, 2000 20:23:11
el tine = [ 07 /731 7 2000 1 [amy fime 1
P Gitoria—— {ET]
TP crteria ]
Payioad Gritoria JEE3

Displaving rows 1-50 of 2014

. Signature Time Stamp Source Address Destination Address Layer 4 Proto
#0-{1-1732) TEFR 2000-07-31 114249 12826693 128223774 TCFR
#1-(1-17393) TR 2000-07-31 11:42:49 128.2.237.74 128266593 TCP
#2-(1-1794) TCFR 2000-07-31 114248 128.2.66.93 1282237 74 TCP
#3-(1-17393) TCFR 2000-07-31 114249 128.2.6693 128223774 TCPR
#4-{1-17396) TEFR 2000-07-31 114249 12826693 128223774 TCFR
#a-(1-1797) TCFE 2000-07-31 114249 12826693 1282 23774 TCF
#b6-(1-1798) TSR 2000-07-31 114249 12326693 1232237 74 TP
#7-(1-1733) TCFR 2000-07-31 114248 1282237 74 128.2.6693 TCER
#0-(1-1800) TSR 2000-07-31 114249 12826693 1282 23774 TCF
#3-(1-1801) TCFE 2000-07-31 114249 128.2.237.74 12826693 TCF
#10-(1-1602) TSR 2000-07-31 114249 12326693 1232237 74 TP
#11-(1-1803) TCFR 2000-07-31 114249 1282237 74 12826693 TCER
#12-(1-1804) TCFR 2000-07-31 114249 128.2. 23774 128.2.66.93 TCE
21T f41° ARNEY ™D T AT D 44 AT A0 4790 9 7T Ty 4700 9 28 O ™D -"' .
= | ‘Bookmark QuickFile i e = 2

Yl 2




A packet -- so what?

Metscape: Packet Display |
File Edit Wiew Go Communicatar Help

T| . " Bookmarks & Location: fhttp: //127.0.0.1:8080/acid/acid_pkt_main php?submit=3230-228. /| @7 What's Related

Back Faryard  Reload Home  Search Metscape Print  Security shop =]

Packet Display ome s B

znnn 08-05 1323 5?

mmm'm

12825553 2D51Ei421?3'3 4 : ET-"'IEI 3I:I1Ei oo : 43382

LR

R
sourcei dest

?DD1554?1 5?9454 § 32120 1 2?255

L 1120

e

length = 1340

oo 47T 45 54 20 ZF 20 48 54 54 50 ZF 31 ZE 30 0D Oa& GET. /. HTTP/1.0. .
nzo - 48 6F 73 74 3A 20 7T YT YT ZE T3 BE BF T2 T4 ZE Host: . www. snorkt.
040 : BF T2 BT 0D OA 41 63 63 65 70 T4 3a 20 T4 65 TH org. . Accepti. tex
oe0 - 74 2ZF 62 T4 ED BC 2C 20 Y4 BE T8 T4 EF TO GC Bl t/hinl, . textspla
020 - 69 BE 2. 20 61 7L B4 69 EF ZF ED GBF B4 2C 20 69 in, . auadiosmod, .1
0=0 : 6D 61 67 65 2F 2 2C 20 Y6 B9 64 65 EF 2ZF 23 ZC mage S+, wideo *,
Oz0 : 20 76 69 64 65 6F 2F 6D 70 65 67 20 20 61 70 70O cwideo/mpedq, . app LA

Go to the next page in History list i %k P 3 2|




NSM Requirements

 Need to investigate different sorts of events
 Normal activity triggers alerts but is not harmful
« Suspicious activity is unusual but probably not harmful

« Malicious activity is definitely designed to harm targets

 Need supporting data to make decisions
- Alert data provides a potential indicator of security incidents
- Session data is a content neutral summary of transactions

* Full content data captures packet-level details, including
application contents

« Statistical data summarizes traffic




Sqguil
(sguil.sf.net)

* Sqguil is an open source interface for NSM

« Written by Bamm Visscher, mostly in Tcl/Tk
(cross-platform, especially the client)

« Consists of components to collect NSM data:
- Alert data: Snort and Barnyard
« Session data: SANCP or Snort stream4 keepstats
* Full content data: Second instance of Snort

- Statistical data: Nothing formal (yet)

« Detailed install docs for FreeBSD avallable
Linux, other BSDs work




Sqguil Architecture

log_packets

SCNS0L_agent

Credit: Chris
Reining

g
g

(I




Case studies

- The following case studies show real data
collected during the last few weeks

« Local sensor watches traffic to and from various
network perimeters

- Data has been sanitized to remove identifying
Information




| SGUIL-0.3.1

File GQuery Reports Database Sound: Off 2004-04-28 18:54:24 GMT

Case 1

RealTime Events] Escalated Eventﬂ

W ST CNT Sensor sid.cid DatefTime SPort DstIP DPort Pr Event Message
| [RT 2 -SEnsor-va 1.30963 2004-04-27 19:40:41 &67.18.117.150 20361 .13.196 8080 & SCAN Proxy Port 8080 attempt
RT 1 -5EN50r-va 1.30975 2004-04-27 20:14:05 &67.234.73.61 0 .13.197 BUBO 6 SCAN Proxy Port 8080 attempt
RT |1 [-sensor-va [1.30984  [2004-04-27 20:54:10 Em-:ﬁ- 67.166.22.213 [1547 |6 |ATTACK-RESPONSES 403 Forbidden
. RT 1 -5ENS0-va 1.30985 2004-04-27 20:58:07 &7.234.73.173 .13.200 BUBO 6 SCAN Proxy Port 8080 attempt
AT 1 -SENS0r-va 1.31078 2004-04-27 2231168 &7.234.73.190 0 13.202 8080 & SCAN Proxv Port B0B0 attempt
B ST CMT Sensor sid.cid DatefTime SrcIP SPort DstIP DPort Pr Event Message
RT 10 -SENsor-va 1.31468 2004-04-28 12:40:57 216.148.246.132 53 .13.194 17 BAD-TRAFFIC udp port 0 traffic
RT 5
RT 10 Why did the target respond with 403 Forbidden? This
RT 10
e | isn't very useful -- it's the intruder's attempt which is ¢
ST CN I h h I -I'-' I d
Srci more important (even though it faile
| [RT 1 -sensorva  1.31652 2004-04-28 18:10:40 81.59.95.30 1689 13.199 135 & spp_portscan: Portscan Detected
RT 1 -sensorva  1.31835 2004-04-28 18:22:36 205.205.1.116 3766 13.198 21 6 spp_portscan: Portscan Detected
| |RT 1 -sensor-va  1.31659 2004-04-28 18:35:41 69.37.90.39 4499 13.198 135 & spp_portscan: Portscan Detected
RT 1 -sensorl 2.1390 2004-04-78 18:37:01 217.233.127.125 4066 A52.50 135 6 sbp portscan: Portscan Detected
Src IP: 13.201 B Show Packet Data W Show Rule wwav.snort.org
Src Name: 13.201 . = = .
_ flow:from_server.established; content:"HTTP{1.1 403"; depth:12; classtype:attempted-recon; sid:1201; re’
| | Dst IP: 67.166.22.213
Dst Name: |c-67-166-22-213.client.comcast.net Source IP Dest IP Ver HL TOS len ID Flags Offset TTL ChkSum
B Reverse DNS Whois Query: Mone SreIP % DstIP .13.201 57.166.22.213 4 5 |0 295 |26242 2 0 128 1
UAPRSF
CustMame: Comcast Cable Communications, IP Services Source Dest BERR CS S Y |
' iggresm 3 Exlglcutive Campus Port Port 10 GKHTHMNMN Seq# Ack # Offset Res Window Urp ChkSum
ress: 5th Floor
City: Cherry Hill 80 1547 oK 240608196 604533130 |5 0 64849 [383 |0
StateProv: NJ 48 54 54 S0 2F 31 2E 31 20 34 30 33 20 46 6F V2 HTTP/1.1 403 For
PostalCode: 08002 G2 69 64 64 65 6E 0D 0A 53 65 V2 V6 60 72 3A 20 bidden. .Serwver:
Country: US 4D 69 63 72 6F 73 6F 66 74 2D 49 49 53 2F 35 2E Microsoft-IIS5/5,
| [RegDate: 2003-06-19 30 0D O0A 44 61 74 65 3A 20 54 75 65 2C 20 32 37 0,.Date: Tue, 27
Updated: 2003-05-19 20 41 70 72 20 32 30 30 34 20 32 30 3A 35 35 34 Apr 2004 20:55:
31 36 20 47 4D 54 0D 0A 43 6F G6E BE 65 63 74 69 16 GMT, .Connecti
BF 6E 3A 20 63 6C 6F 73 65 0D 0A 43 6F BE 74 65 on: close, .Conte
GE 74 2D 54 79 70 65 3A 20 74 65 78 74 ZF 68 T4 nt-Type: text/ht
System Messages] User Messages ] GD 6C 0D OA 43 6F GE 74 65 6E 74 2D 4C 65 6E 67 ml. .Content—Leng
74 68 3A 20 31 34 31 0D O0A 4D 53 2D 57 65 62 53 th: 141, M5-WebS
| -sensorl -SEN50r-va 74 6F 72 61 67 65 3A 20 36 2E 30 2E 36 32 34 39 torage: 6.0.6249
[2004-04-28 18:24:09] -sensor-l: fsnort_data 10% oD 0A 43 61 63 68 65 2D 43 6F GE 74 72 6F 6C 3A ,.Cache—Control:
[2004-04-28 18:46:51]  -sensor-va: fsnort_data 80% 20 6E 6F 2D 63 61 63 68 65 0D 0A OD OA no—cache....
[2004-04-28 18:50:54] -sensor-l: fsnort_data 10%

L




[ | sensor-va_30984

File

SRC: MOVE fexchangef EML HTTPA A A
SRC: Accept: ™/

SRC: overwrite: F

SRC: Referer:

http:ff fexchange! FfCmd=dialog&template=dlg_movecopy
SRC: Content-Type: textfxml

SRC: translate: F

SRC: allow-rename: t

SRC: destination:

http:ff .comfexchangef .EML
SRC: Accept-Lanquage: en-us

SRC: Accept-Encoding: gzip, deflate

SRC: User-Agent: Mozillafd.0 (compatible; MSIE 6.0; Windows NT 5.1; .NET CLR 1.0.3705)
SRC: Host: .com

SRC: Content-Length: 0

SRC: Connection: Keep-Alive

SRC: Cache-Control: no-cache

SRC: Cookie: sessionid=5a7bh6ea-7780-4a37-8501-40aaeced3390,0x409

SRC: Authorization: Basic Y2hzl X2 hxGpsaWoscnVkZ GVyhA Q==

SRC:

SRC:

DST: HTTPA .1 403 Forbidden

DST: Server: Microsoft-115/5.0 Transc ri pt ShOWS an
DST: Connestian: dipee - 018 MT1 - gttempted HTTP MOVE was

DST: Content Type: text/html
DST: Content Lungth: 141 not accepted by the server.

DST: MS-WebStorage: 6.0.6249 This is not an attack.
O5T: Cache-Control: no-cache
OST:

=l

Debug Messages

snort.log.1083106800 2
Creating unique data file on -SENSOr-va.
Copying the file from -5ENSOr-va.
Removing file from -SENsor-va.




O] sGuiL0.3.
| File

RealTime Events 1 Escalated Events WEvent Qﬂ

Close

Gluery Reports

Datahase Sound: Off

Case 2

2004-04-28 18:40:17 GMT

sid.cid DatefTime SPort DstIP

Export |[MWHERE event.timestamp = '2004-04-01" AND event.status = 1 and event.signature like "M3-3QL%" LIMIT 500

: ST CNT Sensor
(|NA 1

Submit
Event Message

Src Mame: |cache02.ns.uu.net

B Show Packet Data @ Show Rule

JME_NET 1434 (msq:"MS-SQL version overflow attempt”; content:”j04|”

SEnsor 1.344 2004-04-01 03:50:53 198.6.1.4 53 15334 1434 17 MS-50L ping attempt

MNA 1 sensor 1.7039 2004-04-05 17:54:14 198.6.1.5 23 15334 1434 17 MS-50L ping attempt
- [MA Sensor 1.14957 2004-04-08 02:35:98 198.6.1.4 53 15334 1434 17 MS-50L version overflow attempt

= [NA 1 sensor 1.27616 2004-04-17 10:42:44 198.6.1.4 23 15334 1434 17 MS-50L ping attempt
[|MA 1 Sensor 1.27653 2004-04-17 22:30:25 198.6.1.4 53 15334 1434 17 MS-S0L version overflow attempt

MNA 1 sensor 1.28690 2004-04-22 22:26:17 198.6.1.4 53 15334 1434 17 MS-S0L ping attempt

A S [MA 1 SENSOr 1.28691 2004-04-22 22:26:18 198.6.1.5 15334 1434 MS-SGL plng attempt

AT e iz Bovronsa temai fionois o Es LS5 [0 (17 M SOLversion sverlow atempt
MS-SQL version overflow attempt -- what caused this?
Src IP: 198.6.1.3

vy snort.org

: offset:0; depth:1; dsize:>100;

| |DstIP: 153.34
| Dst Name: -com Source IP Dest IP Ver HL TOS len I Flags Offset TTL ChkSum
B Reverse DNS Whois Query: Mone % SrclP DstIP 198.6.1.3 A5334 4 5 [0 131 91134 |2 0 246 |0
oral UUNET Technolodies. | Port Port Length ChkSum
rghame: echnologies, Inc.
OrgID: uu 23 1434 111 47537
Agdress: 22001 Loudoun County Parkway 04 76 81 83 00 01 00 00 OO0 01 OO0 00 05 5F 6C 64 v, ... vesnss _1d
City:  Ashburn 61 70 04 5F 74 63 70 02 64 63 06 5F 6D 73 64 63 ap._tcp.dc._msdc
StateProv: VA 73 07 03 63 6F 6D 00 00 21 s, .com, . !
PostalCode: 20147 00 01 CO 21 00 06 00 01 QO QO 1B 02 00 29 05 BC ...l ...eeuenn 3.1
Country: US B 77 69 ¥3 CO 21 O0A VO BF 73 74 6D B1 V3 74 65 ewis.!.postmaste
72 CO 21 77 73 42 3D 00 00 2A 30 00 00 OE 10 00 r,lwsB=,.=0,,...,
09 3A 80 00 01 51 80 L1...0,
System Messagesw User kessages 1
5 . |[2004-04-28 17:21.:26] sensor: fsnort_data 71%
[2004-04-28 17:51:26] sensor: fsnort_data 71%
[2004-04-28 18:21:26] sensor: fsnort_data 71%




File Edit View Go Capture Analyze Statistics Help

B DB xR Qe ODF LTI QRAAQAAQA BOEX O

Mo. . Time Source Destination Protocol | Info

1 0.000000 .153.34 198.6.1.3 DHS Standard query SRV _ldap._tcp.dc._msdes. R com
20.084216 198.6.1.3 153534 DHS Standard query response, Ho such name

- Frame 1 (92 bytes on wire, 92 bytes captured)

I Ethernet II, Src: 00:a0:cc:3d:77:c7, Dst: 00:30:19:1c:12:40

I Internet Protocol, Src Addr: A5E.34 | A53.34), Dst Addr: 198.6.1.3 (198.6.1.3)

[ User Datagram Protocol, Src Port: 1434 (1434), Dst Port: 53 (53)

— Domain Mame System (query)
Transaction ID: 0x047e&

I Flags: 0x0100 (Standard query) Because We Capture everythlng
Questions: 1 technically and legally possible, we see
Answer RRs: 0 the outbound DNS query prompted a
futhority fe: O response which triggered Snort

Additional RRs: 0

- Queries

* _ldap._tcp.dc._msdcs .com: type 5SRY, class inet

Hame: _ldap._tcp.dc._msdcs. -.Ccom

Type: Service location

Class: inet

0000 00 30 19 1c 12 40 00 a0 cc 3d 77 cV 08 00 45 00
0010 00 4e e3 1b 00 00 7d 11 29 6&c 99 22 ct 06
0020 01 03 05 93 00 35 00 3a fd d4 04 76 01 00 00 01
0030 00 00 00 00 00 QO [WEFS SN - VL 5 B NV Y T BT
WLLUN /) 02 64 63 06 5F 6d V3 64 &3 73 07
0050 03 63 6f &6d 00 00 21 00 01

17 Eilter; | j 4k Expression... | % Clear| o Apply P.2D:2M: 0

s 1




M | SGUIL-0.3.1 |
I File GQuery Reports Database Sound: Off C 3 2004-04-28 18:33:08 GMT
RealTime Events] Escalated Events Event Query a S e
Close Export |WHERE event.timestamp = "2004-04-01" AMD event.signature = '"M3-5GL sa login failed” LIMIT 500 Submit
CNT Sensor DatefTime DPort Pr Event Message
C3 1 -SENSor-va 1.15679 2004-04-10 21 :48 :05 13.196 1433 147.83.170.157 2999 & MS-350L salogin failed
C3 1 -5ENs0r-va 1.15680 2004-04-10 21:48:05 13.196 1433 147.83.170.157 2988 & MS-50L salogin failed
C3 1 -SENSsor-va 1.15681 2004-04-10 21 :48:05 13.196 1433 147.83.170.157 2984 & MS-30L salogin failed
c3 1 -SENS0r-va 1.15682 2004-04-10 21 :48:05 13.195 1433 147.83.170.157 2987 & MS3-S0L salogin failed
23 1 -5ENs0r-va 1.15683 2004-04-10 21:48:05 13195 1433 147.83.170.157 2996 & MS-50L salogin failed
31 -SENsSOr-va 1.15684 2004-04-10 21 :48:05 13.195 1433 147.83.170.157 3035 & MS-3QL salogin failed
31 -5EN50r-va 1.15685 2004-04-10 21:48:05 13.196 1433 147.83.170.157 3028 & MS-50L salogin failed
C3 1 -SEnsor-va 1.15686 2004-04-10 21 :48 :05 13.195 1433 147.83.170.157 3026 & MMS3-350L salogin failed
c3 1 -5ENS0r-va 1.15687 2004-04-10 21 :48:05 13.196 1433 147.83.170.157 3032 & MS3-50L salogin failed
C3 1 -SENSor-va 1.15688 2004-04-10 21 :48 :05 13.196 1433 147.83.170.157 3023 & MM3-30L salogin failed
c3 1 -SENS0r-va 1.15689 2004-04-10 21 :48:06 13.195 1433 147.83.170.157 3079 & MS3-50L salogin failed
231 -5ENS0r-va 1.15690 2004-04-10 21:48:08 13.196 1433 147.83.170.157 2999 & MS-50L salogin failed
C3 1 -SENnsor-va 1.13691 2004-04-10 21 :48 :06 13.196 1433 147.83.170.157 2737 & M3-30L salogin failed
C3 1 -5ENs0r-va 1.15692 2004-04-10 21 :48 06 13195 1433 147.83.170.157 3000 & BMS-50L salogin failed
C3 1 -SENSsor-va 1.15693 2004-04-10 21 :48 :06 13.195 1433 147.83.170.157 2955 & MS-30L salogin failed
3 1 -SENS0r-va 1.15694 2004-04-10 21 :48:07 13.195 1433 147.83.170.157 3495 & MS3-50L salogin failed
C3 1 -SEnsor-va 1.15695 2004-04-10 21 :48 :08 13.195 1433 147.83.170.157 3496 & MMS-350L salogin failed
1.15697  |2004-04-10 21:48:11 [N13.196  |1433 |147.83.170.157 [4693 |6 |MS-5CL salogin failed
Src IP: 13.198 B Show Packet Data W Show Rule wwav.snort.org
Src Mame: .13.196 - TR - :
alert tep $5QL_SERVERS 1433 = $EXTERNAL_MET any (msg:"MS-SQL sa login failed”; content: "Login f
DstIP: 147.83.170.157
Dst Name: ma3.euetib.upc.es Source IP Dest IP Ver HL TOS len ID Flags Offset TTL ChkSum
M Reverse DNS Whois Query: Mone SrcIP & DstIP 13196 147 .83.170.157 4 5 |0 99 44617 |2 0 128 0
| linethum:  147.83.0.0 - 147.83.255.235 UAPRSF
netname: U_PCN_ET _ ) Source Dest RRR CSSY |
gescr: gnlve:'mtat Politecnica de Catalunya Port Port 1 0 GKHTHNN Seq# Ack# Offset Res Window Urp ChkSum
escr: arcelona
country: ES 1433 4693 HK . 363686995 540029766 5 0 64952 (159 0
admin-c:  XCT1-RIPE 04 01 00 3B 00 Q0 01 00 AA 27 00 18 48 00 00 01 ... 3..... '..H...
tech-c: UNOC4-RIPE OE 1B 00 4C 6F 67 69 6E 20 66 61 69 6C 61 64 20 ,,.Login failed
status: ASSIGNED PI 66 BF 72 20 75 73 65 72 20 27 73 61 27 2E 00 00 for user 'sa'...
remarks mail spam reports: abuse@®rediris.es 00 00 FD 02 00 Q0 Q0 00 00 00 00 i ieieaes
——————— ramsnrihs inaidante s anebiffReaAdisie e
S e MS-SQL sa login failed alerts
[2004-04-28 18:17:26] sguild: User squil is monitoring sensors: 1 d l M S_ SQ L b f I
0428 16:17 26 squild Indicate rute forcing
[2004-04-28 18:24:09] -sensorfl; fsnort_data 10%
L




13.196_1433-147.83.170.157_4693-6.raw - Ethereal

File Edit View Go Capture Analyze Statistics Help

Ill&l

@E Qe [ DF LT QA EDOHXIT

Time Source Destination Protocol | Info
1 0.000000 147_83.170_157 13,196 TCP 4693 > 1433 [5YH] Seq=0 Ack=0 Win=65535 Len=0 NM55=1460
2 0.000166 13,196 147 _83_170.157 TCP [TCP Zerolindow] 1433 > 4693 [R5T, ACK] Seq=0 Ack=0 Win=0 L.
3 0.671743 147.83.170.157 13.19¢6 TCP 4693 > 1433 [SYH] Seq=0 Ack=0 Win=65535 Len=0 H55=1460
4 0.671892 13.19¢6 147.83.170.157 TCP [TCP ZeroMWindow] 1433 > 4693 [R5T, ACK] Seq=3681655747 Ack=:
51.328130 147.83.170.157 13,196 TCP 4693 > 1433 [5YH] Seq=0 Ack=0 Win=65535 Len=0 M55=1460
6 1.328304 13,196 147 _83_170.157 TCP 1433 > 4693 [5YH, ACK] 5eq=0 Ack=1 Win=65535 Len=0 H55=1460
71.462238 147.83.170.157 13.19¢6 TCP 4693 > 1433 [ACK] Seq=1 Ack=1 Win=65535 Len=0
8 1.465914 147.83.170.157 13.19¢6 TDS Login Packet {Hot last buffer)
91.600320 13.19¢6 147.83.170.157 TCP 1433 > 4693 [ACK] Seq=1 Ack=513 Win=65023 Len=0
10 1._735437 147 _.83.170.157 13,196 TDS Login Packet
.13.196 147.83.170.157 TDS Response Packet
12 1.737334 13.19¢6 147.83.170.157 TCP 1433 > 4693 [FIH, ACK] S5eq=60 Ack=584 Win=64952 Len=0
13 1.871827 147.832.170.157 13.19¢6 TCFP [TCP Dup ACK 7#1] 4693 > 1433 [ACK] Seq=584 Ack=1 Win=6553%
14 1._872572 147_.83.170.157 13,196 TCP 4693 > 1433 [FIN, ACK] Seq=584 Ack=61 Win=65476 Len=0
151 _872675 147_83.170_.157 13,196 TCP [TCP Keep-Alivel 4693 > 1433 [ACK] Seq=584 Ack=61 Win=65476
16 1.872739 13,196 147.83.170.157 TCP 1433 > 4693 [ACK] Seq=61 Ack=585 Win=64952 Len=0
. |[< Tabular Data Stream - - B|
Type: Response Packet (0x04) Integration with Ethereal
Status: Last buffer in request or response (1) f 'I' d d'
cioe: oo acllitates understanding
Channel.: 0 binary protocols like TDS,
Packet Humber: 1 SM B RPC t
Uindow: 0 ’ ’ e C'
= Token Oxaa Error Message .
Longth: 39 Full content data retrieved from
50L Error Humber: 18456 : h' d I II f f -
Stater 1 SENSOr IS arcnived locally Tor rorensic
Lovel: 14 and investigative purposes 5
Error length: 27 characters
Error: Login failed for user 'sa'. -
0040 00 12 48 00 00 01 Oe 1b 00 TSNS BT IR Y B
r ULILYINEG] 69 6o 65 64 20 66 6Ff 72 20 75 73 65 ¥2 20 27
i C 0060 EESSEEEYSRE 00 00 00 00 fd 02 00 00 00 00 00 00 J
" o070 00 |

P.1l6D: 16 M: 0

\




| File

Guery Reports

W ST CNT Sensor

| SGUIL-0.3.1

Database

RealTime Events] Escalated Eventﬂ

sid.cid

Sound: Off

Case 4

DatefTime

SPort DstIP

DPort Pr Event Message

%

2004-04-28 19:11:54 GMT

Sqguil portscan data is integrated and shows targets

and ports scanned, plus TCP flags

B ST CMT Sensor

sid.cid

DatefTime

SPort DstIP

DPort Pr Event Message

ST CHMT Sensor

sid.cid

DatefTime

SPort DstIP

Event Messaqge

1 -sensor-fl
| |[2004-04-28 18:24:09]
[2004-04-28 18:46:51]
[2004-04-28 18:50:34]

-Sensor-va

-sensor-l: fsnort_data 10%
-sensor-va: fsnort_data 80%
-sensor-l: fsnort_data 10%

System Messages] User Messages ]

AT 1 -sensor-va  1.31257 2004-04-28 07:05:17 195.240.201.196 3848 .13.198 135 6 spp_portscan: Portscan Detected
RT 1 -sensor-va  1.31261 2004-04-28 07:31:49 12.222.100.193 2797 J13.201 2745 & spp_portscan: Portscan Detected
RT)I | 13,198 1443 |6 |spp_portscan: Portscan Detected |
| (RT 1 -sensor-va  1.31263 2004-04-28 07:35:19 &66203.163.140 2345 .13.200 135 & spp_portscan: Portscan Detected
| IRT 1 -sensor-va  1.31265 2004-04-28 07:54:372 219.165.5.178 4033 .13.199 445 6  spbp portscan: Portscan Detected
| | Sre IP: 213.93.118.183 M Display Portscan Data (200 Max Rows
Src Name: |e118183.upc-e.chello.nl Sensor TimeStamp SrclP SrcPort DstP DstPort Scan Info
 (Dst IP: 13.198 -$eNsor-2004-04-28 07:34:50 213.93.118.183 2571 13.194 443 SYN gt
Dst Name: 13.198 -Sensor-20094-04-28 07:34:50 213.93.118.183 3012 13.195 493 SY reeregt
-sensor-2004-04-28 07:34:30 213.93.118.183 3013 13.196 443 SYM g
B Reverse DNS Whois Query: .- None 4 SrclP - DstIP $eNsor-2004-04-28 07:34:47 213.93.118.183 2574 13.197 443 SYN ==rsrge
inethum: 213.93.116.0 - 713.93.119.255 -sensor-2004-04-28 07:34:51 213.93.118.183 3014 13.198 443 SYN =g
netname: TK-MIW-CABLE -sensor-2004-04-28 07:34:50 213.93.118.183 2576 13.199 443 SYN e p
| (descr: Chello DHCP 5eNsor-2004-04-28 07:34:50 213.93.118.183 2577 13.200 443 SYN *exssxge
' :g;’l‘m 'I‘_”é 40-RIPE ‘sensor-2004-04-28 07:34:50 213.93.118.183 2578 13.201 443 SYN =5
tech-c: ) RCa82-RIPE -Sensor-20094-04-28 07:34:50 213.93.118.183 2579 13.202 493 SY reeregt
| 'tech-c: HMCB1-RIPE -sensor-2004-04-28 07:34:56 213.93.118.183 2579 13.202 443 SYM g
status: ASSIGMNED PA -Sensor-2004-04-28 07:34:56 21393.118.183 2578 13.201 443 5 J o
| [remarks:  Contact abuse@chello.nl concerning criminal -sensor-2004-04-28 07:34:56 213.93.118.183 2577 13.200 443 SYN 8"
m’:‘ig!‘“ hoa:ttgégf:rg‘fhiﬂi&th“k5' portscans SeNSOr-2004-04-28 07:34:56 213.93.118.183 2576 13.199 443  SYN ™5
’ ’ -Sensor-20094-04-28 07:34:568 213.93.118.183 2af1 13.1949 493 SY reeregt

L



| SGUIL-0.3.1

I File GQuery Reports Database Sound: Off 2004-04-28 19:13:21 GMT

RealTime Events] Escalated Events  Ssn Query S 1

Close Export |WHERE sessions.start_time = "2004-04-21" AMD (sessions.src_ip = INET_ATON('213.93.118.183") OR sessions.dst_ip = INET_ATON('21393.118." Submit

| Sensor Start Time End Time SPort DstlIP DPort 5 Pckis 35 Bytes D Pckis D Bytes
-SEnsor-va 10831376912(2004-04-28 07:34:50 2004-04-28 07:34:51 213.93.118.183 3012 13.195 443 10 102 2 0
-SEN30-va 10831376915:2004-04-28 07:34:47  2004-04-28 07:34:51 213.93.118.183 2572 13.195 443 7 0 6 0
-5EN50r-va 10831376916:2004-04-28 07:34:51  2004-04-28 07:34:51 213.93.118.183 3014 .13.198 443 10 102 > 0

| -SENS0r-va 10831376917.2004-04-28 07:34:47 2004-04-28 07:34:51 213.93.118.183 2573 13.196 443 7 0 L 0
-SENSOr-va 10831376917:2004-04-28 07:34:47 2004-04-28 07:34:51 213.93.118.183 2575 13.198 443 7 0 L 0
-SENS0r-va 10831377244:2004-04-28 07:34:51 2004-04-28 07:34:51 13.195 443 213.93.118.183 3012 1 0 0 0
-SENSOr-va 10831377244 2004-04-28 07:34:51 2004-04-28 07:34:51 .13.196 443 21393.118.183 3013 1 0 0 0
-5ENS0-va 10831377244 2004-04-28 07:34:51  2004-04-28 07:34:51 .13.198 443 213.93.118.183 3014 1 0 0 0
-SEnsor-va 10831377244 2004-04-28 07:34:51 2004-04-28 07:34:51 213.93.118.183 2572 13.195 443 1 0 0 0
-5ENS0M-va 10831377244 2004-04-28 07:34:51 2004-04-28 07:34:51 213.93.118.183 2573 13.196 443 1 0 0 0
-SENS0r-va 10831377244 2004-04-28 07:34:47 2004-04-28 07:34:52 213.93.118.183 2574 13.197 443 2 0 4 10
-Sensor-va 10831377244 2004-04-28 07:34:51  2004-04-28 07:34:51  213.93.118.183 2575 .13.198 443 1 0 0 0
-SENS0r-va 10831377613t12004-04-28 07:34:47 2004-04-28 07:34:56 213.93.118.183 2571 13.194 443 & 0 0 0
-SEnsor-va 108313776131 2004-04-28 07:34:47  2004-04-28 07:34:56 213.93.118.183 2576 13.199 443 4] 0 0 0

| -5EN50r-va 1083137761312004-04-28 07 :34:47  2004-04-28 07:34:56 213.93.118.183 2577 13.200 443 4] 0 0 0
-SENSOr-va 108313776131 2004-04-28 07:34:47 2004-04-28 07:34:56 213.93.118.183 2578 13.201 443 (4] 0 0 0
-5ENS0-va 108313776131 2004-04-28 07:34:47  2004-04-28 07:34:56 213.93.118.183 2579 13.202 443 4] 0 0 0

Src IP: 213.93.118.183 Display Portscan Data 200  kax Rows
|| Sr¢ Name: |e118183.upc-e.chello.nl Sensor TimeStamp SrclP SrcPort DstIP DstPort Scan Info

Dst IP: .13.196

|osthiame:| . Query for traffic from intruder
e e S3SE4E | [P shows at least one lengthy
%Tr.leobjects.are|nHPSLfo-rmat. . Interactlon Wlth a targ.et.
%FS{L.%hP:?t;'?ﬁm?r?p?niﬁ'ﬁ:;?\r;té!pub—sewices!db!copyright.html Slnce fU” Content CO”eCtlon tO
| linetnum:  213.93.116.0 - 213.93.119.255 port 443 IS d|Sab|ed’ NoO

netname: TK-MLJ-CABLE

desar: Qrelo DHCF transcripts available.

System Messages] User Messages ]

-sensor-fl -Sensor-va
[2004-04-28 18:24:09] -sensor-l: fsnort_data 10%
[2004-04-28 18:46:51] -sensor-va: fsnort_data 80%
[2004-04-28 18:50:54] -sensor-l: fsnort_data 10%

L



Still query for session data around the time of the attack to
see If target system suddenly initiated an outbound
connection, or if a new party connected to the victim on
another port. Essentially, look for anything suspicious.
Nothing happened here, so our estimate is all is well.

Cloze

SEENS0r-va
-SENS0r-va
SSENS0r-va,
SSENS0r-va
-SENS0F-va
SEEMS0r-va
SEENS0r-va
SSENS0r-va
-HENS0r-va
SFENS0r-va
SSENS0r-va
-SENS0r-va
SSENS0r-va
~SENS0r-Yva

SERS0OF-Ya
SEENS0r-va
-SENS0r-va
SSENE0r-va
SSENS0F-va
~SEAS0r-va
-SERS0F-a
SEENS0r-va
-SENS0r-va
SSENS0r-va
SFENS0r-va
-SENE0r-va
=SENS0F=3,
-SENS0r-va
SSENE0r-va
SEEMNS0r-va

S5 Start Time
10831376922 2004-04-28 07 :34:00
10831 376460 2004-04-28 073405
10831 376460 2004-04-28 07 :534:05
10831376922 2004-04-28 073405
1083137892 2004-04-28 07 3405
10831376927 2004-04-28 0F 3406
10831376922 2004-04-28 073406
10831376817 2004-04-25 0734 41
10831376817 2004-04-25 073441
1083137724 2004-04-25 075441
10831 37724 2004-04-25 07 3441
1083137724 2004-04-25 07 53441
10831377242 2004-04-28 073443
1083137691 ¢ 2004-04-28 073447
1083137691 d2004-04-28 073450
10831377242 2004-04-25 073451
1083137724 2004-04-25 07 5451
10831 377007 2004-04-28 07 35:00
10831 377007 2004-04-28 07 :35:00
10831377612 2004-04-28 07 35:00
1083137761 2004-04-28 07 3500
1083137761 £ 2004-04-28 07 :35:00
10831377612 2004-04-25 07:35:01
105831377070 2004-04-25 073505
1083137761 2 2004-04-28 07 3506
10831 37761 2004-04-28 07 35:0F
1083137761 2004-04-28 07 3507
1083137708 2004-04-28 073503
1083137761 : 2004-04-28 07 35:03
10831377167 2004-04-28 07 35:16

End Tirne
2004-04-25 073400
2004-04-25 07:34 06
2004-04-25 07 53406
2004-04-25 07 3406
2004-04-25 07 3406
2004-04-28 0F 3406
2004-04-25 073407
2004-04-25 0753441
2004-04-25 073441
2004-04-25 07 5441
2004-04-25 073441
2004-04-25 07 34 43
2004-04-25 073444
2004 -04-25 07 3451
2004-04-28 07 3451
2004-04-25 0734 .51
2004-04-25 0753451
2004-04-25 073500
2004-04-25 07 3500
2004-04-25 07 :35:00
2004-04-25 073500
2004-04-25 073601
2004-04-23 073507
2004-04-25 073507
2004-04-25 073507
2004-04-25 073507
2004-04-25 07 3508
2004-04-25 073508
2004-04-23 073508
2004-04-25 073516

216936510
164.159.1585.74
164 159168574
164.159.1585.74
164.159.1585.74
164.159185.4
164.159.185.74
16533971
165833871
165.83.9.71
165.583.97F1
165.83.971
165.83.9.71
21393118183
2138953.1158.185
131896
213831168183
216.99.65.10
216.99.65.10
216.99.65.10
216:89.65.10
2168996510
216936510
164.159:1585.74
164.159.1585.74
164.159.1585.74
164 159158574
164.159.185.74
164.159.185.74
24 210022371

SPort
40450
4671
4672
4673
4671
4572
4674
3505
35085
3505
3506
3509
3510
2573

443
2573
40477
40450
4047¥
40450
40675
40677
4574
4575
4574
4576
4573
4673
2ral

Dzt IF
13,196
13196
43196
13196
A3.196
3196
13196
A3.136
A3.186
13196
3196
3196
13,196
13,196

21393118183
13196
1301986
13196
13136
J3.196
13196
13,196
13196
1313986
13196
131985
13196
13186
d3.1896

!E_r;:_gqt*_t | "WHERE sessions start_time between '2004-04-28 0734 and '2004-04-28 07 40" AMD {(sessions.src_ip = IMET_ATON{
DFort

443

S Pokts

13186 OF sessic
D Pokts

5 Bytes

443 3 1]
443 3 1]
443 16 2532
443 1 1]
443 1 0
443 12 1340
443 3 1]
443 3 1]
4473 1 1]
443 1 1]
443 16 2620
443 12 1302
443 F 0
CEEN (R S
am3i 1 1]
4473 1 1]
4473 3 0
443 3 1]
443 1 1]
443 1 0
443 149 2666
443 12 1404
443 3 0
443 16 2532
443 1 1]
443 12 1340
443 3 0
443 1 1]
443 3 1]

= oo

]

CITICEIECID-P--P-CI:IDD—*-P-

£ O O

-h-l:l-hml:lm-hm—*l:ll:l-h

_Submit
D Bytes (J

5128
G132

0
A T

1]

= O O R T

3200
612

3F200

G112



| SGUIL-0.3.1

File GQuery Reports Database Sound: Off 2004-04-28 18:18:23 GMT

RealTime Events] Escalated Eventﬂ C a S e 5

5T CNT Sensor sid.cid DatefTime SPort DstIP DPort Pr Event Message
-_W 30889  [2004-04-27 16:26:22 [200.148.108.200 m—mmm EB-PHP admin.php access
T1 -sensor-va  1.30896 2004-04-27 16:44:48 &7.234.73.114 13.199 BUBO 6 SCAN Proxy Port 8080 attempt
RT 2 rY- LY P AT A N L T e I s L S e B e B OV L) 1005 OO AA L0 10000 192 102 i WICD CDORMTD AL [ o1 Bae] o vy
B Al d dmin.ph from Brazilian IP
2 ert indicates admin.php access fro razilian
| |RT 2 -sensor-va  1.30963 2004-04-27 19:40:41 &67.18.117.150 20361 13.196 B0B0 & SCTAN Proxy Port 8080 attempt
Sensor id.ci DatefTime SPort DstIP : Event Message
RT 10 -sensor-va  1.31468 2004-04-28 12:40:57 216.148.246.132 53 13.194 0 17 BAD-TRAFFIC udp port 0 traffic
RT 5 -sensor-va  1.31477 2004-04-28 12:41:06 170.224.224.100 353 13.194 0 17 BAD-TRAFFIC udp port 0 traffic
RT 10 -SENSOr-va 131478 2004-04-28 12:41:06 170.224.224.132 33 13.194 0 17 BAD-TRAFFIC udp port 0 traffic
RT 10 -sensor-va 1.31512 2004-04-28 12:45:02 216.148.244.36 53 13.194 0 17 BAD-TRAFFIC udp port 0 traffic
RT 1 -sensor-va  1.31589 2004-04-28 14:16:52 209.61.188.248 80 13.194 32771 & spp_rpc_decode: Incomplete RPC segment
Sensor sid.cid DatefTime SPort DstIP : Event Messaqge
RT 2 -sensorva  1.31645 2004-04-28 17:38:16 12.43.233.212 3108 13.198 135 6 spp_portscan: Portscan Detected
| [RT 1 -sensor-va  1.31649 2004-04-28 17:49:52 80.35.178.206 2668 13.202 135 & spp_portscan: Portscan Detected
RT 1 . .
RT 1 Packet data gives details: op=AddAuthor, id kiegera
HT 1 SLETTIUT ¥ T T TURTE EUE U ED TO.TOU T TN T oo uF o JOF TN L Lk~ Tt DPP PUI [ICUIT. T UTIICUIT DITLLCITNT
Sre IP: 200.148.108.200 B Show Packet Data @ Show Rule vwav.snort.org

Src Mame: _148-108-"
200-148-108-200.dsl telesp.net.br alert top SEXTERNAL_NET any — SHTTP_SERVERS $HTTP_PORTS (msg:"WEB-PHP admin.php access”

Dst IP: .13.196

Dst Name: .13.196 Source IP Dest IP Ver HL TOS len ID Flags Offset TIL ChkSum
| W Reverse DNS Whois Query: Mone 4 SrclP Dst IP 200.148.108.200 .13.196 4 |5 |0 q427 85038 |2 0 108 |0

inethum: 200.128/9 UAPRSF

status: allocgted ] Source Dest RRR CSSY |

owner:  Comite Gestor da Internet no Brasil Port Port 1 0 GKHTHNN Seq# Ack# Offset Res Window Urp ChkSum

ownerid: BR-CGIN-LACNIC 3604 |80 X [% 329488105 250565255 |5 0 4800 272 [0

responsible: Frederico A C Neves

address: Av. das Magdes Unidas, 11541, 7° andar
address: 04578-000 - Sdo Paulo - 5P

country: BR

D0 4F 53 54 20 2F 61 64 6D 69 6E 2E 70 68 VO 3F POST sadmin.php?
GF 70 3D 41 64 64 41 7> V¥4 68 6F V2 26 61 64 64 op=AddAuthor&add
oF 61 69 64 3D 6B 69 69 67 65 72 61 26 61 64 64 _aid=kiegera&add
oF 6E 61 6D 65 3D 47 6F 64 61 26 81 64 684 DF 10 _name=Goda&add_p
77 84 3D 70 6C 61 79 82 BF 79 61 26 61 684 64 DF wd=playboya&add_
6D 6D 681 69 6C 3D 72 30 30 74 DF 53 79 ¥3 /4 65 email=r00t_Syste
6D 40 88 7o 73 68 Z2E 63 B6F 6D 26 81 64 64 LHF /2 mBhush,com&add_r
61 64 6D 689 BE 73 75 70 65 72 3D 31 26 81 64 6D adminsuper=1&adm
69 GE 3D 65 43 63 67 56 55 35 4A 54 30 34 67 55 in=eCcgVUSITO4pU
30 56 4D 52 55 4E 55 49 44 45 76 4B 6A 6F 78 20 OVMRUNUIDEvK jox
48 hd 54 Ko 2F 31 2F 30 oD 0A 41 683 83 8K 70 74 HTTP/1 . 0.  Accent.

System Messages] User Messaqes ]

[2004-04-28 18:17:26] sguild: User squil is monitoring sensors:
-sensorl -sensor-va

L



Transcrlpt captures Web server reply showing 405 error

Sensor Name: -SENs0r-va

Timestamp: 20040427 162622

Connection ID: -sensor-va_30889

sre P 200.148.108.200 (200-148-108-200.dsl.telesp.net.br)
Dst IP: 13.196 | 13.196)

Src Port: 3604

Dst Port: 80

SRC: POST

fadmin.php?op=AddAuthor&add aid=kiegera&add name=Goda&add pwd=playboya&add email=
rot_System@hush.com&add_radminsuper=1&admin=eCcgVU5JT04gUOVMRUNUIDEVKjox
HTTP/1.0

SRC: Accept: *f

SRC: Accept-Language: en-us

SRC: Content-Encoding: gzip, deflate

SRC: Content-Type: applicationfx-vwwav-form-urlencoded

SRC: Host: COm

SRC: User-Agent: Mozilla 4.0 {Linux)

SARC: Content-Length:0

SRC: Connection: Close

SRC:

SRC:

DST: HTTPA .1 405 Method not allowed

D5T: Server: Microsoft-15/5.0

D5T: Date: Tue, 27 Apr 2004 16:35:51 GMT

DST: Allow: OPTIONS, TRACE. GET, HEAD

D5T: Content-Length: 3923

DST: Content-Type: textfhtml

DST: ;

Debug Messages

Your request has been sent to the server.

Please he patient as this can take some time.

Using archived data:

fsnort_datafarchivef2004-04-27/ -sensor-vaf200.148.108.200:3604 13.196:80-6.raw




Did intruder do anything else? Query session data.

[ | Query Builder

|

—select Guery Type
~~ Events 7 Sessions

AMND Edit Where Clause _

IMHERE sessions.start_time > '2004-04-21' AND

OR (sessions.src_ip = INET_ATON{('200,148,108,200') OR I_
sessions.dst_ip = INET_ATON{'200,.148_.108,200"')) LIMIT 500 —
NOT <
BETWEERN() >
LIKE <=
kMeta Categories Items
Tables & A1 3
Functions

Exercise SQL-fu here or use query builder

=l

El

£ bl |~

Submit | Cancel |




| SGUIL-0.3.1

. X
f File GQuery Reports Database Sound: Off 2004-04-28 18:20:48 GMT

RealTime Events] Escalated Events  Ssn Guery 1 1

Close Export |WHERE sessions.start_time = "2004-04-21" AMD (sessions.src_ip = INET_ATON('200.148.108.200') OR sessions.dst_ip = INET_ATON('200.148.10  Submit

| sensor Start Time End Time SPort DstlIP DPort 5 Pckis 35 Bytes D Pckis D Bytes
-Sensor-va 10830831832(2004-04-27 16:26:22 2004-04-27 16:26:23 200.148.108.200 3604 13.196 80 12 774 9 8206
-SENS0r-va 108308322614 2004-04-27 16:26:23 2004-04-27 16:26:23 13.196 80 200.148.108.200 3604 1 0 0 0

Session data shows only one transaction, and it
corresponds to packet which caused alert

Can also launch transcripts from this
| window or execute a new query by
| modifying query bar at top

Src P 200.148.108.200 ¥ Show Packet Data @ Show Rule wwav.snort.org
Src Mame: _148-108-"
200-148-108-200.dsl telesp.net.br alert tep SEXTERNAL_NET any - SHTTP_SERVERS $HTTP_PORTS (msg:"WEB-PHP admin.php access";
DstIP: J13.196
Dst Name: 13.198 Source IP Dest IP Ver HL TOS len ID Flags Offset TTL ChkSum
| W Reverse DNS Whois Query: Mone % SrclP DstIP 200.148.108.200 13.198 4 |5 0 |427 |85038 2 0 108 |0

inethum: 200.128/9
status: allocated
owner: Comite Gestor da Internet no Brasil
ownerid: BR-CGIN-LACNIC

| [responsible: Frederico A C Neves
address: Av. das Magdes Unidas, 11541, 7° andar
address: 04578-000 - Sao Paulo - 3P
country: BR

RS F

SY I

Port Port 1 THHMN Seq# Ack #  Offset Res Window Urp ChkSum
3604 |80 . |- |- [329488105 250565255 |5 0 |g4800 (272 0

D0 4F 53 54 20 2F 61 64 6D 69 6E 2E 70 68 VO 3F POST sadmin.php?
GF 70 3D 41 64 64 41 7> V¥4 68 6F V2 26 61 64 64 op=AddAuthor&add
oF 61 69 64 3D 6B 69 69 67 65 72 61 26 61 64 64 _aid=kiegera&add
oF 6E 61 6D 65 3D 47 6F 64 61 26 81 64 684 DF 10 _name=Goda&add_p
77 84 3D 70 6C 61 79 82 BF 79 61 26 61 684 64 DF wd=playboya&add_
6D 6D 681 69 6C 3D 72 30 30 74 DF 53 79 ¥3 /4 65 email=r00t_Syste
6D 40 88 7o 73 68 Z2E 63 B6F 6D 26 81 64 64 LHF /2 mBhush,com&add_r
61 64 6D 689 BE 73 75 70 65 72 3D 31 26 81 64 6D adminsuper=1&adm
69 GE 3D 65 43 63 67 56 55 35 4A 54 30 34 67 55 in=eCcgVUSITO4pU
30 56 4D 52 55 4E 55 49 44 45 76 4B 6A 6F 78 20 OVMRUNUIDEvK jox
48 hd 54 Ko 2F 31 2F 30 oD 0A 41 683 83 8K 70 74 HTTP/1 . 0.  Accent.

O

Source Dest RRR C S
0 GKH

® X

System Messages] User Messaqes ]

[2004-04-28 18:17:26] sguild: User squil is monitoring sensors:
-sensorl -sensor-va

L



o/ seui-0.3a
fEiIe Guery Reports Database Sound: Off

2004-04-28 18:26:41 GMT

RealTime Events ] Escalated Events 1 Event GQue

Close Export |/WHERE event.timestamp = "2004-04-01" AMD event.status = 13 and event.signature not like 'MS3-5GL%" LIMIT 1500 Submit
CNT Sensor id.ci DatefTime SPort DstIP DPort Pr Event Message

C3 1 -sensor-va  1.8452 2004-04-08 22:55:03 12.44.103.112 3631 .13.196 445 & NETBIOS SMB Data Service Session Setup Andx request u
C3 1 -sensor-va  1.11822 2004-04-09 16:07:26 12.44.103.112 3504 13.195 445 6 NETBIOS SMB Data Service Session Setup Andx request u
C3 1 -sensor-va  1.12538 2004-04-09 17:24:08 12.44.103.112 4499 13,195 445 & NETBIOS SMB Data Service Session Setup Andx request u
c3 1 -sensorva  1.12685 20040409 17:531:45 12.44.103.112 4322 J13.195 445 5 MNETBIOS SMB Data Service Session Setup AndX request u
C3 1 -sensor-va  1.12759 2004-04-09 18:06:22 12.44.103.112 4728 13.195 445 G NETBIOS SMEB Data Service Session Setup AndX request u

| 1 -sensor-va  1.129035 2004-04-09 18:29:20 12.44.103.112 1304 13,195 6 NETBIOS SMB Data Service Session Setup AndX request u
-_ sensorva  [1.12912  [2004-04-09 18:32:00 [12.44.103.112  [2018 | m’ METBIOS SMB Data Service Session Setup AndX request u
SrclP:  12.44.103.112 B Show Packet Data W Show Rule vwav.snort.org

| | Sre Mame: wireless103-112.awcable.com

alert tep SEXTERMAL_MET any —= $HOME_NET 445 {(msq:"NETEIOS SMB Data Service Session Setup Anc

Dst IP: 13198
Dst Name: 13.195 Source IP Dest IP Ver HL TOS len ID Flags Offset TTL ChkSum
M Reverse DNS Whois Query: Mone % 5SrclIP Dst IP 12.44.103.112 13.195 4 5 |0 457 4500 |2 0 115 |0

AT&T WorldMet Services ATT (MET-12-0-0-0-1) UAPRSFEF
_ 12.0.0.0 - 12.255.255.255 Source Dest RRR CSS Y |
ALASKA WIRELESS CABLE ALASKA-W74-102 (NET-12-44-102-0-1) Port Port 10 GKHTHMNHMN Seq# Ack #  Offset Res Window Urp ChkSum
12.49.102.0 -12.44.103.255 2018 495 xx 330310870 (151289293 |5 0 17122  [3895 [0

# ARIN WHOIS database, last updated 2004-04-27 19:15
| [# Enter ? for additional hints on searching ARIN's WHOIS databas
| |e.

— Querying Beassigned Block: ALASKA WIRELESS CABLE ALAS
KAWZ4102 —

| |[OrgMame:; ALASKAWIRELESS CABLE
OrglD: AWC-20
Address: 3055 ERADDOCK STREET
| | City: FAIRBAMKS
StateProv: AK

A user in Alaska is trying to
J establish SMB connections

# to port 445 TCP. Is this
legitimate?

¥,

[

kI I L T T




File Edit View Go Capture Analyze Statistics Help

g BEx@8 Qe 2F 2 QAQQ BDQHEX T

No..|7|Source Destination Protocol | Info
1(12.44.103.112 13.195% TCP 2018 > 445 [S5YH] Seq=0 Ack=0 Win=16384 Len=0 HS55=14&0
20 213,195 12.44_.103.112 TCP 445 > 2018 [SYH, ACK] Seq=0 Ack=1 Win=65535 Len=0 M55=1460
F112.44.103.112 13.19% TCP 2018 > 445 [ACK] Seq=1 Ack=1 Win=17%520 Len=0
4 212.44.103.112 -13.195 SHB Negotiate Protocol Request
5: 213,195 12.44_.103.112 SHB Hegotiate Protocol Response
6 : 13,195 12.44.103.112 SHB [TCP Retransmission] Hegotiate Protocol Response
T :12.44_.103.112 13,195 TCP [TCP Previous segment lost] 2018 > 445 [ACK] Seq=306 Ack=90 Win=17431 Len=0
§¢12.44.103.112 13,195 SHB [TCF Retransmission] Session Setup AndX Request, HTLHS5F_HEGOTIATE
9 ¢ 13,195 12.44.103.112 SHB Session Setup AndX Response, HTLMSSP_CHALLEHGE, Evreor: STATUS_MORE_PROCESSING_REQUIRED
10 ¢ 13,195 12.44_.103.112 SHB [TCP Retransmission] Session Setup AndX Response, HTLHSS5P_CHALLEHGE, Error: STATUS_MORE
11 ©42.44.103.112 13.195% TCF [TCP Previous segment lost] 2018 > 445 [ACK] Seq=670 Ack=399 Win=17122 Len=0
12 €12_.44_.103.112 13.19% SHB Echo Request
13 ¢ 13,195 12.44.103.112 TCP 445 > 2018 [ACK] S5eq=399 Ack=306 Win=65230 Len=0 5LE=544608682 S5RE=544608735
14 <12.44.103.112 13.195 SHB [TCP Retransmission] Eche Request
15 ¢ 213,495 12.44_.103.112 SHB Echo Response
- 12.44.103.112 Session Setup AndX Response, Error: STATUS_ACCOUNT_LOCKED_OUT
17 ©12.44_103.112 13.19% TCP 2018 > 445 [ACK] Seq=723 Ack=491 Win=17030 Len=0

I Ethernet II, Src: 00:06:b1:80:01:10, Dst: 00:0e:84:61:0e:e0
> Internet Protocol, Src Addr: 13,195 .13.195), Dst Addr: 12.44.103.112 (12.44.103.112)
> Transmission Control Protocol, Src Port: 445 (445), Dst Port: 2018 (2018), Seq: 452, Ack: 723, Len: 39

> HetBIDS5 Session Serwvice

« 5B (Server Message Block Protocel) Ethereal follows the entire session
v SHB Hoader and shows this is part of a brute

Server Component: SHB

Rosponse to: 14 forcing attempt. The target
Time from request: 0.002257000 seconds account IS IOCked Out.

SHB Command: Session Setup AndX (0x73)

HT Status: STATUS_ACCOUNT_LOCKED_OUT (0xc0000234)

0010 00 4f 6a 52 40 00 80 06 02 cc 0d c3 Oc 2c QjR@. .. ... ..,
0020 67 70 01 bd 07 e2 5a 2c ea 3c cd ff f6 82 50 18 gp....2, .<....P.
0030 fd 2d Of Yc 00 00 00 00 OO0 23 ff 53 4d 42 73 EH Sl .#.SHBSH

0040 [pBULINAY 98 07 c& 00 00 00 00 00 00 0O 00 00 00 ! .............
0050 00 00 00 00 ff fe 01 98 80 00 00 00 QO LL...... eeaan

Ie| |4

[ ][4

| 4]

@Eilter: | j 4P Expressiun...| l"@Qear‘ o Apply |HNT Status code (smb.nt_status),|P: 53 D: 53 M: 0

| ——— —— —— —— e




IEiIe Guery Reports Database

| SGUIL-0.3.1

RealTime Events ] Escalated Events 1 Event Query Cat m

Close
Sensor

Sound: Off

Export |WHERE sessions.start_time = '2004-04-01" AMD (sessions.src_ip = INET_ATON('12.44.103.112") OR sessions.dst_ip = INET_ATOM("12.44.103.11:
Start Time

End Time

2004-04-28 18:30:27 GMT

Ssn Query 4 ]

Submit

SPort DstlIP 5 Pckts 35 Bytes D Pckis D Bytes

12.44.102.0 - 12.441.103.255

# ARIM WHOIS database, last updated 2004-04-27 19:15
# Enter ? for additional hints on searching ARIN's WHOIS databas
e.

System Messages] User Messaqes ]

[2004-04-28 18:17:26] sguild: User squil is monitoring sensors:
-sensorl -sensor-va
[2004-04-28 18:24:09] -sensor-fl: fsnort_data 10%

-SENSOr-va 10814388315:2004-04-08 15:40:31 2004-04-08 15:40:31 12.44.103.112 2065 13195 445 7 0 4 0
-SENS0r-va 108143838813(2004-04-08 15:40:55 2004-04-08 15:41:21 12.44.103.112 2609 13.195 445 159 214056 126 15658
-SENSOr-va 10814388850 2004-04-08 15:40:31 2004-04-08 15:40:31 12.44.103.112 2065 A3.195 445 1 0 0 0
-SENSOr-va 10814388850 2004-04-08 15:40:31 20040408 15:40:34 12.44.103.112 2073 13,195 445 a8 4152 36 2062
| -SENS0r-va 10814389160 20040408 15:40:34 20040408 1540568 12.944.103.112 2091 13.195 495 114 14444 86 10240
-SENSOr-va 10814389160 2004-04-08 15:41:21 2004-04-08 15:41:21 12.44.103.112 2609 13195 445 1 0 0 0
-SENS0r-va 10814390090§ 2004-04-08 15:41:21 20040408 154238 12.44.103.112 3182 13.195 495 1118 1535468 866 110938
-SENSOr-va 10814390400; 2004-04-08 15:42:58 20040408 15:43:27 12.44.103.112 1415 13195 445 86 11174 L4147 7996
-SENSOr-va 1081439133002004-04-08 15:44:02 20040408 15:44:35 12.44.103.112 2744 A3.195 445 154 20316 122 15502
-SENSOr-va 1081439133002004-04-08 15:44:43 20040408 15:44:43 12.44.103.112 3663 13.200 445 2 0 0 0
-SENS0r-va 108143919500 2004-04-08 15:45:45> 20040408 15:45:48 12.44.103.112 1224 13.198 445 4 0 0 0
-SENS0r-va 10814393443§ 2004-04-08 15:44:41 20040408 1549904 12.44.103.112 3719 13.195 495 2995 348654 18970 253510
-SENSOr-va 10814393810« 2004-04-08 15:49:04 20040408 15:49:04 12.44.103.112 3714 13195 445 1 0 0 0
-SENS0r-va 10814394431(2004-04-08 15:49:23 20040408 15:49:44 12.944.103.112 1967 13.195 495 218 28718 168 21772
-SENSOr-va 10814394502 2004-04-08 15:49:45 20040408 15:50:50 12.44.103.112 3161 A3.195 445 23 7174 46 25018
| -SENSOr-va 1081439505002004-04-08 15:50:50 20040408 15:50:50 12.44.103.112 3161 13,195 445 1 0 0 0
-SENSOr-va 10814395360 2004-04-08 15:50:50 20040408 15:51:15 12.44.103.112 2504 13195 445 86 10456 o8 7840
-SENSOr-va 10814395980: 2004-04-08 15:51:14 20040408 15:52:40 12.44.103.112 3648 A3.195 445 24 1810 18 2188
-SENS0-va 10814396910: 20040408 15:53:34 20040408 15:53:55 12.944.103.112 Z2o67 13.195 495 60 5838 q2 4822
Sre IP: 12.44.103.112 Show Packet Data _I Show Rule
Src Mame: hwireless103-112.awcable.com
DstIP: 13,195
Dst Name: 13.195 Source IP Dest IP Ver HL TOS len ID Flags Offset TTL ChkSum
B Reverse DNS Whois Query: Mone % 5SrclIP Dst IP
| |AT&T WorldNet Services ATT (MET-12-0-0-0-1) UAPRSF
12.0.0.0 - 12.255.2535.255 Source Dest BRRB CS S ¥Y |
ALASKA WIRELESS CABLE ALASKA-W74-102 (NET-12-44-102-0-1) Port Port 10 GKHTHNMN Seq# Ack# Offset Res Window Urp ChkSum

Query for session data shows
hundreds of similar sessions

to multiple systems.

L



-
¥ 7

> IE B 13.195_445-61.223.233.125_4571-6.raw - Ethereal

File Edit View Go Capture Analyze 5Statistics Help

ar

L |lofTime Source Destination rotoco|Info

¥ 0.000000 61.223.233.125% .13.195 TCP 4571 > 445 [S5YH] Seq=0 Ack=0 Win=32320 Len=0 NS55=1414 W5=3
0.000299 13.195 61.223.233.125 TCP 445 > 4571 [5YH, ACK] Seq=0 Ack=1 Win=65535 Len=0 H55=1460 W5=0
0.370920 61.223.233.12% L13.195 TCP 4571 > 445 [ACK] Seq=1 Ack=1 Win=360000 Len=0

0.390924 61.223.233.125 13,195 [TCP ZercoWindow] [TCP Dup ACK 3#1] 4571 > 445 [R5T, ACK] 5Seq=1 Ack=1
0.494917 61.223.233.125% .13.195 SHB Hegotiate Protocol Request

0.495121 13,195 61.223.233.125 TCP [TCP ZerolWindow] 445 > 4571 [R5T] Seq=1 Ack=3192247225 Win=0 Len=0
0.534161 61.223.233.125 .13.195 TCP  [TCP ZeroMWindow] 4571 > 445 [RS5T, ACK] Seq=1 Ack=13% Win=0 Len=0

(I Frame 4 (60 bytes on wire, 60 bytes captured)
':}ffb Ethernet II, Src: 00:0e:84:61:0e:e0, Dst: 00:06:b1:80:01:10

F}ﬁ:b Internet Protocel, Src Addr: 61.223.233.125 (61.223.233.125), Dst Addr:

= 13195 | .13.195)
|
4571 (4571), Dst Port: 445 (445),

~ Transmission Control Protocol, Src Port: Seq: 1, Ack: 1, Len: 0
Source port: 4571 (4571)

Destination port: 445 (445)

Adding a Snort rule to knock down
connections with TCP RSTs foils a similar
brute forcing attack.

Sequence number: 1
Acknowledgement number: 1
Header length: 20 bytes

I+ Flags: 0x0014 (R5T, ACK)

Window size: 0

0x5c2a (correct)
- SEQ/ACK analysis

Checksum:

e ~ TCP Analysis Flags

gy = This is a TCP duplicate ack

3: D This is a ZeroWindow segment

2% Duplicate ACK #: 1

‘ﬁ = Duplicate to the ACK in frame: 3

- OO

‘5'; 0000 00 06 bl 80 01 10 00 Oe 84 61 Oe e0 08 00 45 00  __.____.. .a-..-.E.
=~ |[0010 00 28 c3 16 00 00 59 06 5d 6e 3d df e9 7d I PR R 1

20020 Od c3 11 db 01 bd 27 6d 31 e3 ed a8 b7 c9 50 14  ___ ... 'm1..... P.

7?;— 0030 00 00 5c 2a 00 00 00 00 00 00 00 00 SANEL L. L.

G 4

= ..'_‘ I

> I]DEilter:l j <k Expression...| Y% Clear| o Apply P.7D:7M: 0

| !




o[ seuiL03.
File Guery Reports Database Sound: Off

RealTime Events ] Escalated Events Event Qu C a S e 7

Close Export |[WWHERE event.timestamp = "2004-04-01" AND event.status = 15 LIMIT 300 Submit

2004-04-28 18:44:36 GMT

CNT Sensor sid.cid DatefTime SPort DstIP DPort Pr Event Message
Cs 1 SENSOr 1.28845 2004-04-23 15:40:09 66.159.219.196 20 15334 20 4 MISC Source Port 20 to <1024
Cs 1 SENSOr 1.28846 2004-04-23 15:40:12 66.159.219.196 20 15334 20 6 MISC Source Port 20 to <1024
[Es 1 SENSOr 1.28847 2004-04-23 15:40:19 66.159.219.196 20 15334 20 4 MISC Source Port 20 to <1024
- |es 1 SENSOr 1.28859 2004-04-23 18:57:530 66.159.219.196 20 15334 20 6 MISC Source Port 20 to <1024
Cs 1 SENsSOr 1.28860 2004-04-23 18:57:33 66.159.219.196 20 15334 20 6 MISC Source Port 20 to <1024
Cs 1 SENSOr 1.28861 2004-04-23 18:58:00 66.159.219.196 20 15334 20 6 MISC Source Port 20 to <1024
Cs 1 SENsOr 1.28840 20040424 12:15:08 66.159.219.196 20 15334 20 6 MISC Source Port 20 to <1024
s 1
Gs Repeated traffic from port 20 to port 20, with no
> 1
cs application data. What is this?
Cs 1 S L TTUT T.ETWJ T [Avivy o arAe B Be MR LY F O ) Y. T . ETF. T » Do T T TWIT s UUTLRL T UTE I I TWEST
Cs 1 SENSOr 1.29004 20040424 21:19:41 66.159.219.196 20 153.34 20 6 MISC Source Port 20 to <1024
251 SENSOr 1.29005 20040424 21:19:44 66.159.219.196 20 15334 20 6 MISC Source Port 20 to <1024
- |cs 1 SENSOr 1.29006 2004-04-24 21:19:530 66.159.219.196 20 15334 20 a6 MISC Source Port 20 to <1024
Cs 1 SENSOr 1.29095 2004-04-25 21:58:531 66.159.219.196 20 15334 20 4 MISC Source Port 20 to <1024
s 1 SENSOr 1.29096 2004-04-25 21:58:34 66.159.219.196 20 15334 20 a6 MISC Source Port 20 to <1024
Cs 1 SENSOr 1.29097 2004-04-25 21:59:01 66.159.219.196 20 15334 20 4 MISC Source Port 20 to <1024
CS 1 SENSOr 1.29160 2004-04-26 12:30:17 66.159.219.196 20 .153.34 20 6 MISC Source Port 20 to <1024
1 SENSOr 1.291861 2004-04-26 12:30:20 66.159.219.196 20 153.34 6 MISC Source Port 20 to <1029
S T A A A R Kk e S T N —— |
Sre IP: 66.159.219.196 B Show Packet Data @ Show Rule www.snort.org
Sre Mame: netblock 66-159-219-196.totalvelocity.com alert tcp SEXTERNAL_NET 20 -> $HOME_NET :1023 (msg:"MISC Source Port 20 to <1024”; flags:S,12; ¢
| [Dst IP: 15334
Dst Name: -com Source IP Dest IP Ver HL TOS len I Flags Offset TTL ChkSum
B Reverse DNS Whois Query: Mone % SrclP DstIP 56.159.219.198 A5334 4 5 [0 a8 21392 2 0 118 |0

SF

¥

MM Seq# Ack#  Offset Res Window Urp ChkSum
X

300471933 0 7 0 163335 990 |0

OrgMame: Total Velocity
OrglD: TOTAL9
Address: 11301 W. Olympic #552
City: Los Angeles
StateProv: CA
PostalCode: 90064
Country: U3

U A
Source Dest RRR C
Port Port 1 0 G K

20 20

T
3

MNone.

System Messagesw User kessages 1

[2004-04-28 18:43:19] sensor: Database Server:
192.168.10.2.
[2004-04-28 18:43:19] sensor: Database Next CID: 29744,




0/ sGuIL-03.1

Eile

RealTime Events ] Escalated Events ] Event Guery Cat v

Close

N Sensor

sensor

Gluery Reports

Datahase Sound: Off

Export |WHERE sessions.start_time = "2004-04-21" AND (sessions.src_ip =

SsnlD Start Time
10829303880 2004-04-25 21:58:50

Ssn Guery 1

End Time
2004-04-25 21:59:19

]

153.34

SPort DstIP

4727

66.159.219.1986

21

INET_ATON{'66.159.219.196") OR sessions.dst_ip =

2004-04-28 18:48:50 GMT

INET_ATON('66.159.

Submit

S Pckts 5 Bytes D Pckts D Bytes

—
=

128

16

268

SENsSor 10829303880: 2004-04-25 21:58:50 2004-04-25 21:58:50 153.34 4726 66.1589.219.196 80 8 220 4q 1642
Sensor 10829304927 2004-04-25 22:01:32 20040425 22:01:32 66.159.219.195 80 153.34 4726 1 0 0 0
SENsSOr 10829304927, 2004-04-25 22:01:32 2004-04-2522:01:32 66.159.219.195 80 153.34 4726 1 0 0 0
Sensor 10829826583 2004-04-26 12:30:17 20040428 12:30:26 66.159.219.195 20 153.34 20 g 0 0 0
SENsor 10829826583 2004-04-26 12:30:16 2004-04-26 12:30:16 153.34 1554 66.1589.219.196 80 8 220 4q 1642
Sensor 10829826899 2004-04-26 12:30:16 2004-04-26 12:30:40 153334 1335 66.159.219.196 21 18 124 16 266
sensor 10829836201.2004-04-26 12:46:04 20040426 12:46:04 66.159.219.196 21 153.34 1555 4 170 2 V]
Sensor 10830726290: 2004-04-27 13:29:42 2004-04-27 13:29:52 66.159.219.195 20 153.34 20 (53 0 0 0
SENSOr 10830726290: 20040427 13:29:41 20040427 13:29:42 153,34 3319 66.159.219.196 80 8 220 4 1642
Sensor 10830726601 2004-04-27 13:29:41 2004-04-27 13:30:05 153.34 3320 66.159.219.196 21 18 128 16 266
SENSor 10830727108 2004-04-27 13:31:50 20040427 13:31:50 66.159.219.195 80 153,34 3319 1 0 0 0
sensor 10830727108 2004-04-27 13:31:50 2004-04-27 13:31:50 66.159.219.195 80 153.34 3319 1 0 0 0
SENSor 10830844000, 2004-04-27 16:45:59 20040427 16:46:09 66.159.219.195 20 153.34 20 G 0 0 0
sensor 10830844310, 2004-04-27 16:45:58 2004-04-27 16:46:22 153.34 3711 66.159.219.196 21 18 128 16 266
SEnsor 10830848343 2004-04-27 16:53:04 20040427 16:53:14 66.159.219.198 20 153.349 20 G 0 0 0
Sensor 10830848655 2004-04-27 16:53:04 2004-04-27 16:53:27 153.34 3823 66.159.219.196 21 18 128 16 266
Sensor 10830857952 2004-04-27 17:09:13 20040427 17:09:13 66.159.219.195 21 153.34 3823 4 1?0 4 0
SENsSOr 108316145011 2004-04-28 14:10:04 2004-04-28 14:10:14 656.159. 219 196 20 153.34 20 6 0
sensor [10831614601{2004-04-78 14:10:04 _[2004-04-28 14:10:27 EEE-I-EE-EE-FE-E-
SENsor 10831614501 2004-04-28 14:10:03 2004-04-28 14:10:04 153 34 1147 66.1589.219.196 1642
Sre IP: -153.34 Show Packet Data _| Show Rule
Src Mame: com
| [Dst IP: 66.159.219.198
Dst Mame: netblock-66-159-219-196.totalvelocity.com Source IP Dest IP Ver HL TOS len ID Flags Offset TTL ChkSum
B Reverse DNS Whois Query: MNone SrcIP & DstIP
UAPRSF
OrgMame: _ Total Velocity Source Dest RRRCSS Y |
OrglD:  TOTAL-9 Port Port 10 GKHTNN Seq# Ack# Offset Res Window Urp ChkSum
Address: 11301 W. Olympic #552
City: Los Angeles

StateProv: CA
PostalCode: 90064
Country: U3

System Messagesw User kessages 1
[2004-04-28 18:43:19] sensor: Database Server:
192.168.10.2.

[2004-04-28 18:43:19] sensor: Database Next CID: 29744,

Session data query shows traffic

from the local IP outbound to the

Total Velocity IP, using ports 80,
20, and 21 TCP.




O [sensor_1083161460187786

File

Sensor Name: Sensor A
Timestamp: 2004-04-28 14:10:04

Connection ID: sensor_1083161460187786

sre P 153.34 | com)

DstIP: 66.159.219.196 inethlock-66-159-219-196 totalvelocity.com)

Src Port: 1148

Dst Port: 21

DST: 220 web2k00& Microsoft FTP Service (Version 5.0).

DST:
SRC: user anonymous
SRC:
D5T: 331 Anonymous access allowed, send identity (e-mail name) as password.
DST:
ahe. Pass Transcript shows local IP failing to
DST: 230 Anonymous user logged in.  [retrieve AddybK.dll; probably infected
DST: . .
SRC: PORT 10,200,111,36,4,125 with malware. Research ties DLL to
SRC: 1
DST: 500 Invalid PORT Command. Centra I med Ia 'WS' a n adwa re
DST: o developer. Note the private source IP
SRC: AddybK.dll INn the “PORT” command.
SRC:
D5T: 150 Opening ASCI mode data connection for AddybK.dIl{62868 bytes). J
DST:
DST: 425 Can't open data connection.
DST: ;
Debug Messages
snort.log.1083175200 2
Creating unique data file on SEeNnsor.
Copying the file from 5enNsor.
Removing file from SENsor. Y
f




Bonus Coverage!

As | was preparing this presentation, something

changed at a client's site...




= || s6UIL0.3.1 : : e L

_Eile Query Reports Database Sound: Gif 20040510224519 GMT

RealTime Eventsw Escalated Events] 8sn Query 26 1 Ssn Query 27 ] Ssn GQuery 28 ]

8T CNT Sensor sid.cid Date/Time SPort DstIP DPort Pr Event Message

2 [ sensor-va [140326  |P00A-05-10 21:27:06 [60.35.189200  [1204 [ 13210  [135 |6 |NETBIOS DCERPC ISystemActivator pifl
2

-sensor-va  1.40331 2004-05-10 21:33:56 62.101.72.124 28401 13.210 135 6 NETBIOS DCERPC ISystemActivator pi
2 -sensor-va  1.40370 2004-05-10 21:44:33 12.44.103.100 4212 .13.210 135 6 NETBICS DCERPC ISystemActivator pi

Never-before-seen (at this site) NetBIOS DCERPC
ISystemActivator path overflow alerts appear!

CNT Sensor sid.cid Date/Time SPort DstIP Pr Event Message
RT 1 -sensor-va 140427 2004-05-10 22:39:43 12.101.70.100 13.194 1 LOCAL Heartbeat VA,
RT 1 -sensor-fl 2.3868 2004-05-10 22:40:54 12.101.70.100 1522 1 LOCAL Heartbeat -FL

CNT Sensor sid.cid Date/Time SPort DstIP Event Message

| |RT 1 -sensor-va 140335 2004-05-10 21:35:33 12.21563.71 4151 a13.217 3127 6 spp_portscan: Portscan Detected
RT 1 -sensor-va  1.40351 2004-05-10 21:38:28 12.45.104.1439 4889 .13.196 445 6 spp_portscan: Portscan Detected
RT 1 -sensor-va  1.40369 2004-05-10 21:44:29 12.44.103.100 4198 .13.196 135 B spp_portscan: Portscan Detected
RT 1 -gensor-va  1.40406 2004-05-10 22:21:04 24.168.133.203 1979 13.199 135 6 spp_portscan: Portscan Detected
RT 1 -sensor-va  1.40430 2004-05-10 22:43:54 210.125.31.79 2086 13.199 4899 6 spp_portscan: Portscan Detected
SrclP:  [80.35.189.200 M Show Packet Data M Show Rule www.snort.org |

Src Name: 200 red-80-35-189.pooles.rima-tde.net

[alert tcp SEXTERNAL NET any -> SHOME_NET 135 (msg:"NETBIOS DCERPC ISystemActivat

. |DstIP: 13.210 (g _ _
~ |Dst Name: 13.210 Source IP Dest IP Ver HL TCS len I Flags Cffset TTL
| W Reverse DNS Whois Query: None € S3rclP .- DstIP 80.35.189.200 13210 4 5 0 1420 41048 2 0 112
inethum:  80.32.0.0 - 80.35.255.255 UAPRSF
netname: RIMA Source Dest RRRCSESY |
descr: TELEFONICA DE ESPANA Port Port 10 GKHTNN Seq# Ack# Oiffset Res Window Urp <3
descr. . Eroviderbocal Regisiny 1204 [135 X . [749315447 3266513775 |0 [16560 1320
country: ES L

|05 00 00 03 10 00 00 00 A8 06 OO0 00 ES OO0 OO0 00 ... e
90 06 00 00 01 00 04 00 OB 00 06 00 01 00 00 00 .00y
oo 0o 00 o0 32 24 BS FD CC 45 64 4% B0 70 DD AE ....2%X, .EdI.p..
74 2C 96 02 60 BE 0D 00 01 00 00 00 00 00 00 0O £,.. '~ .........
¥0 BE 0D 00 0z 00 00 00 FPC BE 0OD 00 00 0O 0O 00 p=~...... l=
i0 00 00 00 &0 56 F1 F1 2R 40 CE 11 A6 6A 00 20 ...... .. Ll R,

AF 6E ¥2 F4 0OC 00 00 00 40 41 52 42 01 00 00 00 .nr..... MARE. . .

00 00 00 00 0O FO AD BA OO0 OO0 00 OO AS F4 OB OO ...
Z0 06 00 00 &0 06 00 00 40 45 4F 67 04 00 00 00 ... ... MEDW. . .

AZ 01 00 00 00 00 00 00 CO 00 00 00 00 00 00 46 .00y E
33 03 00 00 00 00 00 00 CO 00 00 00 00 00 00 48 8,000y F

AA AA AA AR A AR AA AR FA AF AA AR A A mA An

admin-c: AFG2-RIPE
admin-c: JB986-RIPE
| [tech-c: FLT14-RIPE

System Messages] User Messages ]

1 ';[2004-05-10 22:30:28] -sensor-fl: Database Next CID:
13838.
{[2004-05-10 22:34:16] -sensor-va: /snort_data 87%




j": SGUIL-0.3.1 R e e e ' o X
f-;.v _ File Query Reports Database Sound: Gff 20040510224904 GMT
A _. RealTime Events} Escalated Events] 8sn Query 26 1 Ssn Query 27 Ssn Query 28 ]
5 . Close | _ Export l_ZWHEFlE sessions.start_time > '2004-05-03' AND (sessions.src_ip = INET_ATON('80.35.189.200") OR sessions.dst_ip = INET_A" . Submit |
Sensor Ssn ID Start Time End Time SrcIP SPort DstlIP DPort S Pckts S Bytes D Pckis D Byte :
¢ -sensor-va 1084224470 2004-05-10 21:27:03 2004-05-10 21:27:03 80.35.189.200 1198 13.204 135 2 0 0 0
_ -sensor-va 1084224470 2004-05-10 21:27:04 2004-05-10 21:27:04 80.35.189.200 1199 13.205 135 2 0 0 0
. . 1200 13.206 135 2 0 0 0
~ A query for session data shows 1201 13207 135 2 0 0 0
&, . . . 1202 13.208 135 2 0 0 0
= Worm/|ntrUder tried ConneCt|ng tO |02 13208 135 2 0 0 0
o 1204 13.210 135 20 3552 10 120
port 4444 TCP on two ta rgetS. 1219 13210 4444 6 0 6 0
' 1205 13.211 135 22 3552 12 200
Neither shows any bytes of data |55 e s & o0 & 5
1206 13.212 135 4 0 0 0
| sent by the source or the e T
1208 13.214 135 4 0 0 0
|| destination, so the exploit probably |z — =28 2 & 5 5 3
| did not succeed. Full content data fmen szt oo
" reveals SYN - RST ACK sessions. |2 = w2 s a4 o o o
-sensor-va 1084224470 2004-05-10 21:27:05 2004-05-10 21:27:07 80.35.189.200 1216 13.222 135 4 0 0 0 |
L [SrcIP:  80.35.189.200 | M Show Packet Data M Show Rule www.snort.org | |
. |Sre Name: 200.red-80-35-189.pooles rima-tde.net Imsg:"NETBIOS DCERPC ISystemActivator path overflow attempt little endian”; flow:to_serv
J‘__ Dst IP: 13210 = = -
*jv- Dst Name: 13.210 _ = Source |P Dest IP Ver HL TOS len ID Flags Cffset TTL
|© W Reverse DNS Whois Query: . None & SrcIP . DstIP ~ 80.35.189.200 13210 4 5 |0 (1420 4104812 O 112
! finetnum:  80.32.0.0 - 80.35.255.255 &) UAPRSF
netname: RIMA Source Dest RRRCSSY |
descr: TELEFONICA DE ESPANA Port Port 10 GKHTNN Seq# Ack# Oiffset Res Window Urp <3
descr. . Eroviderbocal Regisiny 1204 [135 X 749315447 3266513775 |0 [16560 1320
. country: ES -
" ladmin-c: AFG2-RIPE 05 00 00 0% 10 00 00 00 @8 06 00 00 ES 00 00 00 . uurirnnesnns, A
admin-c: JB986-RIPE 90 06 00 00 01 00 04 00 05 00 06 00 01 00 00 00 ..o
SRR 74 20 96 02 60 SE 00 00 51 00 00 08 DD 00 00 80 £ .. nr ..
B | system Messages|UserMessages) 10 00 00 00 60 55 F4 Fi 28 4 CF 11 A6 oA 00 20 .1 e i3]
e AF 6E 72 F4 OC 00 00 OO 40 41 52 42 01 00 0O 00 .nr..... MARE., . ..
BB [[2004-05-10 22:3028]  -sensor-fl: Database Next CID: 20 0 00 00 20 D8 00 D 40 45 4F 57 54 00 00 00 ... . WER. |
] ‘3838 A2 01 00 00 00 00 00 00 CO 00 00 OO0 00 00 00 46 .00 F
{[2004-05-10 22:34:16] -sensor-va: /snort_data 87% 38 03 00 00 00 00 OO0 00 CO 00 00 00 00 00 00 46 Suvvrrrnnrnn.. F
| % =l ] 1




A more complicated session data query tries to
discover why these alerts appeared out of nowhere.

By querying for one of the target IPs, with session
bytes > 0, and ignoring ports 80 and 443, we see
exactly when the outside world began interacting with
newly available ports on this target.

It |ins.dst_ip = INET_ATON(' .13.211") and sessions.dst_bytes > 0 and sessions.dst_port != 80 and sessions.dst_port != 443 Submit
| 8sn ID Start Time End Time SrcIP SPort DstlIP DPort S Pckts S Bytes D Pckts D Bytess)

1084216973 2004-05-10 19:22:52 2004-05-10 19:22:53 216.38.214.96 62061 13.210 25 24 262 19 868

| 108421836212004-05-10 19:45:01 2004-05-10 19:45:01 12.43.223.29 4452 13.210 445 12 274 4 178
1084224470 2004-05-10 21:27:04 2004-05-10 21:27:07 80.35.189.200 1204 13.210 135 20 3552 10 120

| 1084224836:2004-05-10 21:33:54 2004-05-10 21:33:56 62.101.72.124 28401 13.210 135 15 3552 14 200
1084225479.2004-05-10 21:44:30 2004-05-10 21:44:39 12.44.103.100 4212 13.210 135 15 3392 14 280

| 1084225745 2004-05-10 21:46:06 2004-05-10 21:48:20 81.91.226.43 21048 13.210 139 14 516 14 8

| 1084226904:2004-05-10 22:07:24 2004-05-10 22:07:24 12.37.252.76 2231 13.210 445 12 274 4 178

Thanks again to session data, we can inform the
client when a change was made to the access
control at the client site.




Future Developments

Snort rule and sensor management features

Squil 0.4.0 offers SANCP (www.metre.net) to
replace Snort keepstats session logging

Augment database output to include PostgreSQL
and Oracle

Test ability to scale

Rewrite some components in compiled
languages

Live CD or install CDs to ease installation
FreeBSD port




Questions?

- Thank you for your time.
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