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Application for Ragistration of C~ypto8rapbic A18Q~ithm :

4.) ISO entr", namc r iso ~\-~"J.o.ri ~Ct"j cAp\ t (5)}

b.) N8Qe of Algorithm

Commercial Dat~ Masking Facility CCDMF) .

c.) Intendod Rang~ of Applications

Conftdent;1ality

d.) Cryptographic Tnterface paramctcrs

1. Input dat~: 64 bit block
2. OutpuL d&ta: 64 bit block
3. Key input: 6'+ bit block in ~ paLtern of 7 ~ey bits followed

by one unused bit folloWAd by 7 key bits followed by an unused
bit. This pattern in continued through the 64th hit.

e.) Test Words

1.Clear key ~ X FFFFFFFFFFFFFFFr'
Clcartext ~ x 0123456789ABCDEi'
Ciph~rteKt ~ X 12CC8tE8JC686380'

2.Claar kmy = X 0000000000000000\
Cteartext ~ X O1234S6789ABCDEF'
C!pfcrtext = X 79B1D72AD877D204\

3.Clear Key ~ X O123456789ABCDEF'
Cle4~text = X 0123456789ABCDEF'
Ciphartext ~ X 7D74922n74B12E13'

t.) ~podsoring Autho~ity

American National Standards Institute

Registeration r8questad by IBM

Contact for infor~ation

James Randall .
IBM Cot"poratiofl
1301'K Str;eet N.W.
Washington D.C. 2ooo5-~~O7
USA
TelQphone: 1-202-515-5525

, FAX: 1-202-5.15-5551

g.) Dal;e. of Submission ~~ or.XD6<.(" l'f~'-t

h.) Wheth<!r thC! Subjact of 4 Nationa.l SttlnGas:d
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,S.) Pat~nt ti~en...e Re~t.ricr.iQn Itlformati~n '

IPatent f.i.lcd by IBM. Pendirlg

j.) References to Associated Algorithms

1.FIPS 46 -bat4 Encryption St4ndard (USA)
2.ANSI X3.92 .Data Encryption Algorithm (USA)

K.) Description of Algorithm .

1.) Other In£o~matLon
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:DMF A1qorithm Definition Detail~

In the following definition of the CDMF alqQr1thm, all bits in a bit
string are numbered from leftmost to rightmost as bit 1 to bit 64,
.X{X) ~.pr~sent8 DEA encryption of X ue1ng key K,
~ is the bitwi8S Boolean-AND operation,
~OR is the bitwise Boolean-Exclusive-OR operation~
and :~ represents the assiqnment operation.

rhe procedural definition of the CDMP algorithm is ae follows:

1. Set parity bits.

Zero the following bits in the input CDMF key:
Bite 8, .161 24, 32, 40,48, 56, 64 of input CDMF key are set to zero.
Call the ~esult II.

This may be accomplished by the following:
11 := input-key AND X'FEFEFEFEFEFEFEFE'

Z. One-way function.

12 := 11 XOR eKl(Il)
where Kl is the fixed v~lue X'C408S0S40BA1EOAE'.

3. Selection function.

Zero the following bits in I~z
1,2,3,4,8,16,17,18,19,20,24,32,33,34,35,36,40,48,49,50,51,S2,56,64.
Call the result I3.

This may be accomplished by the fallowing:13 ;= 12 AND x. OEFEOEFEOEFEOEFE ,

~. Expansion function.

The deriv&Q key K' := eK2{I3)
where K2 is the constant PEA key X'EF2C041CE6382FE5'.

). Reiular DEA invocation.

The derived key X' is used internally as the key in a DEA invocation.
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