& PolicyMaker™ Standard Edition

Welcome to PolicyMaker Standard Edition. For a quick start with PolicyMaker, please review the following topics:

Installation
Group Policy Concepts

PolicyMaker Concepts

Troubleshooting
Licensing
Support
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Support

Hours: 8:00 am to 8:00 pm ET (GMT -5) weekdays

Phone: 1.603.433.5885
Web/Email: http://www.desktopstandard.com/support

4 Before Contacting Support

Before contacting support, please obtain as much information as possible using existing PolicyMaker troubleshooting
aids, including trace options, event logging, and RSoP logging . The online knowledge base and support
forums are also valuable support resources.

In order to expedite support for troubleshooting problems, please have available an image or the full text of any error
messages, the context of a given problem, including affected platform(s) and how to reproduce the problem. For client
problems, it is generally helpful to provide a copy of the XML configuration data that produces the problem, trace
output, event log messages, and RSoP reporting data as available.
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i Licensing

Purchasing

Contact DesktopStandard sales at or 1.603.433.5885, or an authorized
DesktopStandard Value Added Reseller, to obtain a free Evaluation license keyset or to purchase software licenses and
obtain a Registered license keyset.

Operating Modes

PolicyMaker usage is controlled by two types of license keys - Registered and Evaluation. Without a key, PolicyMaker
runs in Demonstration mode. Each mode is subject to the limitations described in the "PolicyMaker End User License
Agreement" (EULA). In Demonstration mode, PolicyMaker Client Side Extension(s) (CSE) are limited to performing
configurations from a Local GPO only. With a Registered or Evaluation license key, PolicyMaker is subject to the
functional limitations specified by the key.

¥ Tip
A license file is not required for Group Policy Object Editor or RSoP snap-in extension operation - or for
promotional extensions such as the Registry extension.

Requesting a License Key

A license key request file may be generated within PolicyMaker from the property page on the
licensing property sheet that is launched from the PolicyMaker -> Licensing... menu bar option. This sheet provides a
domain and OU browser as well as an Active Directory object counter, which together allow you to determine the
licenses required and to format the request appropriately. Generally a license request file is saved to the desktop,
using the export button, and sent to DesktopStandard or a reseller via email. Requests are saved to the following
location for future use.

%AllUsersProfile%\Application Data\DesktopStandard\PolicyMaker\request.xml

Importing a License Key

Generally a license key file is provided via email, and imported into PolicyMaker using the property
page on the licensing property sheet that is launched from the PolicyMaker -> Licensing... menu bar option. This
option is available whenever any PolicyMaker item is selected within the GPO editor. The Local License property page
always reflects the state of the locally saved license file, not the license file in use by a GPO. Once the license file is
imported via the licensing property sheet, it will be saved to the local computer in the following location upon selection
of Apply/OK from the property sheet:

%AllUsersProfile%\Application Data\DesktopStandard\PolicyMaker\license.xml

& Applying a key to a GPO

Upon every save event, the license key is automatically merged from the above location into the GPO location
listed below. Note that each non-Local GPO must have a current license key in order to process policy. After
you import a new or upgraded license key, a save event must occur in_every GPO where PolicyMaker settings
(for the product(s) in question) are applied. To force a save event, open any PolicyMaker item's property sheet
and hit OK.

This is generally only an issue following a license key upgrade or change. The changed key is not automatically
applied to all GPOs, and there is currently no automated process to distribute it to all GPOs. If the resulting key
file is the same for all GPOs, the file may be simply copied into the GPOs in the SYSVOL path, as shown below -
in which case it is not required to force a change in each GPO.

Viewing a GPO's License Key
Each PolicyMaker save to a non-Local GPO will copy the license file to the following location within the GPT:

{GPO ID}\PolicyMaker\license.xml

As long as the non-Local GPO contains a valid license file, the CSE will process policy according to that license. If a
GPO does not contain a license file, its policy will not be processed by the CSE and an event log error will result. To
view any GPO's license file, use the property page on the licensing property sheet that is launched from
the PolicyMaker -> Licensing... menu bar option.

¥ Tip
The license file can be added to the GPO from one location, by one administrator, and others may edit the GPO.
Alternatively, the license file may be distributed to administrators using Group Policy.

Viewing a GPO's Current License Key

The license key that resides within any GPO may be viewed within PolicyMaker from the property page
on the licensing property sheet that is launched from the PolicyMaker -> Licensing... menu bar option. Note that this
license key is dynamically updated from the contents of the local license file following any change to PolicyMaker
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settings in the GPO.

Licensing Restrictions

The license key may restrict usage by date, location, and quantity of managed directory objects. Functionally,
Registered and Evaluation license keys are identical. Before processing policy for a list of GPOs, each PolicyMaker CSE
validates the license key in each non-Local GPO and processes each of the keys' restrictions. Restrictions are
calculated as follows.

Date
If the date (in local time) of the computer on which a PolicyMaker CSE is processing is greater than the date
specified in the license.xml for a given GPO, the CSE will not process policy for that GPO.

Location
Locations may be licensed by domains and/or organizational units. A CSE will not process policy for a given GPO
unless the user (for user policy) or computer (for computer policy) is in or under a licensed location.

Quantity

Quantity is calculated by the "PolicyMaker License" CSE during background refresh. Each CSE uses this
information to determine if the number of non-disabled user (for user policy) or computer (for computer policy)
objects contained under the relevant Location (see above) exceeds the licensed quantity for that location. A
CSE will not process policy for that GPO if the licensed quantity is exceeded. Note that PolicyMaker does not
keep a list of license usage and therefore relies on a current Active Directory object count.

[# Note
If a CSE prohibits policy processing for any licensing reasons, a license error is written to the computer's system event
log and previous execution RSoP data for the CSE is left unchanged, so as to reflect the current state of policy.

A fourteen (14) day grace period is implemented for license quantity excess. If quantity is exceeded, CSEs will report
a warning to the while operating within 14 days of the last successful license check. If the grace period is
exceeded the CSEs will not process policy for the GPO and an error will be written to the event log.

Reducing Active Directory Object Counts

If the current count of objects in an Active Directory container exceeds the licensed count, policy is processed for that
container on clients (producing a license warning or error), and the number of objects in that container is then
reduced within compliance with the licensed quantity, client-side processing will take up to 24 hours to recognize the
correction due to quantity caching.
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@ Installation

Components

PolicyMaker consists of three main components, Group Policy Object Editor (GPOE) snap-in extensions, Resultant Set
of Policy (RSoP) snap-in extensions, and Client Side Extensions (CSE). All components are installed by the main
product installation (polmkr.msi), however CSEs should be distributed to other computers using the much smaller

polmkrcl.msi.

Although PolicyMaker components comply fully with Microsoft's documented interface specifications for extending

Group Policy, they do not come pre-installed with Windows. Software installation policy provides an ideal mechanism
for distributing both the snap-in and client side extensions. Administrative Templates policy is used to configure and
restrict access to both snap-in and client side extensions.

Snap-in Extensions

The PolicyMaker snap-in extensions are installed by running the polmkr.msi package (the main installation that is
downloaded from the DesktopStandard Internet web site). There are eleven unique extensions, to both the GPOE and
RSoP snap-ins, corresponding to Client Side Extensions (CSE). Several of these extend both user and computer
policy. Additionally, in italics, there are four placeholder snap-in extensions to both the GPOE and RSoP snap-ins.

These placeholders provide no client-side functionality or reporting respectively.

Ext ensi on
Appl i cations

Data Sources

Devi ces

Di spl ay Options

Drive Maps

Environnent Vari abl es

Files

Fol der Options

Fol der s

Ini Files

Internet Settings

Local Users and G oups

Mai | Profiles

Net wor k Opt i ons

Power Options

Printers

Regi onal Options

Regi stry

Schedul ed Tasks

Servi ces

Shortcuts

Start Menu

System

Conput er Settings

User Settings

Control Panel

Control Panel

User

Conput er

GPCE CLSID
{ ODA274B5- EB93- 47A7- AAFB- 65BA532D3FEG}

{1612b55¢c- 243c- 48dd- a449-f f c097b19776}

{1b767e9a- 7be4- 4d35- 85c1- 2e174a7bad51}

{20807589- ecc7- 497a- ac8f - 97c7aalcf c28}

{ 2EA1A81B- 48E5- 45E9- 8BB7- AGE3AC170006}

{35141B6B- 498A- 4cc7- AD59- CEF93D89B2CE}

{ 3BAE7E51- E3F4- 41D0- 853D- 9BBIFD47605F}

{ 3BFAE46A- 7TF3A- 467B- 8CEA- 6AA34DC71F53}

{ 3ECAE9DB- 714D- 471F- 88DC- 4DD4471AABAT}

{516FC620- 5D34- 4B08- 8165- 6A06B623EDEB}

{5C935941- A954- 4F7C- B507- 885941ECE5CA}

{79F92669- 4224- 43CC- 9C5C- 6EFBADB7DF4A}

{ 8B20DDFO0- 9FF2- 484E- A68B- 2927421B7022}

{949FB894- E883- 4206- 88C1- 29169720E8CA}

{ 9AD2BAFE- 63B4- 4883- AO8C- C3C6196BCAFD}

{ ABCA2CEA- CDB8- 4388- 97F4- 5831F933DA84}

{ B9CCA4DE- E2B9- 4CBD- BF7D- 11B6EBFBDDF7}

{ BEEO7A6A- ECOF- 4659- B8C9- 0B1937907C83}

{ CAB54552- DEEA- 4691- 817E- EDAA4D1AFC72}

{ CC5746A9- 9B74- 4be5- AE2E- 64379C86E0E4}

{ CEFFA6E2- E3BD- 421B- 852C- 6F6A79A59BC1}

{ CF848D48- 888D- 4F45- B530- 6A201E62A65F}

{ DAE1786B- 4A9B- 4A9B- 83D2- 6CA72045EDB2}

{54294B1F- 8888- 4592- B382- 8CAF5C109CB1}

{ 5B99DYEB- DE05- 459a- A20C- 195D83766ACE}

{1706249E- BA57- 4F69- AE93- 4FB3D25CDOD7}

{ F63F9611- 3227- 4f 94- BFCD- 5E48F9COADB2}

RSoP CLSI D
{ OE2CF4C8- 5BB5- 419F- 9895- 96228B¢

{12922CA44- 556C- 43A7- 9095- 5759C9¢t

{ 1391E5EF- 1D22- 428F- 9450- E6DF36¢

{ 1B5CE5CC- D1DE- 47E6- 9AA9- 5909D9L

{ 2EA2B67A- ABAA- 4D19- A6CB- 0C646F2

{3046E3CB- FA17- 48el- BO9E- AC9868¢

{35431322- 5EBA- 4A37- B19A- 751CFIX

{37D29921- 6EAB- 4F04- BAD7- 2EAD7E]

{39B46312- 7BE1- 488A- B003- CBB3081

{ 58E1F15D- 8DAC- 4CB7- B5B5- CB2597F

{50C8721B- 21B7- 4DD0- A214- 23B853¢

{62A5ACA2- CA47- 45F8- 9A02- 89567B]

{89A63B6D- E099- 4E3E- BFEA- 84EA9E]T

{902713DE- 1112- 4174- BE22- 53A75C]

{ 9DAABB1C- 6E81- 41B0- 93E3- 02C2E1¢

{A1234588- 3F91- 404C- AE23- 95A81E/

{ AAE5F40F- 606C- 4C03- 8860- C726CAi

{ BD1D253A- 2487- 4BOE- AAO1- 3A7EB8(

{ C0876FA6- FAE9- 4750- 9339- DCOD251

{ C67355EA- 6E7B- 45a3- BC36- 7B15F61

{ C88AB69A- B272- 4FF9- 80A7- 43D916E

{ D1D2BAD7- 4061- 4DBB- B856- OFCE791

{ E1B7013C 20DE- 40CE- 80BD- 0D1913F

{ C7TFB0933- D44B- 4788- BDDA- E366E3¢

{ BC5CDBD1- 166A- 43¢c7- 91F8- 0CA58F1

{1D147B84- E99F- 40CB- 8D5D- A26719<

{1B1B4514- 83FB- 4EE5- 988B- 5D6022F

The polmkr.msi package may be installed manually or distributed to administrators via a GPO using Microsoft's



software installation policy. The minimum installation requirement for the extensions is Windows 2000. No Active
Directory schema extensions are implemented and no services are installed by PolicyMaker. The CSEs are
automatically installed during snap-in component installation in order to ensure that Local GPO processing is functional
on the editing computer, and that RSoP planning mode is available even if PolicyMaker settings are not to be applied
on the editing computer.

i Group Policy Object Editor

File Action \iew Help

& BmERBE @

=¥ Install PM5U [test.qa2003.2z] Policy | | Name version | Deploymen... | Source
- Computer Configuration @ PolicyMaker ™ Software Update 1.3 1.30 Assigned Wiestiinstals\polmkr

=[] Software Settings
‘g Software installation
+-[_ 7] Windows Settings
+-[_7] Administrative Templates
+-[_7] Change Management
- @ User Configuration
+- [ Software Settings
+- [ Windows Settings
< E

(£

|

[# Note

PolicyMaker snap-in extensions may be restricted using Microsoft's Administrative Templates policy. Installation of the
polmkr.msi installs the desktopstandard.adm to the standard template location. The desktopstandard.adm includes
user policies for restricting access to each GPOE and/or RSoP snap-in extension.

Client Side Extensions
In addition to installing the snap-in extensions, the polmkr.msi installs the PolicyMaker CSEs and places a copy of the
CSE distribution package (polmkrcl.msi) on the local computer in the following location.

DesktopStandard\PolicyMaker\Client\polmkrcl.msi

To distribute the polmkrcl.msi (—950kb), publish it via a GPO using Microsoft's software installation policy.

‘i Group Policy Object Editor

File Action \iew Help

e s BEEDB 2

Z¢ Install PMSU [test.qa2003.zz] Policy # | | Name Version | Deploymen... | Source
= Computer Configuration @ PolicyMaker ™ Software Update Client  1.30 Assigned Witestiinstalls\polsud

=[] Software Settings
‘g Software installation

+-[_7] Windows Settings

+-[_7] Administrative Templates

+ [:I Change Management
- @ User Configuration

+-[_ ] Software Settings

+-[_ 7] Windows Settings v
< [

|

The polmkrcl.msi must be distributed to all computers that are expected to execute PolicyMaker settings. If the CSE
package is not installed, PolicyMaker GPO settings will have no effect on a given computer. If a CSE is not of a version
compatible with PolicyMaker snap-in data, the CSE will not process policy, and an error will be written to the
computer's system event log. The following CSEs are installed by polmkrcl.msi. Note that the "PolicyMaker License"
CSE performs required PolicyMaker background refresh licensing calculations and is not configurable.




Files Installed
All PolicyMaker Standard Edition feature CSEs are all implemented in a single DLL which is installed into the following
location on each client computer:

%SystemRoot%\System32\polprocl.dll
Additionally, all PolicyMaker products share a single common DLL, which implements the License CSE.

% SystemRo0t%\System32\polcmncl.dll
Registration Performed
No COM objects are registered by the CSEs. The CSE installation performs minimal registration in the following
registry location:

HKEY_LOCAL_MACHINEN\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\GPExtensions
WMI Changes

CSE installation extends the local computer WMI namespace in order to support RSoP planning and logging
modes. This is management data local to each computer and has no impact on Active Directory schema.

[# Note

CSEs may be configured using Microsoft's Administrative Templates policy. Installation of the polmkr.msi installs the
desktopstandard.adm to the standard template location. The desktopstandard.adm includes computer policies for
configuring the standard CSE options, as well as PolicyMaker features.

See the uninstallation topic detailed information on removing PolicyMaker.
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** Troubleshooting

PolicyMaker provides several mechanisms for troubleshooting CSE operation. These include configurable tracing,
configurable event logging, and Resultant Set of Policy (RSoP) reporting. For detailed information on troubleshooting
specialized extensions, such as Software Update, see that extension's troubleshooting guide.

CSE tracing is disabled by default, and may be enabled by utilizing the within Microsoft's
Administrative Templates policy extension. When the PolicyMaker snap-in extensions are installed, the
desktopstandard.adm is installed into the default location for administrative templates. Import this template into
Administrative Templates policy within a computer configuration. This template includes policy settings for control of
standard CSE behaviors, the size and location of each CSE's trace file, and the quantity of event logging. Tracing
provides detailed output on each CSE's operation in a simple text format.

CSE event logging of errors is always enabled. Using the desktopstandard.adm additional categories of event log
messages may be enabled. This includes warnings and informational messages. An example of a typical event log
warning is a policy that does not get applied due to a filter that returns false. An example of a typical informational
message is the success of an individual policy setting.

Windows XP and later computers support RSoP logging by CSEs. Windows 2003 Server also supports RSoP planning
mode. RSoP logging and planning mode data may be viewed in the RSoP snapin, as presented by each snap-in
extension.

Logging Mode

All PolicyMaker extensions support logging mode. RSoP logging consists of writing data to the computer's WMI
repository so that the data may later be collected by an administrator to determine what actions the CSE
performed. All PolicyMaker CSEs support logging mode.

Typical RSoP snap-in extensions provide RSoP reporting data within a read-only user interface similar to that
implemented by the corresponding GPOE snap-in extensions. This means that each property page for each item
must be viewed to see the configuration results. PolicyMaker RSoP extensions each implement a single node.
Clicking on this node presents a detailed HTML report in the MMC result view. This report shows the results of all
settings applied by that particular extension.

¥ Tip
Selecting the XML toolbar button presents the XML associated with the displayed RSoP report, and
contains more detailed information.

Planning Mode

All PolicyMaker extensions support planning mode. RSoP planning is a simulation process that uses the WMI
repository similarly to RSoP logging. However, in contrast to logging mode, CSEs are launched by the server
and are directed to not perform actual configuration — but report to WMI as if they had. This allows the
administrator to view the same type of data as in logging mode, without actually performing configurations.

In planning mode, PolicyMaker assumes all pass and all action modes (PolicyMaker Standard Edition and
Registry Extension) are effectively "Update". It is important to note that this behavior does include filter items
such as security group and computer, regardless of adminstrator choices in the planning mode wizard.

User Environment Log (userenv.log)

The User Environment Log is a text log file written to the following location by winlogon. This file contains general
information about the user environment and about the execution of individual Group Policy CSEs. Because the
information that is logged is generic to all CSEs and the policy environment, this log fully supports and reports
properly on PolicyMaker policy processing. The log is created in the following location.

%SystemRoot%\Debug\UserMode\userenv.log
The level of logging can be controlled using the following registry settings.
Key: HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows NT\ Current Ver si on\ W nl ogon
Val ue: User EnvDebuglLevel
Val ue Type: REG DWORD
Val ue Data: 0x00010002 (65538)

UserEnvDebugLevel can have the following values:

None: 0x00000000
Nor mal : 0x00000001



Ver bose: 0x00000002
Logfile: 0x00010000
Debugger: 0x00020000

The default value is "Normal | Logfile"” (0x00010001). Set this to 0x00010002 to "Verbose | Logdfile" (0x00010002) to
enable verbose tracing to the userenv.log file.

Status Messages

During foreground processing of Group Policy, Windows will write various messages to the status window. Foreground
policy is defined by the presence of the status window, which is presented during computer startup (computer policy)
logon and during user logon (user policy).

PolicyMaker extensions may write status messages, providing additional useful information. The status window
accepts both normal and verbose levels of messaging. By default the level is set to normal. Verbose status messages
can be enabled using the following registry value.

Key: HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t\ W ndows NT\ Current Ver si on\ W nl ogon
Val ue: VerboseSt at us

Val ue Type: REG DWORD

Val ue Data: 0x00000001 (1)
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& Version History

This document outlines changes in PolicyMaker Standard Edition since its initial release on November 24, 2003.

New Features
Enhancements
Bug Fixes

PolicyMaker Standard Edition 2.5.1

Released 11/23/05

7533 Internet Settings: Trusted Zone > Custom Level > Download Signed ActiveX Controls Enabled was always set to
Prompt

7387 MSI Wizard may launch for Office 2000 when the client runs

7229 Power Options: "Prompt for password..." option does not take effect

7099 Error determining license usage in some cases

7075 Scheduled tasks would not run if they were set to begin or end on the first of the month

7025 Power Options: error 0x8007051a - two revision levels are incompatible

6110 Legacy user browser may show up instead of native AD browser

6033 Outlook: Desktop Alert Settings button doesn't take effect

6005 MSI Query Filter: product/component browsers implemented

6003 Shortcuts are truncated to 8 character filenames when the path is not accessible during creation

5536 Internet Settings: Advanced > Security: "Use SSL 2.0", "Use SSL 3.0", and "Use TLS 1.0" cannot be
enabled/disabled separately

5512 Snap-in view extension may collapse view

5412 Power Options: "When | close the lid of my portable computer” incorrectly sets "When | press the power button
on my computer”

3590 Environment Variable policy should automatically use REG_EXPAND_SZ when unexpanded variables found in
value

3428 New Group Policy processing mode filter

PolicyMaker Standard Edition 2.5.0

Released 7/7/05

5374 Unknown error during licensing processing

5371 Add Local Printer policy

5347 Exchange Server: Lookup Mailbox defaults to "ProfileMaker"

5324 Add a folder browser to the archive location selector

5289 Add Outlook 2003 signature settings

5219 MessageBox timeout not working (never times out)

5215 Desktopstandard.adm should allow for background refresh disable on more CSEs
5210 Intermittent drag and drop to explorer error "cannot read from source file or disk"
5203 PolicyMaker 2 licensing GUI doesn’t indicate that a version 1 license is outdated, etc.
5201 Add apply button on the license property sheet

5200 License property sheet text for demonstration mode is misleading

5194 Display a "New Mail Desktop Alert" property not working in Outlook 2003

5187 Don't write a policy applied event if the filter did not pass (no event)

5175 WMI Query with empty results may cause CSE failure

5167 Computers with the PolicyMaker client imaged with Ghost may not process policies
5166 File policy should make source file optional for update mode

5164 Scheduled Tasks - Advanced: Date control shows current date and not selected date
5163 Multiple IP printers with the same driver name not possible

5159 Power scheme can't be set if all schemes are deleted

5143 Add "When | press the sleep button on my computer"” option to power options

5138 Scheduled Tasks: invalid characters cause policy to not be applied, prevent Ul entry
5136 Scheduled Tasks: Changing drop-down incorrectly changes time

5127 Registry Tab - typo in "Value type" field

5123 Add support for multivalue Registry properties

5118 Name change from "Policy Maker" to "PolicyMaker"

5113 Add "Location" field to IP Printer tab

5096 Implement Unicode Personal Folders support

5045 Devices policy does not disable subclass items individually

5021 Internet Settings: Custom Security Settings: "Administrator” should be "Administrator approved"
5018 Internet Settings: Custom Security settings should open with .NET FX-reliant components at top
5004 Power Scheme may not set as the default in some situations

4827 New MSI Filter control

4800 New options for WMI Filter

4260 Improve license quantity error message, currently returns no grace key message
4194 Add RPC over HTTP to Exchange GUI

3386 Error "0x8007000e Not enough storage is available to complete this operation.”



3044 New LDAP Filter control

PolicyMaker Professional 2.0.2
Released 12/21/04
4813 Selecting "GPMC Integration" during install causes interruption when GPMC not present

PolicyMaker Professional 2.0.1

Released 12/17/04

4811 Add hibernate option to "When I close the lid on my portable..."
4809 Changing a power scheme name resets other combo box values
4801 Add GPMC backup, restore, import and copy support

4799 Additional policy removal options for Local Group policy

4797 Device policy removal option incorrectly sets action to 'Enable’

PolicyMaker Professional 2.0.0.188

Released 12/06/04

4798 Error in license key validation

4795 View extension 'Filtered by ancestor' is always 'No'

PolicyMaker Professional 2.0.0

Released 12/02/04

4625 Ten new control panel extensions

PolicyMaker Professional 1.0.4

Released 6/4/04

4390 Some Automatic Updates scheduled install times may not present properly
4214 Not using native Windows browsers when not on a domain

4177 User and security group browsers return SID unresolvable error

4163 Error message "Catastrophic fail" on copy of unexpanded scope item

4160 Toolbars not refreshed after property sheet opens

4143 Outlook "Reset the Outlook Bar to defaults ..." option fails with path not found error
4142 New MOM Management Pack for monitoring policy application

4135 Filter browser windows are centered below selecting control

4114 Browsers should default to logged-on domain, not local computer

4037 Creation of additional mailboxes in Exchange service returns error 0x8004010f
3658 Memory leak in snap-in resolved

3208 Multiselect cut/copy causes a save for each item on paste

PolicyMaker Professional 1.0.3

Released 4/28/04

4012 "Cached Exchange Mode" settings are not retained in the Ul

3963 Some error codes incorrectly or not translated to text

3962 Standardize event log messages

3941 Remove hidden filters from HTML settings reports

3927 Remove license checks for registry extension (now free)

3911 Support for new Windows XP SP2 languages

3907 New registry filter features (substring and version string matching)

3908 Allow version number segments greater than 255 in file version filter

3906 New filter naming and documentation capability

3859 Drive hide/show options processed incorrectly

3850 Shared driver path should be required for TCP/IP printer configuration

3843 Make CSE policies default to default CSE registered behavior

3840 Disable all user context filters and filter options in computer policy

3804 Write extension names into CSE policies for ease of troubleshooting

3679 Language filter Native option returns true only for English platforms

3670 New Operating System filter category for service packs

3649 PolicyMaker default installation location should show full path

3647 PolicyMaker non-default installation location causes snapin error

3634 Enforced GPOs are enforced but may not show highest precedence in RSoP

3632 Only one IMAP service gets configured when there are several in the configuration
3631 Apostrophe character not properly entitized by XML parser, could cause invalid RSoP data
3626 "Logon network security" property in the Exchange service Ul may not save correctly
3620 Add domain/OU validator to key request Ul

3604 Settings on Internet E-mail tab don't appear to stay disabled

3599 Default Outlook 2003 Send/Receive option should match Outlook default

3594 User policy should access the GPO in user context to prevent inappropriate access error
3593 Trace data written in user context not recorded if user did not have access to trace file
3586 Exchange Settings do not stay red after disabling

3481 Send/Receive settings may be reset by Exchange service in update mode

3477 Legacy user browser displays duplicate list of users

3471 Add License CSE policy to DesktopStandard.adm template



3474 User profile variables (i.e. %DesktopDir%) do not set correctly in computer policy (system vs. all users)
3469 Outlook Layout tab settings not presenting saved values correctly

3468 Don't write unused Exchange properties to XML

3467 Computer in OU filter should not throw error if computer not in forest

3465 Hidden filters should be exclusive (ANDed vs. ORed with visible filters)
3454 Wildcard '?" acts like "*' at the end of a string

3287 New support for wildcards in Terminal Session filters

3285 Drive mappings may cause popup or tray error if reconnect at logon set
3284 Drive maps may not match properly if previously remembered

3269 New Client TCP/IP Address range option in Terminal Session filter

3203 New native Active Directory browsers for all AD objects

3202 New hierarchical registry policy settings and multiselect registry browser
3136 Filter control shows filters after an apply with filter option deselected

2651 Message box variable name field should be gray when disabled

2260 Registry "get value" variable information field goes blank if value is too long

PolicyMaker Professional 1.0.2

Released 12/9/03

3464 Office 2003 application extension browser buttons do not launch browser
3463 Registry browser may not present all values

3460 New feature for wildcard text matching on user filters

3457 Browser shows default icon when not running on Windows XP

3450 OU browser doesn't initially show all OUs

3449 Refresh of a leaf item in the network browsers may return wrong icon
3448 Text match on user and domain filters not functional

3447 Filters do not get saved on apply

3438 AD browser may obtain wrong NetBIOS domain name if domain renamed

PolicyMaker Professional 1.0.1

Released 11/26/03

3425 Outlook plugin layout tab disabled settings show as enabled

3422 Root RSoP nodes should have default view extension (MMC 2.0 only)

3421 Settings report second level (setting level) should match RSoP

3418 Licensing user and computer counts may not exactly match number of Active Directory objects
3415 Licensing menu bar may be disabled (MMC 1.2 only)

3413 If settings xml files and history files are manually deleted, CSE(s) may hang up

3404 Include an image of the settings report in the help topic

3403 License Request help topic missing image

PolicyMaker Professional 1.0.0
Released 11/24/03
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4 Release Notes

This document is meant to give you an overview of the new features, enhancements, and bug fixes implemented in
this release of PolicyMaker Standard Edition. For detailed information on new functionality, please see the Help
file. For a cmplete listing of changes, see the

PolicyMaker Standard Edition 2.5.1 - Released November 23, 2005

NEW FEATURES

New Processing Mode Filter (#3428)
= P T B B

And
% Or [ Mat Synchronous Agpnchronous B ackground

The Processing Mode Filter allows you to filter based on the processing mode in which the CSE is currently
executing. See in the help file.

OTHER ENHANCEMENTS

MSI Filter Browsers (#6005)
The MSI filter now provides browsers for MSI components and MSI patches.

FIXES

Error determining license usage (#7099)

In some situations, the client may fail to determine license usage which would cause a failure of the client to apply
policy.

Power Options: error Ox8007051a - two revision levels are incompatible (#7025)
In some situations, the above error code may have occurred when setting Power Options policy.

Shortcuts are truncated to 8 character filenames when the path is not accessible during
creation (#6003)

When creating a shortcut, if the shortcut target path didn't exist at the time, the shortcut would be successfully
created with an invalid truncated path. This is caused by the normal behavior of the shortcut API. The fix will
prevent the creation of a shortcut to a file system target that is not accessible and produce an appropriate error and
trace information.

PolicyMaker Standard Edition 2.5.0 - Released July 7, 2005

NEW FEATURES

Outlook Signatures (#5289)



New Outlook 2003 Properties

Spelling Attachments Other Internet E-mail
Application Commar Preferences tail Setup
Lawaut Firzt Fiun Paths Extra M ail Farmat

Mezzage format
Chooze a format for outgaing mail and chanige advanced settings.

%% Compose in this message format; |F'Iain bext Vl

[ 1Use Microsoft Word to edit e-mail messages
[] Use Microsoft Word ta read Rich Test e-mail messages

[ Internet Farmat. . ] [ International Dptions. . ]

Stationery and fonts

|Jze stationem to change your default font and style, change
% colorz, and add backgrounds to pour meszages.

Ize stationery by default: |

Signature
% Automatically include pour gsignature or attach an electronic

businezs card [wCard) to outgoing messages.

) o

A “Signatures” tab was added to the Exchange GUI that allows the setting of the Outlook 2003 Signatures used in
the context of the Exchange Service. Under “User Settings/Applications/Outlook (2000, 2002, 2003)", on the Mail
Format tab, there is now an option that allows editing of rich-text signatures (with embedded variables) that will be
applied to an Outlook Profile.




Unicode Personal Folder (#5096)

New Unicode Personal Folders Properties

Service |I:|:|mm|:|n | General|

Service Mame |_| nicode Perzonal Folders |

b atch by

@ Type
) Mame & bype

Action O ptionz

%) Create

) Replace [] Delete thiz service from profile on emror

) Update
) Migrate
() Delete

Creszcription

If & zervice of the same type iz found, it will be skipped. Otherwize,
the zerice will be created.

] ] [ Cancel Apply

In MAPI Profiles, you now have the option to add a Unicode Personal Folder.




RPC over HTTP (#4194)

New Exchange Service Properties

| Service || Cormmon || Auto Modes General |

| Advanced | Remote Mail | Extra | Signatures |

Global Catalog Server: | ________________________________________ |

Exchange over the Internet

Connect ta my Exchange mailbox uzing HTTP

[ Exchange Proxy Settings. . l

[ 0k ] [ Cancel ] [ Apply ] [ Help

In the Exchange Service, there is a new option on the "Extra" tab to connect to an Exchange mailbox using RPC
over HTTP.



Outlook 2003 Signatures (#5289)

New Exchange Service Properties

Service Cormmon Auto Modes General
idvanced Femate b4 i Extra Signatures
COutlook, 2003 Signatures
Signature for new meszages: |Newr-.-1 ezzageSignature |

Signature for replies and fonsards: | R eplyFormardSignature |

(] ] [ Cancel ] [ Apply ] [ Help

In the Exchange Service, there is a new option on the "Signatures" tab to specifiy the signatures to use when
using an Exchange service account with Outlook 2003.

IP Printer Port Settings (#5388)



My TCP/IP Printer Properties

General | Port Settings | Enmmu:un|
[ ripiort
Select Browse to import the zettings for a given port.
Protocol
{®) TCPAP [Baw] {JLFR
R aw Settings
Part Number; |E|1I:I1 - |
LFPR Settingz
LFR Eyte Counting Enabled
[] 5MBP Statuz Enabled
) [cwea ]| oo

There is a new “Port Settings” tab from which it is possible to specify the port number and other configuration
options for network printers. The browser lists all of the IP ports supported by Windows and will configure the
appropriate default settings for each. LPR and multi-port IP printers are also now supported.



Named IP Printers (#5163)

My TCP/IP Printer Properties

General |F'DrtSettings Cormrmarn

r& ¢ Achon | Update v |
P Address: |13z . 184 . 193 . 93 |

[ Uze DNS name

Local Narne: | by JetDirect Printer |
Shared driver path: |"~"~My5&rver"«HF‘JetDirect |[ ]

et thiz printer az the default printer. ..
[#] Set th b the default print
_..only if & local printer iz not prezent
Delete all [P printer connections

Location: | Third Floor |

Comment; | Uze for bulk. printing |

] H Cancel ][ Apply H Help

In previous versions of PolicyMaker Standard Edition, it was not possible to connect multiple IP printer items to
multiple IP printers of the same model, as the name of the printer item was derived from the “driver name” used by
the shared (driver source) printer. A new (optional) field was added, “Local Name,” that allows you to specify the
name that the printer is given when it is created. If this optional field is filled in, all actions will apply to the printer
item by the local name rather than the port name. If left blank, the printer name will be automatically generated as
in previous versions.



Local Printers (#5371)

My Inklet Printer, Properties

General | Common |

@5‘ Achian: | Update w |
Hame: |h-1_l,I [k et Prinker |
Fuort: |LF'T'I: w |

Shared driver path: |"-“'-SEWEF'\|H|<JE': |[ .|

Set thiz printer az the default printer

Location: | by workstation |

Comment; | Uze for high-color documents please |

] H Cancel ][ Apply H Help

PMSE now supports configuration of a local printer on a COM, LPT, or USB port. Drivers are installed from a shared
printer of the same model on the network.



Map Shared Printer to Local Port (#5211)

HP LaserJet 1100 (MS) Properties

General | Common |

Action; | Update v |

Shared printer

Share path: | W\Server\HP Laseret 1100 [M5) -]

Set thiz printer az the default printer. ..
_..only if & local printer iz not present

Delete all zhared printer connectionz

b ap to local port [optional]

Local port: | LPTZ: w
Reconnect

Unmap all lozal paorts

] H Cancel ][ Apply H Help

This allows a shared network printer to be mapped to a legacy LPT port.



New MSI Filter (#4827)

= k5] Query M E EIN
Clueny type: Target bype: Product code:
(Getinfomation | |Product v | |{B3AGB336-16A3-4763-8478A45F1AB1E 7S ([ ]
%g?d [ IMat  Information item name: Varigble hame:
| Inztalls ource w | ||"-"|_|,|"-.-"aria|:l|E |
Return value in ZM ariable®

The MSI Query Filter allows you to filter based on version or product code information from any MSl-installed
Product, Patch or Component. For more information, see MSI Query in the help file.

New LDAP Filter (#3044)
2 LDAR Wuery

& And Filter Binding Attribute Warable name
Cor [INet | | [oap: || | | |

The LDAP Query Filter allows you to filter based on whether or not an LDAP search returns results. For more
information, see LDAP Query in the help file.

WMI Filter - New Options (#4800)

Lol il Query
@ And Querny Mamezpace  Property Wariable name
Cor Net | | | Roothgimy2 | | | |

The WMI Query filter now allows you to change the WMI namespace for a WMI Query. The WMI Query result can
also now be saved to an environment variable for use in other PolicyMaker items. For more information, see WMI
Query in the help file.



OTHER ENHANCEMENTS

Licensing Enhancements (#4260)
License processing has been updated to improve usability and error reporting.

Name Change (#5032)

PolicyMaker Standard Edition was rebranded as a DesktopStandard product and the product name was changed
from “Policy Maker Professional”.

MAPI Profiles (#5128)

Each checkbox, radio button group, or combobox can now be enabled or disabled independently from all other
controls.

Devices (#5045)

In previous versions, all devices of a class were enabled or disabled as a group. You can now enable or disable each
device model independently.

FIXES

Subdomains may not apply policy due to licensing failure (#5191)

When PolicyMaker Standard Edition was installed on a subdomain of a parent domain, policies were not
always applied to the clients due to a failure in licensing calculation.

Power Options (#5159)
Power options will no longer fail if the user and computer power options have the same name.

Message Box Filter (#5219)
The “Message Box” filter no longer fails to automatically “timeout” after the specified time.

MultiValue Registry String (#5129)
Changes were made to both the Registry Extension and Registry Wizard to handle multivalue strings.
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& Group Policy Concepts

Group Policy is a framework for user and computer configuration on Windows 2000 and later computers that are
members of the Active Directory. Group Policy makes some fundamental assumptions about how users and computers
should be configured in an enterprise environment. The primary assumption is that desired configurations are often
common across multiple users and across multiple computers, and these groupings often reflect organizational
structure.

Organization

Active Directory organizational units (OU) exist to facilitate this grouping, and to allow such units to be members of
other units. This organization is distinct from security group and domain organization, which are both fundamentally
oriented around security priorities and do not generally reflect an organization's hierarchy. Group Policy settings can
be applied to OUs, Domains, and Sites.

Group Policy Objects and Storage

A Group Policy Object (GPO) is a collection of configuration settings that can be applied to certain users and/or
computers based on their membership in a site, domain, or organizational unit. Each GPO has a nhame and a globally
unique identifier (GUID). A GPO consists primarily of data that is stored in two distinct locations on a network, the
Group Policy Container (GPC) and the Group Policy Template (GPT).

The GPC is system data that is stored in the Active Directory, associated with the GPO by its GUID. The GPT stores the
actual configuration settings. This data resides in the following directory for a given GPO, and is synchronized to all
domain controllers on a given domain:

SYSVOL\{Domain}\Policies\{GPO GUID}

Editing Group Policy

The Group Policy Object Editor (GPOE) is the primary means for administrators to configure settings within a GPO. The
GPOE is implemented as a Microsoft Management Console (MMC) snap-in that integrates various plugins known as
Group Policy snap-in extensions. Configuration settings in the GPO are manipulated by a network administrator using
the various graphical extensions that are integrated into the single GPOE application.

Applying Group Policy

Policy settings are applied by Client Side Extensions (CSEs). Processing of GPO settings by CSEs is periodically
initiated by the winlogon operating system process. Settings are organized into user and computer configurations.
Winlogon will initiate processing of user settings during user logon, and computer settings during computer boot. This
is known as foreground processing. Additionally, both user and computer configuration will be initiated periodically,
which is known as background processing. By default, background processing occurs every 90 minutes (with a random
offset of O to 30 minutes), or every 5 minutes on domain controllers, although the parameters are subject to change
by an administrator. Some extensions support only user or computer configuration, and some support only
foreground processing.

CSEs are extensions to client computer policy processing capability and generally correspond to a snap-in extension
counterpart. CSEs implement the settings that exist in one or more GPOs. Winlogon calculates which GPOs are to be
applied, based on various criteria, and launches each CSE as necessary. Winlogon provides the CSE with the path to
each GPT and the CSE processes the settings in the GPT accordingly.

Group Policy Reporting

The architecture for Group Policy reporting is called Resultant Set of Policy (RSoP). RSoP consist of two distinct
modes: planning and logging. Logging mode is Group Policy's reporting system. RSoP reports utilize data generated by
CSEs that implement the RSoP reporting interface on Windows XP and later computers. The RSoP MMC snap-in is the
primary tool for viewing Group Policy results. Like the GPOE, the RSoP snap-in integrates various plugins known as
RSOP snap-in extensions. Each extension reports on the configuration results from the last execution of its
corresponding CSE for a particular computer or user.

Group Policy Troubleshooting
There are a number of tools available for Group Policy
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& Group Policy Tools

Microsoft provides several additional Group Policy tools in addition to the Group Policy Object Editor (GPOE) and
Resultant Set of Policy (RSoP) snap-ins. Unlike the GPOE and RSoP tool and Group Policy Client Side Extension (CSE)
execution, these tools are not part of the Group Policy specification, and are not all fully compliant with third party
extensibility. PolicyMaker supports these tools inasmuch as they are currently supportable.

e Security Editing Utility (secedit.exe)

e Group Policy Update Utility (gpupdate.exe)

e Group Policy Results Tool (gpresult.exe)

e Group Policy Inventory (gpinventory.exe)

e \Windows Help and Support

e Group Policy Management Console (GPMC)
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& Security Editing Utility (secedit.exe)

secedit.exe /refreshpolicy is a Windows 2000 command that serves the same purpose as the newer gpupdate.

PolicyMaker fully supports use of this tool.

© 2005 DesktopStandard Corporation. All Rights Reserved.



& Group Policy Update Utility (gpupdate.exe)

The Group Policy Update Utility is a command line tool that is available from Microsoft for both Windows 2000 and
Windows XP. The tool accepts various command line parameters and forces local execution of group policy for user
and/or computer processing. Because all policy extensions will be executed during each application of Group Policy,

PolicyMaker fully supports use of this tool.
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& Group Policy Results Tool (gpresult.exe)

The Group Policy Results Tool is a command line tool that is available from Microsoft for both Windows 2000 and
Windows XP. The tool accepts various command line parameters and outputs to the console detailed information on
Group Policy settings. This tool only supports a fixed list of Microsoft GPEs and will not report on individual
PolicyMaker settings, however the other more generalized features do support PolicyMaker extensions.

© 2005 DesktopStandard Corporation. All Rights Reserved.



& Group Policy Inventory (gpinventory.exe)

Group Policy Inventory allows administrators to collect Group Policy and other information from any number of
computers in their network. PolicyMaker fully supports use of this tool.
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& Windows Help and Support

"Help and Support" is available on the Windows XP Start menu. RSoP reporting for the local computer and user is
available by selecting:

Start/Help and Support Center/Computer Information/Tools/Advanced System Information/View Group Policy
Settings Applied

This HTML document reports on RSoP data, but currently only supports a fixed list of Microsoft GPEs and will not
report on PolicyMaker settings.
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& Group Policy Management Console (GPMC)

The Group Policy Management Console is a Microsoft downloadable tool (MMC snap-in), that Microsoft describes as
follows:

"In conjunction with Windows Server 2003, Microsoft has released a new Group Policy management solution
that unifies management of Group Policy. The Microsoft Group Policy Management Console (GPMC) provides a
single solution for managing all Group Policy-related tasks.

The GPMC lets administrators manage Group Policy for multiple domains and sites within one or more forests,
all in a simplified user interface (Ul) with drag-and-drop support. Highlights include new functionality such as
backup, restore, import, copy, and reporting of Group Policy objects (GPOs). These operations are fully
scriptable, which lets administrators customize and automate management. Together these advantages make
Group Policy much easier to use and help you manage your enterprise more cost-effectively."

GPMC is currently provided only as a downloadable add-on, and runs on 32-bit versions of Windows XP SP1 and

later and Windows 2003 Server. It can also be used remotely to manage GPOs on Windows 2000 SP2 and later
domain controllers. Another benefit of GPMC is an update to gpedit.dll, which improves both the Group Policy Object
Editor and the Resultant Set of Policy snap-ins.

The tool is a welcome and exciting addition to the task of Group Policy administration. However, it's important to note
that GPMC is an administration console, and does not add any additional computer configuration capabilities to Group
Policy.

Compatibility

The GPMC includes many areas of functionality, most of which are fully compatible with Microsoft’s Group Policy
Extension specification and therefore PolicyMaker. There are several areas of functionality which are based on the
specific implementations of individual Group Policy Extensions. In these areas the support for PolicyMaker may be
limited, or accessible from a component external to the GPMC. The following table summarizes the GPMC support of
third party extensibility.

Feature Suppor t ed Conment s

Root / For est / Donmai ns/ Si t es

Contents tab yes fully supported

Domai n/ QU

Li nked Group Policy Objects tab yes fully supported

Group Policy Inheritance tab yes fully supported

Del egation tab yes ful l'y supported

GO

Scope t ab yes fully supported

Details tab yes fully supported

Settings ext ernal fully supported in GPO Editor
Del egati on yes fully supported

Group Policy Mdeling

Group Policy Mdeling Wzard yes fully supported


http://www.microsoft.com/windowsserver2003/gpmc/default.mspx




There are three areas where GPMC features do not currently support PolicyMaker extensions - operations, settings
reporting and events.

Operations

PolicyMaker fully supports the GPMC implementation of Backup, Restore, Copy and Paste of GPOs. This support
requires that the PolicyMaker snap-in be installed on the same computer that is running the GPMC and that 'GPMC




Integration’ not be deselected during installation.

Import is also supported, however migration of settings (across domains) includes porting them through a migration
table, so that location-dependant values, such as server names, file paths, etc. can be altered to suit the new

location. The GPMC migration table does not currently support PolicyMaker settings. However, since PolicyMaker uses
a common XML schema for all of its settings, this is a fairly simple task to automate, and can even be done using a
simple text search and replace tool.

Import/Export of configuration data in PolicyMaker can be also performed using drag and drop between GPOs in the
MMC, or to and from XML files.

Settings Reports

Since each Group Policy extension implements its own settings persistence format, it is not a simple task for GPMC to
report on each extension, even on just Microsoft extensions. This currently requires the GPMC implement proprietary
parsing and presentation of various file formats, including .adm, .pol, .aas, etc. The GPMC doesn’t implement parsing
for third party extension data, nor does it provide a settings reporting extension mechanism.

However, each Policy extension includes a reporting capability that looks nearly identical to the GPMC settings report,
including both XML and HTML formats. These reports are available within the GPOE on each PolicyMaker extension.
The only difference is that the reports are not integrated with the GPMC reports.

Modeling and Results reporting has a similar issue, in that each extension is required to write proprietary RSoP data to
the WMI repository for both planning mode and logging mode executions. This data is used by the Modeling and
Results settings reports respectively. Although the common data is accessible to the GPMC, there is no mechanism to
extend the reports.

Each PolicyMaker extension, in accordance with the Group Policy interface standard, implements a corresponding RSoP
snap-in extension. In a manner similar to PolicyMaker GPOE settings reporting, each of these extensions includes a
reporting capability that looks nearly identical to the GPMC Modeling and Results settings reports, in both XML and
HTML formats. The only difference is that the reports are not integrated with the GPMC reports.

Policy Events

Policy Events are simply event log messages with well-known event numbers. The GPMC keys off of certain events
and duplicates them in a view similar to the Event Viewer snap-in. GPMC hard-codes event identification, and thereby
excludes third party extension events. However, these same events alongside PolicyMaker events, can easily be
viewed in the Event Viewer snap-in.
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& PolicyMaker Concepts

PolicyMaker implements a number of standardized conventions that fall outside of the scope of the Group Policy
specification. These and other useful topics relating to applying policy are listed here.

e Action Modes
e DesktopStandard ADM Template

e Browsers

e Common Tab

e Disabling Items
e Plugins

e Policy Processing
e Root Mapping

e RSOP Reports
e Security Contexts

e Settings Reports

e User Interface Conventions

e Variables
e WMI Namespace (RSoP)
e XML Integration
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& Action Modes

PolicyMaker implements standardized "Action" modes with the following basic behaviors. Although these behaviors
are consistent within PolicyMaker, each item type interprets the selected Action mode in its own context.

Action: Update e

e Create - Create the object only if it does not already exist.

e Replace - Delete the object first, then create it.

e Update - Create the object if it does not exist, otherwise modify it.

e Delete - Delete the object.

e Migrate - Modify an item if it exists, otherwise do nothing (not shown above).

Icon Masking
PolicyMaker implements icon masking to visually reflect the action mode of a given item. Icons are typically masked
as follows:

= Create

§ Replace
Update

= Delete

Matching

All items that implement Action modes must have matching criteria for determining whether an object exists. For
example, Profiles may be matched by their default status or the profile name. MAPI Services may be matched by
service type or type with display name. Note the following:

e The match criteria may not always be obvious, such as with Mapped Drive and Shared Printer items. The
match criteria for a Drive item is the drive letter, but with a Network Printer it is the share path of the printer.
The help for each item that implements action modes includes documentation of the item's match criteria.

e The match criteria is always applied at the most detailed level specified in the item. For example, if a Reqgistry
item is set to delete and a "Value name" is specified, it is the value name that will be deleted, not the "Key" that
contains it. However, if only a key is specified for delete, the last key in the "Key Path" will be deleted.

e |In some cases, an item can support matching mutiple objects. This includes a MAPI Service item in delete
mode, a Profile item set to match all profiles, delete all Shared Printers, and delete all Mapped Drives .
Other item types can only match a single object.

e Matching is never text case-sensitive.

Standard Action Items
Each of the following item types implements a standardized Action option.

e Data Sources
e DUN Connection

e Environment Variable

e File
e File Type

e Folder

e Ini File

e |ocal Group
e Local User



e Mapped Drive

e Open With
e Power Scheme

e Profile

e Regqistry

e Service

e Shared Printer
e Shortcut

e TCP/IP Printer
e VPN Connection

[# Note

Only Profile and Service items implement the Migrate Action. Profile and Service items implement Action choices as a
radio button option group. All other items implement Action choices in a drop-down list (as shown above) at the top
of the item's first property sheet tab.
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& DesktopStandard.ADM

The desktopstandard.adm file includes policy settings for configuring CSEs (computer policy) and restricting

administrator access to GPOE and RSoP snap-in extensions (user policy). This file in placed into the standard location
In order to utilize these policies, add the DesktopStandard.adm to a GPO using

by the main PolicyMaker installation.

Microsoft's "Administrative Templates" policy, for user and/or computer policy as desired.

Client Side Extension Policies

CSE policies control the behavior of each PolicyMaker CSE independently and for all use on a given computer. Note
that the default values for these policies match the behavior of the CSE if no policy is set. This is not the case with

many of the corresponding Microsoft CSE policies.

i Group Policy Object Editor

File  Action Help

e s BE B 2

Yiew

_E-j Py GPO [2K3000C, des. dom] Policy
- Computer Configuration
+-[_] Software Settings
-] windows Settings
—-[_] Administrative Templates
+ I:l Windows Components
—I-[_) Desktopstandard
- I:l Swskem
e | oroup Policy
(L7 Security Driver
(7] Software Deployment Manager
I:l Dragnet Reporting
+-[_7] System
+-[L7] Metwark
I:l Printers
+-|_7] Computer Settings
+ D hange Management:
+ I:l Computer Security
+-|_7] Server Settings
- @ Iser Configuration
¥
¥
¥
¥
¥

(L] Software Settings

(L7 windows Settings

(2 Administrative Templates
I:l User Settings

[:l User Security

Setting State |
@ PalicyMaker Applications Policy Processing Mk configured
£ PalicyMaker Application Security Policy Processing Enabled

@ PalicyMaker Data Sources Policy Processing
@ PolicyMaker Devices Policy Processing

@ PalicyMaker Drive Maps Policy Processing

@ PolicyMaker Environment Policy Processing

@ PalicyMaker Files Palicy Processing

@ PolicyMaker Folder Options Policy Processing
@ PalicyMaker Folders Palicy Processing

@ PolicyMaker Ini Files Policy Processing

@ PalicyMaker Inkernet Settings Policy Processing
@ PolicyMaker Licensing Policy Processing 1.0 ko 1.02)
@ PalicyMaker Licensing Policy Processing (1,143
@ PolicyMaker Local Users and Groups Policy Processing
@ PolicyMaker Mail Profiles Paolicy Processing

@ PalicyMaker Metwark Opkions Policy Processing
@ PolicyMaker Metwark, Shares Policy Processing
@ PalicyMaker Power Options Policy Processing
@ PolicyMaker Prinkers Policy Processing

@ PalicyMaker Regional Options Policy Processing
@ PolicyMaker Registry Policy Processing

@ PalicyMaker Scheduled Tasks Policy Processing
@ PolicyMaker Services Policy Processing

@ PalicyMaker Shortouts Paolicy Processing

@ PolicyMaker Software Update Processing

@ PalicyMaker Start Menu Policy Processing

Mk configured
Rok configured
Mk configured
Rok configured
Mk configured
Mok configured
Mk configured
Mok configured
Mk configured
Mok configured
Mk configured
Mok configured
Enabled
Mok configured
Enabled
Mk configured
Enabled
Mk configured
Rok configured
Mk configured
Rok configured
Mk configured
Enabled
Mk configured

'-_., Extended » Standard f

The first two (or three) checkboxes affect Winlogon processing of the CSE. The remaining items are implemented by
the particular CSE when it runs. These include the following options:



PolicyMaker, Drive Maps Policy Processing Properties @

Setting | Ex=plain
@ Folicybd aker Dirive Maps Policy Processing
{7 Mot Configured
{(#) Enabled
() Dizabled
[ ] &llow processing across a glow netwark, connection A
[] Process even if the Group Policy objects have not changed =
Background priarity | |dle bl |
Event logging | Errars Only hd |
Tracing |Elff v|
User race |[%SystemPiont2\System32\ GroupPolicy'Pol |
Computer trace |?;S_l,lstemF|DDtZ'\SystemSE'\Gru:uupF'-:uIiu:_l,l"-.F'DIi | -
Supported on: At least Microzoft Windows 2000
Frewvious Setting ] [ Mext Setting ]
[ (] ] [ Cancel ] [ Apply

e Background priority may be specified, so that you may elevate the processing priority of the CSE's thread.
e Event logging can be elevated to include warnings, or warnings and informational messsages.

e Tracing can be turned on.

e User, Computer, and Planning Mode alternate trace file paths may be specified.

e Max Trace File Size can be set.

Snap-in/RSoP Extension Policies

Snap-in policies exist in the user configuration portion of the desktopstandard.adm. These policies are simple
enable/disable settings that allow an administrator to restrict access to PolicyMaker snap-in extensions. A disabled
extension will not appear in the GPOE and cannot therefore be utilized by the user (i.e. lower-level administrator) to
whom the policy has been applied.



i Group Policy Object Editor

File Action \Wiew Help

& - & E)

E§ My GPO [2K300C, dts, dom] Policy Sekting |
= Computer Configuration @ PolicyMaker Applications (RS0OF)
+-(] Software Settings @ PolicyMaker Application Security (RS0F)
+ % '-.-'-.-'I:ilnu:_lu_ws Sn.attings | @ PolicyMaker Computer Control Panel (RS0F)
+ 3 2 mlnlitralgvtet.Temp ates @ PolicyMaker Computer Setkings (RSOP)
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& Browsers

PolicyMaker includes a common system of network and other object browsers. Browsers make data entry simpler and
more accurate for administrators. The types of browsers are listed below.

Active Directory Browsers
Native Active Directory browsers are used to browse all types of directory objects, as well as local computer objects.

Command Line Browser
Used to browse a list of running processes and sample command lines.

File Browser
Select any file, various masks may be applied. Can also create and/or delete files and/or folders from within this
browser.

[ selecting Network Paths
When selecting a path to an object for use in a configuration, the path to the object must be addressable by the
end-user (or SYSTEM) context. For this reason local paths are not generally advisable.

Folder Browser
This browser is based on the Shell Object Browser. Can also create folders from this browser.

[ selecting Network Paths
When selecting a path to an object for use in a configuration, the path to the object must be addressable by the
end-user (or SYSTEM) context. For this reason local paths are not generally advisable.

Icon Browser
Used to browse files and icons within a selected file.

Data Source Browser
Used to import ODBC data source names (DSNs), ODBC driver nhames, and connection attributes into a Data Source
policy setting.

Device Browser
Modeled after the Windows Device Manager and used to locate devices for a Device policy setting.

Printer Port Browser
Browse to any locally installed port monitor to select a LPR or TCP/IP printer port.

Progld Browser
Implemented in a drop-down on File Types policy.

Registry Browser/Wizard

The Registry Browser appears similar to Regedit and can browse any key or value on the local computer. The Registry
Wizard is similar to the Registry Browser, but supports multiple selection of keys and/or values. Selection of a key
does not automatically select child keys and values.

Service Browser
Select any system service from the local computer for use in Services policy.

Shell Object Browser

Select any shell object anywhere on the network. These objects are not addressed using standard path syntax,
however the "paths" to these objects are generally relative and can be therefore applied from one computer to
another.

VPN/DUN Browser



Used to copy information from an existing remote access connection into a policy.

Variable Selector
Select variables from a list of names and descriptions. Used to automatically insert variables into configuration data

in resolved or unresolved syntax. Content is controlled by an XML document installed with the snapin.
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& Common Tab

The "Common" tab is appended to the property sheet of all configuration items. This item controls features that are
common to all items.

My Shoricut Properties @E|
Shartcut | Comman

Qptions common to all items
(] &sbort the rest of this group if an emor occurs on this setting.,
[ ] RBun in logged-on uzer's security context (uzer policy option).
[ ] Remave thiz policy when it iz no longer applied.
[] Treat this setting az a preference [do not enforce).

[ ] Filker this zetting [within the scope of the GPO.

Dezcription

Thiz creates: a desktop shortcut to the corporate web zite.

] ] [ Cancel

Abort the rest of this group if an error occurs on this setting.

This option refers to any configuration or other error that may occur while processing this particular item, and does
not apply to policy system failures. If an error is unsuppressed, then processing of subsequent settings in the
particular extension, for the one affected GPO, will cease and a failure event will be recorded for the failed item. The
extension will restart processing on settings in subsequent GPOs. Note that in a hierarchy such as Mail Profiles policy,
a parent item will suppress any child errors.

The default for most item types is to not abort (error suppression on). In this case an error will be logged as an
informational event and processing will continue with the next item. If no errors occur, or if all errors are
suppressed, the extension will record an overall success event. If an error is not suppressed, the even log will record
it as an error. Mail Profiles policy service items do not suppress errors by default.

Run in logged-on user’s security context (user policy option).

This user policy option is disabled in computer configurations. All PolicyMaker user configuration items have the
option to utilize either the logged-on user security context, or the SYSTEM security context. Computer configurations
may run when no user is logged on and therefore have access only to the SYSTEM security context.

The default for most items is to run in the SYSTEM security context. However, Mail Profile policy runs in user security
context by default. Some items always set user security context when making a particular API call that may always
require user context, while other parts of that item will honor the specified context. This is the case with Shared
Printer policy, which always uses user context to map the printer share, but by default uses SYSTEM context to install
drivers. All context switching can be monitored in the trace output.

This setting may be useful when accessing the logged-on user’s network resources. In SYSTEM context the extension
has access to everything on the local computer, and can be given access to network resources by adding the target
computer to the resource ACL. In the logged-in user’s context, the extension will have permissions to only the local
and network resources to which the user has access.

¢ Important



This option is not transitive (does not affect the security context of child items).

Remove this policy when it is no longer applied.

This powerful setting, also known as "purge mode" requires a good deal of understanding.

If enabled, this item causes an individual policy to be removed every time it is processed . For some items that may
only be in foreground processing, but for background processing this may happen at each refresh interval.

PolicyMaker retains a history of each policy configured until the next processing occurs. Each policy in the history that
has this option set, and previously passed filtering, will be run in its own "delete mode" prior to processing the GPO's
current policy settings.

This option is disabled if the policy is performing a delete action, since the policy leaves nothing to remove.

This item is only available on items that constitute a single "policy setting”. Service items, for example, are part of
Mail Profile policy and do not constitute individual policy settings.

[{ Note

For most PolicyMaker items, the result item defines the policy setting. However more complex policies, such as
Mail Profiles, define the policy on an intermediate level. In Mail Profiles policy, the policy is determined solely
by the profile name on the profile item, and service items are merely part of that policy. Since only whole
policies may be removed using this option, it is disabled on items (such as service) that are not themselves
policies.

¥ Optimization

Placing settings into purge mode will cause more processing than if settings are not in purge mode. If you limit
the use of this mode, you can reduce the amount of processing that takes place. Regardless, every time a
change is made to an extension's settings for a given GPO, the previously applied purge mode settings from
that GPO for that extension will be deleted and the new ones applied.

The result of using this option is to cause any setting that is no longer applied, for any reason, to be removed.
This includes settings that are no longer set because of PolicyMaker options (filtered out, deleted, disabled or
"redlined™), but also to any GPO level action, such as GPO security restrictions, WMI filters, full/partial disabling,
de-linking, deletion or removal of the user/computer from the GPO’s scope of management (SOM).

£ Effect of Action Modes

Many policies implement action modes that may result in the policy not performing any actual configuration.
For example, Registry policy has the option to Create, Replace, Update, or Delete a registry key. Create,
Replace and Update all allow purge mode, because they are non-delete actions. In Create mode, if the target
key already exists, the key is not configured by PolicyMaker. Nonetheless, if this policy is in purge mode, the
key (and all of its sub-keys and values) will be deleted on the next refresh interval. The rule is that any policy
configured with a non-delete action mode will be removed by purge mode. Iltem types that do not have action
mode options (such as Applications) are considered to be configured with non-delete action modes.

Treat this setting as a preference (do not enforce).

This option configures a special filter, known as a "run once". At client side processing of the item, this option places
a unique value it into HKEY_LOCAL_MACHINE for a computer configuration item and in HKEY_CURRENT_USER for a
user configuration item in the following location:

\Software\DesktopStandard\PolicyMaker\Client\RunOnce\{unique id}

If the registry value is found the next time the item is evaluated, the item is skipped. This changes the setting into a
preference in that it will only be applied one time. In "purge mode" this setting is disabled, since removal of the policy
at each pass cancels the desired effect of the option. If this option is not specified, then the item will be configured
each time policy is refreshed. Note that this option is processed regardless of the results of the true filter settings for
a given item.

Filter this setting (within the scope of the GPO).

Select this option to enable the "Filter..." button. If the option is already selected, the item already has a filter.
Deselecting the option erases all of the items filters upon apply. Filters are edited using the filtering window, which is
presented when the "Filters..." button is clicked. Filters are applied to individual items before they are processed. See
filtering for more information on configuring individual and combined filters.

Description

This field is provided for you to document your individual settings. The contents of this field can be seen in the MMC
2.0 "Extended" view (left side of the result pane) when the item is selected, and is also visible in the MMC description
bar (which is off by default), and in both GPOE and RSoP settings reports.

PolicyMaker View Extension
All Common tab settings are presented in the MMC 2.0 view extension in the "Processing" and "Description" windows
for convenience. Note that changes to values are not reflected until an item is reselected.
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& Disabling Items

Any item may be disabled in order to remove it from client side processing without removing its configuration data
from the GPO. To disable any item, select the item in the GPOE and press the disable toggle button on the item's
toolbar. To reenable a disabled item, press the same toggle button again. If the button is red (click to disable) the
item is enabled, if the button is green (click to enable), the item is disabled. All disabled items are ignored by CSEs.

¥ Working Offline

An easy way to disable all settings in an extension is to disable the extension's root item (i.e. the "Printers" node).

This allows for changes to be made to any settings within that extension without causing any client side configuration

of those settings. When the configuration is complete, simply reenable the root extension. Note that if settings are in
, disabling them will cause them to be removed if they are still disabled when policy is next applied.

© Performance

If all settings in a particular extension are disabled in a given GPO, either for user or computer settings, the
corresponding CSE will still be run for that GPO in the user or computer context as appropriate. In order to prevent
CSE execution for a given extension, you must either disable the extension's root item, or delete all settings in that
extension. If no GPOs contain settings for a given CSE, it will not be run on the client computer.

If an extension has no children and is disabled, its settings file will be deleted from the GPO. Note that the next time
the GPO is opened, the extension icon will not be dimmed, since there is no settings file to store that state. This is the
expected behavior, as the extension is reset to the same state it would be in if the GPO was first created and there
were no changes to the extension. Removing the settings file removes it from SYSVOL replication.

[¥ Note
PolicyMaker HTML do not reflect disabled items, however XML settings reports show all items.
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& Event Log

Event Viewer Interpretation
The Event Viewer snapin will present messages from PolicyMaker CSEs. All PolicyMaker events are written the
Application log. The "Source" will be the name of the particular CSE (e.g. "DesktopStandard Drive Maps").

Microsoft Operations Manager (MOM)
See the PolicyMaker Management Pack (PMMP) topic for monitoring PolicyMaker events on critical computers using
MOM.
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& Microsoft Operations Manager (MOM) Management Pack

The PolicyMaker Management Pack (PMMP), for monitoring PolicyMaker events on critical computers, is installed to the
following location as part of the main product installation.

DesktopStandard\Management Packs\pmmp.akm

This can be used in conjunction with the Microsoft Group Policy Management Pack (GPMP) to monitor all relevant
Group Policy events.

PolicyMaker Registry Extension includes the MOM 2005 MOM Pack. Previous versions shipped with the MOM 2000 MOM
Pack. The MOM 2000 MOM Pack is available from DesktopStandard support.

See the Event Log topic for more information.
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& Writing a Plugin

PolicyMaker implements a robust and standards-based plugin system. The plugin architecture allows anyone to write
a fully-integrated graphical extension to PolicyMaker, giving that extension the ability to utilize and control the
capabilities of the PolicyMaker system - which also includes automatic support for ProfileMaker.

Built-1n Plugins

PolicyMaker supports extending two configuration item types using plugins. These are Applications and MAPI
Services. PolicyMaker application plugins are designed for more general use than service plugins, however they are
implemented in exactly the same manner. PolicyMaker ships with 9 application plugins and 15 service plugins. These
are grouped so that one DLL implements all application plugins (appext.dll) and one DLL implements all service
plugins (svcext.dll).

Microsoft Specifications

The plugin model is based entirely on the MMC property sheet extension model from Microsoft. Platform SDK
documentation includes sample code for extending an existing snap-in property sheet. Although writing a

robust MMC snap-in is a complex task, implementation of a single property sheet extension is relatively simple for an
experienced software developer. A snap-in extension is implemented as a single COM object and can be built and
shipped as a single self-registering DLL.

DesktopStandard Specifications

PolicyMaker plugins are based on the principle that the plugin vendor will supply a set of property pages that extend
the primary page, which is supplied by PolicyMaker. There is a common primary page used by all application plugins,
and a common primary page used by all service plugins. This page is always implemented as "tab zero" in the
property sheet. Note that PolicyMaker also implements the common tab on all property sheets, and this tab will
generally display as "tab 1".

Step 1
Write a property sheet extension according to Microsoft specifications.

Step 2
Extend the appropriate PolicyMaker node. Extending one of the two node GUIDs is a matter of following instructic
in the Microsoft Platform SDK documentation referenced above.

In order to extend PolicyMaker's application property sheet, a plugin must register its property sheet extension 1
extend the following node GUID: {C8535E2E-148D-494d-8E9A-71FC46649B5E}

In order to extend PolicyMaker's service property sheet, a plugin must register its property sheet extension to
extend the following node GUID: {E8FA1F11-2562-4fc1-ADD4-DBF9161B98FC}

& Note

Once a node is extended by a functional property page extension, all instances of that node will have the ne
property page(s) incorporated. Restricting the presentation of the extension pages to the appropriate conte
is the responsibility of each plugin. That process is outlined in the steps below.

Step 3
Obtain the IXMLDOMDocument* from the primary snapin's 1DataObject*. This process is described in genera
Microsoft Platform SDK documentation as well. The required parameterization follows:

#defi ne CCF_AUTOPROF_XM_.DOM L" CCF_AUTOPROF_XM.DOW'
| XMLDOVDocunent * pXm Dom = NULL;
CLI PFORVAT cf ApnXMLDOM = :: Regi st er C i pboar dFor mat W CCF_AUTOPROF_XM.DOM ) ;

FORVATETC formatetc

{ cf AbomXMLDOM NULL, DVASPECT CONTENT, -1, TYMED HGLOBAL };
STGVEDI UM st gnedi um = { TYMED HGLOBAL, NULL };

st gnmedi um hd@ obal = d obal Al |l oc( GVEM SHARE, sizeof( pXm Dom) );

HRESULT hr = | pl Dat albj ect - >Get Dat aHere( &f ormatetc, &stgnedium);

if ( SUCCEEDED( hr ) )



LPBYTE pbNewData =
reinterpret _cast<LPBYTE>( ::d obal Lock( stgmedi um hd@ obal ) );

if ( pbNewData == NULL )

{
hr = E_UNEXPECTED;
}
el se
{
. CopyMenory( &pXm Dom pbNewDat a, sizeof( pXml Dom) );
if ( !::d obal Unl ock( stgmedi um hd obal ) )
{
hr = HRESULT _FROM W N32( GCetlLastError() );
}
}
}
if ( stgnmedium hd obal !'= NULL )
{
if ( ::d obal Free( stgmedium hd obal ) !'= NULL )
{
hr = HRESULT_FROM W N32( GetlLastError() );
}
}

The call to IDataObject: :GetDataHere( &formatetc, &stgmedium ) returns a 32 bit interface pointer to an
IXMLDomDocument object. This object is the XML document for the item which launched the propery sheet withi
the PolicyMaker snap-in. If the item is being added to the snapin for the first time, this document will be assignec
to the item that is created upon first Apply/OK of the property sheet. This document is kept in scope for the life o
the property sheet (at a minimum). The interface is reference-counted as the result of the GetDataObject() query
and as such must be released when the property sheet extension is destroyed. Note that the life of a property sh
extension completely ends when the property sheet is closed. At that point it is released by the MMC (which initie
created it).

The XML document is the key to PolicyMaker integration. This document contains several key pieces of informatic

o the GUID of the item that was extended (root element's "clsid" attribute)

e the GUID registered by the plugin, see below (root element's "extid" attribute)
e all of the display information for the snap-in item (root element)

e all of the configuration information for the CSE ("Properties" element)

e all of the filter information for the CSE ("Filters" element)

e all of the parameterization (root element)

The plugin has the ability to modify, delete, and/or add to any of these parameters at will. Note however that the
document must follow PolicyMaker schema, which is not formally specified at this point. To ensure compliance wi
the schema, generate data using the PolicyMaker GUI for a built-in item, and then mimic this format within the
plugin.

[# Note

By properly configuring the XML document, a plugin can actually create new items below the object that it i
extending, and after a first apply, these items will expand within the snap-in extension. These items must
limited to items that are supported in that context.

& Important
The root element's "clsid" and "extid" attributes should not be changed or removed. This could lead to
unexpected behavior and is not supported.



Step 4

Implement support for PolicyMaker menu integration. This will cause the extension to appear in the list of
supported extensions in the context menu (for either application or service as appropriate). This also provides
PolicyMaker display information and the extension GUID which is provided back to the extension in the "extid" XV
attribute (see above). The following example lists the required registry settings for an application plugin and a
service plugin. All values are REG_SZ type. "(Default)" refers to the default (i.e. unnamed) value, and presents i
the snapin’s status bar as a menu item is highlighted.

Application Plugin
HKEY_LOCAL_MACHINE\SOFTWARE\DesktopStandard\Plugins\Applications\Outlook 2002
(Default) = Outlook 2002 Application Properties

Extld = {534C025C-CA82-4C32-A4B9-A3FC4A35D48F}

Snapin = {6A712058-33C6-4046-BCF9-0EA3A8808EDC}

Service Plugin
HKEY_LOCAL_MACHINE\SOFTWARE\DesktopStandard\Plugins\Services\Exchange Service
(Default) = Exchange Service Properties

Extld = {252E3DD2-6767-4FFC-9213-AC0O18EODAB72}

Snapin = {61B613EC-ACF7-45F5-8916-A366C9F255E1}

[ Note
PolicyMaker bundles all extensions of a type in the same DLL. This results in a common Snapin CLSID for
each extension by type. This complicates extension integration and is not a requirement, nor is it
recommended for inexperienced snapin developers.
€ Important
Do not use the GUIDs or CLSIDs listed above. These are registered to the "Outlook 2002" application
plugin and the "Exchange Service" plugin respectively. Generate a new CLSID for each extension snapin ar
a new GUID for each extension.

Step 5

Exclude plugin integration unless the XML document's root element includes the "extid" attribute of the extension

Simply don't add any property pages, and return S_FALSE if "extid" does not match the registered Extld for your
extension (see step 4). This prevents extension of incorrect item types.

/1 NOTE: 'pXml Dom is fromthe code exanple in step 3.

#define STRI NG _MATCH 0

const WCHAR g _szwExtld[] = L"{5F6A652F- 1FA2- 4A5C- BADB- 48D5D8095F47} " ;
bool bAddPage = fal se;

| XMLDOWNode* pAttExtld = NULL;

/1l get the "extid" attribute:
hr = pXm Dom >sel ect Si ngl eNode( L"/Application/ @xtid", &AttExtld );

if ( hr == S K)
{
BSTR bstrExtld;
hr = pAttExtld->get text( &bstrExtld );

i f ( SUCCEEDED( hr ) )

{
/'l use case insensitive conparison:
int nResult = wesicnp( bstrExtld, g szwkxtld );
if ( nResult == STRI NG MATCH )
{

/'l this is the correct extid, create property page:
bAddPage = true;



}

el se

{
/1 this is some other extid, skip property page creation:
bAddPage = fal se;

}
SysFreeString( bstrExtld );
}
pAtt Ext | d- >Rel ease() ;
}
el se
{
/1 "extid" attribute was not present:
hr = E_UNEXPECTED;
}
Step 6

Implement an apply handler on each page.

PolicyMaker intercepts the apply notification (PSN_APPLY) on tab zero. This is the only tab that is guaranteed to
have been visited. Unvisited tabs do not get an apply notification, however all visited tabs will get the notification

from the property sheet. This event should be ignored by the plugin's property pages.

Instead of handling the apply message, implement an apply handler that traps the OnQuerySiblings( OxFFOO, (

message, which PolicyMaker sends from tab zero. This message is passed by tab zero to each tab sequentially

during an apply event. Any tab can suspend the apply (due to data validation failure or otherwise) by returning a

non-zero value.

[ Note

The above process is necessary to ensure that a visited tab handles the apply notification and that each tab
has completed its apply before the XML document is released. Tab zero issues the apply event to its snap-i
item immediately after it completes the custom apply handler. The snap-in item at that point may destroy

document, and will do so in certain circumstances (i.e. new item creation).

& Important

Do not write to the XML document unless an apply has occurred. PolicyMaker will consider the document a:

unchanged unless it receives an apply event, and this event cannot be initiated by the plugin.
Step 7
Implement user interface. Read XML into controls in each property page's OnlnitDialog(). Update the XML
document in each page's apply handler.

[ Note

Any element that contains the attribute/value disabled="1" is ignored by Policy client-side processing and i

ProfileMaker is stripped from the deployed configuration.

Step 8

Implement help support (optional). Help is implemented using the integrated MMC HTML help system, according
Microsoft Platform SDK documentation. If properly implemented, the extension's help file should be merged into

main help file for the PolicyMaker snapin, just as are the DesktopStandard application and service extensions.

[}

&5 ProfileMaker Support

ProfileMaker and PolicyMaker share a common extensibility model. The plugins that ship with PolicyMaker also
support ProfileMaker, and as such install into a common folder. Any plugin written to specifications will support both
ProfileMaker and PolicyMaker. ProfileMaker is a product with similar capabilities as PolicyMaker, however it supports
Windows 9x and NT4 platforms in addition to Windows 2000+.

Licensing

PolicyMaker Standard Edition includes full support for DesktopStandard plugins. Any party may write a plugin to
specifications and utilize it within PolicyMaker Standard Edition without additional PolicyMaker licensing
considerations. Third party plugin licensing considerations are outside the scope of PolicyMaker licensing.
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& Policy Processing

Client Side Extension (CSE) processing order is calculated by the operating system, which initiates each CSE. During
each policy refresh interval, the operating system determines which CSEs should be launched based on several
criteria, including the following:

e Computer/user processing

e Settings changes/policy

e Slow link detection/policy

e Background/foreground/policy
e Registry policy success/failure
e Access restrictions

e Enabled/disabled

e WMI filters

e Enforcement

e Inheritance blocking

e Loopback processing

It should be clear from the list above that determining why a CSE is not being launched by Windows is often a
complex troubleshooting task. This process is the subject of much published information, and as such is not within
the scope of this document.

Processing Order
The CSEs that are to be launched are launched in the order listed below. This ordering is the same for user and for
computer policy, although these two modes operate entirely independently.




Pol i cyMaker Printers { FDO23FFE- C165- 40d5- A201- 439FC65ACBA5}

Pol i cyMaker Shortcuts { FD2D917B- 6519- 4BF7- 8403- 456C0C64312F}
Pol i cyMaker Mail Profiles { FD44098A- CA65- 4054- 8A70- EBAFAB263C70}
Pol i cyMaker Network Shares { FOEA65FA- 3D73- 472D- 99E5- 7E577FD0984B}
Pol i cyMaker Internet Settings { FEF373ED- 6CBE- 4294- 83EC- 008D502B394A}
Pol i cyMaker Start Menu { FF87F78A- E3A2- 4AAE- B049- 7E6BB1670D7B}
Pol i cyMaker Regi onal Options { FFAAOOBB- 0D9B- 401B- B71B- EF5ED1 DB8E6D}
Pol i cyMaker Power Options { FF064763- 70D2- 45BC- 8DEE- 7ACAF1BA7F89}

Processing is always Sequential
CSEs always process policy in order and one after the other, i.e. sequentially, for user or computer configuration.

[# Note
Given that these two types of configuration operate independently, it is also possible and not uncommon for
user and computer processing to occur simultaneously.

As a result policy can be "chained" in order to leverage the results of one in another. For example, a PolicyMaker
Drive Maps policy may set a drive map to the end-user’s home directory. This drive map can be referenced in
Microsoft’s Folder Redirection policy. Later the PolicyMaker Folders policy can create nested folders within the drive,
PolicyMaker Files policy can copy a file to the new folder, and PolicyMaker Mail Profiles policy can configure a Personal
Folders service to point to that file. Extensions are ordered to optimize the potential for policy chaining.

Foreground, Background and Asynchronous Processing

This is possibly the most misunderstood aspect of Group Policy processing. Asynchronous processing does not mean
that CSEs are processed out of order or processed concurrently, that GPOs are processed out of order, or that
"cached" GPOs are applied. These are never the case (with the exception that user and computer policy may process
simultaneously, as noted above). Processing is always ordered and sequential. Asynchronous processing is simply a
reference to the asynchronous foreground mode of policy processing. Policy is processed in two basic modes,
foreground and background. However, foreground mode is split into synchronous foreground and asynchronous
foreground. The mode in which the computer processes policy in the foreground is subject to several factors, but the
change in processing is relatively simple.

Asynchronous processing is nothing more than background refresh that starts during the logon or startup process.
The essential difference with asynchronous processing is that it does not hold up the logon or startup process, thereby
giving the end-user the impression that the process is faster. However, there are important things to consider when
allowing Group Policy to process in the foreground asynchronously.

1. The most important consideration is that settings that would otherwise be applied before the user has access to
their environment, are not applied until later. This may have negative security or end-user experience
implications.

2. Some individual policy settings will only take effect if set before the computer or user logon process completes.
For example, when the explorer loads it may look for the policy that sets the wallpaper, and load the default
wallpaper if the policy is not set. Of course it must do this or the wallpaper would be changing right before the
end-users' eyes. As a result, these policies have no effect if not run in synchronous foreground. As we will see,
this produces some unpredictable results.

3. Some policy types will only be effective when run in synchronous foreground. For example Microsoft's Disk
Quota CSE disallows background processing (which also prevents asynchronous foreground processing). One
might think that this would result in Disk Quota policy never being applied unless the computer had
asynchronous processing disabled, which would be the case if it were not for something call ForceRefreshFG,
which also produces some unpredictable results.

4. It's also important to note that while some CSEs are generally documented to only apply policy in one mode or
another, they may in fact be registered to run in both modes. For example, Microsoft's Software Installation
policy processes in all three modes, but performs different actions in synchronous foreground vs.
background/asynchronous foreground. While this policy type is not registered to require foreground processing,
the features that only run in foreground do require it. However, because the extension allows background and
asynchronous processing, the system is never forced into synchronous processing because of this policy type
alone. This too can lead to unpredictable results.

[ Tip
From the above four situations, it should be clear that it might be best to avoid asynchronous foreground
processing altogether.

What's in a Name?

The name asynchronous is meant to indicate that the logon process executes concurrently with Group Policy
processing, not that the Group Policy extensions process concurrently with each other. Interestingly, the name
foreground is a reference to the fact that during such processing the startup/logon splash window is presented and the
Group Policy extensions have the opportunity to write status messages to this window. The window is in the



"foreground"”. Some people have taken the fact that there is also a shutdown/logoff window, and that fact that there
are shutdown/logoff scripts, to mean that "foreground” is also a reference to shutdown/logoff. Although these
windows may actually state that Windows is processing policy, this is in fact not technically accurate. No Group Policy
processing occurs at shutdown or logoff (what would be the point?). Logoff and shutdown scripts are executed at this
time, however such scripts are not Group Policy. Microsoft's Scripts policy only configures the registry to run scripts,
but does not run them itself. This also explains why this extension runs in background refresh.

Forced into Foreground

A CSE that registers a requirement for foreground processing forces the entire computer into foreground processing,
on the next foreground event. On other words, if any one CSE is to be launched, but requires foreground processing,
Winlogon will not launch that CSE, and will set the value ForceRefreshFG=1 into that CSE's section of the registry. If
during the next startup/logon event, Winlogon sees this value for any CSE, it will initiate policy processing
synchronously and thereby be able to launch the extension that requires it. Interestingly, this setting applies to both
user and computer processing (as does the configuration option below). Therefore it is likely that user processing
would force the computer into synchronous logon and vice versa. This automatic mode switching leads to the
generally undesirable effect of some CSEs applying policy only after a second logon or startup, or even at every other
logon or startup.

As mentioned in the list above, some individual polices may be processed in background, but may not take effect
unless set before logon/startup. As a result these settings may never take effect if some other extension doesn't
coincidentally force the system into foreground mode.

Configuring Synchronous Processing

Windows 2000 and Windows 2003 Server computers process foreground policy synchronously by default. Windows XP
processes foreground policy asynchronously by default. In order to enable synchronous processing (at startup/logon)
on Windows XP, you must ensure that the following policy is enabled (and disabled/not configured on Windows
2000/2003):

Computer Configuration\Administrative Templates\System\Logon\
"Always wait for the network at computer startup and logon"

This setting ensures that policy completes before the startup/logon is completed. The change to the default setting on
Windows XP was designed to speed up startup and logon processing. However, when performing configurations that
must take effect before the end-user has access to their desktop, synchronous processing must be enabled.

Ordering of GPOs

When a CSE processes its policy, it always processes all GPOs that have settings applied. Winlogon gives each CSE a
list of GPOs that have policy settings that may apply to the user or computer, depending on the context (i.e. the
changed list). A list of GPOs that formerly had, but no longer have, policy settings is also provided (i.e. the deleted
list). Technically, it's up to each CSE to decide exactly what to do with these lists. However, standard processing
rules dictate that if the CSE is to execute any policy, it must execute all of its policies from each GPO in the order
provided to it by Winlogon. This preserves GPO enforcement and other processing issues related to precedence. If
only changed GPOs were ever processed independently, then merely changing one GPO would allow a low-level
administrator to override higher precedence policy.

Policy Caching

Group Policy objects (GPO) neither download nor cache to network computers. A GPO is a combination of all of the
settings in the Group Policy Template (GPT) and the Group Policy Container (GPC). The GPT is file system storage in
SYSVOL, and the GPC is Active Directory data. The GPC information is read by Winlogon as it launches CSEs, and the
GPT information is read by each individual CSE as necessary. However, given that often one CSE will run, and others
will not - even though all may have settings in a particular GPO - it should be obvious that downloading the entire GPO
to workstations would cause serious and unnecessary performance problems.

Since GPOs are never downloaded, they cannot be cached. This confusion around this subject is based on several
issues. The first issue is the fact that there are aspects of GPO processing that create cached data. For example,
Winlogon records a historical list of all GPOs that have been processed for all users, including all extensions that
processed policy. This list contains no information about individual policy settings. Therefore it could be said that the
GPO is cached, except for the fact that the implications are substantially different than GPO caching.

Some individual extensions also record historical data in order to perform policy removal. Microsoft's Folder
Redirection is an example of this. Without this information it would not be possible to remove settings that were
previously applied, since the removal often corresponds to an event such as the deletion of the entire GPO by an
administrator, and revertible actions taken by CSEs will vary by each computer and/or user.

Offline Behavior

When a computer disconnects from the network, and the domain is no longer accessible, policy is no longer
processed. GPOs are stored in domains and without access to those domains, policy cannot be processed. If the user
logs on with cached domain credentials, it's the same as if they had merely unplugged the computer while on the
domain - policy does not process. However, if the user switches to a local account, the computer/user account will
then be subject to Local GPO processing. When on the domain, Local GPO processes first (at the lowest priority).
When on a local computer account, Local GPO is the only GPO to process. If the computer is then accessible to a
different domain, policy from that new domain is now processed - again following the processing of the same Local
GPO.
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& Root Mapping

PolicyMaker supports mapping of a network share to a drive letter, on all operating systems. In some cases it may be
desirable to map a subfolder of a network share to a drive letter. This is often referred to as a "root map", owing to its
NetWare origins. Windows 2000+ clients connecting to Windows 2000+ servers natively support root mapping.

¥ common Use
Root Mapping is useful in creating home directory drive maps for each end-user. By default, Windows servers create

home directories as subfolders of a share, and do not share each directory. Root mapping the home directory
prevents the need to share each and every user's home directory, and it prevents the end-user from having to browse
a long list of user directories in order to locate their home directory on the network.

© 2005 DesktopStandard Corporation. All Rights Reserved.



& RSoP Reports

PolicyMaker includes built-in reporting on Resultant Set of Policy for both logging and planning modes. There are two
methods for generating a settings report for any PolicyMaker extension in the RSoP snap-in - XML and HTML.

XML

Each PolicyMaker RSoP item is based on XML data drawn from the RSoP query's result set. All PolicyMaker RSoP
extensions expose XML reporting via the MMC print option. Selecting the print toolbar button or context menu option
launches Internet Explorer with a copy of the item's XML data. This can then be printed or saved as desired. See the
topic XML Integration for more options relating to XML reporting.

HTML

The HTML RSoP report is generated by selecting any PolicyMaker extension within the RSoP snap-in. If the extension
item does not appear, then there is no data for that extension in the RSoP query's result set. Selecting the item
presents an HTML document in the MMC result pane for that item.

This document closely resembles the RSoP settings report from the GPMC. The document is generated by XSLT
transformation of the XML data behind the selected item. See Understanding RSoP Reports for more information.

i Resultant Set of Policy E|@|E|
[E'j] File  Action Wiew Favorites  indow  Help - |E‘ ﬂ
4= S =

Group Policy Results

hide all
Shortcuts hide:
%DesktopDir®o' Test Shortcut hide:
Comnion hide
Item Mame Result
e Success
Properties hide
Action Target Winning GPD
Feplace My Metwork Places Local Group Policy
Other GPOs show

Extended }\ Standard f

Understanding RSoP Reports

PolicyMaker RSoP reports are based on the data written to the WMI repository by the CSE corresponding to the
selected RSoP snap-in extension. The data is queried from WMI in XML format, and translated into a single dynamic
HTML document in the MMC result view.

If no RSoP data exists for a particular extension, then the RSoP extension will not be present in the RSoP snap-in. If
there is an error generating data for a particular extension, the icon of the computer or user configuration item will
reflect a warning state, and the property page for the same items will provide summary error information.

RSoP reports include the name of each policy, its particular properties, and data showing what values were set for the
policy each time it was applied, and the order in which these settings were applied. This ordering is known as policy
precedence. The policy listed first has the highest precedence and therefore was applied last, and is the policy that has
lasting effect.

[# Notes
Some policies may optionally set multiple settings, and if two instances of the same policy do not set all of the same



settings, some settings from a lower precedence policy may also take effect.

Some policies may be marked as preferences, and as such are not removed when the policy is no longer to be applied.
These settings may be in effect after the policy is no longer being applied, but at this point these settings are no
longer reported in RSoP.

Actions that may affect more than one setting, such as configuring/deleting "all profiles”, deleting "all printers",
deleting "all drive maps", and deleting "all files/folders™ may not give the full picture in RSoP. These options can
impact other individual settings but this will not be reflected as such in the precedence reporting.

Setting a "computer" value (such as an HKEY_LOCAL_MACHINE registry value) in user policy is allowed but is not
considered a best-practice. Since precedence, as reported in RSoP, is limited to the user or computer context, the
same actualy value set in both will not compete for precedence in the report. Note that this is not generally the case
with a "user" value set in a computer config. For example, a HKEY_CURRENT_USER registry value set in computer
policy will configure the Default User (HKEY_USERS/.Default), and therefore refelcts accurately.
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& Secu rity Contexts

What is a Security Context?

A user establishes a security context by presenting credentials for authentication (i.e. logon). If the credentials are
authenticated, the operating system produces an access token that identifies the group memberships and privileges
associated with the user's account. The operating system checks your access token whenever you try to access a
resource (i.e. a file, registry setting, network share, etc.). It compares the information in your access token to the
accounts and groups allowed or denied access by the object's security descriptor.

Security Contexts Used by Group Policy

Group Policy provides two security contexts that may be used when executing user policy, and one for computer
policy. SYSTEM is not an "administrator"”, however it does have the permissions of the "SYSTEM" group, which by
default is everything on a computer.

Security Contexts in PolicyMaker
By default, most PolicyMaker items run in SYSTEM context.

& Exceptions
The exceptions to the above rule are as follows:

1. A user policy item can be run in user security context by selecting the security context option on the
for the item.

O The common tab security context setting is not transitive. Security context changes are not passed
to child items.

O Filters are not affected by the common tab security context setting.

2. Components of certain user policy items do not function properly in the SYSTEM security context, and are
therefore always run in user context. These include:

filter.
filter (User Locale option).
filter (attempts SYSTEM context if user doesn't have permissions).
APIs.
mapping APIs.

O O O O O O

Default printer setting (for both and in user context).

Providing Network Access to the SYSTEM Context

SYSTEM does not have the network permissions of the logged-on user, although it can be given network access.
SYSTEM is essentially the computer's "user" account. With Windows 2000/XP/2003 computers that are members of an
Active Directory domain, you may add the computers into a security group. This security group may then be given
permissions to any network resource on an Active Directory computer. This will give all SYSTEM accounts for the client
machines that are members of the security group, access to the network resource.

Using Drive Maps in SYSTEM context
Drive maps are part of the end-user's user profile. When running in system context, PolicyMaker items will not "see"
paths that are provided as end-user drive maps. Use UNC paths instead.

[# Note
The filter makes an exception in this case and attempts to convert drive maps to UNC paths
automatically when running user policy.

© 2005 DesktopStandard Corporation. All Rights Reserved.



& Settings Reports

PolicyMaker includes built-in reporting on settings within a configuration. There are two methods for generating a
settings report, XML and HTML.

XML

Each PolicyMaker item, in both the GPOE and RSoP snap-ins, is based on XML data. All items expose XML reporting
via the MMC print option. Selecting the print toolbar button or context menu option launches Internet Explorer with a
copy of the item's XML data. This can then be printed or saved as desired. See the topic XML Integration for more
options relating to XML reporting.

HTML

The HTML settings report is generated by clicking the pencil toolbar button or "Settings Report" context menu option
on any configuration item. This action will launch Internet Explorer and display the formatted document, reporting on
all settings at or below the selected item. This document is generated by XSLT transformation of the XML data behind
the selected item and its children. The document is designed for printing, with page breaks after each item.
Common tab descriptions appear in the header of each item. This allows you to document each individual item as
you see fit.
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:L"l]" Uninstallation

Uninstallation

Both polmkr.msi and polmkrcl.msi may be removed using control panel "Add or Remove Programs". Removal of client
side extensions does not remove the WMI namespace expansion or associated RSoP data. Removal of snap-in
extensions does not impact data that may have been saved to any GPOs, including the Local GPO.

¢ Important

Note that the snap-in extension install also installs the CSEs on that computer, and as such will remove the
CSEs upon uninstallation. To remove the snap-in extensions and leave the CSEs, install the polmkrcl.msi and
then uninstall the snap-in extensions.
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& User Interface Conventions

Configuring Policies
Configuring PolicyMaker policy settings is nearly identical to Microsoft policy settings. The main difference is the set of
standardized options that are common to each policy. These are listed below.

Adding New Items
Policy items are added to an extension using the MMC's "New" context/action menu option. The "+" toolbar button
serves as a way to easily select the first item in the "New" menu.

Disabling Items and Extensions
Disable/enable is a PolicyMaker toolbar toggle button option that is available for extensions and all child items. This
option is described in greater detail in the topic.

XML Reports
An XML report can be generated from any item by selecting the "Print" option from the MMC toolbar or context menus.

Settings Reports
An HTML report can be generated from any item by selecting the pencil button from the PolicyMaker toolbar. This
option is described in greater detail in the topic.

View Extensions

MMC 2.0 includes result view extensions that provide details on a selected item. All PolicyMaker items and
desktopstandard.adm template settings support view extension data. The description value that can be entered on
the is presented in the view extension by default.

Refresh
Reloads from XML file settings within the GPO and refreshes all presentation values. This allows an administrator to
refresh the presentation if changes were made by another administrator to the same configuration data.

[ Note
PolicyMaker does not currently implement the reload from file feature.

Property Underlining

Red properties are "disabled" and green properties are "enabled". A disabled property will not be applied during the
configuration process. Generally properties are enabled by default unless they require a specific value that, if missing,
might cause the application to have problems.

Enable all
Enable

In order to change the underlined state of a property, select the desired property with the mouse (or by tabbing to
it) and press F6 to enable or F7 to disable. With any property on a page selected, F5 may be used to enable all
properties on the page, and F8 may be used to disable all properties on a page.

Some controls, such as Internet Explorer lists, utilize red/green diamonds for the same purpose as underlining
described above. This difference is entirely cosmetic. Red underlines are dashed in order to create greater contrast.
For more information see KB article

Drag and Drop/Cut and Move/Copy and Paste

PolicyMaker includes robust clipboard functionality, including import/export using XML as a native format. Items can
be dragged to/from the desktop or other applications.

Additionally, all child items of a root extension can be cut/copied/pasted to any acceptable location. This differs from
XML transfer in that items transfer as objects and can be moved and duplicated easily. In MMC 2.0 this includes
transfer between two different instances of the MMC, whereas with MMC 1.2 this is only supported in a ingle instance
of the MMC.

¥ Tip
You can move or copy settings between GPOs using this feature, and XML transfer makes settings easy.



ProfileMaker includes the same capabilities. Settings can be transferred between ProfileMaker and
PolicyMaker, making migration from (or coexistence with) a legacy network a simple task.

Move Up/Down

Move up/move down are a pair of PolicyMaker toolbar button options that are available for all children of extension
items. This includes scope items, such as the registry collection, and all result items. The processing order executed
by the CSE is not always important, however when there is a concern for ordering, this feature allows you to change
the processing order easily in the user interface. Scope items reflect their processing order in the hierarchy (top-to-
bottom). Result item processing order can be seen in the order column.
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& Variables

PolicyMaker supports Windows environment variables and generates a number of additional process environment
variables. Any variable may be used in a configuration parameter value, such as a profile name or path to a PST file.
Each help document states whether variables are supported in a specific field.

¥ Tip By using PolicyMaker's and/or filter, you can define variables at client
run-time, and have these control behavior using the filter or as values in a policy setting.

About Environment Variables

The Windows "environment" is a list of variables saved as name/value pairs. To see the current list of variables, type
"SET" at the command prompt. Each process, including the desktop (explorer.exe) has a list of variables unique to
the process. When one process launches another, normally a copy of the environment of the launching process is
passed to the launched process.

Where does the environment come from?

Environment variables are generated in several ways. The operating system process loads variables from the from the
registry at computer startup (system variables), for users as they log on (user variables), and in certain cases from
the "volatile" environment (volatile variables). These are located in the following locations respectively:

e HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment
o HKEY_CURRENT_USER\Environment
e HKEY_CURRENT_USER\Volatile Environment

Variables are also generated from dynamic data by the user's explorer.exe process (i.e. %UserName%o and
%LogonServer%). Any process may generate additional variables and add them to its own environment. The
PolicyMaker CSEs set a number of variables for your use in policy settings. The values for several of these are written
to the

Process and Volatile Variables

Variables set directly into the environment of a process that are not saved to the system or user variable registry
keys, are called process variables. These variables go "out of scope" as the process terminates. In other words, they
cease to exist. Some applications use the volatile environment registry key to pass process variables from one
application to another.

PolicyMaker Process Variables

PolicyMaker CSEs implement the process variables listed below. All of the variables are supported on all client
platforms. In order to test the value of a given variable, place the variable into the contents of a

filter. When the CSE displays the message box it will contain the run-time value. Unless these variables also happen
to be Windows persistent environment variables, they only have definition when used in PolicyMaker settings.

[ Note
Variables are not text case sensitive.

e %ComputerName% - The NetBIOS name of the computer.

® %DomainName% - The domain name or workgroup of the computer.

e 9%logonServer% - The domain controller that authenticated the current user.
e %DateTime% - The current time (UTC).

o %DateTimeEx% - The current time (UTC) with milliseconds.

e 9%localTime% - The current local time.

e %localTimeEx% - The current local time with milliseconds.

e 9%O0sVersion% - The operating system: Windows 2000 | Windows XP | Windows 2003 | Unknown.
® %MacAddress% - The first detected MAC address on the computer.

o 9%TraceFile% - The path/name of the trace file.

e 9%lastError% - The last error code encountered during configuration.

e 9%lastErrorText% - The last error code text description.

e 9%logonUser% - The user name of the current user.

e 9%logonUserSid% - The SID of the logon user.

e 9%logonDomain% - The domain of the current user.

® 9%ldapUserSid% - The SID of the logon user in LDAP escaped binary format.



e 9%l dapComputerSid% - The SID of the computer in LDAP escaped binary format.

® %BinaryComputerSid% - The SID of the computer in hexadecimal format.

o %BinaryUserSid% - The SID of the logon user in hexadecimal format.

e %ReversedComputerSid% - The SID of the computer in reversed byte order hexadecimal format.

e 9%ReversedUserSid% - The SID of the logon user in reversed byte order hexadecimal format.

e 9%ExchangeUser% - The Windows user name of the owner of the last configured Exchange mailbox.
e 9%kExchangeUserSid% - The SID of the owner of the last configured Exchange mailbox.

e 9%ExchangeDomain% - The domain membership the owner of the last configured Exchange mailbox.

e 9%kExchangelLdapSid% - The SID of the owner of the last configured Exchange mailbox in LDAP escaped binary
format.

* 9%kExchangeDisplayName% - The display name of the most recently configured Exchange mailbox (not including
standard or migration modes).

e %ProfileName% - The name of the last Outlook profile configured.

e %TimeStamp% - The time stamp of the configurations being executed.

e %ResultCode% - The client's exit code.

o %ResultText% - The client's exit code text description.

e %ProfileName% - The name of the most recently configured MAPI profile.
e %MapiDir% - The Outlook MAPI folder which contains the MAPISVC.INF.

e %TempDir% - The current user's temp directory as determined by Windows API.
e %WindowsDir% - The Windows directory.

o 9%SystemDir% - The Windows system directory.

e 9%SystemDrive% - The name of the drive from which the operation system is running.
e %ProgramFilesDir% - The Windows Program Files directory.

e 9%OutlookExePath% - The full path to outlook.exe if installed.

e %AppDataDir% - The current user's application data directory.

e 9%DesktopDir% - The current user's desktop directory.

e 9%StartMenuDir% - The current user's start menu directory.

e %ProgramsDir% - The current user's programs directory.

e 9%StartUpDir% - The current user's startup directory.

® 9%/FavoritesDir% - The current user's Explorer favorites directory.

e 9%SendToDir% - The current user's send to directory.

e 9%RecentDocumentsDir% - The current user's recent documents directory.
e %NetPlacesDir% - The current user's my network places directory.

e %CommonAppdataDir% - The 'all users' application data directory.

e %CommonDesktopDir% - The 'all users' desktop directory.

e %CommonStartMenuDir% - The 'all users' start menu directory.

e %CommonProgramsDir% - The 'all users' programs directory.

e %CommonStartUpDir% - The 'all users' startup directory.

e %CommonFavoritesDir% - The 'all users' Explorer favorites directory.

o 9%CurrentProcessld% - The numeric identity of the main client thread.

e %CurrentThreadld% - The numeric identity of the main client process.

* 9%PolicyMakerVersion% - The version of the running PolicyMaker CSE.

Variable Selector
The variable selector is a special browser designed for selecting known variables from a descriptive list.



Select a Yariable

Seleck a System Defined Variable

Yariable Mame Description "
MacAddress The MAC address used Far licensi
Mapilir The Outlook MAPT Folder which cc
MaskerServer The name of the ProfileMaker m:
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CutlookExePath The Full path ko outlook. exe if ins
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< >

Resolve Yariable

The selector can be launched from any text edit control that meets the following criteria:

e Not disabled
e Not read-only
e Not restricted to a numeric value

To launch the selector, place the cursor in an edit control and hit the F3 function key . When a variable is selected,
the variable will be inserted in the location of the cursor. When the client runs, this variable will be resolved to its
then-current value.

¥ Variable Non-Resolution

To prevent this resolution, uncheck the "Resolve Variable" option in the selector. This will place "<>" characters
between the "%%" variable delimiters and the variable name (i.e. "%<ProgramFiles>%"). These will be removed by
the PolicyMaker client, and the variable will remain unresolved.

% customizing the Selector

The selector variable names and descriptions are generated from an XML document . By altering this document, you
can add, remove, and/or change names and descriptions at will. Note that changes to this docment have no affect on
the availbility, or lack thereof, of variables during client execution.
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& WMl Namespace

In order to support RSoP, each Client Side Extensions (CSE) must write data to a local computer's Windows
Management Instrumentation (WMI) repository. This data is made available to the administrator via the RSoP planning
and logging mode interfaces. WMI data is collected from a computer using the RSoP snap-in wizard. Each Group Policy
extension is accompanied by an RSoP snap-in extension to display its data.

PolicyMaker provides client side functionality and RSoP snap-in extensions to support both logging and planning mode.
In order to write RSoP data to WMI, the WMI namespace of a computer is extended when a PolicyMaker CSE is
installed. Note that PolicyMaker does not extend the Active Directory schema.

The following table describes the namespace extension implemented by PolicyMaker. Each PolicyMaker CSE adds a
single WMI class to the RSOP_PolmkrProSetting namespace, and all classes are based on the single class
RSOP_PolmkrSetting (bold below), which is in turn based on Microsoft's RSOP_PolicySetting.

class RSOP_PolmkrSetting : RSOP_PolicySetting
{

string polmkrBaseGpoDisplayName;

string polmkrBaseCseGuid;

string polmkrBaseGpeGuid;

string polmkrBaseHash;

string polmkrBaseKeyValues[];

string polmkrBaselnstanceXml;
¥
class RSOP_PolmkrProSetting : RSOP_PolmkrSetting
{
b
class RSOP_PolmkrliniFileSetting : RSOP_PolmkrProSetting
{
string id;
uint32 precedence;

¥
class RSOP_PolmkrRegistrySetting : RSOP_PolmkrProSetting

{
string id;
uint32 precedence;

¥

class RSOP_PolmkrDriveSetting : RSOP_PolmkrProSetting
{

string id;

uint32 precedence;

¥
class RSOP_PolmkrPrinterSetting : RSOP_PolmkrProSetting

string id;
uint32 precedence;

b

class RSOP_PolmkrShortcutSetting : RSOP_PolmkrProSetting
{

string id;

uint32 precedence;

¥
class RSOP_PolmkrinternetSetting : RSOP_PolmkrProSetting

string id;
uint32 precedence;

¥
class RSOP_PolmkrProfileSetting : RSOP_PolmkrProSetting
{
string id;
uint32 precedence;
¥
class RSOP_PolmkrFileSetting : RSOP_PolmkrProSetting
{

string id;

uint32 precedence;

¥
class RSOP_PolmkrFolderSetting : RSOP_PolmkrProSetting

{
string id;



uint32 precedence;
b3
class RSOP_PolmkrApplicationSetting : RSOP_PolmkrProSetting
{

string id;

uint32 precedence;

¥

class RSOP_PolmkrEnvironmentSetting : RSOP_PolmkrProSetting
{

string id;

uint32 precedence;

¥
class RSOP_PolmkrDeviceSetting : RSOP_PolmkrProSetting

string id;
uint32 precedence;

¥

class RSOP_PolmkrRegionalSetting : RSOP_PolmkrProSetting
{

string id;

uint32 precedence;

b
class RSOP_PolmkrFolderOptionSetting : RSOP_PolmkrProSetting

string id;
uint32 precedence;

¥
class RSOP_PolmkrStartSetting : RSOP_PolmkrProSetting
{
string id;
uint32 precedence;
g
class RSOP_PolmkrNetworkSetting : RSOP_PolmkrProSetting
{

string id;

uint32 precedence;

¥
class RSOP_PolmkrPowerSetting : RSOP_PolmkrProSetting
{
string id;
uint32 precedence;
¥
class RSOP_PolmkrLocalGroupSetting : RSOP_PolmkrProSetting
{

string id;

uint32 precedence;

¥

class RSOP_PolmkrDataSourceSetting : RSOP_PolmkrProSetting
{

string id;

uint32 precedence;

};
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& XML Integration

PolicyMaker includes extensive support for XML and opportunities to integrate and extend capabilities using XML. XML
is the primary data format for PolicyMaker persistence and data transfer. Each PolicyMaker snap-in item, supports
XML display of its settings . Each of these items obtains all of its persisted settings from an XML document.

In addition to XML display, PolicyMaker configuration items support XML drag and drop, as well as copy and paste.
Any configuration item may be copied into a Unicode, text, XML, or other file, or any number of other clipboard
receptacles, including the Windows Explorer and desktop, Notepad, Microsoft Word, Microsoft Excel, and many other.
These documents may also be copied back into the appropriate PolicyMaker extension, dynamically populating any
number of items from raw XML. This makes it a very easy task to archive, transfer, backup, restore, and report on
configuration settings.

¥ Tip

Office 2003 XML integration makes this XML integration an even more valuable prospect for administrators. XML
configuration data can be seamlessly transferred between PolicyMaker and Microsoft Word, Access, and/or Excel

2003. Office dicuments can easily be directed at live configuration data in order to produce always up-to-date settings
reports.

The following XML files are part of this system.

Files Related to Licensing:

{GPO ID}\PolicyMaker\license.xml
%AllUsersProfile%o\Application Data\DesktopStandard\PolicyMaker\license.xml
%AllUsersProfile%\Application Data\DesktopStandard\PolicyMaker\request.xml

Configuration Settings:

{GPO ID}\User\PolicyMaker\<extension>\<extension>.xml
{GPO ID}\Machine\PolicyMaker\<extension>\<extension>.xml

Note that by default PolicyMaker Professional 1.x extensions utilize the following legacy paths, even in later
PolicyMaker Standard Edition versions. However, if the extension subfolder above is manually created, that location
will be used instead.

{GPO ID}\User\PolicyMaker\<extension=>.xml
{GPO ID}\Machine\PolicyMaker\<extension=>.xml

Values used by the variable selector are generated from an XML file in the following location:

Variable Selector:

%AllUsersProfile%\Application Data\DesktopStandard\PolicyMaker\variables.xml
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& Applications

Group Policy extension for configuration of

Application items are generated from the list of application installed on the same computer as the PolicyMaker
snap-in extensions. The following application plugins are installed with PolicyMaker by default:

e Office 2003
e Office XP

e Office 2000
e Office 97

e Office 95

e Outlook 2003
e Outlook 2002
e Outlook 2000
e Outlook 97

Application items offer several distinct benefits over individual registry and other settings:

e Application items look similar to the actual application that they are designed to support. This makes it very
easy to find and understand each desired property.

e Application settings are applied as a group. This provides a high level of organization, especially when applying
different application settings to different users.

e Application items implement application "discovery" - thus preventing the configuration items from being
implemented on the target platform unless the applicable version of the application is installed.

e Application items implement property underlining, which allows properties to be selectively enabled or disabled
while keeping the settings visible for context.
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& Application

Configuring Application Properties

To configure the application’s properties, select the new item's "properties"” from the toolbar, menu bar or context
menu. This will present a dialog that closely resembles the selected application's user interface. This extension uses
property underlining to control which settings you want applied.

Qutlook 2002 Properties E] @
Attachments Other Layout First Run Pathsz Eutra
Application Preferences k ail Setup Mail Farmat Speling

Meszage format
Chooge a format for outgoing mail and change advanced settings.

%% Compose in this meszage format; - Plair text W
[] Uze Microzaft Word ta edit e-mail meszages

[]Uze Microzaft Word ta read Rich Text e-mail meszages
[ ] Force plaintext e-mail viewing [requires S ervice Pack 1]

[ Internet Farmat... ] [1ntemati-:unall:lptil:uns...

Stationery and fonts

IJze stationery to change your default font and style, change
colorg, and add backgrounds to vour meszages.

IJge stationeny by default:

Signature

Autamatically include your signature or attach an electronic
business card [vCard] to outgoing messages.

Signature for new meszages:

Signature for replies and forwards: |

] ] [ Cancel

[# outlook Properties

Note that Outlook application properties are not tied to Outlook MAPI profiles since PolicyMaker application properties
are global to all MAPI profiles. However there is a PolicyMaker "Outlook MAPI" service for each version of Outlook.
This service contains supported Outlook properties that are contained within a MAPI profile. If a property is grayed in
one interface, it may be supported in the other. If it is grayed in both locations, it is not supported by PolicyMaker.
This distinction is entirely the result of Outlook implementation by Microsoft. For more information see KB article
10168.

€ Unsaved Properties

When an application item is added to a configuration, no properties are actually set into the configuration. Only after
a tab has been visited and applied will enabled properties be made part of a configuration. All previously visited tabs
are applied when you click OK or Apply on any single tab. For more information see KB article 10168.

T Filter

Any filter applied to any item can prevent that item from executing under specified conditions. Unless a filter is
applied to an application item, the item will configure each time the it is run. This has the practical effect of
"enforcing" the item configuration, especially if run regularly such as at logon. To apply application properties one
time only, use a the "RunOnce" Filter.

[# Hidden Filters
Application items implement hidden filters. These filters are identical to those that can be creted using the filters
view. However, these filters contain the "hidden" XML attribute, which prevents them from appearing in the filters



view. Trace output will show these filters, and their source can be viewed by inspecting the application item's raw
XML.

© 2005 DesktopStandard Corporation. All Rights Reserved.



Data Sources

Group Policy extension for configuration of Data Sources.
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Data Source

"Data Source" is a configuration item that is used to configure an ODBC system or user data source.

ProfileMaker Properties

Data Source | R

=
fuckion; | Replace W |
L

@ ser Daka Source
() gywskem Data Source

Data Source Mame (DSk: | ProfileMaker | [ ]
Drriver: | Microsoft Access Driver (%, mdb) | [ ]
Descripkion: | Profilefaker Data Source |
Iser Mame: | jamnith |
Password: | TIIIY |
Confirm Passward: | I |
Attribukes
Marne Yalue

()4 ] [ Zancel ] [ Apply ] [ Help

Action:
One of the standard PolicyMaker action modes. Matching is performed by a combination of Data Source Name (DSN)
and the User vs. System Data Source property.

e Create - creates the data source, if it does not already exist.

e Replace - delete the data source and then create it.

e Update - if the data source does not exist, it will be created. Specified properties are then set.
e Delete - deletes the data source if it exists.

User Data Source:
A User data source is one that is only visible to the user for whom it is created.

System Data Source:
A System data source is visible to all users on the machine, including system services.

Data Source Name (DSN):
Required setting. The name of the data source, also known as a DSN. The browse button launches the Data Source
Browser, which populates all attributes from an existing DSN. Variables may be used in this setting.

Driver:

Required setting. The ODBC driver used by this data source to connect to a database. Although this field is required,
it is not used in targeting the data source. This field is currently requried for the delete action. The browse button
launches the Data Source Browser, which in this context populates only the selected Driver. Variables may be




used in this setting.

Description:
An optional description for the data source. may be used in this setting.

Password:
An optional password that is used by the data source to connect to the database.

& Password Security

The password is encrypted before being saved into the configuration XML. The password is decrypted by the
Data Sources client side extension so that it may be applied to the data source configuration. It is important to
note that it is technically possible, although difficult, to recover the password from the settings file.

Attributes:

Data source attributes define all aspects of the data source configuration. In update mode, attributes may be added
or overwritten if the data source already exists. Attributes cannot be deleted from an existing data source without
replacing the data source. may be used in any of these settings.

¥ Tip
The best method for setting up a data source is to use the Data Source browser to select an existing data source,
which will in turn populate all of the attributes of that data source.

*F Filter

Apply a to this item to prevent it from executing for specified computers or other conditions.
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Devices

Group Policy extension for enabling and disabling hardware Devices.
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Device

"Device" is a configuration item used to enable or disable a class or subtype of hardware device.

LJSB Root Hub Properties

General | T

action: |Dn:| nok use this device (disable) w |
Device class: | Universal Serial Bus controllers | [ ]
Device bype: | 136 Root Hub |

()4 ] [ Zancel

This policy can be used to implement restrictions against the availability of USB devices, optical, floppy and other
types of removable drives, parallel and serial ports, sounds devices and more. If a class of device is selected, all
devices of that class will be disabled. If a device type is selected, all devices of that class subtype will be disabled.

Action:
One of the standard PolicyMaker action modes. Matching is performed by device class.

e Use this device (enable) - enables the device type or device class as specified.
e Do not use this device (disable) - disables the device type or device class as specified.

Device class:

Required setting. This setting allows you to choose from a list of device classes. The browse button launches the
Device Browser .

Device type:
An optional device type (sub-class). This field is filled in automatically by the device browser when a type is selected.

[# Notes

This policy works in the same manner for user and computer policy, since devices are global to the computer. User
policy is recommended when there are per-user differences in the desired application of the device restrictions.

Note that some devices which appear in the device manager cannot be disabled. While disabling takes effect
immediately, the Windows Device Manger may not show the "red x" on the device immediately. The device property



sheet will show the current device status however.

Because this policy is primarily used for disabling devices, the common tab option to "Remove this policy when it is
no longer applied" is only available when the policy is set to disable the device and the removal of the policy re-
enables the device.

& Warning
Use caution when disabling devices as you may effectively render a computer unusable.

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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= Drive Maps

Group Policy extension for configuration of Mapped Drives.
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= Mapped Drive

"Mapped Drive" is a configuration item that is used to set up drive mappings to network shares for individual
users. This policy is only processed in Group Policy's foreground processing mode.

R: Properties

General | Cammon

Action: | Replace 3 |

Location: | YWyServerhFinance | [ ]

Recornect [|  Label as |Finar‘u:ia|Data |

Cirive Letter

(7 Use first available, stating a3 Use: == v

Connect as [optional)

Izer name: | |

Fazzword: | |
Hide/Show this drive Hide/Show all drives

(*) Ma change (*) Ma change

(1 Hide this drive () Hide all drives

() Show thiz drive ) Show all drives

I 1]4 ][ Cancel ]

Action:

One of the standard PolicyMaker action modes. Matching is performed by Drive Letter. When using the "Use first
available, starting at" option, matching is performed by Location.

e Create - creates the drive map, if it does not already exist. The Hide/Show status and Label is then set.

e Replace - deletes the drive map, if found. The drive map is then created and the Hide/Show status and Label
is set.

e Update - creates the drive map, if not found. The Hide/Show status and Label is then set.
e Delete - deletes the drive map(s) if found.

Location:

Required setting in Create or Replace modes. The fully qualified UNC path of the network share that will be mapped
to the specified drive letter. Hidden shares can be mapped using standard Windows terminology (e.g. "\\ server\c$ "
to map the hidden root share of the "c :" drive on "\\server"). Folders within shares can also be mapped (e.g. "\\
server\share\folder ™). The browse button launches the Share Browser, which supports subfolder

browsing. Variables may be used in this setting.

[# Note

In update mode this path may be left empty, however if the drive letter does not already exist, an error will
occur attempting to crate the drive map. An empty path in update mode is intended to allow the administrator
to update the Hide/Show status of a physical drive letter, or all drives, without the need to map a drive. In
delete mode this setting is disabled.




Reconnect :

Forces Windows to map this drive at every logon for this end-user, even if PolicyMaker does not run. In delete
mode, or with an empty Location (in update mode) this setting is disabled. This option is useful if the Drives
CSE is set to not "Process even if the Group Policy objects have not changed" (see ), or
if it is desired to have maps automatically reconnect even if the user is logging on with cached domain
credentials (in which case Group Policy does not run). If this option is set, it is not possible to use this drive
letter in subsequent CSEs, such as folder redirection.

Label as :
Windows 2000+ only. Sets the label of the specified/configured drive letter.

Drive Letter:

Not in Delete Mode

e Use first available, starting at:

O Maps the first unused drive letter to the Location, in alphabetical order, starting at the specified
letter (inclusive).

O If this option encounters an existing drive mapped to the same share path as specified in Location,
it will match that drive. This allows the option to be used to map the first available drive letter but
to prevent repeatedly remapping the same path to multiple drive letters.

e Use: (or Existing:)

O Maps the specified drive letter to the Location.
O Label changes to "Existing" when in update mode with an empty Location.

Delete Mode Only

e Delete all, starting at:

O Deletes all drive letters for this end-user, starting at the specified letter (inclusive).

e Delete:

O Deletes the specified drive letter.

[# Note
"Delete all" skips physical drives without error. However, an error will occur if a drive letter is specified to be
replaced or deleted, and that drive letter is a physical drive.

Connect as (optional):
If the logged-on user does not have at least read access to the share, you can provide credentials using this setting.
Windows caches these credentials until the user logs off.

User name:
A user name of a user with at least read permissions to the Location. This setting is disabled in delete mode.
may be used in this setting.

Password:
The password for the user account associated with "user name". Note that this value is not encrypted in the
configuaration data file. This setting is disabled in delete mode. may be used in this setting, even

though the text is hidden.

[# Note

This will cause Windows to prompt the end-user for credentials to connect to the drive as the end-user logs on,
if: the end-user does not have permissions to the share, the drive map is persistent (i.e. "Reconnect at logon "
is set), and PolicyMaker is not remapping the drive.

Hide/Show this drive:



Hides (or unhides) the specified drive letter from within the Windows Explorer. This supports both mapped and
physical drives.

Hide/Show all drives:
Hides all (or unhides all) drive letters from within the Windows Explorer. This supports both mapped and physical
drives.

¥ Hint

By selecting "Hide all drives" and "Show this drive" you cause the specified drive letter to be the only visible
drive. Conversely, by selecting "Show all drives™ and "Hide this drive" you ensure that the specified drive letter
is the only hidden drive.

[# Note

By default, this item will have access to all objects with the SYSTEM Access Control Entry (ACE). This item will always
use the end-user's security context to locate and map/delete drive(s), and will only have access to network shares
accessible to that user. To change this item to run with end-user permissions (in a user configuration), change the
security context on the . Since mapping is always done in the user's context, this only affects the ability
to set drive hide/show policy.

¥ Hide/Show

Hide/Show options utilize a system policy to hide or unhide a drive letter. This is a single policy for all drive letters.
Any change to this policy will affect the presentation of drive letters. It is not recommended to use Administrative
Templates policy to set this policy if you are setting it using PolicyMaker. Within PolicyMaker the last drive map item
to execute will control this policy. Also note that when hiding or unhiding a single drive letter using PolicyMaker, the
hidden status of other drive letters will not be impacted.

7 Filter
Apply a to this item to prevent it from executing for specified users, computers or other conditions.
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Environment Variables

Group Policy extension for configuration of Environment Variables.
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Environment Variable

"Environment Variable" is used to set persistent user or system environment variables. The current environment is
immediately refreshed.

MyCustomVariable Properties

E rvironment W ariable | TR

Action; | Create W |

() User Variable

(%) System Variable
M arne: |M_I,IEu3tu:um"-.-"ariaI:|le | ar [ ]PATH
Walue: | Z<ProgramFiles: ZhMyProduct |

Dretails

Create will add the wariable to the zpecified erviranment. IF it
already exiztz, the value will not be changed.

] ] [ Cancel

Action:

One of the standard PolicyMaker action modes. Matching is performed by variable name.

When targeting the %PATH% variable, matching is by name (i.e. PATH) and if "Partial" is specified the partial value is
matched within the existing PATH value. A partial PATH match is case insensitive.

e Create - creates the variable only if it does not exist.

e Replace - replaces the variable if found, otherwise creates it.
e Update - same as Replace.

e Delete - deletes the variable if found.

User Variable:
User variables are persisted in the HKEY_CURRENT_USER registry hive and affect each user independently. If this

option is selected for a computer policy, the variable will be set for the "Default User" and will not have an immediate
effect in the operating system.

System Variable:
System variables are persisted in the HKEY_LOCAL_MACHINE registry hive and affect all users of the computer.

PATH:

This option is available only with System Variable selected. This is functionally the same as entering "PATH" into the
name field, however it will also immediately enable the "Partial” option.



Partial:
This option specifies that the Action should affect a single PATH segment, not the entire PATH value. This
allows you to make modifications to an existing PATH string.

[ variables in PATH

The PATH environment variable normally contains unresolved system environment variables (such as
"%windir%"). syntax can be used in PATH segments to prevent environment
variables from being pre-resolved by PolicyMaker. PolicyMaker will match PATH segments in both their resolved
and unresolved form and automatically replace segments that contain resolved environment variables with the
unresolved equivalent. For example, "C:\Windows\MyFolder" will be replaced with "%windir%\MyFolder" if the
Value field contains "%<windir=%\MyFolder".

Name:
Required setting. The name of the environment variable. Names are not case sensitive, but will be persisted as
provided.

Value:

The desired value of the specified environment variable. For a partial PATH this can include only one token. Since the

PATH is delimited by the semicolon (";") character, this means that the semicolon should not be included in this value.
may be used in this setting.

[ variable Expansion
If the Value contains an unresolved environment variable, it will be stored as REG_EXPAND_SZ instead of the
default, which is REG_SZ. See the topic for information.

Details:
A dynamic description of the intended results of the setting.

7 Filter
Apply a to this item to prevent it from executing for specified users, computers or other conditions.
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= | -
#+ Files

Group Policy extension for management of individual Files.
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= | -
@4+ File

"File" is a configuration item that is used to copy or delete files.

My File Properties

General | Cammon

@? Action; | Update W |

Source file(z): | ZLogonS erverziMetlogoniD esktop Fileshmya . [ ]
Drestination file: EZF‘ngramFileﬂé"«My Applicationsmyapp.ico [ ]

[ ] Suppress erarz an individual file actions
Altnbutes
[]Read-only

[ ] Hidden
Archive

Ok ] [ Cancel

This policy supports single and multiple file transfer and delete operations. When one or more wildcard characters (*
or ?) are placed into the Source path, the 'Destination file' path transitions to 'Destination folder'. For a single file
transfer, a source file name that differs from a destination file name is acceptable. For multiple file (wlidcard)
transfers, each destination file name matches the source file name.

Action:

One of the standard PolicyMaker action modes. Matching is performed on a per-file basis by comparing Source file
with Destination file.

e Create - copies each file, and sets specified attributes, skipping files that already exist.

e Replace - same as Create except that each file is deleted first if it exists.

e Update - if a file does not exist, it will be created. File attributes will be set on each of the target file(s).
e Delete - delete each file if it exists. Folders are never deleted.

Source file(s):

Required setting (except in delete mode). The fully qualified UNC path of the file to be copied, from the perspective
of PolicyMaker client side extension on the desktop. The path should not be quoted. The wildcards * and ? are
accepted and if specified cause the Destination field to be interpreted as a folder. This parameter is disabled in Delete
mode. The browse button launches the File Browser . Variables may be used in this setting.

Destination file/folder:

Required setting. The fully qualified UNC path of the location to copy the file, from the perspective of PolicyMaker
client side extension on the desktop. Parent folders will be created as necessary. The path must not be quoted. The



file name must be included, and does not have to match the Source file name. If the option to 'remove
this policy when it is no longer applied’ is set, the destination file will be deleted. This does not apply to a multiple file
operation, in which case no files will be deleted. The browse button launches the (or the

if wildcards are specified in the path). may be used in this setting.

Delete file(s):
Required setting (delete mode only). The wildcards * and ? are accepted. Folders, subfolders and files in subfolders
are not affected. To configure folders use

Suppress errors if target not deletable

This affects only errors that result from an attempt to copy a file in replace mode, delete a file, or set attributes on a
file, not other types of processing errors. This option is distinct from the default policy error suppression which can be
overridden on the . Create and Update modes disable this option.

& Important

It's important to note that the error in could have resulted from any number of circumstances, such as target
file in use, access denied, or the source file not found. Using this setting allows a large number of files to be
transferred even if one or more fail - however the would be the only way to detect such failures if this
option is used.

Attributes:

Standard file system attributes to set on a file after it is Created, Replaced, or Updated. Many incremental backup
systems utilize the archive attribute to determine that a file system object has been created or changed, and to back
up this object on the next increment. For this reason the PolicyMaker default is set to set the archive attribute on any
modified folder. Unchecked settings cause the attribute to be removed from the target file. Delete mode disables
these options.

[# Notes

By default this item will have access to all objects with the SYSTEM Access Control Entry (ACE). To change this item
to run with end-user permissions (in user policy), change the security context on the

This item will reset the "Read Only" attribute of any target file in order to accomplish the specified task although the
attribute may be specified.

? Filter

Apply a to this item to prevent it from executing for specified users, computers or other conditions.
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& Folder Options

Group Policy extension for configuration of Folder Options, File Types, and Open With.
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& Folder Options

"Folder Options" controls various Explorer settings that pertain to an individual end-user.

Folder Options Properties

Advanced | TR

Advanced settings:

I Files and Folders
Automatically search For netvork Folders and prinkers
Display File size information in Folder tips
Display simple Folder wiew in Explorer's Folders lisk
[ ] Display the contents of system Folders
Display the Full path in the address bar
[ ] Display the Full path in the title bar
[] Da nat cache thumbnails
[==) Hidden Files and Folders
{® Do nat show hidden files and Folders
{7 Shaw hidden files and Folders
Hide extensions For known Ffile tvpes
Hide protected operating system files (Recommended)
[] Launch Folder windows in a separate process
|-) Managing pairs of Web pages and Folders
() Show and manage the pair as a single file
() Show both parts and manage them individually

P

[>

W

[ Restore Defaults ]

T (e | o

This extension uses property underlining to control which options are applied. For an explanation of each particular
setting, see the control panel Folder Options applet.

? Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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) Open With

"Open With" is a configuration item that is used to configure user-specific program associations with file extensions.

New Open With Properties

I:'IZIE'-'I'I W'ith | Camrmon

@ Action: | Update e |

Eile Extension:

wProgramFiles s \WInZp\WINZIPZ exe | [ |

Associated Program:

[ ]5et as default

()4 ] [ Zancel ] [ Apply ] [ Help

This policy allows you to manage file associations for users without modifying the registered extensions for the whole
computer. Open With associations take precedence over File Type associations, but only for the user(s) to whom
they are applied.

The Folder Options control panel applet shows a combination of Open With settings and File Types settings on the
single File Types property page (see below):



Folder Options

General | “iew | Filz Types | Offline Files

Registered file types:

Extenzions  File Types
fEmXSL  ®SL Stylesheet
XS LT =ML Transformation
BxsT  Office DataFile
|]%5%  %S¥ File
Z.ff-.F' Software Installation Settings
ZIP File

[

4

e Delete

Dretails for ZIP' extension

Openz with: :;ﬂ Wingip Executable

Y'ou have customized filez with extension ZIF. To restore these
files to their default twpe [Comprezsed [zipped)] Folder], click

Restore.

The presence of the "Restore" button on this tab indicates that the File Type association has been overridden by an
Open With association. It is possible to set more than one Open With association per file extension. If more than one

is set, the default Open With is used to open a document with the extension by default. The list of associations may
be accessed from the Explorer's Open With context menu item (see below):



Open with WinZip
Prink

Search...

Explore

Extract All...
Open \With 4 2] Compressed (zipped) Folders

TextPad E@ WinZip Executable
Send To & Tnternet Explorer

ik hoose Program. ..

Copy

reate Shorkcut
Delete
Fename

Properties

Action:
One of the standard PolicyMaker action modes. Matching is performed by file extension within the user profile.

e Create - creates the file association, if it does not already exist.

e Replace - delete the file association and then create it.

e Update - if the association does not exist, it will be created. If it exists, settings will be updated.
e Delete - delete the file association if it exists.

File Extension:
Required setting. Specifies the extension to associate with the Associated Program. Variables may be used in this
setting.

Associated Program:

Required setting (except in delete mode). This setting allows you to associate a program, either by manually entering
a path or by browsing the computer. The browse button launches the File Browser. Variables may be used in this
setting.

Set as default:
Set the specified Associated Program as the default to open the File Extension.

[ Note
The Explorer's Open With context submenu is presented only if there is more than one Open With association.

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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File Types

"File Types" is a configuration item that is used to configure computer-global program (progid/class) associations with
file extensions.

avi Properties

File Types | Common

i

Ackion: |L|p|:|ate w |

File extension: avi

Associabed class: |Winu:|-:uws Media dudio/Video file v |

Configure actions

Icon File path: "eProgramFilessswindows Media F'|a';.-'Ef'l,'.-‘-.| [

Ackions:
2Open Mew. ..
&Play =

[ ] Confirm open after download Set Default

[ always show extension
[ ] Browse in same window

o] oo

Action:
One of the standard PolicyMaker action modes. Matching is performed by computer file extension registration.

e Create - creates the class association, if it does not already exist.

e Replace - delete the class association and then create it.

e Update - if the association does not exist, it will be created. If it exists, actions will be updated.
o Delete - delete the file association if it exists. This does no delete the class registration itself.

File extension:
Required setting. Specifies the extension to associate with the Associated Program. Variables may be used in this
setting.

Associated class:

Required setting (except in delete mode). This setting allows you to associate a registered program, by selecting it
from the drop-down Progld Browser . The selected class must be previously registered on target computers in order
for configuration to succeeded. VVariables may be used in this setting.

Configure actions:

These are advanced settings that should only be modified with a good understanding of their effect. The behavior of
these settings is based on the behavior of the similar interface in the control panel's Folder Options applet on the File
Types property page - under the "Advanced" button (see below):



Folder Options

| Generall Yiew | Filz Tvpes | Offline Files|

Registered file types:

Extenzionz | File Types b

ﬂ Al "Winamp media file
haunl.  AudioCD

kA §fidmm Tl

Edit File Type

Yideo Clip [ _hange [con...

Ackions:

open Mew. ..
Play

Edit...
Remove

Sk Default

] Confirm open after download
[] Always show extension

Browse in same window

ey

(04 l Cancel

[{ Action updates

Each Action configured will replace in full any action of the same name that was previously registered under the
Associated class. Apart from overwriting an Action, this policy does not support removal of Actions, or other items in
the Configure actions section.

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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¥ Folders

Group Policy extension for management of individual Folders.
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¥ Folder

"Folder" is a configuration item that is used to create and/or delete Explorer folders/contents.

My Folder Properties

General | Cammon
ﬁé Actiar; |Ereate vi

Path: |L|:HZLngnnLlseriﬁ'\FDIdersHEDmpany Folder |[ ]

Attributes
[ ] Read-only
[ ] Hidden
Archive

QK. ] [ Cancel ] [ Apply ] [ Help

Action:
One of the standard PolicyMaker action modes. Matching is performed by folder Path.

e Create - creates the folder, with specified attributes, if it does not already exist.

e Replace - same as Delete except the folder will subsequently be created, with the specified attributes.
e Update - if the folder does not exist, it will be created. Folder attributes will be set.

e Delete - delete the folder and/or its contents, if it exists, with options to recurse.

Path:

Required setting. The fully qualified UNC path of the target folder, from the perspective of PolicyMaker client side
extension on the desktop. The path should not be quoted or contain a trailing slash. The browse button launches the
Folder Browser . Variables may be used in this setting.

Attributes:

Standard file system attributes to set on a folder after it is Created, Replaced, or Updated. Many incremental backup
systems utilize the archive attribute to determine that a file system object has been created or changed, and to back
up this object on the next increment. For this reason the PolicyMaker default is set to set the archive attribute on any
modified folder. Delete mode removes these options.

Delete/Replace Options:
The last five options on the Folder property sheet are enabled only in Delete and Replace modes. The following
example demonstrates clearing the "temp" directory.



My Folder, Properties

General | Coammon

Path:

ﬁé Action; | Delete W |

Etmpi |[ ]

Attributes

[ ] Delete thiz folder [if emptied)

Recursively delete all subfolders [if emptied)
Delete all filez in the folders)

Allove deletion of read-only filesfolders

|gnore errarg for filesfolders that cannot be deleted

[ k. H Cancel ][ Apply H Help

e Delete this folder (if emptied)

Delete this folder will be made after all other delete processing has completed.
The folder delete cannot succeed if the folder is not empty.

To prevent an error on this delete attempt (i.e. if the folder was not emptied), set the "Ignore errors..."
option.

e Recursively delete all subfolders (if emptied)

@)

Recurse to lowest child folder(s) and delete all of their parent folders up to (but not including) the
specified folder.

Folder deletions cannot succeed if the folders are not empty.

To prevent an error on these delete attempts (i.e. if the folder was not emptied), set the "lIgnore errors..."
option.

e Delete all files in the folder(s)

@)

Delete all files in the specified folder (and subfolders if "Recursively delete..." option is set).

e Allow deletion of read-only files/folders

O
O
@)

Attempt to delete files that have the read-only attribute set, by first resetting the attribute.
Ignore errors for files/folders that cannot be deleted

If a file is "in process", permissions to the file are denied, or if for some other reason the files is
undeletable , PolicyMaker will normally return the error code. However, with this option set, PolicyMaker
will continue processing and not return an error.

This option may be useful when clearing the "temp" directory (as shown in the example above).




[# Notes

By default this item will have access to all objects with the SYSTEM Access Control Entry (ACE). To change this item
to run with end-user permissions (in user policy), change the security context on the .

In order to create a specified folder, PolicyMaker will create all parent folders. If the parent folders already exist, they
will be ignored. No changes are ever made to parent folders, nor are they ever created in an attempt to delete a child
folder. To modify a parent folder (such as "U:\% LogonUser%o\Folders " in the example above), create a separate
item to specifically target that folder.

& Important

Deleting or replacing a folder recursively with file delete can be extremely damaging if the wrong folder value is
provided or if the behavior of this feature is not understood. When a folder is deleted (or replaced) recursively with
files, all of its children, including all subfolders (and their subfolders etc.) as well as all of the files in all such folders,
will be deleted.

? Filter

Apply a to this item to prevent it from executing for specified users, computers or other conditions.
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¥ Ini Files

Group Policy extension for configuration of Ini Files.
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Ini File

"Ini File" is a configuration item that is used to change ini file values.

My Ini Properties

General | EDI’I’II’I’IDI"I'
% Action; ! Update w I
File: Path | %M apiDirz\mapisve. int 1
Section \MSPST M5 |
Froperty | Providers |
Value | Disabled by ProfileM aker .
k. ] [ Cancel ] [ Apply ] [ Help

The following example shows a typical ini file (in this case with the file extension ".inf"). A "section" refers to all
values below the header contained in square brackets, up to the end of the file or the next section header. In the
example, "[Services]" and "[Default Services]" are section headers. A "property" is named by the value on the left of
an equal sign ("="). In the example "MSEMS" is a property name. A "value" refers the data on the right side of the
equal sign, attached to a property.

B MAPISVC.INF - Notepad =13
File Edit Format Wiew Help

|[[services]

MSEMS=Microsoft Exchange serwver

MSPST AB=Personal Address Book

MSFST MS=fPerszonal Folders File (.pst)
COMNTAE=OUt Took address Book

EMABLT=Microsoft LDAP Directory
INTERSTOR=INternet Folders
0l0agP=Exchange address Book

[Cefault serwices]
MSEMz=Microsoft Exchange sServer
MSPST AB=Personal aAddress Book




Action:

One of the standard PolicyMaker . Matching is performed by Section name if no Property is specified,
otherwise matching is performed by Property name. An empty property value in an actual ini file is interpreted in
the same manner as a property that does not exist.

e Create

O File Path only - not allowed.
O Section only - not allowed.

O Property - creates the Property/Value pair in the Section, if the Property does not already exist. If the
Property exists, the item is skipped.

Replace

O File Path only - not allowed.
O Section only - not allowed.

O Property - deletes the Property/Value from the Section, if the Property exists. The Property/Value pair are
then created in the Section.

Update

O File Path only - not allowed.
O Section only - not allowed.
O Property - same as Replace.

Delete

O File Path only - deletes the File, if it exists.
O Section only - deletes the Section and all of its values, if it exists.
O Property - deletes the Property/Value pair from the Section, if the Property exists.

File Path:
Required setting. The fully qualified UNC path of the target ini file, from the perspective of PolicyMaker client side
extension on the desktop. The path should not be quoted. The file is only created if necessary to create a property.

Parent folders will be created as necessary as well. The browse button launches the , which enters the
selected file path into this setting. may be used in this setting.

Section:

The name of the target section in the specified file, not including the brackets. The section is only created if necessary
to create a property. If this setting is empty, the item will target a file only. may be used in this setting.
Property:

The name of the desired property. If this is not specified, the item will target a file or section as appropriate.
may be used in this setting.

Value:

The value of a property. If this is empty, and a property name is specified, the item will configure the property with

an empty value. Values may be quoted as necessary. Typically quotes are removed from values as they are read by

an application or the operating system. All values are manipulated as text. This setting is disabled in delete mode.
may be used in this setting.

[# Notes

By default this item will have access to all objects with the SYSTEM Access Control Entry (ACE). To change this item
to run with end-user permissions (in user policy), change the security context on the .

This item will reset the "Read Only" attribute of any file that it needs to alter.

? Filter

Apply a to this item to prevent it from executing for specified users, computers or other conditions.
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@ Internet Settings

Group Policy extension for configuration of Internet Settings.
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@ Internet Settings

"Internet Settings" policy is used for customization of user-configurable Internet Settings. This policy is similar to
Application policy, especially in its use of property underlining. This policy is not version-specific, but can be
made so using a filter if desired.

Internet Settings Properties

Connections Programs Advanced Comman
General | Privacy Security Content
Wwieh Pages
% Hoee: | [ Blank, ]
Search; | _________________________________________ |
Swpport: |
Defaultz

Dovenload Directony: [:]

Tempaorary |ntemet files

Pages you view on the Internet are stored in a zpecial folder

for quick viewing later.
Delete Files. . Settings..
Hiztamny

The history folder contains links to pages you've vizited, for
@ quick access to recently viewed pages.

Days to keep pages in histary, |20 Clear Histom

Colors. .. Faontz... Languages...
- R

[# Note
Green and red diamonds are used on list views in place of underlining.

7 Filter
Apply a filter to this item to prevent it from executing for specified users, computers or other conditions.
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i Licensing

For more details on licensing issues, see the following topics:

Licensing

Local License
GPO License
License Request

pPwnNPE
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ﬁf% Local License

The Local License tab of the licensing property sheet allows you to import a license key file (i.e. license.xml) to the
local computer (if it is valid and you hit OK/Apply after importing it). This tab also shows the status of the local
license key. The local license key is automatically deployed into any non-Local GPO when any PolicyMaker setting is
edited in that GPO from that computer. This deployment can also be accomplished using the Deploy button on the
GPO License tab.

License Import, View & Request

Local License |GF‘0 License | License Request

License Details

Product: PalicyMaker Standard Edition
Contack:

License Type: | Mo Local License |

irganization: | |

Comrments: There is currently no local PolicyMaker license
installed Faor this product,  PolicyfMaker does not

”
require a local license buk does require a license

Expiration:

Yersion: |

Registered Domains | Organizational Units

Domain | Organizational Unik sers Computers

|

Import...

Present a file browse dialog which allows you to select and import a license key file. This file is generally emailed to
you after purchasing a registered key or after requesting an evaluation key.

[# see also
GPO License and License Request.
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ﬁf% GPO License

The GPO License tab of the licensing property sheet allows you view the status of the license key in the selected
GPO.

License Import, View & Request

Local License | GPO License |License Request

License Details

Product: PolicyMaker Standard Edition

Contack:

License Type: | Demonstration |

irganization: | |

Comrments: PolicyMaker alwaws runs in Demonstration mode
for Local GPOs, & license For Local GPO use s
nok required,

Expiration:

Yersion: |

Registered Domains | Organizational Units

Domain | Organizational Unik Users Computers

(0] 4 ] [ Zancel apply

License Type:
A Local GPO will always reflect "Demonstration”. A non-Local GPO with no license key will reflect "Unlicensed" and
non-promotional Client Side Extensions (CSEs) for the unlicensed product will not process policy for that GPO.

& Deploying a License

To deploy the local license key to a non-Local GPO, select Deploy. The Deploy button is hidden if there is no valid
local license. Alteratively, If you edit policy for this product in this GPO, the license will be automatically deployed to
the GPO. Finally, you may manually copy the license.xml to the following folder within any non-Local GPO:

{GPO ID}\PolicyMaker\license.xml

¥ Tip

One administrator may deploy the license file to any and all non-Local GPOs and then other administrators may then
edit these GPOs without needing the license file locally, and without receiving a warning. This prevents the need to
widely distribute the license file.

[{ see also
Local License and License Request.
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i License Request

The License Request tab of the licensing property sheet allows you to create and export a license request file (i.e.
request.xml), and view the status of that key. The request will be saved (if you hit OK/Apply after changing it) to the
local computer for future use, although it has no effect on software product functions.

License Import, View & Request

Local License || GPO License | License Request

License Details

Product: PalicyMaker Standard Edition
Zontack:
License Type: |Regi5tered b |

rganization: | |

Comments:

Reqistered Domains | Organizational Uniks

Domain | Organizational Unik Users Computers

[ Add. .. H Femove ][F‘ru:uperties... ” Up ” Dowin ]

Co Jl o] o

Export...

Present a file browse dialog which allows you to save the current license request as a file. This file is typically emailed
to a DesktopStandard account representative or authorized reseller, as part of a request for a registered or evaluation
key.

Add.../Properties:
Select this option to specify the domain(s) and/or organizational units under which you desire to apply GPOs
containing PolicyMaker settings. Any number of domain/ou items may be listed.

Select Domain or, Organizational Unit

Location: | DC=traderohns, DC=com [ Browse... ]

Camputers: 3700

OF. H Cancel ]

Location:
The fully-qualified Active Directory path to the desired domain or organizational unit.



& Important
It is not recommended to license organizational units within the same hierarchy, as this will result in
unnecessary licensing cost and processing overhead.

[{ sites
The location must be a domain or organizational unit. Site-linked GPOs are licensed to domain(s).

Browse...:
Launch a browser to help you select the Location.

Users:

The number of non-disabled users in the specified location (including all child organizational units ). This must be
equal to (or greater than) the number of non-disabled users in this location at the time when PolicyMaker CSEs
execute. If this number is exceeded, the PolicyMaker CSEs will enter the license grace period and at the end of this
period will cease performing user configurations.

€ Loopback Policy

Loopback policy is a Group Policy CSE processing mode which causes user configuration settings within a
GPO(s) to be applied as the result of a computer (not the user) being within the GPO's scope of management
(SOM). License quantity for user policy applied in loopback mode is checked against the number of users in the
licensed OU to which the logged-on user belongs.

Computers:

The number of non-disabled computers in the specified location (including all child organizational units ). This must be
equal to (or greater than) the number of non-disabled computers in this location at the time when PolicyMaker CSEs
execute. If this number is exceeded, the PolicyMaker CSEs will enter the license grace period and at the end of this
period will cease performing computer configurations.

[{ see also
Local License and GPO License .
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# Local Users and Groups

Group Policy extension for configuration of Local Users and Local Groups.
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# Local Group

"Local Group" is a configuration item that is used to configure local security groups.

Administrators Properties

Local Group | TR

S &ickion: |L||:||:|E|tE: W |

Graup MNarme: | Administrators | [ ]
Description: | Administrators of SComputertlames |
() add the current user [ ]Delete all member users
() Remove the current user [ ] Delete all member groups

() Do pot configure For the current user

Members

Marne: &ction SID

[
|

5] e

This policy allows you to managed standardized local groups in several ways. You can create restricted groups by
replacing either the group or all of its members (in Update mode) each time the policy is processed. You can also add
specific users to groups in order to grant such user accounts certain access. Additionally, in user policy, you can add
or remove the logged-on user to/from specific groups - such as the administrators group. The only configurable
parameters of a group are its membership and its description, both of which can be modified in Update mode.
Members may be added to and/or removed from a group.

Action:
One of the standard PolicyMaker action modes. Matching is performed by group text name.

e Create - creates the group, if it does not already exist. Updates are not applied to a pre-existing group.

e Replace - same as Create except the group is deleted first if it exists. This results in a SID change for the
group.

e Update - if the group does not exist, it will be created. Specified actions are then perfomed on the group.

e Delete - delete the group if it exists.

Group Name:
Required setting. The name of the group. The browse button launches the Group Browser. Variables may be used
in this setting.

Description:
An optional description to be applied to the group. Variables may be used in this setting.



Add the current user:
User policy only. Adds to the group the user for whom the policy is being applied. Note that the user is already
logged on and as such will not obtain the effect of group membership until the following logon.

Remove the current user:
User policy only. Removes from the group the user for whom the policy is being applied. Note that the user is already
logged on and as such will effectively retain membership in the group until the following logon.

Do not configure for the current user:
User policy only. Does not perform an action with respect to the user for whom the policy is being applied.

Delete all member users:
Removes all user members from the group. This is processed before any member additions are attempted.

Delete all member groups:
Removes all group members from the group. This is processed before any member additions are attempted.

Members:

Add/remove user/computer members to/from the group. Members are specified by SID if the is
used. Otherwise members are specified by their text name and are resolved at run-time. Members may be specified
using standard conventions. For example, the following formats are valid:

MyGroup
MyDomain\MyUsername
MyComputer\MyGroup
BUILTIN\Administrators
NAdministrator

A member specified with no prefix will be resolved at run-time using standard resolution logic (by first searching the
local host and then the network domain accounts for a match). To specify a local user (member of the builtin
domain), use the ".\" notation.

[{ Note
For an add operation, if a user/group is not resolvable a client-side error occurs. For a remove operation, no
such error occurs if the member is unresolvable.

¥ Tip
When set to "Remove this policy when it is no longer applied" on the , this policy provides the option to
remove the entire group or only the members last added to the group.

*F Filter

Apply a to this item to prevent it from executing for specified computers or other conditions.
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Q Local User

"Local User" is a configuration item that is used to configure local computer user accounts.

Administrator Properties

Local User | TR

S &ickion: |L||:||:|E|tE: W |

Iser name: | Administrator | [ ]
Eull name: | |
Description: | |
Password: | I |
Confirm Password: | sessssssnane |

[ ]User cannot change password
Password never expires
[ ] account is disabled

()4 ] [ Zancel ] [ Apply ] [ Help

This policy allows you to managed standardized local user accounts in several ways. You may use this policy to
change the password for an existing user account, such as the Administrator account, on multiple computers. You
may also use this to create new local accounts, such as for use with a Windows service, custom application, or off-
domain end-user logon. User accounts can also be automatically added to new or existing groups using Local Group
policy. All of the settings of this policy may be applied to an existing user account in Update mode.

Action:
One of the standard PolicyMaker action modes. Matching is by user name.

e Create - creates the user, if it does not already exist. Updates are not applied to a pre-existing account.

e Replace - same as Create except the user is deleted first if it exists. This results in a SID change for the user
account.

e Update - if the user does not exist, it will be created. Settings are then applied to the user account.
e Delete - delete the user if it exists.

User Name:
Required setting. The text name of the local user account. The browse button launches the User
Browser. Variables may be used in this setting.

Full Name:
An optional display name to be set for the user. Variables may be used in this setting.

Description:



An optional description to be set for the user. may be used in this setting.

Password:

When the policy creates or replaces an account, this will be the new password for the account and is required to match
password policy on the computer. On a Windows 2003 domain the default is a 4 character minimum.

If updating an existing account, this field may be left empty to indicate no change to the existing password. If

a password is specified in an update scenario, the password will be applied to the existing account.

¥ Tip
The password must comply with the computer's password policy, or an error will be generated by the client

when configuration is attempted. User accounts cannot be created without supplying a password that conforms
to the password policy.

& Password Security

The password is encrypted before being saved into the configuration XML. The password is decrypted by the
Local Users and Groups client side extension so that it may be applied to configuring the user. It is important to
note that it is technically possible, although difficult, to recover the password from the settings file.

Additional attributes:
The remaining attributes are applied to the configured account.

? Filter

Apply a to this item to prevent it from executing for specified computers or other conditions.
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@ Mail Profiles

Group Policy extension for configuration of Mail Profile.
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& Mail Profile

"Mail Profile" is a configuration item that is used to configure mail profiles for Outlook and other MAPI
applications. This policy is only processed in Group Policy's mode.

Match by
Specifies the method for finding preexisting MAPI profiles.

e Name

The profile with a matching name will be modified according to the selected Action.
e Default

The default profile will be modified according to the selected Action.
o All

All existing profiles will be modified according to the selected Action.

e Temporary
A temporary profile will be created and then removed from the profile list after configuration.

Action

Specifies the action to be performed on a nonexistent or preexisting MAPI profile that meets the above criteria. The
expected outcome of each possible combination of the Match by and Action options is displayed in the Description field
at the bottom of the tab.

e Create
The profile will be created if a matching profile is not found.

e Replace
The profile will be replaced if a matching profile is found. A new profile will be created if a matching profile is
not found.

e Update
The profile will be updated if a matching profile is found. A new profile will be created if a matching profile is
not found.

e Migrate
The profile will be updated only if a matching profile is found.

e Delete
The profile that meets the Match by criteria will be deleted.

Options

e Make this the default profile
Sets this profile as the default MAPI profile.

o Delete profile if a configuration error occurs
The profile will be deleted if an error occurs that prevents any aspect of the configuration from succeeding.

Windows Messaging profile prompt
These options allow you to show or suppress the profile select dialog box that appears when a MAPI application is
started

e Don't change existing setting
The current profile prompt setting will remain unchanged.

e Disable
The profile prompt will be disabled.

e Enable
The profile prompt will be enabled.

e Smart (when more than one profile exists)
The profile prompt will be enabled, but only in the case where more than one profile exists in the profile list.
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Addressing

Show this address list first

This item can contain any valid address list. This includes read-only address lists, such as the "Global Address List" for
Exchange Server, address books that cannot contain recipients, such as the "Outlook Address Book™" root container,
and address books that can be updated, such as the "Personal Address Book".

e Address Book Type
This select box allows you to specify the first address list shown in your messaging application.

e Address Book Name
This box allows you to specify a display name for the first address list.

e SubContainer
This box specifies the location of the address list.

Note: The Microsoft Exchange Directory contains two address lists by default so you must specify the name of the
address list in the "Name" field ( ie . "Global Address List").

Keep personal addresses in

This item can only contain address books that can be updated, such as the "Personal Address Book". The "Outlook
Address Book" can be used but you must specify the folder that contains the writable address list ("Contacts" is the
Outlook default folder).

e Address Book Type
This select box allows you to specify the type of address book where your personal addresses will be stored.

e Address Book Name
This box allows you to specify a display name for the personal address list.

e SubContainer
This box specifies the location of the personal address list.

Erase existing search order list before configuring
This option removes all address books from the existing address book search order list before making changes to it.

Address book search order

Enter the address books in the desired order. Any address books not listed here will neither be automatically added
nor used for name lookup by a messaging client. If no address books are listed PolicyMaker will not set the order, as a
result, the default address book for each of the services in the profile will be used instead.

Selecting the Add, Remove, Properties, Up, or Down buttons will allow you to manipulate the following items:

e Address Book Type
This select box allows you to specify the type of address list.

e Address Book Name
Allows you to specify a display name for the address book.

e SubContainer
Allows you to set the path where the address book is located.

e Action
Allows you to specify an action to take when modifying the address book search order list.
Insert - Places the address book at the top of the search order list.
Append - Places the address book at the end of the search order list.
Remove - Deletes the address book from the search order list.

[# Note
Addressing options will be bypassed if there is an error creating the MAPI profile.
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¥ Contacts

Erase existing contact folder list before configuring
This option removes all contacts folders from the list before making changes to it.

Configure these contact folders as address books
To set up a contacts folder, a corresponding folder should be created (on the Folders tab) as type "Contact" so that
the contacts folder will be created prior to being added to the contacts folder list.

Selecting the Add, Remove, Properties, Up, or Down buttons will allow you to manipulate the following items:

e Store Type
The type of the store in which the contact folder will be configured.

e Store Name
The display name of the store in which the contact folder will be configured.

e SubFolder
The location of the contact folder within the store.

e Address Book Name
The name of the contact folder to be configured. If this optional property is omitted, the SubFolder property will
be used.

e Action
Allows you to specify an action to take when adding contact folder to the list.
Insert - Places the contact folder at the top of the list.
Append - Places the contact folder at the end of the list.
Remove - Deletes the contact folder.
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& Delivery

Default Store
Sets the default delivery location for incoming messages.

e Store Type
Allows you to select from a list of possible default store locations.

e Store Name
Allows you to specify a display name for the default store.

Transport Order

Enter the display names of transport providers as they appear in the Windows Messaging "Delivery" tab, in the desired
order. Any providers not listed here, but present in the profile, are automatically added to the end of the list in the
previously existing order. This option is necessary only if you have more than one information service that supports
the same address type. For example, you might have Microsoft Exchange Server followed by Internet Mail. Any
message you send to an Internet recipient could be processed and sent via Microsoft Exchange Server, because this
service also supports Internet addresses. If you want all messages addressed to Internet recipients to be processed by
the Internet Mail service, move this service to the top of the list.

Selecting the Add, Remove, Properties, Up, or Down buttons will allow you to manipulate the following items:

e Transport Type
Allows you to select from a list of possible transport items.

e Transport Name
Allows you to specify a display nhame for the transport item.

[ Notes

Delivery options will be bypassed if there is an error creating the MAPI profile.

Delivery options do not require PolicyMaker to log on to the message stores and as such can be configured for
password protected stores without a password prompt (unlike "Addressing" and "Folders" options).

Outlook XP and above implement their own non-MAPI transport ordering systems. These options will not affect
transport ordering for these applications.
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B Folders

Configure these MAPI folders
Items in this list represent folders that will be created if they do not already exist in the specified store.

Selecting the Add, Remove, Properties, Up, or Down buttons will allow you to manipulate the following items:

e Store Type
The type of the store in which the folder(s) will be configured.
e Store Name
The display name of the store in which the folder(s) will be configured.
e Folder Path/Name
The location/name of the folder within the store.
e Folder Type

The class of folder to be configured. Technically this translates into the MAPI "IPF" (Interpersonal Message
Folder) type.
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=] Mail Service

"Mail Service" is a subcomponent of policy and is not a policy by itself.

Match by
Specifies the method for finding preexisting MAPI services.

e Type
The service of the same type will be modified according to the selected Action.

e Name & Type
The service of the same type and name will be modified according to the selected Action.

Action

Specifies the action to be performed on a nonexistent or preexisting MAPI service that meets the above criteria. The
expected outcome of each possible combination of the Match by and Action options is displayed in the Description field
at the bottom of the tab.

e Create
The service will be created if a matching service is not found.

e Replace
The service will be replaced if a matching service is found. A new service will be created if a matching service is
not found.

e Update
The service will be updated if a matching service is found. A new service will be created if a matching service is
not found.

e Migrate
The service will be updated only if a matching service is found.

e Delete
All services that meet the Match by criteria will be deleted.

Options

e Present service configuration property sheet
The service will display its property sheet during configuration to collect information from the end user (such as
a password).

e Delete this service from profile on error
The service will be deleted from the profile if an error occurs during configuration.
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Network Options

Group Policy extension for configuration of VPN Connections and Dial-Up Networking.
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< VPN Connection

"VPN Connection" is a configuration item that is used to maange VPN connections users and computers.

Office Connection Properties

YPM Connection | T

=l =N Action: |Replace hs |

L

(%) User connection
(7 Al users connection

Connection name: | Office Connection | [ ]

IF Address: 19z . 188 . 1. 1|
[Juse DMS name

()4 ] [ Zancel

Action:
One of the standard PolicyMaker action modes. Matching is performed by Connection name and User connection vs.
All user connection.

e Create - creates the VPN connection, if it does not already exist.

e Replace - same as Create except the VPN connection is deleted first if it exists.
e Update - if the VPN connection does not exist, it will be created.

e Delete - delete the VPN connection if it exists.

User connection:
A User connection is visible only to the user for whom it is configured.

All users connection:
An all users connection is visible to all users of the machine.

Connection name:
Required setting. The name you want to use when referencing this connection. The browse button launches the VPN
Browser . Variables may be used in this setting.

IP Address/DNS Name:

Required setting. The IP address or DNS name (as specified by Use DNS name) of the VPN to which the connection
will be made. Variables may be used in the DNS Name field.

Use DNS name:



Specify that the IP Address field should switch to DNS Name.

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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<> Dial-Up Networking Connection

"DUN Connection" is a configuration item that is used to manage DUN connections for users and computers.

Diallp Connection 1 Properties

DM Connection | Commman

Action: |L||:||:|E|tE: v |

) User connection
{(® all users connection

Conneckion Mame: | Diallp Connection 1 |

Phone Mumber: | 15551212 |

()4 ] [ Zancel

Action:
One of the standard PolicyMaker action modes. Matching is performed by Connection name and User connection vs.
All user connection.

e Create - creates the DUN connection, if it does not already exist.

e Replace - same as Create except the DUN connection is deleted first if it exists.
e Update - if the DUN connection does not exist, it will be created.

e Delete - delete the DUN connection if it exists.

User connection:
A User connection is visible only to the user for whom it is configured.

All users connection:
An all users connection is visible to all users of the machine.

Connection name:
Required setting. The name you want to use when referencing this connection. The browse button launches the DUN
Browser . Variables may be used in this setting.

Phone Number:
Required setting. The phone number to which the connection will be made. Variables may be used in this setting.




*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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& User/Computer Control Panel

This extension holds policy extensions that configure settings that are manually configured via the control panel for a
user or computer. User settings are grouped in user policy, and computer settings are grouped in computer policy.
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& User/Computer Settings

This extension holds general policy extensions that affect a user or computer. User settings are grouped in user
policy, and computer settings are grouped in computer policy.
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Y Power Options

Group Policy extension for configuration of Power Options and Power Schemes.

© 2005 DesktopStandard Corporation. All Rights Reserved.



Y Power Options

"Power Options" is a configuration item that is used to manage the operating system's handling of various power
conditions.

Power Options Properties @E|

Power Options | Comman

@p Select the power-saving setkings wou want to use,

Opkions
[] always show icon on the taskbar
[ ] Prompt For password when computer resumes From skandby

[ ]Enable hibernation

Power bukbons

When I close the lid of my porkable computer:

Skand by w

When I press the power butkon on my computer:

Shutdown w

O, | [ Cancel

Power options are settings that exist for a user or a computer. In computer policy, these settings are applied to the
computer environment and in user policy they are applied to the user's environment. The settings are stored
separately in these environments. However, in order to affect the current state of the computer, they are also applied
to the currently active computer settings. The currently active settings exist in one place, globally for the computer -
as the computer can only execute one set of power settings at a time.

When computer or user policy is applied these settings are stored for the computer or user respectively, and

also immediately made active. Therefore if user policy runs after computer policy, the user settings will replace the
active settings that may have been made active previously by a computer or user.

Although a local administrator or power user can manually change their power settings using the control panel, other
users cannot. Regardless, the settings that are configured for users become active when they log on and remain so
even after they log off.

As a result settings applied to the computer environment become active when the computer is started and no user has
logged on. However, using Power Options policy, which supports computer background refresh, active power settings
can be reset when computer policy is applied and no users are logged on.

Always show icon on the taskbar:
This option enables or disables a power icon in the task tray. This is disabled in computer policy.

Prompt for password when computer resumes from standby:
This option will cause the computer to be password protected when it comes out of hibernation.

Enable hibernation:
This option will allow the computer to enter hibernation mode. To configure idle time before automatic hibernation,
use the Power Scheme policy.



Power buttons:

These options tell the operating system what to do when computer power buttons are pressed. Note that not all
options are available in all operating systems. If an option is provided for a platform that does not support the option,
the value will be set to the default value for that system.

[# Notes
This page uses property underlining to control which settings are applied.

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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W Power Scheme

"Power Scheme" is a configuration item to configure how a computer manages hardware power consumption
following various periods of inactivity.

Power Scheme | Common

@ Ackion: Update w

Fowser schemes

Home/i0Ffice Desk W

Make this the active Power Scheme

Settings For HomeOffice Desk power scheme

) T Funning on
When computer is: BEE: Plugged in F hatterias

Turn off monikor: After 20 mins ~ | |after S mins v
Turn of f hard disks: Mewver w | |after 10 mins W
Svskem standby: Mever w | | After 5 mins W
Syskem hibernates: Mewver w | | After 20 mins W

O, | [ Cancel

Power schemes are groups of settings that are combined under a name. Schemes exist independently for users and
computers. In computer policy, these schemes are applied to the computer environment and in user policy they are
applied to the user's environment. The settings are stored separately in these environments. However, in order to
affect the current state of the computer, they are also applied to the currently active computer settings (if '"Make this
the active Power Scheme' is set). The currently active settings exist in one place, globally for the computer - as the
computer can only execute one set of power settings at a time.

When computer or user policy is applied these settings are stored for the computer or user respectively, and

also immediately made active (if set active). Therefore if the user policy runs after the computer policy, the user
settings will replace the active settings that may have been made active previously by a computer or user.

Although a local administrator or power user can manually change their active power scheme settings using the
control panel, other users cannot. Regardless, the scheme that is configured for users becomes active when they log
on and remains so even after they log off.

As a result the active scheme applied to the computer environment becomes the default, and therefore active when
the computer is started and no user has logged on. However, using Power Scheme policy, which supports computer
background refresh, active power scheme settings can be reset when computer policy is applied and no users are
logged on.

Action:

One of the standard PolicyMaker action modes. Matching is performed by Power Scheme name within in the
applicable user/computer context. Note that Windows XP Gold

e Create - creates and configures the Power Scheme, if it does not already exist.
e Replace - same as Create except the Power Scheme is deleted first if it exists.
e Update - if the Power Scheme does not exist, it will be created. If it exists it may be made active.



e Delete - delete the Power Scheme if it exists.

Power schemes:
Required setting. The name of the power scheme. Variables may be used in this setting.

¥ windows 2000
Windows 2000 computers display only the default schemes provided for Windows 2000. Also note that names
are language-specific display values and must be targeted accordingly.

Settings for:

These settings control what values are to be contained within the specified power scheme. For the creation of a new
scheme, any disabled values are pulled from the default power scheme for the computer/user. The property sheet
selects the standard settings for any power scheme selected in the Power Schemes menu.

[# Notes
This page uses property underlining to control which settings are applied.

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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QE Printers

Group Policy extension for configuration of TCP/IP Printers , Shared Printers and Local Printers.
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& TCP/IP Printer

"TCP/IP Printer" is a configuration item that is used to set up TCP/IP and LPR printer connections on Window 2000 and
later computers. This option cannot be used to configure a shared printer connection. To configure a shared printer
use the Network Printer item (in a user configuration). Note that while this item may be configured in user policy, it
affects all users of the computer.

General Tab:

My TCP/IP Printer Properties

General |F'|:urtSettings Commar

Action; | Update v |

IP Address: L1 . 184 . 1 . 93 |
[]Use DM5 name

Local Marne: |M_I,I JetDirect Printer |

Shared driver path: |"-.'\M_I,Iﬁewer'\.HF'JetDirect |[ ]

Set thiz printer az the default printer. ..
_..only if & local printer iz not prezent

Location: | Third Floor |

Comment: | IJze For bulk. printing |

Ok ] [ Cancel ] [ Apply ] [ Help

Action:
One of the standard PolicyMaker action modes. Matching is performed by printer IP address.

e Create - creates the printer connection, if it does not already exist. The default status is then set.

e Replace - deletes the printer connection, if found. The connection is then created and default status set.
e Update - creates the printer connection, if not found. The default status is then set.

e Delete - deletes the printer connection, if found. Drivers are not deleted.

IP Address:

Required setting. The Internet Protocol (IP) address of the printer.

Use DNS Name

Changes the IP Address field to "DNS Name", allowing entry of a resolvable name for the printer address. Variables
may be used in the DNS Name filed.

Local Name (optional):
The name to give the printer item in the "Printers and Faxes" shell folder. If a Local Name is specified, the
configuration will match using the Local Name of the printer instead of the IP Address (or DNS Name) of the



port.

Shared driver path:

Required setting (except in Delete mode). The fully qualified UNC path of a shared connection to the TCP/IP printer.
This setting is disabled in delete mode. Configuration will not transfer drivers if the required and current drivers are
already present on the workstation. The browse button launches the Printer Browser . Variables may be used in
this setting.

€ Driver Distribution

Installing a printer on a Windows server only installs the drivers for the operating system currently running on
the server. If a printer is going to be configured on computers running a different operating systems, you must
install printer drivers for these other operating systems, to the shared driver path. To share printer drivers,
follow these steps:

Shared from a Windows NT Server

Right-click on the printer's icon, select "Properties" and switch to the "Sharing" tab. At the bottom of the
tab, find a list box entitled "Alternate Drivers". Highlight the items in the list that represent the operating
systems on your network and select "OK". The installation disk that came with the printer might be
needed to complete this operation.

Shared from a Windows 2000 Server

Right-click on the printer's icon, select "Properties” and switch to the "Sharing"” tab. On the lower right,
find a button entitled "Additional Drivers" that launches a dialog box. Check off the items in the list that
represent the operating systems on your network and select "OK". The installation disk that came with

the printer might be needed to complete this operation.

[{ Note

This path is only used by PolicyMaker for driver installation. The actual printer connection will be direct from the
workstation to the TCP/IP printer. Once the driver installations have been completed, this printer share may be
removed from the network if desired.

[ Note
The shared printer's Online/Offline state may be applied to the printer being configured. It is suggested that you
leave the shared printer Online to prevent this from happening.

Set this printer as the default printer...:
Makes the printer the default Windows printer for the logged-on user. This setting is disabled in delete mode and
when this item is configured in computer policy.

...only if a local printer is not present:
Bypasses changing the default printer if there is another "local" printer configured on the computer. This
setting is disabled in delete mode and if "Set this printer as the default printer" is not selected.

[ Note

A "local" printer is any printer that is physically connected to a Parallel (LPT) Port, Serial (COM) Port or Universal
Serial Bus (USB) port. There are also "virtual" printers that masquerade as local printers, such as the Adobe
PDF writer and others. These do not qualify as a "local" printer for the purposes of this option.

Delete all IP printer connections:
Deletes all IP printers from the computer. This option does not affect printer shares. The setting is enabled only in
delete mode.

Location:
Arbitrary text that will be displayed in the printer's "Location" field. Variables may be used in this setting.

Comment:
Arbitrary text that will be displayed in the printer's "Comment" field. Variables may be used in this setting.

[# Notes

By default this item will have access to all objects with the SYSTEM Access Control Entry (ACE). PolicyMaker can
configure the printer even if the end-user has no ability to copy drivers or configure printers due to security or policy
restrictions. To change this item to run with end-user permissions (in user policy), change the security context on the
common tab.

? Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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@ TCP/IP Printer - Port Settings

"TCP/IP Printer" is a configuration item that is used to set up TCP/IP printer connections on Window 2000+
computers. This option cannot be used to configure a shared printer connection. To configure a shared printer use
the Network Printer item (in a user configuration). Note that while this item may be configured in user policy, it
affects all users of the computer.

Port Settings Tab:

Some single- or multiple-port TCP/IP and LPR printers use different port settings than the standard defaults. The Port
Settings Tab allows these alternate settings to be configured.

My TCP/IP Printer Properties

Generall Port Settings ||:|:|mm-:|n

Impart
Select Browse to import the zettings for a given port.
Protocol
(®) TCRAP [Baw] () LFR
R aw Settings
Part Humnber; |EI1 m S |

LFR Settings

LFR Byte Counting Enabled

[ ] SMMP Statuz Enabled

Qk. ] [ Cancel Apply




My LPR Printer Properties

Generall Fart Settings |I:|:|mm|:un

Impart
Select Browse to import the zettings for a given port.
Praotocol
() TCPAP [Baw) {(® LPR
R aw Settings
LFR Settings
Hueus Mame: ||:Iefau|t |
[] LFR Eyte Counting E nabled
SMMP Statuz Enabled
Commurnity M arne: ||:uu|:u|i|: |
SNMP Device Index |1 8

k. ] [ Cancel Apply

Import
The Browse feature brings up a list of TCP/IP and LPR printer models. Selecting a port from this list will automatically
fill in the Protocol, Raw, LPR and SNMP settings with appropriate values. If your model of printer is not in the list,

consult the printer manual for the correct settings and enter them manually.
Select a printer port | Select a printer port |

= Qﬁ Hewlett Packard JetDirect Ex [multi port] o Ferox DocuPrint 4512 s
== TCFARP Fort: 3100 1 o Ferox DocuPrint 4317 1
=24 TCFAR Fort: 9101 i Ferox DocuPrint C55/C58mp
g2 TCP/IF Part: 3102 o Heros DocuPrint 24032

= QE Hewlett Packard JetlDirect Ex [single port) B =5 Mernow DocuT ech 100120
=z TCPAP Part: 3700 =4 PR Port: default

= Qﬁ B Metwork, Printer gz TCP/P Part: 3100
=2 LPR Paort: PASS g e Phazer =3

&8 |BM Metwark Printer L 0 Henow WorkCentre b’

45 > 3 *

[ Select ] [ Cancel [ Select ] [ Cancel
Protocol

Specifies the type of printer to which the connection will be made:

e TCP/IP (Raw) - The printer is a TCP/IP (or "Port 9100") printer.
e LPR - The printer is an RFC1179-compliant LPR printer.



Raw Settings
These settings apply only to TCP/IP (Raw) printers:

Port Number - The TCP/IP Port to use when communicating with the printer. The default is 9100.

LPR Settings
These settings apply only to LPR printers:

Queue Name - The name of the LPR Queue to use when communicating with the printer. The default is "LPR".

LPR Byte Counting Enabled - If this box is checked, document sizes are calculated locally prior to being sent
to the printer. Some LPR ports require this setting to be enabled to prevent data loss.
[ Note

If this box is automatically checked by the Import feature, the selected LPR port requires this setting to be
enabled.

SNMP Status Enabled
Specifies whether or not the printer port will support RFC1759. By default, this box is unchecked.

[ Note

When this box is automatically set by the Import feature, it can be set to one of these states:
e Checked - The selected port supports RFC1759.
e Unchecked - The selected port does not support RFC1759.
e Indeterminate (shown below) - The selected port may support RFC1759.

[=] SMMP Statuz Enabled

[ Note

If this box is left set to the indeterminate state (shown above), it is functionally the same as leaving it
unchecked.

Community Name

Specifies the SNMP community name used by the printer. The default is "public".
SNMP Device Index

Specifies the SNMP device index used by the printer. The default is 1.

[# Notes

By default this item will have access to all objects with the SYSTEM Access Control Entry (ACE). PolicyMaker can
configure the printer even if the end-user has no ability to copy drivers or configure printers due to security or policy
restrictions. To change this item to run with end-user permissions (in user policy), change the security context on the

? Filter

Apply a to this item to prevent it from executing for specified computers or other conditions.
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QE Shared Printer

"Shared Printer" is a configuration item that is used to set up printer connections to shared network printers. This

option cannot be used to configure a TCP/IP printer connection. To configure a TCP/IP printer use the TCP/IP
Printer item.

HP LaserJet 1100 (M5) Properties

General | Cornmon

Action; | Update w |

Shared printer

Share path | WServertHP Laserlet 1100 [M5) [

Set thiz printer az the default printer. .
_.only if & local printer iz not prezent

b ap to local port [optional]

Local port: | LPTZ: W
Feconnect

k. H Cancel H Apply H Help

Action:
One of the standard PolicyMaker action modes. Matching is performed by Share path.

e Create - creates the printer connection, if it does not already exist. The default status is then set.

e Replace - deletes the printer connection, if found. The connection is then created and default status set.
e Update - creates the printer connection, if not found. The default status is then set.

e Delete - deletes the printer connection(s) if found. Drivers are not deleted.

Share path:

Required setting (except with "Delete all shared printer connections" selected). The fully qualified UNC path of a
shared printer. This setting is disabled with "Delete all network printers" selected. The browse button launches the
Printer Browser . Variables may be used in this setting.

& Driver Distribution

Installing a printer on a Windows server only installs the drivers for the operating system currently running on
the server. If a printer is going to be configured on computers running a different operating systems, you must
install printer drivers for these other operating systems, to the shared driver path. PolicyMaker supports
versioned driver distribution on all platforms. To share printer drivers, follow these steps:

Shared from a Windows NT Server
Right-click on the printer's icon, select "Properties” and switch to the "Sharing" tab. At the bottom of the tab,




find a list box entitled "Alternate Drivers". Highlight the items in the list that represent the operating systems on
your network and select "OK". The installation disk that came with the printer might be needed to complete this
operation.

Shared from a Windows 2000 Server

Right-click on the printer's icon, select "Properties” and switch to the "Sharing"” tab. On the lower right, find a
button entitled "Additional Drivers" that launches a dialog box. Check off the items in the list that represent the
operating systems on your network and select "OK". The installation disk that came with the printer might be
needed to complete this operation.

Set this printer as the default printer...:
Makes the printer the default Windows printer for the logged-on user. This setting is disabled in delete mode.

...only if a local printer is not present:
Bypasses changing the default printer if there is any "physical" printer configured on the machine. This setting
is disabled in delete mode and if "Set this printer as the default printer" is not selected.

[ Note

A local printer is any printer that is not a connection to a shared network printer. There are several types of
such printers, including Parallel Port (LPT) printers, Universal Serial Bus (USB), Serial, Infrared, Fax (via
modem), TCP/IP, etc. There are also "virtual" printers that masquerade as local printers, such as the Adobe
PDF writer and others. Any of these may qualify as a local printer for the purposes of this option.

Delete all shared printer connections:
Specifies deletion of all shared printer connections for the logged-on user. Enabled only in delete mode.

Map to local port (optional)
These settings allow a shared printer connection to be mapped to a local printer port so that it can be used by legacy
applications that do not support shared printers.

Local port
The local printer port's name (Example: "LPT2:"™). In delete mode, this field specifies the port mapping to be
removed.

Reconnect
If this is checked, the connection persists across logon sessions.

Unmap all local ports
Removes all local port mappings for the logged-on user. Enabled only in delete mode.

[# Note

By default this item will have access to all objects with the SYSTEM Access Control Entry (ACE). PolicyMaker can
therefore configure a printer connection even if the end-user has no ability to copy drivers or configure printers due to
security or policy restrictions. The driver installation is always performed in the security context specifed on the
common tab. This item will always use the end-user's security context to map the printer connection and set the
default printer status. To change this item to run fully within end-user permissions, change the security context on
the common tab .

% Driver Distribution

Installing a printer on a Windows server only installs the drivers for the operating system currently running on the
server. If a printer is going to be shared with other computers on a network that are running different operating
systems, you must install printer drivers (on the printer share) for these other operating systems.

F Filter
Apply a filter to this item to prevent it from executing for specified users, computers or other conditions.
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© Regional Options

Group Policy extension for configuration of Regional Options.
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© Regional Options

"Regional Options" is a configuration item that manages how numbers, currency, dates, and time values are displayed
for users.

Mew Regional Options Properties

Regional Options |Num|:|ers Currency | Time | Date || Comman

Standards and formats

This option affects how some programs format numbers, currencies,
dates, and time,

gelect an item to match its preferences, or click Customize to choose
waur awn Formats:

English {United States) LY

Location

O, | [ Cancel

[# Note
Selecting a locale resets all of the values on the other tabs. When applied this policy will change the default locale for
the end-user and optionally apply changes to that locale as specified in other tabs.

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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© Regional Options - Currency

"Regional Options - Currency" affects how the locale specified on the "Regional Options" tab will display
various currency value types.

English (United States) Properties

Regional Options Numl:uers| Currency |Time Date || Commaon

Sample

Positive: | $123,956,789.00 | Megative: | ($123,456,789.00) |
Zurrency symbal: |_$ W
Positive currency Faormat: |_$1 1 W
Megative currency Format: l{$1 1) V‘
Decimal symbal: |_ . W
Mo. of digits after decimal: |_2 w
Digit grouping symbaol: |_J VI
Digit grouping: 123,456,789 v|

- R
[# Note

This page uses property underlining to control which settings are applied. By default all settings are disabled (red).

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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© Regional Options - Date

"Regional Options - Date" affects how the locale specified on the "Regional Options" tab will display various
date/time value types.

English (United States) Properties

Fegional Options | Mumbers | Currency || Time |DEI'IE |C|:umm|:un

Zalendar

When a bwo-digit wear is entered, interpret it as a vear between:
o | and (20 S

Shark date

Short date sample: | 10)19/2004 |

Short date Format: |_M,|'u:|,l";.=';.-";.f';.-' w |
Date separatar: ! L
Long date

Long date sample: | Tuesday, October 19, 2004 |

Long date Format: lddd'i MMM dd, sy V|

[ About Date Formats ]

QI |[ Cancel ] apply

£ Note
This page uses property underlining to control which settings are applied. By default all settings are disabled (red).

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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© Regional Options - Numbers

"Regional Options - Numbers" affects how the locale specified on the "Regional Options" tab will display various
numeric value types.

English (United States) Properties

Fegional Dptiu:unsl Murnbers |Currency Time Date | Commmon

Sample

Positive: | 123,456,789.00 | Megative: | -123,456,789.00 |
Decimal symbal: |_ . W
Mo, of digits after decimal: |_2 W
Digit grouping symbol: li _________________ ‘_VI
Digt gouping: iz v
Megative sign symbaol: l L¥
Meqgative number Format: |_-1 A W
Display leading zeraos: llil.? b
List separatar: li _________________ ‘_VI
Measurement system: ll_l_S _______________ :«‘

QI i [ Cancel apply
£ Note

This page uses property underlining to control which settings are applied. By default all settings are disabled (red).

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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© Regional Options - Time

"Regional Options - Time " affects how the locale specified on the "Regional Options" tab will display various time
value types.

English (United States) Properties

Fegional Options | Mumbers Currencyl Time |Date Zarnrnon

Sample

Time sample: | 1:268:01 PM |
Time Format: [ I:n_rfn[nf% !:I: _________ v ‘
Tirne separator: l v‘
&M symbal: l A w
P svrbal: lf‘[ﬂ ________________ v

Time Format nakakion
h=hour m=minute s=second =AM or PM

h =12 hour
H = 24 hour

hh, rim, 55 = leading zero
h, m, s = no leading zero

QI i [ Cancel apply

£ Note
This page uses property underlining to control which settings are applied. By default all settings are disabled (red).

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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g Registry

Group Policy extension for configuration of Registry settings.

F Note
The Registry extension is a promotional component of PolicyMaker, and as such does not require a license key.
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g Registry

"Registry" is a configuration item that is used to change Windows Registry settings.

My Registry Properties

Fegistry | I:::ummcun|

Qi

Achion: i Update b i
Hive: |HKEY_LOCAL_MACHINE v
k.en Path: !u:ru:usu:uft'\.‘-.-'-.-"ind-:uws NT'\Eurrent\-’ersinn'xWinlugnn|[ ]
Yalue name

[ ] Default ELegaINDticeT et I
Walle type: : REG_57 b
Walue data: :This iz a Department of Defense computer system. ThEE

QK. ] [ Cancel ] [ Apply ] [ Help

The following example shows a typical registry entry as shown in in "regedit.exe". A "hive" refers to the main part of
the registry (i.e. HKEY_LOCAL_MACHINE). A "key" refers to a "folder", contained within a hive. The path to the
selected key (shown with an open folder in the left pane) is shown in the status bar, starting after the hive. A registry
"value" consists of a "value name", "value type", and "value data" which correspond to the columns "Name", "Type",
and "Data" in the right pane below. Each registry key can have a "default" value. This value is simply an unnamed

value that is represented in regedit.exe with the name "(default)".

& Registry Editor, - |8 |['§_(|
File Edit Wiew Favorites Help
3 Windows ~ Type Ciata e
g :’;‘:ﬂ'ff'”” v REG_SZ  Thisis a Department of [
< | R

My ComputeriHEEY _LOCAL MACHINESOF TWAREMicrosof tywindows MTYCurrentyersion! winlogon

Action:
One of the standard PolicyMaker action modes. Matching is performed by Key name if no Value is specified
(i.e. "Value name" empty and "Default” not selected ), otherwise matching is performed by Value name.

e Create



O Key Path only - creates the Key, if it does not already exist.

O Value - creates the Value (name/type/data) in the Key Path, if the Value does not already exist. If the
Value exists, the item is skipped.

e Replace
O Key Path only - deletes the Key, and all of its values and subkeys, if the Key already exists. The Key
is then created.
O Value - deletes the Value if it already exists. The Value is then created in the Key.

e Update

O Key Path only - same as Create.
O Value - same as Replace.

e Delete

O Key Path only - deletes the Key, and all of its values and subkeys, if the Key already exists.
O Value - deletes the Value if it already exists.

Hive:
The root location of the desired setting. In computer policy, the default option is HKEY_LOCAL_MACHINE (which
includes HKEY_CLASSES_ROOT). In user policy, the default option is HKEY_CURRENT_USER.

o HKEY_CLASSES ROOT - alias into HKEY_LOCAL_MACHINE\Software\Classes

e HKEY_CURRENT_USER - alias into HKEY_USERS\{logged-on user's specific hive}
e HKEY_LOCAL_MACHINE - generally settings that affect all users of the machine
e HKEY_USERS - generally settings that affect individual users

e HKEY_CURRENT_CONFIG - alias into HKEY_LOCAL_MACHINE\System\CurrentControlSet\Hardware
Profiles\Current

Key Path:
Required setting. The path to the desired registry key. This required value should not contain a trailing slash and
should not be quoted. Key paths are not text case sensitive. The browse button launches the

may be used in this setting.

Value name:
The name of the desired registry value. If this is empty (and "Default" is not selected) the registry item targets a key
and not a value. Value names are not text case sensitive. may be used in this setting.

Default:
Select this option to specify the default (i.e. unnamed) value for the specified registry key.

Value type:
This setting is required when a value name is specified, and is disabled in delete mode.

Value data:
This setting is disabled in delete mode. Possible formats include the following:
e REG_SZ

O text data in any format is allowed
O empty values are valid
o) may be used in this setting.

e REG_EXPAND_SZ

O text data in any format is allowed
O empty values are valid



o) may be used in this setting.
O Use the unresolved variable syntax to set an unresolved value
m example: to set a value that contains "%ProgramFiles%\DesktopStandard", use

"%<ProgramFiles>%\DesktopStandard”. This syntax prevents resolution of the %ProgramFiles%
environment variable - and PolicyMaker replaces the %<...>% with %...% before comparison.

e REG_MULTI_SZ
O this data type is a list of strings with NULL separators.
text data in any format is allowed.
an empty value is valid; leave the entire field empty to denote an empty value.

¢}

o}

o) may be used in this setting.

O setting multiple values is supported; use returns ("Enter" key) to separate values.
¢}

PolicyMaker replaces all of the values with the contents of the "Value data" field.

[ Note

The registry editor (regedit.exe) shows NULL separators as spaces in the "Data" column and as returns in
the "Value data" field on the "Edit Multi-String" dialog. Similarly, PolicyMaker shows NULL separators as
spaces in the "Value Data" column and as returns in the "Value data" field.

[{ Note

The registry editor (regedit.exe) does not support empty strings embedded in a multi-value string list.
Therefore, PolicyMaker will automatically disregard all empty lines (returns) entered into the "Value data"
field. Only the valid (non-empty) values will be shown on subsequent visits to the property page.

e REG_DWORD

O a single 32-bit numeric value
O an empty value is interpreted as a zero (0)
O entered as hexadecimal (00000000 - FFFFFFFF) or decimal (O - 4294967295)

e REG_BINARY

a stream of hexadecimal bytes
an empty value is valid and will result in a zero length buffer

e}
¢}
O bytes entered Least Significant Byte (LSB) to the left
o}

a value with an odd number of characters will be padded on the right with a "0"

m example: 30d692f4ebl becomes 30d692f4eb10 when processed

O

only valid hexadecimal characters may be typed

o

values may be pasted from ".reg" (regedit.exe) files, including commas:

m example: 30,d6,92,f4,eb,10 becomes 30d692f4eb10 when applied

£ Note
By default this item will have access to all objects with the SYSTEM Access Control Entry (ACE). To change this item
to run with end-user permissions (in user policy), change the security context on the .

¢ Important

Deleting or replacing a registry key can be extremely damaging if the wrong key value is provided or if the behavior of
this feature is not understood. When a key is deleted (or replaced), all of its children, including all subkeys (and their
subkeys etc.) as well as all of the values of all such keys, will be deleted. It is not possible to delete a registry key
otherwise.




? Filter

Apply a filter to this item to prevent it from executing for specified users, computers or other conditions.
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Scheduled Tasks

Group Policy extension for configuration of Scheduled Tasks.
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Scheduled Tasks - Schedule

THe "Schedule" tab allows you to specify when you want the task to run.

Website Stats Properties

Task |5'I|'IE'2|'-||E |Settings Camman

E At 4:10 PM on 5272006

acheduled Task: Skark kime:

once V|| 4:10 PM s |[ Advanced. .. ]

Schedule Task Once

Runon: | Saturday , May 27,2006 ¥ |

[ ] show multiple schedules

[ K ] ’ Cancel apply

This page controls the scheduled triggers under which the task will run and supports all options available in the control
panel's Scheduled Tasks applet.

Show multiple schedules
Select this option to enable multiple schedule trigger capability (shown below).



Website Stais Properties

| Task | Schedule | Settings | Common

| 1. Ak 4:10 PM on 5/27/2006 v |
[ M ] [ Delete ]

acheduled Task: Skark kime:

once VH 4:10 PM - | [ fdyanced. .. ]

Schedule Task Once

Runon: | Saturday , May 27,2006 v |
Show multiple schedules
[ (0] 4 ] [ Zancel ] [ apply ] [ Help
New

Adds a new schedule trigger to the task.

Delete
Removes the selected schedule trigger from the task.

Scheduled Task
The properties of each selected schedule trigger can be specified blow this heading.
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Scheduled Tasks - Settings

"Scheduled Tasks - Settings" allows you to set parameters for a given task.

Website Stats Properties

Task | Schedule | 2ettings | Cammaon

Scheduled Task Completed
[ ] Delete the task if it is not scheduled bo run again.

[ ]5kop the bask if it runs For: | 0 S lhour(sy |0 % | minukels)

Idle Time
[ ] only start the task i the computer has been idle For at least:

0 = | minutels)
If the computer has not been idle that long, retry For up to:

0 = | minutels)
[ ] 5top the task if the computer ceases ko be idle

Power Management
[ ] Don't start the task if the computer is running on batteries

[] stop the task if battery mode begins

[ ]wake the computer ko run this task

o [ conce

Scheduled Task Completed:
Allows you to control the behavior of the task upon completion.

Delete the task if it is not scheduled to run again
If the task is set to run a single time, it will delete itself upon completion.

Stop the task if it runs for: # hour(s) # minute(s)

Specify an amount of time to allow a given task to run before execution is stopped. This can prevent a task from
running in an infinite loop.

Idle Time:
This group of settings controls how a task will run if the computer is being used.

Only start the task if the computer has been idle for at least
If the computer has been idle for a specified time, run the task.

If the computer has not been idle that long, retry for up to
Keep checking the computer's period of inactivity until it reaches a maximum time limit.

Stop the task if the computer ceases to be idle
If the computer becomes active, stop running the specified task.

Power Management:



Allows you to control how a task will be treated under different power conditions.

Don't start the task if the computer is running on batteries
If the computer is using an external power source, run the task.

Stop the task if battery mode begins
When a computer's power source switches to battery mode, for instance when a power surge or failure occurs,

this task will stop executing.

Wake the computer to run this task
If a power-saving feature is active on the computer when the task is set to run, return to full power mode

and execute the task.
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Scheduled Tasks - Task

"Scheduled Tasks" is a configuration item that is used to managed tasks that appear within the Scheduled Tasks
control panel applet.

Website Stats Properties

Task |Schedule Settings || Common

E Ackion: |L|p|:|ate w |

Marne: | Wehsite Skats |
Run: %Sy skemDrive s Cron, exe |[ ]
Arguments: | oy |
Skart in: “aSystembrives | m
Comments:

|:| Fun as

Liser Mame: |

Password: | |

Confirm Password: | |

Enabled {scheduled task runs at a specified time)

Co Jlaa ] oo

This policy not only provides complete control over the options available to an administrator within the control panel,
but also provides options that are not exposed within the control panel applet. It is important to note that Scheduled
Tasks are not related to the "AT" task scheduler, which does not produce tasks that are manageable within the
Scheduled Tasks applet.

Action:
One of the standard PolicyMaker action modes. Matching is performed by task Name.

e Create - creates the task, if it does not already exist.
e Replace - same as Create except the task is deleted first if it exists.

e Update - if the task does not exist, it will be created. Settings are then applied to the task and schedules are
replaced in full.

e Delete - delete the task if it exists.

Name:
Required setting. The name of the task. Variables may be used in this setting.

Run:
Required setting (except in delete mode). The command line that the task scheduler will execute. Variables may
be used in this setting.

Arguments:



Command-line arguments to be passed to the task. may be used in this setting.

Start in:

The working directory for the task when it is launched. The path should not be quoted or have a trailing slash. The
browse button launches the . may be used in this setting.

Comments:

A description of the task. may be used in this setting.

Run as:

This setting is interpreted differently for user policy and computer policy. Specifying a "Run as" account indicates that
the task will be run under the security context of the specified account, and will have the ability to run according to its
schedule whether or not the user is logged on to the computer.

If "Run as" is not selected, the following rules apply:

Computer policy
The task is executed in the security context of the Task Scheduler service, normally SYSTEM.

¥ Tip

This policy can be used to wake computers that are in standby mode at a specified time. To do this schedule
any task at the desired wake time and ensure that computer policy has an opportunity to be processed before
the wake time and before the machine goes into standby.

User policy
The task is executed in the security context of the logged-on user, and the task will be launched only if the user is

logged on to the computer. A running task may continue to run once the user logs off.

¥ Tip

Processes initiated from a logon script are terminated by Windows once the logon script completes. This policy
can be used to launch a process upon user logon without having to run the process from a logon script.

[# Note

The Task Scheduler service does not support running tasks in this mode for Windows 2000 or Windows XP
Gold. Windows XP Service Pack 1 and later, and Windows 2003 and later support this mode.

Username:
The username of the account under which the task will be executed. may be used in this setting.
The following formats are acceptable:

MyUsername
MyDomain\MyUsername
MyComputer\MyUsername

Password:
The password for the specified Username.

€ Password Security

The password is encrypted before being saved into the configuration XML. The password is decrypted by the
Scheduled Tasks client side extension so that it may be applied to configuring the user. It is important to note
that it is technically possible, although difficult, to recover the password from the settings file.

Enabled:
Configures the task as an enabled task. If not checked the task will still be configured but will not execute.

[# Note
The Task Scheduler service must be running for tasks to execute. policy may be used to ensure that the
service is running. Scheduled tasks are not visible to restricted users.

*F Filter

Apply a to this item to prevent it from executing for specified computers or other conditions.
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% Services

Group Policy extension for configuration of Services.
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% Service

"Service" is a configuration item that is used to manage operating system services, providing the ability to configure
all options available in the Services administrative tools applet.

SOLSERVERAGENT Properties

aeneral |Re|:|:|'-.-'er';.-' Comman

% Startup: |.ﬁ.ut|:|matin: b |

Service name: | SQOLSERVERAGENT L]
Service action: |SI:|:||:| SErvice W |
Wait timeout iF service is locked: seconds

Log on as:

(%) Mo change

{:} Local Syskem account

{7 This account: |

(04 ] [ Zancel

Service policy does not implement standard PolicyMaker action modes, as services must already exist. Matching is
performed by the Service name. In general, each specified setting is applied to the service if the service does not
already have that setting enabled. This minimizes interaction with the service.

Startup:
If other than 'No change' is applied, the service startup mode is updated if required. This setting does not require a
service restart to take effect.

Service name:
Required setting. The unique name of the service. The browse button launches the Service Browser. Variables
may be used in this setting.

Service action:
If other than 'No change' is applied, the final service state will be set to started or stopped as specified.

e No change - do not change the service running status.

e Start service - if not already started, start the service.

e Stop service - if not already stopped, stop the service.

e Restart service - stop the service if running, and then start it.

e Restart service if required - if a configuration action requires a restart, the service will be started or restarted.

[+ Notes
Service start/stop occurs after all other configuration for the policy, and as such a service cannot be started or



restarted if the Startup mode is set to disabled.

Wait timeout if service is locked:
There are two situations that require the use of a wait timeout. Both may occur in the same policy depending on the
situation. If the timeout value is exceeded, and error is returned by the policy.

Database Locking

Is the service database is locked and the policy must perform configuration of the service, the policy will wait for
access up to the timeout period specified. The configuration that requires this access includes 'Log on as' and
'Startup' mode changes only. Startup, stop and options do not require the policy to wait on a
lock.

Service Locking
A service that is in transition will be waited on for the "Wait timeout..." specified, both for a stop transition and a

start transition - whether initiated by the policy or externally. The total timeout may therefore be twice the
specified time in a restart situation.

Logon as:

The account under which the service will run. If 'No change’ is specified, the service account will not be configured.
Most services run as ‘'Local System'. Local System services may interact with the desktop.

Other accounts, including 'NT AUTHORITY\NetworkService' and 'NT AUTHORITY\LocalService' may be selected using
the or entered directly. Generally an account name that is local to multiple computers should be
entered as ".\Username" - which indicates that the account must be resolved from the local computer's domain. If an
account name other than an 'NT AUTHORITY' is specified, the password for the account is required.

¢ Password Security

The password is encrypted before being saved into the configuration XML. The password is decrypted by the
Services client side extension so that it may be applied to configuring the service. It is important to note that it
is technically possible, although difficult, to recover the password from the settings file.

*F Filter

Apply a to this item to prevent it from executing for specified computers or other conditions.
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% Services - Recovery

"Services - Recovery" controls the various failover modes and settings available for a service.

SOLSERVERAGENT Properties

| zeneral | Recovery |Cu:umm-:un|

Select the computer's response iF this service Fails.

First Failure: |Restart the Service W |
Second Failure: |Restart the Service w |
Subsequent Failures: |Restart the Computer W |

Restark fail count after: daws

Restart seryice after: 1 w | Minutes

Fun Program

append Fail counk ko end af command line (fail=%1%:)

[ Restart Computer Cplions. .. ]

()4 ][ Zancel ] Apply

These settings operate in the same manner the corresponding settings in the Services administrative tools applet.

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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#l Shortcuts

Group Policy extension for configuration of Shortcuts.
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#l Shortcut

"Shortcut" is a configuration item that is used to configure a shortcut to a file system object, shell object or URL.

My Shoricut Properties

e Actiar; | Replace e |
Name: "wfirZip 7.0 |
Target Type: | File System Object w |
Location: | Desklop e |
Target Path: %ProgramFiles %\ irZiphw/INZIP32 EXE -]
Arguments: | |
Start in: EProgramFilesZ\Wingip |E]
Shorbcut key: |Etrl + Al + Mum Lock |
Run: | Mormal Window b |
Comment: |L|se thiz program to create a Z1F file |
lcon fle path: | C:\Program FilssWwirZip\wINZIP32. EXE -]
lcon index; |EI |
I QK. ] [ Cancel ] [ Apply ] [ Help ]

4 Important Note on Mapped Drives

When configuring a shortcut that uses a mapped drive letter in any parameter, ensure that (1) the item is in user
policy, (2) the drive letter exists prior to shortcut policy execution, and (3) that the policy is set to run in the logged-
on user's security context (on the Common Tab).SYSTEM context does not have access to drive maps, which exist
only for users. If this is set incorrectly the shortcut may configure successfully but may have a truncated or otherwise
altered path.

Action:
One of the standard PolicyMaker action modes. Matching is performed by a combination of Name, Type (extension)
and Location.

e Create - creates the shortcut, if it does not already exist.

e Replace - delete the shortcut, if it exists, and create it regardless.

e Update - if the shortcut does not exist, it will be created. If it exists, all parameters will be updated.
e Delete - delete the shortcut, if it exists.

Name:
Required setting. The display name of the shortcut. The value should not be quoted. If a specified folder does
not exist, it will be created. Variables may be used in this setting.

<Specify full path>
If "<Specify full path=" is chosen in the "Location” field, this setting must contain the full path to the folder that
will contain the shortcut, as well as the shortcut name. For example, the following creates a shortcut named



"My DesktopStandard Shortcut” in the folder "%ProgramFilesDir%\DesktopStandard":

<Specify full path>
%ProgramFilesDir%\DesktopStandard\My DesktopStandard Shortcut

If the path specified is not fully qualified, the shortcut will be placed into the current directory of the CSE, which
would normally be the system directory.

Sub-locations

If a subfolder of a standard location is desired, the subfolder may be prefixed to this setting as well. For
example, the following creates a shortcut named "My DesktopStandard Shortcut” in the "DesktopStandard"
subfolder of the "Explorer Favorites" location:

[Explorer Favorites]
DesktopStandard\My DesktopStandard Shortcut

Target Type:
This setting controls what browse options are available for the "Target Path" setting. There are three basic types of

shortcuts supported by Windows.

File System Object

An object that can be addressed using a traditional Windows path. This includes a file, folder, drive, share,
document, computers, etc. With this type selected, the "Target Path" browse button enables a file system
browse window and paths can optionally be entered manually.

URL

An Internet-style URL that could be provided directly to Internet Explorer, including HTTP, HTTPS, FTP, etc.
With this type selected, the "Target Path" browse button is disabled. The URL must be typed or pasted into the
path.

Shell Object

Any object addressable within the Windows shell, including printers, desktop items, control panel items, special
folders, as well as files, folders, shares, computers, network resources, etc. With this item selected, the "Target
Path" browse button enables a shell object browser and the field itself is disabled for manual entry.

Location:
One of a list of standard locations for a shortcut to be placed. "All Users" locations are relative to the "All Users"

directory, others are relative to the logged-on user.

Target path:

The setting is the path to the item to which the shortcut refers. The following are examples of different types of target
items. The path should not be quoted. The browse button launches the . may be
used in this setting when not using the "Shell Objects" Target Type.

File System Objects

These types of objects can be browsed by selecting the "..." button to the right of this field, or entered
manually. Some selectable objects are not file system objects and will return an error if selected. If a shortcut
is selected form the browser, the target object is returned, not the shortcut itself.



Browse For Folder

Zhoose an object

I My Music
= I3 Program Files
I Adobe -
= [[7) AukoProf
= [3) Profile Maker
= ) Client
= (g Distribution
! profrmkr, exe
I Snapin
I Tms
i
I Common Files
| >

|3

| &

|

[ Ok ] [ Cancel

Examples include:

e Path to a local folder

%<ProgramFiles>%\DesktopStandard\ProfileMaker

e Path to a local executable file

% <ProgramFiles>%\DesktopStandard\ProfileMaker\Client\Distribution\profmkr.exe

e Path to a local help document

%<ProgramFiles>%\DesktopStandard\ProfileMaker\Snapin\profmkr.chm
e UNC path to a network share

\\MyServer\Netlogon

e Name of a network or local computer

\\MyServer

e Shared printer on remote machine

\\Server\HP LaserJet 4050 Series PS
e Drive Letter
H:

€ Variables in Target Path

Note that variables may be placed into the target path. Any variable in resolved syntax, such as

%ProgramFiles%, will be resolved by PolicyMaker before the shortcut is created.

If you desire to place an

unresolved variable into the target (or other) path, you must use the unresolved variable syntax, specifically

%<ProgramFiles>% using the previous example. However, unresolved variables must be variables that are



known to the user's environment (such as %ProgramFiles%). This is not the case with many PolicyMaker
variables which are generated for internal use but not set as persistent environment variables by default.

URL
These types of objects must be entered manually, as the address would appear in the Internet Explorer address

field. Examples include:

e URL to a web page (defaults to IE web page icon, or website icon)

http://www.desktopstandard.com

e URL to an FTP site (defaults to IE FTP icon)

ftp://ftp.desktopstandard.com

Shell Objects
These types of objects may only be browsed by selecting the "..." button to the right of this field. If a shortcut

is selected form the browser, the target object is returned, not the shortcut itself.

Select Object

Select a shell object,

:&;-.I Kevboard L
B mail
) Mouse
t}, Metwork Connections
E Mukcracker
E. MYIDLA nview Deskiop Manager
L Phone and Modern Options
m|§Powet Opkions
%2 Printers and Faxes
& Program pdates
@ CuickTime
Q Regional and Language Options
% Sn:annelrs and I:‘Zameras 7

—_— ¥ T ' " —

£ ¥

Make Mew Folder ] [ Select ] [ Cancel

[# Note
When an object is selected, the display name of the object is presented and the field is disabled. Examples

include:

e Shell path to the Control Panel

Desktop/My Computer/Control Panel

e Shell path to a specific printer

Desktop/My Computer/Control Panel/Printers/HP LaserJet 4050 Series PS

Arguments:
Optional setting. Argument(s) for the command line specified by the "Target file path". Variables may be used in


http://www.desktopstandard.com

this setting.

Start in:
Optional setting. Working directory, where files required by the Target item exist. The path should not be quoted or
have a trailing slash. The browse button lauches the Folder Browser . Variables may be used in this setting.

Shortcut key:
Creates a keyboard method to launch the shortcut. Function keys, including <Fl1>...<F12>,
<CTRL>+<ALT>+<key>, <NUM key> and more, can be programmed to launch the shortcut on the target desktop.

Run:
Specifies how the window should display when opened using the shortcut. Choices are: Minimized, Maximized or
Normal Window.

Comment:
The tool tip text that appears when the mouse is hovered over a shortcut. Variables may be used in this setting.

Icon file path:

The fully qualified path to an icon file. If this value is not set, the "lIcon index" setting is ignored and

Windows chooses the default icon for the item based on its type (as if the icon had been made by using the mouse to
drag a shortcut to the "Target"” object). The path should not be quoted. The browse button launches the Icon
Browser . Variables may be used in this setting.

Change Icon

Look For icons in this File:
CAWINDOWS|SYSTEM32ishel32.dl | | Browse... |

Seleck an icon from the list belaw:

RS~ (Clego R
F8edLOs,
I Lme

b

I ok, l[ Cancel ]

Icon index:
The zero-based index of the desired icon in the file specified by "lcon file path”. If no icon file path is specified, this
value is ignored. An icon can be specified for any type of shortcut. This setting is also filled in by the Icon Browser.

[# Notes

This item will reset the "Read Only" attribute of any shortcut that it needs to alter.

If a shortcut is selected in the browser, its target item will be selected. In other words, it is not possible to specify a
shortcut to a shortcut using the browser.

By default this item will run with end-user permissions (in user policy), to give the item access to all objects with the
SYSTEM Access Control Entry (ACE), change the security context on the common tab.

? Filter

Apply a filter to this item to prevent it from executing for specified users, computers or other conditions.
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Start Menu

Group Policy extension for configuration of Start Menu settings.
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Start Menu - Advanced

"Start Menu - Advanced" is a group of settings that control the Start Menu and Programs menu.

S5tart Menu Properties

Generall fdvanced |Classin: oMo

Skark menu settings

Cpen submenus when I pause on them with my mouse

Highlight newly installed programs

Stark menu items:

E} Control Panel

(%) Display as a link

() Display as a menu

() Don't display this item
Enable dragging and dropping
[] Favorites menu
Help and Suppart

P g

(>

I[E:4

Fecent documents

Select this option to provide guick access to the documents waou
opened most recently, Clearing this list does not delete the
documents,

List my miost recently opened documents [ ] Clear Lisk

| (04 | [ Cancel ] [ apply ] [ Help

[# Note
This page uses property underlining to control which settings are applied. By default all settings are enabled

(green).

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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Start Menu - Classic

"Start Menu - Classic" settings control how the Start Menu looks when the Classic Start Menu is presented (which is
always the case on Windows 2000).

S5tart Menu Properties

izeneral | Advanced | Classic | Common
Skark menu
p'ddl :
=
Remove. ..
To customize the classic Stark menu,
please use the shortcuk policy. Advanced
Sork
advanced classic Start menu options:
[ ] Display Log OFF ~
Display Fun
Enable dragging and dropping
[ ] Expand Control Panel -
[ ] Expand My Documents
[] Expand My Pictures
[ ] Expand Metowork Connections b’
[ (o i [ Cancel ] [ apply ] [ Help

[ Note
This page uses property underlining to control which settings are applied. By default all settings are enabled
(green).

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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Start Menu

"Start Menu" is a configuration item for managing settings that control the look and feel of the Start Menu.

S5tart Menu Properties

aeneral |.ﬁ.dvanced Classic | Commaon

Select anicon size For programs

gl -
9:' (%) Large icons ¢ O smallicons

Programs

The Skart menu conkains shortcuts to the programs you use mosk
aften. Clearing the lisk of shorkouks does not delete the programs,

Mumber of programs on Start menu:

Showw on Skark menu

Inkernet:

E-mail:

oK | [ Cancel ] [ apply ] [ Help

[# Note
This page uses property underlining to control which settings are applied. By default all settings are enabled

(green).

*F Filter

Apply a filter to this item to prevent it from executing for specified computers or other conditions.
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¥ Filters

Filters allow an administrator to selectively exclude a policy setting during processing by the client side extension.
Filters are always evaluated prior to action modes. As with a disabled item, if a filter excludes an item none of its
children will be processed.

Filter Header
Click on an item below to see a full description of its functionality.

Filtering

on a filte o add it to the active pane. The cted itemn and ite children will be skipped if E

?L[:: Eattery Present 5 FEiler Group (5 DOrganizational Unit [E T erminal S ession
Computer Mare ER P Address Rangs 5 PCMCIA Present Time Bange
ﬁ CPU Speed @ Languane 4% Partable Computer € LUser

Dial-Up Connection ﬁ LOAP Quermy & BiM @ Wbl (e

= Digk Space MaC Address Hange @ Recur Every £} Processing Mode
iy Domain (2) Message Box & Bedist Match

BA EnvionmentVariable &8 MSI Quer € Security Group

[ Eile Match s Operating System ({0 Site

How to Apply a Filter
To add a filter, click on a filter type in the header. For this example, Operating System has been selected. Once
selected, the filter appears in the Active Filters view below the header, as shown below:

Active Filters Frame

The frame below the filter header shows all of the filters in effect for the selected item.

By selecting {Windows XP, (any), Tablet PC} (below) we have ensured that the selected item will only execute
on Tablet PC computers.

. Operating Sypstem M k1 EIN
And Wersion: |'w'in|:||:|ws =P Vl Level |[-3”.'r'] V|

Or ] Mat

Categony: | [arw] w | Flawaor: | Tablet PC w |

How to Document Filters

Each filter can be named and given a description. These values are used in trace output, settings reports and
RSoP reports. To set these values, click the "..." in the upper right corner. A filter's name is shown in the filter's
title bar following the filter type.

How to Obtain the Filter Result in a Variable
Each filter returns a true/false value. That value is captured in a variable that is automatically generated from the
filter's name. If the filter is unnamed then no variable is generated.

How to Obtain Help on a Filter
To obtain help on a filter, click the "?" in the upper right corner of the filter.

How to Move a Filter

Filters are automatically moved with a configuration item. Filters can also be moved individually, both within a single
item and from one item to another.

Filters can be ordered within the Active Filters frame by drag and drop (grab the title bar) or by moving filters
up/down via the arrows in the upper right corner of the filters. Filters may also be moved or copied to the Active
Filters frame of another open filters window.

How to Delete a Filter
To remove a filter from the view, click the "x" in the upper right corner, or double-click the icon in the upper left



corner of the filter.

Disabled Filters
Filter selections will be disabled if they are not applicable to the current user/computer policy context.

Filter Inheritance

If filters applied to a parent item evaluates to "false", then the collection and all of its children will be skipped. If the
item's filter evaluates to "true", the item will perform its configuration and then the item's children will be evaluated in
the same manner.

The "Not" Option
Each individual filter has a "Not" checkbox. This option negates the result of the calculation performed by the
particular filter. With this option set, a filter that would othrwise evaluate to "true" will evaluate to "false".

Multiple Filters
Filters may be combined without limitation on a single item. There is no limit to the number of filters allowed.

And, Or and () Options

When multiple filters are applied, you have the option to choose the logical relationship between the filters. The
default relationship between filter items is "And". Using the Boolean operators "And" and "Or" you can generate
complex logical conditions that the item must satisfy before being executed. Using you can create
parenthetic expressions, with any level of nesting.

& Processing

All filters under an item will be evaluated before a decision is made to execute or bypass that item. Order of
execution is sequential from top to bottom. All filters in an item are always processed, unless a failure occurs in
one of them. The for most filters is SYSTEM. See indivudual filter documentation for
exceptions. Filter processing is not affected by the security context setting on the item's common tab
(PolicyMaker Standard Edition and PolicyMaker Registry Extension).
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L& Battery Present

" £ Battery Present HMEEN
And

Or [ |Mat Battery Prezert

This filter returns true if there is at least one battery in the computer.

Not:
Reverses the results of this filter. With this option selected this filter returns true only if there is no battery in the
computer.

% Portable Detection
This filter can be useful for portable computer detection, as can the PCMCIA Present and/or Portable Computer
Filter.
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Computer Name

1 Comnputer M ame: T
© énd [ Mat |EDmputer_Name |E] (%) MetBIOS

o ) DNS

This filter returns true if the computer's name matches the specified NetBIOS or DNS host name.

Not:
Reverses the results of this filter. With this option selected this filter returns true only if the computer name does not
match the specified name.

Name:
The computer name against which the name of machine will be compared. Matching is not text case sensitive.
Variables may be used in this setting. The browse option launches the Computer Browser.

NetBIOS:
Instructs PolicyMaker to compare the specified name to the NetBIOS name of the computer. Uses the
%ComputerName%b variable for comparison.

DNS:

Instructs PolicyMaker to resolve the specified name and compare the result to the IP address(es) of the computer.
The specified host name is first resolved into one or more IP address(es) using the Windows name resolution behavior
in effect on the computer. There is no required format for the specified name except that it must be resolvable to an
IP address. The list of IP addresses obtained is compared to all of the IP addresses bound to all network adapters on
the computer. If a single match exists, the filter returns true.

[ wildcards

If "NetBIOS" is selected, the computer name field accepts any combination of the standard wildcards * (multiple
character) and ? (single character). For example:

"Desktop?" will match DekstopO, Desktop9, DesktopW, but not DesktopO1l or Desktop

"Desk*top" will match Desktop, Deskltop, Desk123top

Because of the advanced resolution method used for matching multiple addresses against multiple bindings, wildcards
are not supported with the "DNS" option selected.
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i CPU Speed

muz CPU Speed MEEN
() And

O [ ]Mat CPUSpeed»=|733

This filter returns true if the speed of the computer's CPU is greater than or equal to the speed specified.

Not:
Reverses the results of this filter. This is logically the equivalent of the filter reading "CPU Speed < [xxx] MHz".

MHz:
The speed against which the CPU of the computer will be compared. Variables may be used in this setting.
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Dial-Up Networking

é"‘" Dial-ldp Connection M k1 EIN
(%) And
O []Mat |[an_l,l] w

Dial-Up Network filtering is not available in computer policy. This filter returns true if there is an active Windows
"Dial-Up Networking" (DUN) connection of the type specified.

Not:
Reverses the results of this filter. With this option selected this filter returns true only if a DUN connection of the
type specified is not active on the computer.

Connection Type:
These types are defined by Windows Dial-Up Networking. The "(any)" option will match any type of connection in the
list below.

* (any)

e Telephone modem accessed through a COM port

e ISDN card with corresponding NDISWAN driver installed
e X.25 card with corresponding NDISWAN driver installed
e Virtual Private Network (VPN)

e Asynchronous Transfer Mode (ATM)

e Frame Relay

e Sonet

e Switched 56K access

e Infrared Data Association (IrDA) device

e Serial Port direct connection

e Parallel Port direct connection

e Generic

e Packet Assembler/Disassembler

e PPP over Ethernet (PPPOE) [not supported on Windows 2000]

¥ Note
There is no requirement that the user be logged on to the network over the connection, just that the connection be
active on the computer.
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@ Disk Space

= [Dizk
And
%D? [ Mot Disk Space »=|.5 » | GB onthe | System V| Drrive

sl Tl v af X

This filter returns true if the free space remaining on the specified drive is greater than or equal to the amount
specified.

Not:
Reverses the results of this filter. This is logically the equivalent of the filter reading "Disk Space < [xxx] GB on the
[x] Drive".

GB:
The amount of space (in gigabytes) against which the free space of the specified drive will be compared. Decimal
values (e.g. .5) are allowed. Variables may be used in this setting.

[ space Measurement
Some drive manufacturers advertise a gigabyte as 1,000 MB (10"3 + 2720 bytes) or even 1,000,000
KB (1076 + 2710 bytes). PolicyMaker uses true gigabytes (2730 bytes), as does Windows.

Drive:

Either the "System" drive, or a specific drive letter. The System drive option directs PolicyMaker to use the
%systemdrive% variable for determining the comparison drive letter. The specified drive letter may be a mapped
network drive.
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45 Domain Name

;: [rarnain ! ﬂ ﬂﬂ
(%) And [ Nat |D-:umain_N e |E] (%) Uzer logged on to Domain

o

() Computer in Damain

This filter returns true if the current end-user is logged on to the specified domain/workgroup (or the computer is a
member of the specified domain, depending on the option selected).

Not:
Reverses the results of this filter. Returns true if the end-user is not logged on to the specified domain (or the
computer is not a member of the specified domain, depending on the option selected).

Name:
The NetBIOS domain name with which to compare domain membership. Matching is not text case sensitive.
Variables may be used in this setting. The browse option launches the Domain Browser.

User logged on to Domain:

This option is disabled in computer policy. Compare the specified domain name with the domain to which the end-
user is logged on. This is also the domain of which the end-user is a member. This is the default option in user
policy. Uses the %LogonDomain% variable for comparison.

Computer in Domain:
Compare the specified domain name with the domain (or workgroup) to which the computer belongs. This is the only
option in computer policy. Uses the %sDomainName%o variable for comparison.

[# wildcards

The domain name field accepts any combination of the standard wildcards * (multiple character) and ? (single
character). For example:

"Domain?" will match DomainO, Domain9, DomainW, but not Domain01 or Domain

"Dom*ain" will match Domain, Domlain, Dom123ain
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B3 Environment Variable

4 Erwiranment Y ariable MEEIN

(%) And

S o |My‘vfarial:ule | |1 |

Execute thiz ke f Zhyvanable? =1

This filter returns true if the specified variable matches the value specified.

All PolicyMaker variables are implemented internally as environment variables. There are four basic types of
environment variables; process, system, user and volatile. PolicyMaker implements its own internal variables as
process variables. PolicyMaker also integrates all system and user variables that are set at the time the CSE is
launched.

Not:
Reverses the results of this filter. Returns true if the specified variable does not exist or does not match the specified
value.

Variable:
The name of the variable. Matching of variables is not text case sensitive. Variables are not supported in this
setting.

[ PolicyMaker incorporates persistent environment variables and variables set during the client side extension
execution. Non-persistent variables that are set by one client side extension are not available in others.

Match Value:
The value to match against the value of the specified variable. Matching is text case independent. Variables can be
used in this setting.

% Use with the Message Box Filter

In user policy, the Message Box filter allows for a specified environment variable to be set to "1" if the end-user
selects Yes (or OK) from the message box. This variable can be used in subsequent variable filters without again
presenting a message box.
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= File Match

il File Match ! H HE
@) And katch Tope: Path:

Oar  UINot e roider Exists v | L]

i File Match
Match Type: Path:
And Match File Version v | | =
Or I:‘ Mot {:} @
‘ I I:I - I:I - I:I . D ‘ I |:| } |:| i I:I ] |:|
OF O <=

This filter returns true if the file or folder parameters are matched. The filter expands when a Match Type other than
"File/Folder exists" is selected.

Not:
Reverses the results of this filter. This is logically the equivalent of the filter reading "File/folder does not exist" or
"File does not exist in the version range specified".

Match Type:

e File/Folder Exists - returns true if the file or folder specified by the Path parameter exists.

e Match File Version - returns true if the file specified by the Path parameter exists, has a version resource, and
the version falls within the range specified.

Path:
The path to the file or folder. Variables can be used in this setting. The browse button launches the File Browser .

Versions

Versions are specified for the "Match File Version" option only. The lower bound for the file version is on the left
control, the upper bound on the right. Version values are consistent with Windows file versions, and each segment
has a lower bound of O and an upper bound of 65535.

& Security Context

File/folder detection is always first performed in the SYSTEM security context. If this fails for permissions, the
detection is performed in the security context of the logged-on user (in a user policy), regardless of common tab
settings (PolicyMaker Standard Edition and PolicyMaker Registry Extension). This allows the filter to match files and
folders on the network, to which the SYSTEM context may not have permissions. In SYSTEM context PolicyMaker
converts any end-user drive map to a UNC path so that it may be "seen" in system context.
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T Filter Group

“m Filter Group

F3 | Organizational Lt

| Organizational it

|E (%) UszerinOU

(] Mat :
Or [ ] Direct Member Only () Camputer in OU

ity Group

© And | |E (%) User in Group
[ Hat .
Oor ] Primary Group () Computer in Group

sl 20 x e ) %

Using filter groups you can create parenthetic filter expressions, with any level of nesting.

Not:
Reverses the results of the filter group.

Adding filters to a filter group

To add a filter to a group, add the filter to the Active Frame by selecting it from the list of filter types in the header.
Next drag and drop the filter to the body area of the filter group. To add additional filter items, use the same
technique, positioning the filter by dragging the filter until the red line highlights the desired position. Filter groups
can be added to filter groups using the same technique.
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R IP Address Range

=P Address Range MEEan
And
%D? (et [0 . 0. 0.0 -[0.0.0.0

This filter returns true if one of the computer's IP addresses falls within the specified range.

Not:
Reverses the results of this policy. Returns true if the none of the computer's IP addresses falls within the specified

range.

B Specifying a single address
The range is inclusive of the endpoints. Specifying the same value in each field results in a single address check.
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P Language

And
% D? [ Mat | Enalizh w || [heutral] w | [JUser [ ]Swstemn [] Mative

This filter returns true if the specified locale (language/sub-language) is installed on the computer. Additional options
allow this filter to be narrowed to return true only if the specified locale is the user's locale and/or the operating
system locale.

Not:
Reverses the results of this filter.

Primary Language (first option):
The major language (i.e. French).

Sub-Language (second option):

Generally the region in which the language is spoken (i.e. Canada (French)). Language and Sub-language are
combined to create a locale identifier. If "(neutral)" is specified, the Sub-Language will be ignored and
PolicyMaker will match any locale containing the specified primary language.

If you do not select either of the "User Locale" or "System Locale" options, this filter will return true if the specified

locale is installed on the computer. The following drop-down list in the "Regional Options" control panel applet shows
the currently installed locales.

213

General |Numhers| Eurrenn::_l,ll Time I D ate I Irput Ln:u:alesl

— Settings for the curent user

M any programs suppart intermational settings for numbers, curencies,
timez, and dates. Set the lozale in order to use the standard settings.

Your locale (location]:

Englizh [£imbabwwe)
Faemesze

Finmizh

French (B elgium)
French [Canada)
French [France)

| French [Lusxembaourg) B
French [Monaca) B
French [Switzerland)
German [Austhia)
German [Germarny)
aeman [Liechtenstein)

O Armenian _|
[ E altic
O Central Europe

O Cuillic lI

Set default... Advanced. . |

QK Cancel | Apply

User Locale:
This option is disabled in computer policy. The specified locale must be currently selected as the user's locale.



General |Numl:u3rs| Eurrenc_l,ll Time I Date I [t LI:IC-3|ESI

— Settingz far the current uszer

M any programs suppart intemational settingz for numbers, curencies,
times, and datez. Set the locale in order o uze the standard zettings.

our locale (location):

French [Can

— Language zettings for the zpstem
our gpstem is configured to read and write documents in multiple
languages.

O Arabic ﬂ
O &menian

[ E altic

O Central Europe

O Cuillic |

Set default. . | Advanced... |

] I Cancel | Emply |

¥ This option is useful when presenting a Message Box or other user interface item to an end-user.

System Locale:
The locale must be the locale of the operating system.

select system Locale d s

The system locale enables applications to display menus and
dialogz in their native language. “Windowsz will uze the code page
and font zettings aof thiz language. kMenuz and dialogz of Windows
will not be affected,

Select the appropriate locale.

k. Cancel

Native OS:
The locale must match the language of NTDLL.DLL.

¥ As this refereneces the core operating system language, this option is useful when installing a Service Pack or
other software.

[ Input Locales
Input locales (as shown below) are not a feature of this filter.



Generall Numl:uersl Eurrenc_l,ll Time I Date  Input Locales |

— Inztalled input locales
Input language Kepboard lapout/IME

French [Canada) Canadian Multlingual Standard

Add... | Bemove Propertiez. .. |

Set az Default |

— To tur off Caps Lock
% Press CAPS LOCK key = Press SHIET key

—Hat keys for input locales

Item

E.en zequence

Switch to Englizh [United States] - US [Mone] -

Chatige Key Sequence... |

[+ Enable indicator on tazkbar

€ Security Context

In a user policy, the User Locale test is performed in the security context of the logged-on user, regardless of common
tab settings (PolicyMaker Standard Edition and PolicyMaker Registry Extension). This does not have an impact on
security, but this knowledge it may be useful in interpreting the client side trace.
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A LDAP Query

o) ezl =]
& And Filter Binding Attribute Yariable name

Cior [ Mat LDaF:

This filter returns true if the specified Attribute is found in the filtered search of the container specified by the binding.

Not:
Reverses the result of this filter.

Filter (optional):
The LDAP search filter to execute within the scope of the container specified in Binding. All subcontainers are
searched. If this value is empty, the Binding may specify a non-container object.

Example:
This LDAP search filter will find all users with a last name that starts with the letter A.
(&(objectClass=user)(sn= A¥*))

Binding:

The path to a container in which the search will be conducted. The object must be a container if a Filter is specified,
or an error will result. If the Binding cannot be satisfied, an error results. Note that the binding prefix is case
sensitive, i.e. "LDAP" must be upper case.

Examples (filtered or not filtered):

LDAP: - Bind to the root of the namespace.

GC: - Bind to the root of the Global Catalog.

LDAP://servername - Bind to a specific server.

LDAP://distinguishedName - Bind to a specific container by its distinguished name.

Examples (not filtered only):

LDAP://<SID=%reversedusersid%> - Bind to the user object (or computer object in computer policy).
LDAP://<SID=%reversedcomputersid%> - Bind to the computer object.

LDAP://<GUID=o0bjectGuid> - Bind to a specific object by its unique identifier.

Attribute (optional):
Specific Attribute to look for in the first returned row. If the attribute is specified and not found, the filter returns
false.

Example:
This attribute contains the ‘canonical name' of the object:
cn

Variable name (optional):
Environment variable that will be set to the value of the Attribute, if one is found. The following data types are
supported for return in variable values. Other types will succeed but return an empty value:

ADSTYPE_DN_STRING
ADSTYPE_CASE_EXACT_STRING
ADSTYPE_CASE_IGNORE_STRING
ADSTYPE_PRINTABLE_STRING
ADSTYPE_NUMERIC_STRING
ADSTYPE_OBJECT_CLASS
ADSTYPE_BOOLEAN

[# Notes
The query search preferences are set to search subtrees of the container, but not to chase referrals. See ADSI
documentation from Microsoft for more information on these subjects.
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B8 MAC Address Range

s AL Addres MEEIN
And
%D? ] Mat IDD-DD-DD-DD-DD-DD — | 00-00-00-00-00-00

This filter returns true if one of the computer's MAC addresses falls within the specified range.

Not:
Reverses the results of this filter. Returns true if the none of the computer's MAC addresses falls within the specified

range.

s Specifying a Single Address
The range is inclusive of the endpoints. Specifying the same value in each field results in a single address check.
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& Message Box

sl T H vl af X

||I:u:n:|_',I | [Dptians...] '

This filter presents a message box prompt to the end-user. The user is given the choice of selecting Yes/No (or
OK/Cancel) from the prompt. The filter returns true if the end-user selects Yes (or OK). If a variable is specified and
the end-user selects Yes (or OK) the variable is set to "1".

Message Box filtering is not available in computer policy. If a message box filter is executed in synchronous
foreground processing, the message box will appear on the winlogon desktop (i.e. prior to the user desktop being
available). In asynchronous foreground or background processing, the message box will be presented in the end-
user's desktop environment.

Not:
Reverses the results of this filter. Returns true if the end-user selects No (or Cancel). If a variable is specified, the
value is set to "1" if the user selects Yes (or OK) and "0" for No (or Cancel), regardless of this Not option.

Title:
The text that will appear in the title bar of the message box prompt. Variables may be used in this setting.

Body:
The text that will appear in the body of the message box prompt. Variables may be used in this setting.
Options...:
Message Box Options %]
Style
{*1es /Mo
{3 0K / Cancel
[]5et "Ma" button as default
Timeout
(%) Show until closed by end-uszer.
() Select default button after I:Ij seconds
Wariable
[]5et varizble ta "1™ if Yes iz eelected, or "0 if Mo iz selected.
OF l ’ Cancel l
Style

Controls the selection of icon and sound. These are dependant upon operating system settings on the end-
user's computer. The default style is "Question".

OK/Cancel or Yes/No:
Controls the type of buttons presented to the end-user. The text on these buttons is operating system
and language dependant. The default is "Yes/No".

Set "No" (or "Cancel") button as default:
Sets the No/Cancel button as the default button for the message box. If the end-user hits <enter> with
the message box open, the action will be No/Cancel. The default is Yes/OK.

Timeout

These options cause the message box to close automatically without end-user input. Message box
timeout options prevent PolicyMaker from suspending the logon process with a message box if the end-



user is not present or attentive. The message box closes by selecting the button that you have specified
as the default (see above).

O Show until closed by end-user
O Select default button after [] seconds

Variable

Set variable to 1" if Yes is selected, or "0" if No":

Sets the specified variable to the value "1" if the end-user selects Yes/OK or sets the variable to "0" if the
end-user selects No/Cancel. The variable will not persist after the client side extension terminates. By
default, no variable is set.

Variable name:
The name of the variable to set. are not supported in this setting.

[! - Test Message Box]:
Preview the message box for appearance. are not resolved at preview time.
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& Message Box

sl T H vl af X

||I:u:n:|_',I | [Dptians...] '

This filter presents a message box prompt to the end-user. The user is given the choice of selecting Yes/No (or
OK/Cancel) from the prompt. The filter returns true if the end-user selects Yes (or OK). If a variable is specified and
the end-user selects Yes (or OK) the variable is set to "1".

Message Box filtering is not available in computer policy. If a message box filter is executed in synchronous
foreground processing, the message box will appear on the winlogon desktop (i.e. prior to the user desktop being
available). In asynchronous foreground or background processing, the message box will be presented in the end-
user's desktop environment.

Not:
Reverses the results of this filter. Returns true if the end-user selects No (or Cancel). If a variable is specified, the
value is set to "1" if the user selects Yes (or OK) and "0" for No (or Cancel), regardless of this Not option.

Title:
The text that will appear in the title bar of the message box prompt. Variables may be used in this setting.

Body:
The text that will appear in the body of the message box prompt. Variables may be used in this setting.
Options...:
Message Box Options %]
Style
{*1es /Mo
{3 0K / Cancel
[]5et "Ma" button as default
Timeout
(%) Show until closed by end-uszer.
() Select default button after I:Ij seconds
Wariable
[]5et varizble ta "1™ if Yes iz eelected, or "0 if Mo iz selected.
OF l ’ Cancel l
Style

Controls the selection of icon and sound. These are dependant upon operating system settings on the end-
user's computer. The default style is "Question".

OK/Cancel or Yes/No:
Controls the type of buttons presented to the end-user. The text on these buttons is operating system
and language dependant. The default is "Yes/No".

Set "No" (or "Cancel") button as default:
Sets the No/Cancel button as the default button for the message box. If the end-user hits <enter> with
the message box open, the action will be No/Cancel. The default is Yes/OK.

Timeout

These options cause the message box to close automatically without end-user input. Message box
timeout options prevent PolicyMaker from suspending the logon process with a message box if the end-



user is not present or attentive. The message box closes by selecting the button that you have specified
as the default (see above).

O Show until closed by end-user
O Select default button after [] seconds

Variable

Set variable to 1" if Yes is selected, or "0" if No":

Sets the specified variable to the value "1" if the end-user selects Yes/OK or sets the variable to "0" if the
end-user selects No/Cancel. The variable will not persist after the client side extension terminates. By
default, no variable is set.

Variable name:
The name of the variable to set. are not supported in this setting.

[! - Test Message Box]:
Preview the message box for appearance. are not resolved at preview time.
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& MSI Query

i3 51 Query ™ RN
@ And Clueny type: T arget type: Product code:

Oor  LINet Taigetexists v | |Product v | |(63ABBI36-16A3-4763-0470-A45FA1AG1E74} |[ .|

Querny type: T arget type: Product code:
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This filter returns true if certain aspects of an MSI-installed Product, Patch or Component meet the specified criteria.

Not:
Reverses the result of this filter.

Query type:
e Target exists - The filter returns true if:

O Product - The product that has the specified Product code is installed.
O Patch - The patch that has the specified Patch code has been applied.
O Component - The keyfile of a component that has the specified Component code is installed.

e Version Match - The filter returns true if:

O Product - The product that has the specified Product code is within the specified version range.

O Component - The keyfile of a component that has the specified Component code is within the specified
version range.

(For example, the filter in the second graphic will return true if the product's major version is at least 2 and less
than 4)

[ Note: Properties and info items (below) are obtained from the product to which a given component belongs if
the Target type is set to "Component".

[ Note: The filter will return false if the Target does not exist for the following Query types:

e Get property or Get information - The specified property or info item is stored in the provided Variable.
e Match property or Match information - The filter returns true if the specified property or info item is equal



to the provided Value.

[ Note: The filter will return false if the specified property or info item is undefined (has no value).

Target type:

e Product - Locates an installed product that has the specified Product code.
e Patch - Locates an applied patch that has the specified Patch code.
e Component - Locates the installed keyfile of a component that has the specified Component code.

Example (getting an info item value):
The third filter will return true if the product is installed and the "InstallSource" info item is defined.
Additionally, the variable "MyVariable" will be set to the value of the "InstallSource" info item.

Example (matching a property value):
The fourth filter will return true if the product is installed and the value of the "Manufacturer" property is "Microsoft
Corporation".
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This filter returns true if the specified platform matches the client platform.

Not:
Reverses the results of this filter. Returns true if the specified platform does not match the client platform.

Version (first option):
The major version of Windows.

Level
The service pack level of the major version of Windows specified. "Gold" is used to specify a match only with no
service pack.

Category (second option):
The category of Windows operating system, i.e. Windows 2000: Member Server, Domain Controller, or Workstation.

Flavor (third option)
The flavor of the operating system, i.e Windows XP: Professional, Home Edition, Tablet PC, etc.
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This filter returns true if the current end-user is a member of the specified Active Directory (AD) Organizational Unit
(OU) (or the computer is a member of the specified OU, depending on the option selected). The membership test
optionally excludes all inherited OU membership.

Not:
Reverses the results of this filter. Returns true if the end-user is not a member of the specified OU (or the computer is
not a member of the specified OU, depending on the option selected).

Name:

The OU name with which to compare OU membership. E.g., "MyOrgUnit" or "MySubUnit" in the example below.
Matching is not text case sensitive. Variables may be used in this setting. The browse button launches the OU
Browser. This field supports three formats:

e unqualified: MySubUnit
e partially qualified: OU=MyOrgUnit,OU=MySubUnit
e fully qualified: OU=MyOrgUnit,OU=MySubUnit,DC=Demo,DC=desktopstandard,DC=com

-.? Active Directory Users and Computers = ||:||E|
J@ Consale  Window  Help |;|i|£||
| aion vew || & = | BE TR 2| 8ifaTvg e

Tree I MysubUnit 3 objects

Active Directory Users and Computers [ MNEME | Type | Description
EI@ dema.rmyca.com B Desktopls  Computar

[:| Builkir f Tom Jones  User

-] Computers €5 My Group Security Group - ...

-] Domain Controllers
D ForeignSecurityPrincipals
=1-{8] MyOrgUnit

- {&] MySubUnit
- Users

4| | 2 | i

Direct Member Only:

Return true only if the user (or computer) is a direct member of the specified OU. This eliminates consideration for
inheritance. E.g., in the example above, if "Tom Jones" were logged on as the end-user, and the specified OU was
"MyOrgUnit", the filter would return false if this option was selected and true otherwise.

User in OU:
This option is disabled in computer policy. Compare the specified OU with the OU to which the end-user belongs. This
is the default option in user policy.

& Important
In computer policy there is no user context, and this option is therefore not recommended in computer policy.

Computer in OU:
Compare the specified OU with the OU to which the computer belongs. This is the only option in computer policy.




[# security Groups as OU Members

In the example above, "MyGroup" is a security group that is a member of "MySubUnit". Users (and computers) that
are members of this security group are not members of "MySubUnit" or "MyOrgUnit" unless they are otherwise
members of the OU (as is "Tom Jones™").
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This filter returns true if there is at least one PCMCIA slot (with drivers installed) in the computer.

Not:

Reverses the results of this filter. With this option selected this filter returns true only if there are no PCMCIA slots in
the computer (or none of the physical slots have drivers installed).

% Portable Detection

This filter can be useful for portable computer detection, as can the Battery Present and/or Portable Computer
Filter.
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This filter returns true if the computer is listed as a portable in the current hardware profile. Additionally, this filter
can be limited to portable computers with a specified docking state.

Not:
Reverses the results of this filter.

Docking State:

The docking state of a portable is always reported to be one of three values. Any combination of these states may be
selected.

[ If no states are selected, the filter will return true for a portable regardless of its docking state. Selecting all
three possible states will have the same result.

e Unknown:

Return true if the computer is portable and the docking state is "unknown".
e Docked:

Return true if the computer is portable and the docking state is "docked".
e Undocked:

Return true if the computer is portable and the docking state "undocked".

¥ How is portable status determined?

The following image shows the docking state as reported by the Windows XP operating system. All supported versions
of Windows will report the portable status and docking state, however the accuracy of this setting is dependant upon
the BIOS. If the BIOS reports this value to the operating system, the BIOS value will override any manually set value
each time the computer boots. As a result, on newer computers, this setting is reasonably reliable. The Battery
Present and/or PCMCIA Present Filter can also be useful for portable computer detection.




Profile 1 Properties

General |
@ Profile 1
Dok, 10 Unavailable

Serial Mumber:  Unavailable
This is a portable computer
{7 The docking state is unknown

() The computer is docked
(%) The computer is undocked

Hardware profiles selection

] Always include this profile as an option when
Windows starts

K, | [ Cancel
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This filter returns true if the amount of RAM in the computer is greater than or equal to the amount specified.

Not:
Reverses the results of this filter. This is logically the equivalent of the filter reading "Total RAM < [xxx] MB".

MB:
The amount of RAM to which the RAM in the computer will be compared. Variables may be used in this setting.
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This filter returns true if the current date falls within the date specification.

Not:
Reverses the results of this filter. Returns true of the current date does not falls within the date specification.

Options:
e Weekly:
O Day of Week:
Returns true if current day of the week matches the one specified (e.g. Monday).
e Monthly:
O Day of Every Month:
Returns true if the current day of the month matches the one specified (e.g. 15th).
e On Date

O Date:
Returns true if the current date matches the date specified (e.g. January 1, 2003).

O Every Year:
Check this option to ignore the year. Returns true if the current date matches the day of the
year specified (e.g. January 1st - every year).
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This filter returns true if the specified registry key or value is found. It may also be used to return the value data
under any registry value name in a variable. The filter expands when a Match Type other than "Key exists" is
selected.

Not:
Reverses the results of this filter.

Match Type:
This setting controls the behavior of the filter. The possible options are:

e Key exists - returns true if the specified registry key exists.
e Value exists - returns true if the specified registry value exists.
e Match value data - returns true if the specified registry value exists and matches the specified value
(REG_DWORD stored in XML as hexadecimal).
O Decimal format - returns true if the specified registry value exists and matches the specified value
(REG_DWORD values stored in XML as decimal).
O Substring match - returns true if the specified registry value exists and contains the specified value

O Version match - returns true if the string version number found in the registry value specified falls
within the range specified.

e Get value data - returns true under the same conditions as "Match value data" and returns the value data in
the specified variable.

Hive:
The registry hive. All hives are supported. The list is abbreviated for space considerations. The following values are
selectable:



e HKCU = HKEY_CURRENT_USER

e HKU = HKEY_USERS

e HKLM = HKEY_LOCAL_MACHINE
e HKCC = HKEY_CURRENT_CONFIG
e HKCR = HKEY_CLASSES_ROOT

Key Path:

The path to registry key. This setting should not contain the hive specification. Key paths are not text case sensitive.
The browse button launches the . A key or value may always be selected using the browser, and
the appropriate data will be filled into the various fields as appropriate for the specified "Match Type". can
be used in this setting.

Value Name:
This setting is not available for the "Key Exists" filter. The is the name of the registry value that should be matched.
Value names are not text case sensitive. can be used in this setting.

Default:
Select default to specify the "(Default)" value for a key.

[{ Note

The default value is actually just a typical value that has a zero-length name. Regedit shows this value under
each key as a REG_SZ named "(Default)", even if that value doesn't exist. In this case Regedit also shows
"(value not set)" in the data column. PolicyMaker will return false when filtering against a default value that
doesn't actually exist.

Value Type:

This setting is not available for the "Key Exists" filter. This is the registry data type that must match in order for the
filter to pass. The "(any)" type will attempt to match regardless of the actual data type of the value. Note that it is
technically possible for "default" values to have any data type, although REG_SZ is most common. All registry data
types that are visible in Regedit are supported, specifically:

e REG_SZ

e REG_EXPAND_SZ
e REG_MULTI_SZ
e REG_DWORD

e REG_BINARY

Value Data/Substring:
This setting is not available for the "Key Exists" filter. The is the data that will be matched against the data in the
specified registry value. can be used in this setting.

(any)
Attempts to match with the value regardless of its data type. The value data is converted to a string for
matching, using the conversion rules below.

REG_SZ
Matches are not text case sensitive.

REG_EXPAND_SZ

Matches are not text case sensitive and environment data in the value is not expanded. It is common to have
to match unresolved environment variables. Use the unresolved variable syntax to match an unresolved value.
For example, to match a value that contains "%ProgramFiles%\DesktopStandard", use
"%<ProgramFiles>%\DesktopStandard"”. This syntax prevents resolution of the %ProgramFiles% environment
variable - and PolicyMaker replaces the %<...>% with %...% before comparison.

REG_MULTI_SZ
This data type is a list of strings with NULL separators. PolicyMaker reads the first string in this list and ignores
any others when matching. Matches are not text case sensitive.

REG_DWORD

Regardless of the value of the Decimal/Hexadecimal option, PolicyMaker saves REG_DWORD settings as

an eight character hexadecimal strings if "Hex match" is selected, and decimal strings otherwise. The results
are the same when the REG_DWORD data type is specified. For example, to match the dword value (as
presented in Regedit) 0x00000001, enter decimal "1" or hexadecimal "00000001", regardless of the matching



mode. Hexadecimal values that are entered with less than 8 characters are prefixed with zeroes by the client.

REG_BINARY

These types are converted to hexadecimal strings for comparison with the data specified in this setting. The
data must be entered in the same format and byte order. For example, to match the binary value (as presented
in Regedit) "OB 5F 78 03 AC 09 22", enter "OB5F7803AC0922" into this setting. Binary values are always
compared as hexadecimal strings, and as such also support the "Substring match" option.

Variable Name:

This setting is only available with the "Get value data" filter. This contains the name of the variable into which you
want the found value data returned. The data is converted to the appropriate format for the data type, as described in
the "Value Data" section above. are not supported in this setting.

Versions

Versions are specified for the "Version match" option only. The lower bound for the version is on the left control, the
upper bound on the right. Version values are consistent with Windows file versions, and each segment has a lower
bound of 0 and an upper bound of 65535. A registry value with a period (".") or comma (",") delimted version string
in four segments can be matched as if it were an actual file version.
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This filter returns true only if the user (or computer) is in the specified group, and has the specified group as the
primary group (if the "Primary Group" option is selected).

Not:
Reverses the results of this filter. Returns true only if the user (or computer) is not a member of the specified group,
or does not have the specified group as the primary group (if the "Primary Group" option is selected).

Group Name:

The domain\name of the selected security group. PolicyMaker retains groups by the Security Identifier (SID) of the
group. The domain\name text cannot be edited directly, since this filter is based on the group SID (which is not
shown).

[{ Note

The domain\name of the group is presented for reference purposes, but is not used in membership
calculations. If a group name is changed, the original group name will continue to be presented in this filter,
however the SID of the group will remain the same and calculations are based on the SID.

Match by SID:

If this option is selected, the edit control is disabled and groups must be selected using the Browse button. The edit
control displays the domain\name of the selected group as it existed at the time of selection. PolicyMaker retains a
group by the group’s Security Identifier (SID). The domain\name text cannot be edited directly, since this filter is
based on the group's SID (which is not shown).

Primay Group:
If selected, instructs the filter to return true only if the specified group if the user's primary group. This option is
disabled when "Computer in Group" is selected.

Browse...:
The browse button launches the

[{ Note

It is possible that a group may appear in the list but still not be resolvable on the network into a SID. If this is
the case an error message will be presented when the group is selected from the browser. If the SID of the
group is known, it can be manually inserted into the raw XML for the filter, or selected by running the snap-in
on the computer where the group resides.

User in Group:
This option is disabled in computer policy. The filter returns true if the user is in the specified group. This is the
default option in user policy.

Computer in Group:
The filter returns true if the computer is in the specified group. This is the only option in computer policy. The
"Primary Group" option is disabled with this option selected.

[# Types of Groups Supported
PolicyMaker supports two categories of security groups - domain and local.

e Domain groups

O Global groups are selectable in the user browser under their associated domain.
O Universal groups are selectable in the user browser under every domain.

e Local groups

O Local groups are local to a member server or workstation local. These include created and "built-in"
groups.

O Domain Local groups are not supported or selectable using the user browser.



O Well-known groups include local groups such as "Administrators” as well as dynamic local groupings

such as "Dialup Users" (i.e. users who are connected via a dial-up connection are automatically members
of this group).

e Unsupported groups

O Distribution groups are not supported or selectable using the user browser.

€ Membership Determination

The context of group membership determination depends on the type of group, client operating system, and the User
Prompt option. Although the license SID can change based on Exchange mailbox configuration, this change does not
affect group determination for the purposes of this filter.

€ Security Context

All security group membership tests are performed in the security context of the logged-on user, regardless of
common tab settings (PolicyMaker Standard Edition and PolicyMaker Registry Extension). This does not have an
impact on security, but this knowledge it may be useful in interpreting the client trace.

[# Nested Groups Supported

PolicyMaker will consider a user who is a member of a group that is a member of the specified group, as being a
member of the specified group.
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This filter returns true if the Active Directory (AD) site of the computer matches the site specified.

Not:
Reverses the results of this filter. Returns true if the computer is not in the site specified.

Site:

The filter matches the name of the AD site where a computer resides. For a domain controller (DC), the name of the
site is the location of the configured DC. For a workstation or member server, the name specifies the workstation site
as configured in the domain of the computer. Matching is not text case sensitive. Variables may be used in this
setting. The browse button launches the Site Browser.

[ wildcards

The domain name field accepts any combination of the standard wildcards * (multiple character) and ? (single
character). For example:

"Site?" will match SiteO, Site9, SiteW, but not SiteO1 or Site

"Si*te" will match Site, Silte, Si1l23te
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This filter returns true if the end-user is running in a terminal session as specified.

Not:
Reverses the results of this filter.

Type/Protocol:
Terminal session filtering is not available in computer policy, however "Console" may be selected.

e (any) - Any type of terminal session, including a console logon.

e Microsoft Terminal Services - A Terminal Services session (including XP Remote Desktop).
e Citrix MetaFrame (ICA) - A Citrix MetaFrame (ICA) session.

e Console - The computer is running terminal services (not including XP Remote Desktop).

¥ Remote Desktop

Windows XP remote desktop is included in the "Microsoft Terminal Services" category. Since there is no other
type of terminal session supported on Windows XP, this can be combined with an Operating System filter to
detect a remote desktop session.

Parameter:
If an option other than "(any)" is selected, you must specify the corresponding value in the "Parameter Value" field.

e Application Name - The published name of the application. Note that for Citrix applications, you must prefix
the application name with a "#".

e Client Name - The name of the connecting computer.
e Initial Program - The path and name of the initial program.

e Session Name - Created dynamically and takes the form of RDP_tcp# or ICA_tcp# at the most basic level and
can also be defined by users, such as LAB_3RD_FLOOR#.

e Working Directory - The working directory for the session on the server.
e Client TCP/IP Address - The address range of the client computer

Parameter Value:
The required value corresponding to a selection, other than "(any)", in the "Parameter" setting.

[ wildcards

The paramter field (with the exception of Client TCP/IP Address) accepts any combination of the standard wildcards *
(multiple character) and ? (single character). For example:

"MyComputer?" will match MyComputerO, MyComputer9, MyComputerW, but not MyComputerO1 or MyComputer
"MyC*mputer” will match MyComputer, MyCxmputer, MyCxxxmputer

[# Notes
Terminal Session detection is not supported on Windows NT4 platforms prior to Service Pack 4, and will return false.
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This filter returns true if the current time on the end-user's computer falls within the specified time range.

Not:
Reverses the result of this filter. Returns true if the current time on the end-user's computer does not fall within the
specified time range.

[# spanning Two Days
The right box is always greater than the left. If a lesser time code appears to the right, it is considered to be on the
next day.
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User filtering is not available in computer policy. This filter returns true if the logged-on user is the user specified.

Not:
Reverses the results of this filter. Returns true if the logged-on user is not the user specified.

User:
[x] Match by SID:
If this option is selected, the edit control is disabled and users must be selected using the Browse button. The
edit control displays the domain\name of the selected user as it existed at the time of selection. PolicyMaker
retains a user by the user's Security Identifier (SID). The domain\name text cannot be edited directly, since
this filter is based on the user's SID (which is not shown).
[ Note
The domain\name of the user is presented for reference purposes, but is not used in comparisons. If a
user name is changed, the original user name will continue to be presented in this filter, however the SID
of the user will remain the same and calculations are based on the SID.
[ 1 Match By SID:
With this option deselected, the edit control is enabled for direct text entry. Users may be selected using the
Browse button or typed it. The domain name should not be entered.
[ Note
The match is performed by way of a case insensitive wildcard match against the user name of the logged-
on user. This is generally the same as the %username% environment variable.
Browse...:

The browse button launches the User Browser.

[ Note

It is possible that a user may appear in the list but still not be resolvable on the network into a SID. If this is
the case an error message will be presented when the user is selected from the browser. If the SID of the user
is known, it can be manually inserted into the raw XML for the filter.

[# wildcards

When "Match by SID" is not selected, the user name field supports any combination of the standard wildcards *
(multiple character) and ? (single character). For example:

"User?" will match UserO, User9, UserW, but not UserO1 or User

"Us*er" will match User, Usler, Usl123er
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This filter returns true if one or more class instances are returned by the query.

Not:
Reverses the result of this filter.

Query:
The WMI query text.

Example:
This WMI query will return true if the computer is set to the US Eastern time zone (EST):

Select * from win32_timezone where bias = -300

Namespace:
The namespace in which to execute the query. The default value is "Root\cimv2".

Property (optional):
Specific property to look for in the first returned class instance, for example:

DaylightName

Variable name (optional):
Environment variable that will be set to the value of the specified Property in the first returned class instance.

This value of the Property will be "Eastern Daylight Time" if the above query example returns true.
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This filter returns true if any of the Group Policy processing modes selected match the mode currently in effect or if
any of the processing flags selected are currently in effect. See the Policy Processing topic for more information on
Group Policy processing modes.

Not:
Reverses the result of this filter.

Synchronous:
Group Policy is being processed in synchronous foreground mode. The logon (user policy) or startup (computer policy)
process waits for Group Policy to be applied before continuing.

[ Note
Windows 2000 and Windows Server 2003 process Group Policy in this mode by default.

Asynchronous:
Group Policy is being processed in asynchronous foreground mode. The logon (user policy) or startup (computer
policy) process does not wait for Group Policy to be applied before continuing.

[{ Note
Windows XP processes Group Policy in this mode by default.

Background:
Group Policy is being processed in background refresh mode.

Processing Flags (Advanced)

g Advanced D_(|

[] Slow Lk, [ ] Link Tranzition
[ ]Mao Change: [ ]verbose Logging
[ ] Forzed Refresh [ RSoP Transition
[]5ate B oot
I QK l ’ Cancel
Slow Link:

Group Policy is being applied across a slow link.

No Changes:
There were no changes to any the Group Policy Objects linked to this user or computer.

Forced Refresh:
A forced Group Policy refresh is being applied.

Safe Boot:
Windows is running in safe mode.

Link Transition:
A change in link speed was detected between the application of the previous policy and the application of the current

policy.

Verbose Logging:
Verbose output to the event log is in effect.

RSoP Transition:



A change in RSoP logging was detected between the application of the previous policy and the application of the
current policy.
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