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Abstract

This paper introduces theinfoDNA architecture, which
seeks to address some of the intricacies involved in ascer-
taining the trustworthiness of information in a multi-person
social networked setting. Using trust measures and digital
signatures, a history of individual pieces of information can
be built up to enable agents to better perform information
handling tasks such as searching, sorting, and delivering in-
formation to their users.

1. Introduction

Humans are good at what they do. Agents are likewise
good at what they do and should be used to augment, not
necessarily replace, what humans are good at doing. This
paper introduces a way to bring the two together to make a
stronger whole.

Information agents, can search for, organise, distribute,
and otherwise do various smart things with pieces of data,
knowledge, and information in order to make their users
more productive. however, although this may be the case,
relatively little attention has been given to the fact that such
agents are naı̈ve and that they tend to believe everything
they are told.

On the other hand, human people are relatively well
equipped to handle discrepancies in information - they are
able to judge what is in front of them based on prior knowl-
edge, and also based on whatever else may be in their im-
mediate knowledge. And, being social, people can use their
society to work for them.

infoDNA is a means of incorporating social knowledge
into individual pieces of information. It helps bridge the gap
between what people can do and what agents can do with in-
formation, but also gives people invaluable additional meta-
information about what they are seeing. In the infoDNA ar-
chitecture, we follow the ACORN [9] paradigm of ‘infor-
mation as agent’ . As in ACORN, individual agents bear not

only information, or data, but also meta-data pertaining to
the information. The infoDNA extension incorporates one
extra piece of meta-data — that of the user’s society’s (or
other societies) judgment of the trustworthiness of the in-
formation.

infoDNA represents the first people oriented dual rating
and ranking system using trust. With a simple, effective and
arguably easily understandable metric, that of trust, users
are able to very quickly rate, judge and scan incoming and
outgoing information’s importance and efficacy in their cur-
rent contexts. It has been noted elsewhere [8] that papers re-
ferring to trust invariably take the time to define the concept.
In this, we are somewhat different, and propose just to use
the concept — it is enough to know that trustis, in this con-
text, without having to know exactlywhat it is. That is, trust
exists. We can, indeed, use this knowledge (in tools, such
asinfoDNA) without having to describe trust, and this abil-
ity enables rapid understanding and use.

infoDNA Version 2 (infoDNA.v2) represents the con-
tinuing evolution of the original infoDNA architecture and
adds related information links to the metadata of a piece
of information. This paper describes the complete infoDNA
structure.

2. Related Work

The semantic web and associated webs of agent (or ma-
chine) usable information are of undoubted importance in
the scheme of getting information to the right people at the
right time (see http://www.w3.org/2001/sw/, and cf. [3]).
However, while infoDNA does have a machine-readable as-
pect and can be incorporated into asocial semanticweb of
data (for more on which, see below), its primary purpose is
to give people data that they can use quickly , and agents a
means to judge information quickly without needing to see
what the actual meaning of the data referred to is. In other
words, to a certain extent, we don’t care what the informa-
tion is, says, or what its meaning might be — we are con-
cerned here with the potential value of the information to

149



the reader, be it positive or negative, based on what others
have said about it.

The W3C trust model (see for example [14]) allows
search engines, for example, to rate in terms of a form of
trust the pages that are searched and sorted ion the web.
As an extension of the Semantic Web idea, it works fairly
well. However, the algorithm makes use of some fairly de-
tailed meta-data, and physical infrastructure such as links,
both forwards and backwards, as well as a relatively convo-
luted set of ideas regarding trust and its manipulation to ar-
rive at a usable value. Quite apart from the fact that such a
system requires a relatively (if not completely!) static en-
vironment, explaining the resultant values to users would,
we conjecture, be close to fruitless. Trust, in people, just
does not work in the same way as this model. Addition-
ally, the necessary actions to be takes by search algorithms
will almost certainly result in delays and problems, espe-
cially, for example, when networks are unavailable but in-
formation needs to be judgednow. Once again, the empha-
sis on ‘smart’ ultimately detracts from the idea of ‘useful.’

infoDNA is closely related to the work Schenider et al
[11, 12] has pursued in wearable computing and trust dis-
semination. In these models, trust is used to help people
communicate and collaborate, and make decisions about
who to do these things with, in physical space, where the
information itself is disseminated via wearable computers.

The sociAware architecture (see [7]) aims to bring in-
foDNA to the web - in this, infoDNA is used much as with
the W3C model to provide judgments of (relatively, but no-
tably not necessarily) static web pages using social judg-
ments. To a certain extent, this is an extension, or adden-
dum, to the collaborative filtering model (see [10, 13, 4]
— allow others to rate and filter information for you, and
use it accordingly. This model is not new - the GroupLens
project (see http://www.cs.umn.edu/Research/GroupLens/)
has been extant for several years now, and collaborative
filtering algorithms such as RACOFI [1], Amazon’s own
model for recommendations, people recommendation sys-
tems such as Yenta [5] and others proliferate. Given the con-
nectedness of the internet, such tools are extremely impor-
tant and useful. sociAware and infoDNA fit into this mind-
set quite comfortably — allow others to judge, and benefit
from their expertise. Where infoDNA differs is in its use of
trust as a metric, as well as the idea of the agent as informa-
tion derived from ACORN. As well, infoDNA, when tied to
ACORN, is by its nature contextual without the need for ad-
ditional semantic understanding by agents. Indeed, as an ad-
dition to any collaborative filtering model, infoDNA can be
of some use. It is worth pointing out once more here that
in this model we do not carewhat the information is, or is
about — the ratings apply to the value, or trustworthiness,
of the information that is being judged. No knowledge is re-
quired about who might see the information, their own in-

terests, or the interests (or expertise) of the judge of the in-
formation at any point in time. That the information is there
andcan be used simply strengthens the model in context.
It is this lack of requirement that we believe sets infoDNA
apart.

3. infoDNA Architecture

In the ‘information as agent’ methodology, an agent
‘wraps around’ a piece of information and is responsible for
its routing, delivery, and security while on route and at des-
tination sites. The infoDNA architecture is designed in such
a way that it can be incorporated in a relatively straightfor-
ward manner into existing information architectures.

In this section, we will discuss the Information Structure
of infoDNA, while section 4.2 will discuss the potential us-
age of infoDNA in different situations.

3.1. Information Structure

The data pertinent to infoDNA consists of the following:

• Individual rankings

• Individual trust ratings

• Related information links

• Signatures

All of these items have equal significance - without the
ranking infoDNA has no content, but without the signatures,
trust in the rankings themselves can be seen to be absent. Fi-
nally, without the trust ratings, effective knowledge of the
trustworthiness of information may be lost.

As an aside, it is worthwhile to discuss why ranking and
trust ratings are necessary — it seems sensible that one or
the other would do just fine, but in fact careful thought will
reveal that the ranking assigns a value to theimportance
of the piece of information, while the trust rating assigns
a value to how much the information can betrusted. The
two are not the same — it is possible to have a very impor-
tant, yet untrustworthy piece of information (various news
media reports spring to mind) or a highly trustworthy yet ul-
timately unimportant (in context) piece of information (for
instance, the date of my birthday is October 21st, a fact ulti-
mately trustworthy yet, to other than myself and a few (sig-
nificant) others, ultimately unimportant — but bear in mind
the context of this piece of information, and the importance
can potentially be fluid, see section 5.)

The representation of trust in a piece of information is
not in itself new. In infoDNA, the amount of trust that a
reader has in a piece of information is represented as a
point on a continuous scale in the interval[0,+1). Thus
0 ≤ T < +1. In this interval, a value of0 signifies that
something is completed non-trusted. For a full discussion of
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why the interval does not include+1, or full (blind) trust,
see [6], but briefly the concept of blind trust and its im-
plication that something can be trusted without resorting to
consideration of that something effectively precludes its use
here. The use of this interval allows several interesting cal-
culations involving trust to be performed.

The related information linksportion of the structure is
new to infoDNA.v2 — in this portion, readers (and creators)
of information can add links to (addresses of, or simply bib-
liographic references to) related information in the world.
Readers can follow these links to examine the evolution of
the information itself, how it is influenced by or influences
the body of knowledge, and how this can affect trust rank-
ings. Note that this is not a reinvention of the Web per se
— here, data should be linked by relevance only, not, as
in many Web sites, whim. But, of course, this is subject to
some abuse. We would expect, however, that societal trust
rankings would mitigate this abuse somewhat, downgrad-
ing information containing links that are irrelevant, for ex-
ample.

The availability of signatures presents some privacy im-
plications — there are two different strategies that can be
followed:

1. Signatures are available but ultimately anonymous, but
we use a ‘web of trust’ to anonymously validate signa-
tures in context for the current reader.

2. Signatures are available and not anonymous — the
reader has access to any who have seen and ranked the
information, and can use this as well as the rankings
to filter ratings accordingly (and again use the ‘web of
trust’ model to affirm identity.)

Note that a mixture of both strategies can also be used
— the person ranking has the opportunity to remain anony-
mous.

3.2. Life Cycle

When information is created, it exists in a stand-alone
fashion. In the infoDNA and ACORN architectures, the in-
formation can now be procedded. To a new piece of infor-
mation is attached an empty infoDNA structure. The creator
of the information has the opportunity to attach an impor-
tance ranking to the information, bearing in mind that this
is a contextual piece of metadata. Creators are not allowed
to attach trust value, but a signature is required. As well,
the information can be linked to other pieces of informa-
tion view the ‘related’ link, with associated trust values be-
ing given to that piece of information via its own infoDNA
structure. On first being seen by someone other than the au-
thor, the reader has the opportunity to add a new link to
the infoDNA chain, consisting of importance and trust val-
ues, related links, and a signature (without the signature, the

rankings are not accepted by the agent). Any reader is able
to see all and any importance rankings and trust rankings.

As an agent proceeds from person to person, a large in-
foDNA structure is generated, as shown in figure 1.

Figure 1. The structure of an infoDNA.v2
agent

3.3. Other Meta-Data

infoDNA does not preclude the use of other meta-data
in helping users and agents make decisions about what they
see — in fact it is envisaged as an addition to existing (and
planned) tools, not a replacement. Thus, useful metadata
that should be incorporated with a piece of information in-
cludes, in ACORN:

• Author details, contact details, etc.

• Dates of creation, alteration

• Location of original

• Security/privacy policies

• PKI information

• Other societal information (cf [9])

• And more. . . Bearing in mind that the meta-data can
easily outgrow the size of the information itself!

4. Discussions

4.1. Can Agents Make (Trusting, or Any) Deci-
sions for People?

infoDNA allows people to make decisions based on trust,
and is an just one more metadata element. There is and
will always be too much information out there for people
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to see all of it, and at some point, autonomous search fa-
cilities, be they static web search engines or mobile search
agents, become much more important. The natural question,
when searching, to be asked it ‘is this piece of information
valuable?’ and more importantly ‘is this piece of informa-
tion valuable tome, now?’ In other words, it is necessary
to know if, in context, the available information is of some
worth to the searcher. In situations such as these, collabo-
rative filtering is particularly useful, but note that this will
provide only positively useful information to the searcher.
There is much missing from this equation, and not least be-
cause of people’s inability in general to formulate adequate
queries. The infoDNA model can allow additional data to
be used - whether or not the information istrustworthy-
the benefits of this are many, and include the ability to de-
fine and use webs of trust for recommendations, the ability
to exploit contextual knowledge in agents (who is trusted by
me, at this time, for example), and the ability to search for
and retrieveuntrustworthydata.

However, the ability to judge using trust is notoriously
difficult, particularly for agents, who are trying ultimately to
integrate an irrational emotion into their reasonings. A rea-
sonable answer as to whether or not the results of such an
integration are useful or possible is beyond the scope of this
paper, but we conjecture that the addition of values to the
equation does help. That people will find it difficult to as-
similate their own trust values to those held by agents and
infoDNA is undeniable (what, for example, does ‘I trust this
information 0.5’ mean?) and this needs to be addressed.

4.2. Current Status, Uses, and Applications

A prototype of infoDNA is under development. Addi-
tionally, as noted in [9], infoDNA is planned to be imple-
mented as an integral part of the ACORN architecture be-
fore its final release to the public domain. Work on this is
ongoing.

Like Collaborative FIltering tools, infoDNA has the po-
tential to both automatically rate, filter, and forward infor-
mation to appropriate recipients. As well, the potential ex-
ists to use infoDNA as a belief revision module, much as
in [2]. In fact, given the computationally tractable means of
representing trust in [6], this is a logical next step.

The infoDNA model is not a traditional belief revi-
sion model — in belief revision, agents, or artificial intel-
ligences, actually change what they ‘believe’ based on new
evidence. infoDNA on the other hand provides a cumulative
judgment of information that is in itself static. Ultimately,
such a judgment could potentially be used in a belief revi-
sion model.

Our Trust-based Personal Information Management Tool
(T-PIM, under design and development uses infoDNA in
novel ways — not only is incoming information rated, but

ratings can be used for those who are allowed to see out-
going personal information. These trust ratings of others al-
low information agents to determine who sees their infor-
mation, how it gets passed on, how long it is allowed to
last, and other key information management decisions. In
this tool, trust is the major judgment available to a user in
decision making, digital rights management, and informa-
tion routing. T-PIM is being developed as an answer to the
need for identity cards and identity management systems
that make the fundamentally fallacial judgment that infor-
mation about individuals does not belong to those individu-
als. infoDNA, as part of T-PIM, answers to the need to judge
what is given to us when we receive it.

5. Future Work and Conclusions

infoDNA can be used in a stand-alone static web of in-
formation, applied, much as with the W3C model of trust
[14] to extant web pages. The drawback of infoDNA in this
mode is its reliance on people to make decisions (ironically,
we see this as its strength in other modes!) — we believe
people may be unwilling to rank web pages in this way, and
the system will need additional, immediate, incentives to
make it work. We are investigating what these benefits may
be.

In more interesting situations, infoDNA can be tied to
mobile information agents, such as in ACORN. We see this
as a very promising solution for contextual judgments of in-
formation that rate not importance, but trustworthiness of
data (the difference is not moot). Our current efforts are fo-
cused on the integration of infoDNA into ACORN. the T-
PIM model discussed above is an extension of the ACORN
model in a unique direction, where agents make decisions
about how to protect data and personal information using
trust as the key metric. T-PIM is under development and
more information will be available soon.

As has been noted above, infoDNA has uses in different
systems and models. Future work includes examinations of
trust as a belief revision tool (see for example [2]), a more
in depth treatment of collaborative filtering and the conjunc-
tion of trust and semantics, and the importance of semantics
and context in information judgments, as well as the fluid-
ity of information importance as opposed to the fluidity of
information’s trustworthiness.

infoDNA allows people to judge the trustworthiness of a
piece of information based on societal ratings of trust. Trust
does not equal importance, thus, an important piece of in-
formation (a different rating!) can be seen to be trustwor-
thy or not, and a non-important piece of information simi-
larly. As has been noted above, this is not a moot point, and
we claim that infoDNA is the first architecture of its kind to
make the difference plain.
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Finally, a qualified note of caution: no (social) system is
immune from tampering and exploitation. infoDNA is no
exception. What infoDNA can provide is a healthy measure
of the trustworthiness of information. Tied to the identifia-
bility (at some level) of the individual judges of the infor-
mation, we believe it provides a strong means to allow oth-
ers to rate and use information in context.

References

[1] M. Anderson, M. Ball, H. Boley, S. Greene, N. Howse,
D. Lemire, and S. McGrath. Racofi: A rule-applying col-
laborative filtering system. InIEEE/WIC COLA’03, Halifax,
Canada, 2003.

[2] K. S. Barber and J. Kim. Belief revision process based on
trust: Agents evaluating reputation of information sources. In
R. Falcone, M. Singh, and Y.-H. Tan, editors,Trust in cyber-
societies : integrating the human and artificial perspectives,
pages 73–82, Berlin : London, 2001. Springer.

[3] T. Berners-Lee and E. Miller. The semantic
web lifts off. ERCIM News, (51), October 2002.
http://www.ercim.org/publication/ErcimNews/enw51/berners-
lee.html.

[4] J. Canny. Collaborative filtering with privacy. InIEEE Sym-
posium on Security and Privacy (IEEE S&P 2002), 2002.
www.cs.berkeley.edu/ jfc/’mender/IEEESP02.pdf.

[5] L. N. Foner. Yenta: A multi-agent, referral based matchmak-
ing system. InThe First International Conference on Au-
tonomous Agents (Agents ’97), Marina del Rey, California,
pages 301–307, 1997.

[6] S. Marsh. Formalising Trust as a Computational
Concept. PhD thesis, University of Stirling, 1994.
http://www.stephenmarsh.ca/pubs/Trust/PhD/Trust.pdf.

[7] S. Marsh. And introducing... sociAware, a new construct
for social awareness utilising trust. InMICON 2001, 2001.
http://www.stephenmarsh.ca/pubs/SociAware/MICON2001/Marsh-
MICON2001.pdf.

[8] S. Marsh, P. Briggs, and W. Wagealla. Enhancing collabo-
rative environments on the basis of trust. InWorkshop To
Appear: Proceedings of the 2004 ACM conference on Com-
puter Supported Cooperative Work, 2004.

[9] S. Marsh, A. A. Ghorbani, and V. C. Bhavsar. The ACORN
Multi-Agent System. Web Intelligence and Agent Systems,
1(1):1–21, March 2003.

[10] P. Resnick, N. Iacovou, M. Suchak, P. Bergstrom, and
J. Riedl. GroupLens: an open architecture for collaborative
filtering of netnews. InProceedings of the 1994 ACM confer-
ence on Computer Supported Cooperative Work, pages 175–
186. ACM Press, 1994.

[11] J. Schneider, G. Kortuem, J. Jager, S. Fickas, and
Z. Segall. Disseminating trust information in wear-
able communities. In2nd International Symposium on
Handheld and Ubiquitous Computing (HUC2K), Bris-
tol, England, 2000. http://www.comp.lancs.ac.uk/ ko-
rtuem/publications/HUC2K.pdf.

[12] J. Schneider, G. Kortuem, D. Preuitt, S. Fickas, and
Z. Segall. Auranet: Trust and face-to-face interactions
in a wearable community. Technical report, Univer-
sity of Oregon, Department of Computer Science, 2001.
http://www.cs.uoregon.edu/research/wearables/Papers/auranet.pdf.

[13] U. Shardanand and P. Maes. Social information filtering: al-
gorithms for automating ‘word of mouth’. InProceedings of
the SIGCHI conference on Human factors in computing sys-
tems. ACM Press, 1995.

[14] Y. Yang, L. Brown, E. Lewis, and J. Newmarch. W3 trust
model: a way to evaluate trust and transitivity of trust of
online services. InInternet Computing Conference, 2002.
http://www.cs.adfa.edu.au/ yany97/IC200269.pdf.

153




