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[.INTRODUCTION
Perhaps the single most important intellectual property issue in the United States today is the scope of legal protection to be given
computer programs.® Legal protection for computer programs can involve as many as four different forms of intellectual property law-
trade secret law, copyright law, trademark law, and patent law. When courts have the discretion to decide the precise scope of
protection to be provided computer programs under any one of the foregoing bodies of law, the other three must be taken into account,
and some reference must be made to afifth, closely related form of federal intellectual property protection for semiconductor chip
designs.2 In addition, courts should be aware of developments in foreign and international protection of computer programs, such as
the recently promulgated European Community Directive on the Legal Protection of Computer Programs ("EC Directive").3 That a
tension exists among these overlapping forms of protection is particularly apparent in cases where a user of a computer program

disassembles, decompiles, or in some manner "reverse engineers' the program.4

Despite the variety of intellectual property protection available for computer programs, United States courts have only recently dealt in
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a comprehensive fashion with the legality of reverse engineering of computer programs. In Atari Games Corp. v. Nintendo of
America® and Sega Enterprises v. Accolade, Inc.,6 two separate courts of appeals held that, at least where the computer program
involved is part of alockout device designed to prevent unauthorized electronic game cartridges from operating on a game console,
decompilation or disassembly of the program can constitute afair use under § 107 of the Copyright Act of 19767 ("Copyright Act"). In
so holding, the courts explored various points of intersection between copyright protection for computer programs and protections
under patent, trademark and semiconductor chip design law.8 These two decisions, along with athird, Vault Corp. v. Quaid Software
Ltd.,% which held that reverse engineering not involving decompilation or disassembly was a permissible use under §117 of the
Copyright Act, appear to bring United States copyright law into harmony with two reverse engineering provisions contained in the EC
Directive.

The cases also raise two further issues: 1) whether computer software devel opers who use computer programs as lockout devicesto
eliminate competition, or who unilaterally place contractual restrictions on the reverse engineering of publicly distributed computer
programs, are engaging in copyright misuse, and 2) whether the enforcement of contracts restricting reverse engineering of publicly
distributed computer programs undermines and is thus preempted by federal copyright or patent law.10

Part |1 of this article provides an overview of the process of, and reasons for, reverse engineering of computer programs.

Part 111 describes the various forms of intellectual property protection available for computer programsin the United States, with
particular emphasis on federal copyright law, and discusses the limitations on each of these forms of protection.

Part 1V discusses the extent to which reverse engineering may be permitted under 88 107 and 117 of the Copyright Act and under the
EC Directive. It aso discusses whether either use of acomputer program as alockout device to eliminate competition or use of
contracts to prevent reverse engineering of publicly distributed computer programs constitutes copyright misuse.

Part V of the article considers the extent to which federal patent law, as well as federal copyright law, might be said to preempt
enforcement of contracts that attempt to restrict the right to reverse engineer publicly distributed computer programs.

This article comes to the following conclusions: (1) As under the EC Directive, reverse engineering of publicly distributed computer
programs, including decompilation and disassembly, constitutes a"fair use" under § 107 of the Copyright Act, where the reverse
engineering is necessary to achieve interoperability with another program; (2) reverse analysis that can be accomplished merely by
using a publicly distributed program in conjunction with a computer is a permissible use under § 117 of the Copyright Act; (3)
computer software devel opers who use computer programs as lockout devices to eliminate competition or who unilaterally place
contractual restrictions on the reverse engineering of publicly distributed programs may be engaging in copyright misuse; and (4)
federal patent law, aswell as federal copyright law, should be held to preempt the enforcement of contractual restrictions on the
reverse engineering of publicly distributed computer programs.

I1. reverse engineering

Computer programs are commonly distributed to consumers only in machine-language (or object-code) form, while the devel oper
maintains the human-readable (or source-code) version of the program!! as a trade secret.12 The object-code version is virtually
impossible for auser to "read" while it remainsin object code.13 Therefore, users and devel opers wishing to study the structure and
technical parameters of an existing program must gain access to the program in its source-code form.

For this reason, users and devel opers who lack access to source code may engage in "reverse engineering," which attemptsto reverse
the steps originally involved in creating a program.14 Reverse engineering allows a user to create an equivalent of the original source-
code version of the program. Methods of reverse engineering range from analyzing screen displays of the object code to decompilation
or disassembly of the program.1>

Computer taskstypically require several different "layers' of programs. The top layer is most accessible to (or perhaps even custom-
designed by) computer users, and consists of applications programs that interact with the user to perform tasks such as word
processing, or creation of a spread sheet or graphics design.16 These programs are generally embodied in magnetic media, such as
tapes or discs; optical media, such as CD-ROMSs; or solid-state memories, such as cartridges for games. Beneath that layer isthe
computer's operating system, which performs basic machine functions such as coordinating application programs, and storing and
retrieving information.1” Operating system programs are generally embodied in magnetic media or solid-state memories. At the base
of the computer hierarchy is microcode, abody of instructions embedded in an integrated circuit or semiconductor chip. Microcode
transforms the higher-level object-code instructions from the application program or operating system into electronic signals necessary
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to control the computer's circuits.18 Reverse engineering may involve any of these "layers' of computer programs.

Users or developers of computer programs may wish to study the design of a particular program for a variety of purposes. One purpose
isto learn or teach new programming techniques, either for purely academic reasons or in order to create a commercially-marketable
software product. Another isto make more effective use of the program by identifying and locating program errors ("debugging”),
customizing the program to meet the user's own particular requirements, or modifying a program in order to make it compatible with
another program or a particular piece of computer hardware ("porting"). A third purposeis to develop a specific, commercialy-
marketable, non-competing program that will interact compatibly with the reverse engineered program. Here, the devel oper's goal
could either be to create a new application, compatible with an existing operating system, or to improve or counteract features
contained in an existing application. Finally, a user may wish to develop afunctionally equivalent product that will compete directly
with the original program. Such a program may need to "understand” enough of the command and file structure of the reverse-
engineered program to interact with the files or documents it produces, or actually employ particular features (e.g., subroutines) it
contains.19

11, formsof intellectual property protection for computer programsin the united states

Determining the legality of reverse engineering of computer programs is complicated, since computer programs are virtually uniquein
the field of intellectual property law. Computer programs function both as a part of amachine, in their object-code form, and as a
means of communicating with other human beings, in their source-code form, and are thus eligible for federal patent protection as well
asfederal copyright protection.20 Moreover, computer programs can simultaneously be publicly distributed, in their object-code form,
while being kept secret, in their source-code form, and thus may also be eligible for state trade secret protection.2! To further
complicate matters, some programs can be embedded in semiconductor chips, the designs of which are separately protected by a sui
generis form of intellectual property protection.22 Screen displays generated by computer programs may be separately protected as
copyrightable literary or artistic works, may contain sufficiently distinctive product featuresto qualify for protection as trademarks,
and may even be eligible for federal design patent protection as new and non-obvious ornamental designs for an article of
manufacture.23

A. Trade Secret Protection for Publicly Distributed Computer Programs
1. state trade secret law

The earliest form of legal protection for computer programs was state trade secret law. During the mainframe era of computer
hardware development, when the right to use a computer program could be "bundled” with the overall leasing arrangements for

mainframe computer hardware, there was little need for any additional legal protection.24 The equipment manufacturer simply
negotiated a contract with each user.

Although copyright and patent protection for computer programs have become preeminent in the era of the personal computer and
publicly distributed software,2> trade secret law continues to provide an important subsidiary form of protection for source code. To
take advantage of state trade secret protection, a developer need only control access to the source code and contractually bind all
parties who have access to the source code to maintain its confidentiality.26 State trade secret law not only enforces such provisions,
but provides common-law tort remedies for inducing another to breach such provisions or for acquiring another's trade secret by
otherwise improper means, such as industrial espionage.2’ State trade secret law also prohibits the use of atrade secret by a party who
knows or has reason to know that the secret information was improperly acquired or disclosed by athird party.28 Trade secret
protection is of potentially indefinite duration, so long as one maintains the secrecy of the information.

However, the scope of trade secret protection is qualified. Trade secret law prohibits the acquisition, use or disclosure of another's
trade secret only when it is "improper."29 One is explicitly permitted not only to independently develop trade secrets, but to reverse
engineer publicly distributed products.3° Thus, if state trade secret law were the only legal protection available for publicly distributed
computer programs, reverse engineering of such programs would clearly be legal.

2. defacto federal protection of trade secrets

The Copyright Office provides a sort of trade secret protection for the source code of copyrighted programs by limiting the
circumstances in which works deposited at the Copyright Office can be reproduced.3! The Copyright Office also allows those
registering computer programs for copyright protection to deposit only the identifying portions of the source-code versions of their
programs.32 Under certain circumstances, copyright applicants may block out portions of the source code containing trade secrets.33


http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N18
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N19
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N20
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N21
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N22
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N23
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N24
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N25
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N26
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N27
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N28
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N29
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N30
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N31
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N32
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N33

Additionally, under the Copyright Office's "rule of doubt" policy, some copyright applicants may deposit only the object code, along

with written assurances that it contains copyrightable authorship.34 These Copyright Office regulations in effect create afederal form
of trade secret protection for computer programs.

B. Intellectual Property Protection for Publicly Distributed Computer Programs
1. Copyright, Trademark, and Patent Protection, and the semiconductor chip act of 1984

It isnow well established that all computer programs, regardless of their form (source code or object code), function (applications
programs or operating system programs), or medium of expression (magnetic tapes or discs, optical media, solid-state memory, or
microcoded semiconductor chips), are protectible under 8 102(a) of the Copyright Act of 1976 as works of authorship-specifically, as
"literary works."33 It is equally well established that screen displays generated by a computer program are separately protectible as
works of authorship-either as literary works, or as pictorial, graphic or audiovisual works, depending upon the nature of the particular
screen displays.36

Additionally, any aspect of a screen display that either inherently identifies or comes to be associated with the underlying program,
and is not otherwise functional, may also be protectible under federal and state law as a trademark. Protection under trademark law
applies to distinctive brand names, logos and product features.

Federal patent law also provides protection for publicly distributed computer programs. It is becoming increasingly clear that
computer-related inventions that are sufficiently new, useful and non-obvious may be the subject of federal utility patent protection,
and that ornamental features of a screen display that are sufficiently new, original and non-obvious may be entitled to design patent
protection. A recent study concluded that the United States Patent and Trademark Office (USPTO) is now issuing significant numbers
of "pure" software utility patents.3” A number of such patents have been upheld as valid by federal courts, including the Court of
Appeals for the Federal Circuit.38 In addition, the USPTO Board of Patent Appeals and Interferences recently rendered its first
decision acknowledging that ornamental elements of computer screen displays may be the subject of design patent protection if they
are described, shown and claimed as an integral part of a computer system.39

Finally, asaresult of the Semiconductor Chip Protection Act of 1984,40 (hereinafter "Chip Act") thereis also anew sui generis form
of federal intellectual property protection for semiconductor chip designs, which the Act refers to as "mask works." The purpose of the
Chip Act isto protect the design of semiconductor chips of all kinds, ranging from microprocessors (i.e., "computers on a chip”) to
mere memory chips designed to store information.41

2. Limitations on Protection

The protection provided by each of the foregoing bodies of law comes with its own distinct limitations. Federal copyright law protects
only an author's original expression, not the ideas expressed, and permits not only free public use of these ideas but also a variety of
"fair uses' of otherwise protectible expression.#2 Factual or utilitarian works, in particular, are protected only against substantial
appropriations of literal expression.43 Proof that awork has been independently created, although not sufficient to defeat a claim of
patent infringement, will defeat a claim of copyright infringement. On the other hand, federal copyright law requires no great novelty
of expression-originality having been defined as requiring little more than that the copyrighted work owe its origin to the author
claiming copyright protection and not be a slavish copy of someone else's work.44

Federal patent protection for either an invention or adesign is limited to subject matter that is not only new, but also non-obvious to
those skilled in the art to which the subject matter pertains.4° It has been estimated that well over 90 percent of computer programs
will fail to meet this requirement.46 The issuance of a patent is also conditioned upon the applicant's complete disclosure of the subject
matter claimed.4’ This disclosure allows the public to benefit from the advance in the art, both during and after the expiration of the
limited patent term.48 Although these disclosure requirements do not necessarily require a patent application for a program-related
invention to reveal theliteral code of the program involved, there must be sufficient disclosure to ensure that a person of ordinary skill
in the art disclosed could practice the invention without undue experimentation.4® Where the disclosure requirements are met and a
patent isissued, the patent owner may exclude others from (1) making, using or selling the patented invention; (2) importing, using or
selling the product of a patented process; or (3) actively inducing or contributing to an infringement,>0 subject only to certain narrowly
tailored "fair" uses.51

Thus, while the scope of protection is narrower under copyright law than in patent law, the requirements for obtaining copyright
protection are more modest. Additionally, the term of copyright protection is considerably longer than that provided for patented
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inventions or designs.52 Because most computer programs and screen graphics cannot meet the federal patent law requirement of non-
obviousness, federal copyright law currently provides the main bulwark of protection in the United States for publicly distributed
computer programs.

Other bodies of intellectual property law offer supplemental protection. The federal and state law protecting product features, such as
screen graphics, as trademarks provides potentially indefinite protection, but islimited, as federal copyright law is, to protecting "non-
functional” features of the product.53 The scope of protection under trademark law is even narrower than that provided under copyright
law. Trademark law merely prevents others from using the same or asimilar feature in such away asto create alikelihood of
confusion with (or under the statutory law of at least some states alikelihood of "dilution” of the impact of) a distinctive trademark.>#
Various "collateral uses' of another's mark, such as use in non-deceptive comparative advertising, are considered "fair uses' of the
mark.55

The federal statute protecting semiconductor chip designs embodied in a semiconductor chip product against unauthorized
reproduction provides aten-year term of protection for such designs.56 However, the Chip Act contains a provision explicitly
permitting reverse engineering of semiconductor chips.>’

Cutting across the federal law of patents, copyrights and trademarksis afinal limitation: the doctrine of misuse. Where one "misuses’
one's patent, copyright, or trademark®8-that is, exercises one's federal rights in a manner that conflicts with the goals of the statute
creating that right, or has an anti-competitive effect within the meaning of federal antitrust |aw-protection is denied.

Because federal copyright law provides the most significant protection for publicly distributed computer programs, the precise scope
of that protection and the effect it has on the legality of reverse engineering warrants separate and more detailed examination.

C. Computer Program Protection Under United States Copyright Law

Although federal copyright protection "subsists’ from the moment awork of authorship is fixed in tangible form, copyright protection
for computer programs is necessary primarily to prevent publicly distributed, machine-language (object-code) versions of computer
programs from being reproduced without authorization of the copyright owner.3® The source code version of the computer program, as
we have seen, can be, and usually is, protected as a trade secret. Thus, source code has no direct need for the additional protection
provided by the 1976 Copyright Act. The Act, however, does play a potentialy critical rolein the effort by program devel opers to
prevent reverse engineering of computer programs.

Section 106 of the Copyright Act grants a copyright owner the exclusive rights to reproduce and to prepare derivative works based on
the copyrighted work.60 Federal copyright law would thus appear to prohibit both the unauthorized adaptation of the object-code
version of a program, and the unauthorized, even if indirect and not entirely literal, reproduction of the source code.61 Any attempt to
decompile, disassemble or otherwise reverse engineer the object-code version of a program may thus violate federal copyright law.

However, both the subject matter protected under § 102(a) of the 1976 Copyright Act and the exclusive rights granted under § 106 of
the Act are subject to limitations. Section 102(b) specifies that copyright protection does not extend to any "idea, procedure, process,
system, method or operation, concept, principle, or discovery, regardless of the form in which it is described, explained, illustrated, or
embodied in the work."62 Thisis known as the "idea/expression dichotomy."63

A corollary of the idealexpression dichotomy is the "merger doctrine.” The merger doctrine states that if there is only one way, or a
limited number of ways, of expressing an idea, then the idea and its expression are said to have merged. Copyright protectionis
unavailable for the expression which has merged with the idea.64

Analogous to the idea/expression dichotomy is the fact/expression dichotomy, which severely limits the scope of federal copyright
protection under § 106 for factual works.®> Moreover, if otherwise protectible expression is inseparable from the facts, ideas or
utilitarian functions embodied in the expression, copyright protection is completely unavailable. These long-standing principles not
only delimit the subject matter and scope of the exclusive rights protected by the Copyright Act, but also distinguish federal copyright
protection from patent protection for computer programs.66

The case law applying the Copyright Act to computer programs can be divided into two generations, corresponding to 88 102 and 106.
The first generation was concerned with whether all forms of computer programs were copyrightabl e subject matter, while the second
generation has attempted to define the scope of the exclusive rights held by the owner of a computer-program copyright.
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1. First Generation Cases. Computer Programs as Copyrightable Subject Matter

During the first generation of cases concerned with copyright protection for computer programs, a number of commentators argued
against granting copyright protection to publicly distributed, machine-readable versions of a computer program.6” They argued that
providing such protection without requiring that the source code be published would subvert one of the traditional, constitutionally-
based, norms of federal copyright law: namely, that bringing new ideas into the public domain is the quid pro quo the public receives
in exchange for the limited monopoly right the author receives to protect his or her expression of ideas.8

Before the advent of computer programs, publicly distributed copyrighted works necessarily communicated the entirety of theideasin
the work. In the case of computer programs, however, "it is possible both to publish awork and keep it secret, and keeping it secret is
part of the way the commercia value of the work is maintained."9

A further praoblem posed by computer programs is that the object-code version of a computer programis utilitarian in amore
fundamental sense than isvirtually any previous class of copyrightable work. Unlike afactual work, a book of instructions, or even a
human-readabl e source-code version of a computer program, a machine-readable, object-code version of a program does not instruct a
human being about how a task might be performed. Rather, in conjunction with computer hardware, it performs the task itself.”0 The
principal utility of a machine-readable version of a computer program springs not from the information it conveys to human beings,
but from the information it conveys to a machine. Historically, the only federal protection available for works of this sort had been
patent protection.’1

Nevertheless, the courtsin the first generation of computer copyright cases rejected the argument that object code should be denied
copyright protection.”2 In the second generation of software copyright cases, however, the courts have been more divided over the
appropriate scope of protection under § 106 of the Copyright Act. The specific point of contention has been whether and how far
copyright protection should extend beyond the literal code to the structure, sequence and organization or other non-literal elements of a
program.’3

2. Second Generation Cases. The Scope of EXCLUSIVE RIGHTS TO Computer Programs

The second generation of cases, likethe first, hasits roots in the idea/expression dichotomy. On the one hand, the courts have long
recognized that copyright protection "cannot be limited literally to the text, else a plagiarist would escape by immaterial variations." 74
On the other hand, it is equally clear that copyright law does not prohibit the use of ideas contained in a copyrighted work, but only the
copying of protected expression.’> Drawing the line between protected expression and unprotected ideas depends in part on whether
the copyrighted work is a factual/utilitarian work, in which case non-literal elements of awork are more likely to be classified as
unprotected ideas, or a non-factual, imaginative work, in which case more leeway is allowed for classifying non-literal elementsasa
part of the author's original expression.”® Computer programs are difficult to classify because their creation arguably involves a blend
of utilitarian and imaginative elements.””

Unlike the first generation of computer copyright cases, this second generation of cases has no direct bearing on the question of the
permissibility of reverse engineering under the Copyright Act of 1976.78 For even if copyright protection for computer programs were
limited to prohibiting verbatim reproduction or very close paraphrasing of the program's actual code, as some commentators have
argued it should be,”® federal copyright law would still seem to prohibit reverse engineering. The whole point of reverse engineering,
after all, isto produce a human-readable adaptation of the object code and a virtual reproduction of the original source-code version of
the program. Thus, both the indirect reproduction of the source code and the adaptation of the object code may violate the copyright
owner's exclusive right, contained in 8 106 of the Copyright Act, unless some other provisions of the 1976 Act permit such adaptation
and reproduction.

Just as 8 102(b) explicitly limits the subject matter protected under § 102(a) of the 1976 Copyright Act, however, so a number of
provisions of the 1976 Act limit the scope of the exclusive rights enumerated in § 106.80 Two of these provisions arguably permit at
least some forms of reverse engineering. First, § 107 permits the "fair use" of another's copyrighted work. Under this section, all forms
of reverse engineering, including decompilation and disassembly, may be viewed as a fair means of obtaining access to the
unprotected ideas contained in a publicly distributed computer program.81 Second, § 117(1) permits copying or adapting a computer
program as an "essential step” in the utilization of the program in conjunction with a machine.82 Provided that the copy is used in no
other manner, reverse engineering techniques that take place entirely within the computer may be viewed under this section asa
specifically permitted means of utilizing the computer program.83 Each of these provisions of United States copyright law has a
counterpart in the recently promulgated European Community Directive on the Legal Protection of Computer Programs.
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IV. The status of rever se engineering under United States copyright law and the eur opean community directive
A. TheAtari, Sega, and Vault Decisions

In Atari Games Corp. v. Nintendo of America84 and Sega Enterprises, Ltd. v. Accolade, Inc.,85 two federal courts of appeals for the
first time held that § 107 of the Copyright Act permits an individual who isin rightful possession of a copy of a computer program to
engage in reverse engineering.8é The courts held that such a party may undertake necessary efforts, including disassembly or
decompilation of the program, to gain an understanding of the unprotected functional elements of the program, such as the ideas,
processes or methods of operation contained in the program, at least where there is alegitimate reason for doing so and no other means
of access to the unprotected elements exists.87

An earlier, and widely criticized, court of appeals decision, Vault Corp. v. Quaid Software Ltd.,88 likewise held that loading a
copyrighted program into a computer for the purpose of reverse engineering by means other than disassembly or decompilation
constituted an essential step in the utilization of the computer program in conjunction with a machine and was thus permitted under §

117 of the 1976 Copyright Act.89

In both Atari and Sega, a game cartridge producer sought to reverse engineer a"lockout" program, used by aleading producer of home
video game systems, that was designed to prevent the system's game console from accepting unauthorized game cartridges.20 The
courts held that reverse engineering was valid for the purpose of creating game cartridges that would be compatible with consoles
produced by another company.

Atari had attempted to analyze and replicate Nintendo's "10NES" security system by monitoring the communication between patented
computer chips located in the Nintendo console and authorized game cartridges.®1 The effort failed.92 Atari next tried to analyze the
chips themselves by chemically peeling layers from Nintendo's chips, microscopically examining them, transcribing the object code of
Nintendo's lockout program into a handwritten list of ones and zeros, and then keying this transcribed copy of the program into a
computer in an attempt to disassembleit.93 Failing again, Atari entered into a licensing agreement with Nintendo that authorized Atari
to market compatible game cartridges to Nintendo console owners.%4

Subsequently, Atari's attorney made misrepresentations to the Copyright Office in order to obtain a copy of the registered source code
for Nintendo's 10NES lockout program.®5 This source-code version of the program, in turn, facilitated a second round of reverse
engineering that ultimately enabled Atari to write its own "Rabbit" program to unlock the Nintendo console.96

Atari then breached its licensing agreement and sued Nintendo for antitrust violations, unfair competition and an unspecified claim of
patent infringement.97 Nintendo counterclaimed for, among other things, copyright infringement.98 Finding it likely that Nintendo
would succeed in establishing its copyright infringement claim, the district court preliminarily enjoined Atari from further exploiting
either Nintendo's lockout program or using Atari's own "Rabbit" program.®® The court of appealsin Atari agreed with the district court
that Nintendo was likely to succeed on its claim of copyright infringement, and held that Atari's own "unclean” hands barred any
defense of copyright misuse.100 However, the court of appeals held that Atari'sinitial, unsuccessful reverse engineering efforts,
untainted by the purloined copy and necessary to understanding the Nintendo program, constituted afair use of Nintendo's lockout
program.101

In contrast to Atari's reverse engineering efforts, Accolade'sfirst round of reverse engineering did not focus on the lockout program
that Sega ultimately installed in its"Genesis | 11" console. Instead, Accolade wired adecompiler into an original "Genesis' console to
retrieve object code and generate printouts of source code for the purpose of discovering the interface specifications for the console.102
This decompilation enabled Accolade to create and adapt its own games for use on that console.103

Meanwhile, Sega developed anew "Genesis 111" console, which included alockout device.104 Accolade learned of the impending
release of the "Genesis 111" console in the United States and discovered at a consumer electronics show prior to the release of that
console that its " Genesis'-compatible game cartridges would not operate on "Genesis I11."105 Accolade then initiated a second round
of reverse engineering, thistime focusing on a small segment of code of unidentifiable function found in the "power-up™" sequence of
every Sega game.106 Accolade added the segment as a standard header file for all of its "Genesis'-compatible games, and as Accolade
had suspected, the segment provided the "key" that unlocked the "Genesis 11" console.107 Unbeknownst to Accolade, however, the
segment also prompted a visual display that indicated that the inserted cartridge was produced by or under license from Sega.108

Accordingly, Segafiled suit against Accolade, claiming trademark infringement and false designation of origin, in violation of 8§ 32


http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N84
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N85
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N86
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N87
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N88
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N89
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N90
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N91
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N92
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N93
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N94
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N95
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N96
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N97
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N98
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N99
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N100
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N101
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N102
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N103
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N104
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N105
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N106
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N107
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N108

(1) and 43(a) of the Lanham Act.109 Sega later amended its complaint to include a claim of copyright infringement for Accolade's
successful reverse engineering of the lockout device for Sega's game cartridge programs.110 Although the district court rejected
Accolade's functionality defense to Sega's claim of trademark infringement and its fair use defense to Sega's copyright infringement
claim, 111 the court of appeals reversed and held for Accolade on both counts.112

In contrast to the lockout programs that were reverse engineered in Atari and Sega, the program reverse engineered in Vault was a
copy-protection program that Vault included on otherwise blank "PROLOK" computer diskettes.113 The copy-protection program was
designed to prevent purchasers of programs recorded on a"PROLOK" diskette from making unauthorized copies of the recorded
program for distribution to others.114 Quaid analyzed the operation of the "PROLOK" diskette using "Disk Explorer" and "IBM
Debug," two products sold on the open market.115 Although Quaid did at one point disassemble the "PROLOK" program, the product
devel oped by this means was subsequently discontinued. Quaid then developed a program which allowed it to analyze the functions of
various programs without disassembling or decompiling them.116 Using this program, Quaid developed a diskette called " CopyWrite,"
containing afeature called "RAMKEY " which could unlock the "PROLOK" protection device and facilitate the creation of afully
functional copy of a program recorded on a"PROLOK diskette." Both the district court and Court of Appealsrejected Vault's claim
that Quaid's program infringed Vault's copyright on its copy protection program and contributed to Quaid's customers' infringement of
copyright on the programs of Vault's customers.117

B. A Comparison of Atari, Sega, and Vault with the European Community Directive

The court of appeals decisionsin Atari, Sega and Vault appear to have had the collective effect of harmonizing United States copyright
law with the recent European Community Directive on the Legal Protection of Computer Programs.118 Article 5(3) of the EC
Directive specifies that:

The person having aright to use a copy of acomputer program shall be entitled, without the authorization of the [copy]
rightholder, to observe, study or test the functioning of the program in order to determine the ideas and principles which
underlie any element of the program if he does so while performing any of the acts of loading, displaying, running,
transmitting or storing the program which heis entitled to do.119

This provision, by allowing the reverse analysis of a computer program while using it in conjunction with a computer, appearsto
create aright equivalent to the one recognized in Vault as emanating from § 117 of the U.S. Copyright Act, to engage in reverse
analysis "as an essential step in the utilization of a program.”

In addition to Article 5(3), the EC Directive contains a specific provision governing the permissibility of decompilation or
disassembly. Article 6 of the EC Directive specifies that:

The authorization of the [copy]rightholder shall not be required where reproduction of the code and tranglation of its
form . . . are indispensable to obtain the information necessary to achieve the interoperablilty of an independently
created computer program with other programs, provided that the following conditions have been met:

(a) these acts are performed by the licensee or by another person having aright to use a copy of a program, or on their
behalf by a person authorized to do so;

(b) the information necessary to achieve interoperability has not previously been readily available to the persons referred
to in subparagraph (a);

(c) these acts are confined to the parts of the original program which are necessary to achieve interoperability.120

Article 6 thus creates aright to decompile or disassemble a computer program where it is necessary to achieve interoperability with
another program. This provision appears to create aright equivalent to the one recognized in Atari and Sega as fair use under § 107, to
reverse engineer acomputer program in order to defeat alockout device.

The following subsections will examine the precise scope of the reverse engineering privilege under 88 107 and 117 as spelled out in
the Atari, Sega and Vault cases, and will compare these cases with the reverse engineering provisions contained in the EC Directive.

C. Reverse Engineering asa Fair Useunder 8§ 107
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Thefirst provision of the 1976 Copyright Act applicable to reverse engineering of computer programsis 8 107, which provides that
"the fair use of a copyrighted work, including such use by reproduction in copies. . . for purposes such as. . . teaching . . . scholarship
or research, is not an infringement of copyright."121 Section 107 goes on to enumerate four non-exclusive factors that courts may
consider in determining whether a particular useis afair use. These factors are:

(2) the purpose and character of the use, including whether such useis of acommercial nature or isfor nonprofit
educational purposes;

(2) the nature of the copyrighted work;
(3) the amount and substantiality of the portion used in relation to the copyrighted work as awhole; and
(4) the effect of the use upon the potential market for or value of the copyrighted work.122

Atari123 and Segal24 were the first court of appeals decisions to apply these four factorsin a case specifically involving reverse
engineering of computer programs. At least two prior district court decisions, however, seem to have assumed that reverse engineering
isor might be afair use of a copyrighted program, just as the district courtsin Atari and Sega assumed or specificaly held that reverse
engineering of a computer program was not afair use.

1. Prior District Court Case Law

In E.F. Johnson Co. v. Uniden Corp. of America,125 the court's finding of infringement was based on the verbatim reproduction of
substantial sections of the plaintiff's code, as well as other indications of substantial similarity between plaintiff's and defendant's
programs.126 The court, however, stated by way of footnote dictum that:

The mere fact that defendant's engineers dumped, flow charted and analyzed plaintiff's code does not, in and of itself,
establish pirating. As both parties withesses admitted, dumping and analyzing competitors codes is a standard practice
in the industry. Had Uniden contented itself with surveying the general outline of the EFJ program, thereafter converting
the scheme into detailed code through its own imagination, creativity, and independent thought, a claim of infringement
would not have arisen. . . While defendant may have permissibly dumped, flow charted and analyzed plaintiff's code, it
could not permissibly copy it.127

Conversely, in NEC Corp. v. Intel Corp.,128 the court found no infringement where the creator of two of NEC's microcodes testified
that although he had disassembled two of Intel's microcodes, he did not undertake to copy them.129 The court stated that, while the
creator of NEC's microcodes might have made reference to the Intel microcodes, this activity did not result in "slavish copying."130

The district court in Atari, on the other hand, had held that Atari was not free to appropriate Nintendo's specific codes used for
"locking" the Nintendo game console to prevent all but Nintendo-authorized game cartridges from being played on the console.131 In
so holding, the court acknowledged the footnote dictum in E.F. Johnson Co., but read it as giving approval only to "surveying the
genera outline of an existing program."132 The court went on to hold that intermediate copying (i.e., decompilation or disassembly) of
aprogram in the course of reverse engineering would constitute direct infringement, and that Atari's final program incorporating
Nintendo's codes to enable Atari game cartridges to be played on the Nintendo game console was an infringing derivative work (i.e.,
adaptation).133

Likewise, the district court in Sega held that if the process of reverse engineering entails the duplication of the copyrighted work and
the recasting or transformation of the object code into aform more intelligible to humans, it may infringe upon the copyright owner's
exclusive rights.134 The district court found that Accolade infringed Sega's copyright when it reverse engineered Sega's game
cartridges and copied code that was required to unlock the "Genesis 111" console.135 The court distinguished NEC Corp. v. Intel Corp.
and E.F. Johnson Co. v. Uniden Corp. of America, by pointing out that neither case specifically addressed the issue of intermediate
copying, and that the footnote dictum in the latter case stated only that dumping and analyzing of competitors codes would not, in
itself, establish piracy.136 The court further noted that if Congress had intended to create an exception for intermediate copying, it
would have provided for it asit did in the Semiconductor Chip Protection Act.137

2. The Relevance of the Semiconductor Chip Protection Act
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Four years after the Computer Software Copyright Act of 1980138 amended the 1976 Copyright Act to make computer programs
explicitly copyrightable, 139 Congress created a sui generis body of federal intellectual property law to protect semiconductor chip
designs.140 Although the Semiconductor Chip Protection Act of 1984141 makes it an infringement to reproduce a chip design or to
import or distribute a semiconductor chip product embodying the design, 8 906(a) of the Act expressly states that:

it is not an infringement of the exclusive rights of the owner of a mask work for-

(2) aperson to reproduce the mask work solely for the purpose of teaching, analyzing, or evaluating the concepts or
techniques embodied in the mask work or the circuitry, logic flow, or organization of components used in the mask
work; or

(2) aperson who performs the analysis or evaluation described in paragraph (1) to incorporate the results of such
conduct in an original mask work which is made to be distributed.142

The legidative history of the Chip Act statesthat it is an established industry custom in the United States to photograph chips
produced by competitorsin order to design similar, hopefully improved, chips.143 The custom is deemed fair as long as " substantial
analysis and study," rather than simple plagiarism, occurs, because it produces multiple sources for a single chip and promotes
competition in the industry as awhole. 144

It could be argued that because § 906(a) of the Chip Act, explicitly permits reproduction of semiconductor chip designs for analysis, 8
107 of the Copyright Act may be interpreted asimplicitly permitting the intermediate copying of computer programs by analogy. The
problem with this argument is that the opposite conclusion is equally plausible, and wasin fact precisely the argument adopted by the
district court in the Sega case. The Sega court stated that, had Congress intended to create afair use exception for intermediate copying
of computer programs, "it would have provided for it asit did in the Semiconductor Chip Protection Act. . . ."145

The legidative history of the Chip Act further reveals that Congress initially considered amending the 1976 Copyright Act to provide
copyright protection for semiconductor chip designs. The legidative history accompanying the earliest of the chip-design protection
proposals contained conflicting views on whether reverse engineering of a chip design would fall within the § 107 fair use
privilege.146 Some legislators were concerned that defining reverse engineering of a chip design as fair use might encourage a more
expansive interpretation of fair use as applied to literary works, such as computer programs.147 Thus, Congress considered creating an
express reverse-engineering right, independent of § 107, for semiconductor chip designs.148

Eventually, Congress altogether abandoned the effort to extend copyright protection to semiconductor chip designs-not because of any
concern that to grant such protection might lead to an expansive interpretation of 8§ 107's fair use privilege to permit reverse
engineering of computer programs, as the district court in Sega erroneously suggested, 149 but, because it believed that semiconductor
chipswereintrinsically utilitarian articles that were beyond the scope of the Copyright Act.150 Rather, Congress opted for a sui generis
form of protection that contained an express reverse engineering privilege identical to the one originally proposed as an amendment to
the 1976 Copyright Act. The Chip Act accordingly omitted any mention of an exclusive right to prepare adaptations of semiconductor
chip designs,151 and disclaimed any intention to affect the scope of copyright protection for computer programs.152

By contrast, the 1980 amendment to the Copyright Act included neither an analogous reverse-engineering provision nor eliminated the
copyright holder's exclusive right to make adaptations of computer programs. Rather, Congress amended 8§ 117 of the 1976 Copyright
Act to include an explicit, limited right of owners of copies of copyrighted computer programs to reproduce or adapt the programs (1)
as an essential step in the utilization of a computer program in conjunction with a machine, and (2) in order to make archival copies of
the program.153

These differences between the Semiconductor Chip Act and the amended 1976 Copyright Act suggest that courts should not construe
§ 107 to include a blanket reverse-engineering privilege. On the other hand, just because the 1976 Copyright Act contains no explicit
reverse engineering privilege, and § 117 of the Act explicitly permits reproduction or adaptation of a copyrighted computer program in
only two limited circumstances, it does not follow that all other unauthorized uses of a computer program will necessarily constitute an
infringement. Both the language and the legidative history of the 1976 Copyright Act indicate that some uses other those set forth in
88 108-12014 may nevertheless fall within § 107's more general fair use privilege. Moreover, as the court of appealsin Atari pointed
out, the legidlative history of § 107 specifically states that courts should interpret the fair use exception to accommodate new
technological innovations. 155

In summary, the most that can be said of the differences between the 1976 Copyright Act, as amended in 1980, and the Semiconductor
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Chip Act of 1984 isthat Congress intended to do exactly what it did in these two Acts. Congress explicitly permitted the reverse
engineering of semiconductor chip designs, while subjecting reverse engineering of computer programs to the four-factor test set out
in § 107, or, in the aternative, to the requirements set out in 8 117 for the two limited uses explicitly allowed by that section.

3. The Four-Factor Test: The Commentators and the Atari and Sega Decisions

Atari and Sega were the first cases that explicitly applied 8 107's four-factor test to allow particular instances of reverse engineering.
However, anumber of commentators, as well as the federal district court in Sega itself, had previously applied § 107's four factors to
determine the legality of reverse engineering and arrived at a different conclusion. As early as 1985, William Patry, the commentator
principally cited by the Sega district court, concluded that:

A quick examination of typical reverse engineering under the statutory four fair use factors. . . indicates that fair useis
not available. The nature and purpose of the useis entirely commercial; the copyrighted source code is an unpublished
work subject to anarrow scope of fair use; the entire work is copied; and since the use is commercial, potential harm to
the market for the original is presumed.156

More recently, the Committee on Computer Law, organized by the Association of the Bar of the City of New Y ork, issued a report
entitled "Reverse Engineering and Intellectual Property Law"157 (hereinafter the "Committee Report"). In the report, the Committee
more thoroughly analyzed examples of reverse engineering to determine whether they were fair use within the meaning of § 107. The
Committee concluded that "it is difficult to say categorically whether copies created through decompilation in any of our examples are
fair use. . ."158 Instead, the Committee tried to indicate what considerations should be weighed by a court making such a
determination.

In the same year, a second report emerged as aresult of the "LaST Frontier Conference On Copyright Protection of Computer
Software." 159 This report concluded that

making a small number of copies for the sole purpose of studying a copyrighted program for possible use of its
unprotected elements, should be considered a necessary step in allowable examination or study and should, therefore, be
deemed not to infringe the copyright under the fair use provisions of the Copyright Act."160

Specifically, the Conference Report concluded: 1) that "athough the eventual use is commercial, the copying is effected for the
socially desirable research and development of a competing product,” 2) that the copyrighted work isin a"form that cannot be
examined except through ataking that would otherwise constitute infringement," 3) that although the entire work is copied, the
Supreme Court has held that using a video recorder to copy an entire copyrighted television broadcast can be afair use; and 4) that the
limited use in question does not itself have any material effect on either the market for or value of the copyrighted work and that even
though a non-infringing competing work may result from the reverse engineering and adversely affect the value of the original work, it
is not then the copy that is competing.161

Shortly after the Atari and Sega cases were decided, Professor Arthur Miller, a distinguished professor of intellectual property law at
Harvard University, and aformer member of the commission which recommended the amendments to the Copyright Act making it
explicitly applicable to computer programs, published an article highly critical of the decisionsin Atari and Sega.162 In this article,
Professor Miller essentially reiterates the arguments of earlier courts and commentators who would hold that decompilation and
disasembly do not congtitute afair use of copyrighted works.

The views of the foregoing commentators represent but one facet of alarger ongoing-and occasionally and vituperativel63-second
generation (see supra Part 111(C)(2)) debate over the appropriate scope of copyright protection for computer programs. Aside from the
court of appeals decisionsin Atari and Sega, the Committee Report provides the most extensive and balanced discussion of § 107's
four-factor test for whether reverse engineering isfair use. However, the Committee Report comes to conclusions that differ
significantly from the opinionsin Atari and Sega, as well as the EC Directive. The following subsections compare the Committee
Report, as well as the views of other courts and commentators, with the Atari and Sega decisions and the EC Directive in order to
illuminate the full range of factors that should be considered by courtsin applying § 107's four-factor test to reverse engineering of
computer programs.

a) The First Factor: The Purpose and Character of the Use

The language of § 107(1) indicates that in determining the purpose and character of the use of the copyrighted work, courts should
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specifically consider whether the use is of acommercial nature or is for nonprofit, educational purposes.164 The district court in Sega
concluded that Accolade's reverse engineering was presumptively unlawful because it was undertaken for financial gain and was
aimed at the creation of a competitive product that would adversely affect the value of the copyrighted work.165

Similarly, the Committee Report pointed out that commercial useis explicitly mentioned in § 107.166 The Committee Report stated
that "[€]very commercial use of copyrighted material is presumptively . . . unfair."167 It noted that § 107 lists "teaching, scholarship,
and research" as examples of activitiesin which afinding of fair use is most appropriate.168 The Committee concluded that the use of
decompilation to develop a competing program, or to facilitate the making of infringing copies of the original program, would weigh
against afinding of fair use.169 On the other hand, the Committee pointed out that the fair use doctrine nevertheless has been applied
in commercial contexts, and that commercial use does not preclude a finding of fair use.170

The Committee's examination of the first factor, however, fails to discuss the immediate purpose served by decompilation or
disassembly, namely, to develop alimited number of human-readable copies of the program in order to study its structure, sequence,
and organization. Whether the ultimate purpose is commercia or non-commercial, the immediate purpose of reverse engineering isto
gain access to unprotected ideas.171

The district court in Sega rejected this characterization of the purpose of reverse engineering, stating that it "misconceives the role of
both Section 102(b) and Section 107 of the Copyright Act and does violence to the term 'access."' 172 The court stated that "the
emphasis on appropriating the idea mistakes the role of § 102(b), which denies protection ab initio to ideas but which is not designed
to form an independent basis for the appropriation of protectible expression under the cloak of § 107."173

This criticism misstates the issue. The fact that § 102(b) may not have been designed to form an independent basis for the
appropriation of expression under § 107 does not undercut the argument that the four factor test of 8 107 itself provides an adequate
basis for determining the fairness of appropriating copyrighted expression in order to gain access to the unprotected ideas that remain
inaccessible even after aprogram is published.

Nor doesit refute the user's claimed right of access to awork'sideas or unprotectible expression to say, as the district court in Sega
does, that the "public's need for access to the copyrighted work is fully satisfied by the copyright owner's marketing of the original ."
Access to a copyrighted computer program does not necessarily provide access to the unprotectible ideas that it contains, unless one
assumes that the only unprotected ideas in a computer program are those functions that are apparent in the normal use of the program.
This conception of a computer's unprotected ideas is essentially that adopted in Whelan Associates v. Jaslow Dental Laboratory, the
first court of appeals decision in the second generation of computer copyright cases.174 However a second court of appeals decision,
Computer Associates International v. Altai, Inc., rejects Whelan's formulation as descriptively inadequate.1” As noted by the
Committee Report in its discussion of the second fair use factor, prohibiting decompilation could give the copyright owner "a
monopoly over the ideas, as well as the expression in the copyrighted work,"176 thus defeating the policy objective of improving and
refining ideas contained in computer programs.

Also unconvincing is the Sega district court's assertion that a competitor who reverse engineers a copyrighted computer program is
"not at all interested in increasing that access. . . his only purpose isto get the public to purchase his work rather than the original."177
This assertion simply fails to recognize the reverse engineer's right, as a member of the public, to have access to the work'sideas. Nor
isit true as the Atari and Sega cases illustrate, that the purpose of a competitor who reverse engineers a copyrighted computer program
is merely to get the public to purchase hiswork rather than the original. In both Atari and Sega, the defendant's purpose was to make
its game cartridges compatible with its competitor's consoles. Asthe court of appealsin Sega took painsto point out, there was no
basis in the record for assuming that Accolade's game cartridges would significantly affect the market for Sega's game cartridges, since
aconsumer "might easily purchase both."178 Even if the market were affected, however, the fairness of Accolade's use of the product
of its reverse engineering should turn on a separate four-factor inquiry into the fairness of that use.179

The courts of appeals in both Atari and Sega recognized that the immediate purpose motivating reverse engineering of computer
programs should be at least as important as its ultimate, commercial purpose. The court in Atari held that § 107 of the Copyright Act
"permits an individual in rightful possession of a copy of awork to undertake necessary efforts to understand the work's ideas,
processes, and methods of operation.” The court aso noted that the reason § 107 exempts from copyright protection reproductions for
criticism, comment, or research is because "these activities permit public understanding and dissemination of the ideas, processes, and
methods of operation in awork."180

Likewise, the court in Sega stated that the use at issue "was an intermediate one only and thus any commercial 'exploitation’ was
indirect and derivative."181 The court went on to note that:
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although Accolade's ultimate purpose was the release of Genesis-compatible games for sale, its direct purposein
copying Sega's code, and thusits direct use of the copyrighted material, was simply to study the functional requirements
for Genesis compatibility so that it could modify existing games and make them usable with the Genesis console.182

The court in Sega also stated that Accolade's reverse engineering "led to an increase in the number of independently designed video
game programs offered for use with the Genesis console."183 The court concluded that it is "precisely this growth in creative
expression, based on the dissemination of other creative works and the unprotected ideas contained in those works, that the Copyright
Act was intended to promote."184 The foregoing observation emphasizes that, irrespective of the reverse engineer's "purpose,” a court's
determination of the "character" of the use under the first fair use factor should turn on whether the reverse engineering is productive
inthat it leads to the creation of additional works of authorship.

(1) The Relevance of the Copyright Misuse Defenses

Although offering afuller discussion of the first fair use factor than the commentators did, the courts of appealsin Atari and Sega
nevertheless failed to identify explicitly one key aspect of the purpose motivating the reverse engineering involved in those two cases.
Both Atari and Accolade were attempting to defeat lockout devices by Nintendo and Sega, the employment of which may have
constituted copyright misuse. Ironically although Atari and Accolade unsuccessfully raised other claims of copyright misuse on the
part of Nintendo and Sega, neither appears to have claimed that the lockout device constituted copyright misuse.185

In considering the misuse claims raised in Atari, the court of appeals recognized that several other courts of appeals had previously
entertained defenses of copyright misuse, analogizing from the well-established patent misuse defense. The court noted that although
only one decision had actually sustained the defense, the United States Supreme Court had previously given at |east tacit approval of

it.186 However, the court concluded that, in the absence of statutory entitlement, the copyright misuse defense is only an equitable
doctrine that is unavailable to a party that does not have "clean hands."187 Because Atari had misled the Copyright Office in order to
obtain a copy of Nintendo's registered program, it was ineligible to invoke the defense.188

In Sega, the district court said only that Accolade's misuse defense was based upon antitrust tying allegations, which the court ordered
stricken from Accolade's counterclaim.189 The court concluded that "[n]o antitrust violation is alleged, nor is there proof of fraud or
other clear violation of alegal duty. . . . Thus, Accolade has failed to establish a copyright misuse defense."190

Although the court of appealsin Sega made no explicit reference to copyright misuse, it nevertheless seemsto have implicitly
recognized (but not in its discussion of the first fair use factor) that Accolade had a plausible copyright misuse defense.191 Had Atari's
own hands been "cleaner," it appears that it too would have had such a defense.

By creating lockout devices, Nintendo and Sega were arguably attempting to maintain a monopoly on the market for video game
cartridges compatible with their respective game consoles.192 Because game cartridges compatible with the console of one of these
two giantsin the field of video entertainment systems were not compatible with the console produced by the other, Nintendo and Sega
each had the power by virtue of their ability to lock out competitors game cartridges, to raise the price of cartridges, provided only that

prices not reach alevel that would induce owners of Nintendo or Sega " Genesis' consoles to purchase the competing console.193 By
concealing the codes that unlock their consoles and invoking copyright protection for these codes, Nintendo and Sega unequivocally
engaged in practices aimed at barring the entry of competitors into their respective cartridge markets.

Significantly, while discussing the fourth fair use factor, the court of appealsin Sega remarked that
an attempt to monopolize the market by making it impossible for others to compete runs counter to the statutory purpose
of promoting creative expression and cannot constitute a strong equitable basis for resisting the invocation of the fair use

doctrine. 194

This remark offers support for the conclusion that, not only was the purpose and character of Accolade's use afair one, but Sega's use
of the lockout device constituted a misuse of its copyright.

(2) The Relevance of the Trademark Misuse Defense

Although the court of appeals did not explicitly recognize a copyright misuse defense, it did hold that Sega designed its computer
program in such away as to misuse its trademark.195 The same security system that locked the Sega Genesis console also triggered a
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visual display, once the console was unlocked, which read "PRODUCED BY OR UNDER LICENSE FROM SEGA ENTERPRISES
LTD."196 The codes that Accolade reverse engineered from Sega's game cartridges and included in its own game cartridges caused
this misleading message to be displayed when Accolade's game cartridges were inserted into Genesis |11 consoles. 197 Creating such a
risk of confusion, the court said, might be sufficient to constitute trademark misuse. Additionally, the court held that atrademark is
misused if it servesto limit competition in the manufacture and sales of a product.198

In sum, the foregoing discussion suggests that a particularly compelling reason for finding reverse engineering to be afair use exists
when the program isitself being misused by its devel oper.

b) The Second Factor : The Nature of the Copyrighted Work
In examining the second factor, the Committee Report belatedly acknowledged that,

unlike a book, whose ideas can be discovered by reading it, the nature of a computer program distributed only in object
codeis such that the ideas embodied in it largely cannot be studied and understood by humans without
decompilation.199

As we have seen, the Committee notes that prohibiting decompilation could defeat an important societal interest in learning from and
improving on ideas contained in computer programs, "thereby giving the copyright owner a monopoly over the ideas, aswell asthe
expression in the copyrighted work."290 Thus, the Committee concludes that this factor generally weighs strongly in favor of afinding
of fair use. However, if thisistrue, it would appear that the first factor should also weigh more strongly in favor of afinding of fair use
than the Committee recognizes, 201 since the immediate purpose served by decompiling or disassembling a computer program is
precisely to gain accessto, learn from, and perhaps improve on the ideas contained in the computer program.

The courts of appealsin Atari and Sega also recognized that a computer program's "nature”" is unique. As the court in Sega pointed out,
although the "unprotected aspects of most functional works are readily accessible to the human eye . . . humans often cannot gain
access to the unprotected ideas and functional concepts contained in object code without disassembling that code-i.e. making
copies."202 Consequently, the court of appealsin Atari reasoned that "when the nature of awork requires intermediate copying to
understand the ideas and processes in a copyrighted work, that nature supports afair use for intermediate copying."203

What neither the Atari court nor the Sega court pointed out is that the Copyright Office itself contributes to what these courts identify
as the unigue nature of computer programs. First, as the facts of the Atari case indicate, Copyright Office regulations limit the
circumstances in which works deposited in connection with registration can be reproduced.204 In addition, certain other Copyright
Office regulations, clearly authorized by the 1976 Act but adopted by the Copyright Office with little apparent consideration of the
underlying policy consequences, permit those registering computer programs with the Copyright Office to deposit only identifying
portions of the source code version of the program, or even only the object code.205 These Copyright Office regulations in effect create
afederal form of trade secret protection for computer programs, but seem inconsistent with the underlying policies of the Copyright
Act, and thus may be in excess of the Copyright Office's statutory authority.296 [ronically, the promulgation of these regulations
strengthens the argument of users that no alternative means exist for obtaining access to a computer program's unprotected idess.

An additional aspect of the nature of computer programs, not mentioned by the Committee Report, but buttressing its general
conclusion that this factor weighs in favor of afinding of fair use, isthat computer programs may be regarded, wholly or in part, as
utilitarian or factual works. Long before the fair use exception was codified in § 107, the Supreme Court in Baker v. Selden207
suggested that works having strong functional elements, such as accounting textbooks, were not entitled to the same degree of
protection as non-factual works. The Court also suggested that some particularly utilitarian elements of awork, such as blank
accounting forms, may not be entitled to copyright protection at all.208

More recently, in Harper & Row, Publishersv. Nation Enterprises,209 the Supreme Court explicitly recognized, in applying the
second factor of § 107's fair use test to an unpublished?10 historical narrative or autobiography, that copyright law "generally
recognizes a greater need to disseminate factual works than works of fiction or fantasy."211 Likewise, in Feist Publications v. Rural
Telephone Service Co., the Court noted that works that are merely compilations of fact are copyrightable, but copyright protection for
such awork is"thin."212

The court of appealsin Sega recognized that computer programs pose unique problems because while there may be many ways for a
computer programmer to accomplish a given task or fulfill a particular market demand, making the programmer's choice of program
structure and design highly creative and idiosyncratic, computer programs are nevertheless essentially utilitarian articles that
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accomplish particular tasks.213 Computer programs thus contain many logical, structural, and visual display elements that are dictated
by function, efficiency, and external factors, such as compatibility requirements and industry demands.214

One further aspect of acomputer program's particular nature must be noted. The Supreme Court in Harper & Row recognized that
whether awork is published or unpublished is also arelevant aspect of its nature, and that the scope of fair use is narrower with respect
to unpublished works. In that very statement, of course, the Court seemsto have conceded that the fair use doctrine appliesto
unpublished works.215 But nothing in Harper & Row indicated how the Court would deal with awork such as a computer program,
which can be both published (in its object-code form) and unpublished (in its source-code form). The court in Sega, on the other hand,
specifically noted that in one of its earlier decisions, Lewis Galoob Toys v. Nintendo of America, it had affirmed a district court
holding that computer game cartridges that are held out to the public for sale are published works for purposes of copyright.216

¢) The Third Factor : The Amount and Substantiality of the Portion of the Copyrighted Work Used

Regarding the third factor, courts and commentators agree that the results of decompilation are likely to be both quantitatively and
qualitatively "substantial" in relation to the copyrighted work as awhole.217 This is because disassembly or decompilation usually
entails making a nearly complete copy or adaption of a program.218 However, the Committee Report states that even complete
verbatim copies may be non-infringing.21° The Report noted that in Sony Corporation v. Universal Sudios, the Supreme Court held
that the videotaping of entire copyrighted television broadcasts for later home viewing was afair use.220 In that case, the purpose of

the use was more determinative of its fairness than the amount of copyrighted expression used. Even though the use of the copyrighted
work in Sony was non-productive, it was also for anon-commercial purpose, which weighed heavily in favor of afinding of fair use.221

Where one who reverse engineers a computer program uses portions of protected expression from the decompiled work in the
production of a competing work, the fairness of that use should turn on a separate determination of the amount and substantiality of the
protected expression used in relation to the copyrighted work as awhole. Admittedly, as the court of appealsin Atari stated, "[f]air use
to discern awork'sideas.. . . does not justify extensive efforts to profit from replicating protected expression."222 Asthe facts of the
Atari and Sega casesillustrate, however, the amount of protected expression ultimately used, when the purpose of the reverse
engineering is simply to discover codes that will unlock a game console, is likely to be minimal 223 Even if the code used may be
considered a qualitatively substantial, albeit quantitatively small part of the decompiled program, it is substantial precisely because of
the utilitarian function that it plays and is thus arguably unprotectible expression.

d) The Fourth Factor: The Effect on the Potential Market for or Vaue of the Copyrighted Work

In considering the fourth factor, the Committee Report cites the Supreme Court's opinion in Harper & Row for the proposition that
market impact is "the single most important element of fair use."224 The Committee concludes without further analysis that this factor
would not support aclaim of fair useif the "effect of the use is the creation of a competing program."22> The Committee merely cites
the legidlative history of the Copyright Act for the proposition that "a use which supplants any part of the normal market for a
copyrighted work would ordinarily be considered an infringement."226 Unfortunately, the Committee's examination of this final, and
most important factor isthe most superficial part of itsfair use analysis. The Committee fails to acknowledge that the copyrighted
work existsin two different forms, each with its own particular potential market or value.

Decompiling the object-code version of a computer program generally has no direct effect on the potential market for the program in
object-code form, because the decompiled version of the program cannot be used to operate a computer.227 The only direct market
effect of decompilation is on the potential market for the source-code version of the program. Y et, much of the value of the source-
code version of the program comes, not from the manner in which it is expressed, but from the fact that the source code, and the
uncopyrightable ideas or functional expression that it contains, can be kept secret, even after the object-code version of the programis
publicly distributed.228

The fairness of reverse engineering should not be confused with the fairness of the ultimate uses made of the product of the reverse
engineering or with the potential effects of such uses on the market for the publicly distributed program. And yet, the Committee
Report seems to make precisely this mistake when it concludes that the fourth factor of § 107's fair use test would not support a
finding of fair use where "the effect of the useisthe creation of a competing program.”229 This view fails to distinguish between
creating a competing program that uses copyrighted expression contained in the copyrighted program, and creating a competing
program that merely accomplishes the same function or uses unprotected ideas found in the copyrighted program. While the former
situation would raise alegitimate fair use issue, the latter would not. Copyright protection extends only to an author's expression and
not to the ideas expressed. The fair user "may make significant use of prior work, so long as he does not bodily appropriate the
expression of another."230
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It isat this point that the second generation of copyright cases concerned with the scope of protection available for computer programs
becomes critical to the question of the permissibility of reverse engineering. For the broader the scope of protection for non-literal
elements of a program, the narrower the universe of ideas available to others. Conversely, if the scope of protection is narrow, the
universe of unprotected ideas is much broader.

It isin this connection that the court of appealsin Sega cites with approval the recent decision of the Court of Appeals for the Second
Circuit in Computer Associates Int'l, v. Altai, Inc.231 Computer Associates held that a computer's ultimate function or purpose isthe
composite result of interacting subroutines, each of which may represent its own idea, and may contain purely utilitarian elements that
can only be expressed in alimited number of ways. Aswe have seen, the court in Computer Associates found that the formulation in
Whelan Associates v. Jaslow Dental Laboratory232 which holds that the idea or function of a computer program is the idea of the
program as awhole, was descriptively inadequate.233 If Altai, rather than Whelan, comes to represent the culmination of the second
generation of computer program copyright cases, the universe of unprotected ideas, to which reverse engineering could provide access,
will be substantial.

4. Atari, Accolade and The European Community Directive

In Atari and Sega, there were particularly compelling reasons for finding that reverse engineering designed to defeat alockout device
constitutes afair use of acomputer program, namely, to defeat another's misuse of its copyrighted work.234 Reverse engineering to
defeat alockout device, however, isitself but a particular species of the more general effort to achieve interoperability-precisely the
purpose of which Article 6 of the European Community Directive speaks in recognizing a specific right to decompile or disassemble
another's copyrighted computer program. Thus, analysis of the fairness of other examples of reverse engineering for the purpose of
achieving interoperability should yield essentially the same results as were reached in Atari and Sega, aside from the copyright misuse
aspect of those cases. As Article 6 of the EC Directive makes clear, the principal focus of such an analysis should be on whether
reverse engineering is "indispensable to obtain the information necessary to achieve the interoperability of an independently created
program.” If this requirement is met, decompilation or disassembly will be fair use under § 107 of the Copyright Act.

It will be noted that Article 6 of the EC Directive specifically permits decompilation or disassembly "to obtain the information
necessary to achieve the interoperability of an independently created computer program with other programs.”23> The legidative
history of the EC Directive makes clear that the foregoing italicized phrase, which has been described as having "engendered more
controversy than anything else in the EC Directive," was settled upon in preference to alternative language which would have
permitted decompilation solely to achieve interoperability with the "decompiled" or "original" program.23¢ The purpose of the
language change was to make it clear that Article 6 permitted decompilation for the purpose of devel oping a competing work.237

Atari and Sega do not explicitly address whether § 107 of the Copyright Act would permit reverse engineering for the ultimate purpose
of creating a competitive product.238 However, the language of the EC Directive, the reasoning in Atari and Sega, and the foregoing
critique of the Committee Report all suggest that the § 107 privilege to reverse engineer computer programs may not be limited to
instances in which the purpose of the reverse engineering is to achieve interoperability with the program being reverse engineered. The
fairness of reverse engineering for the purpose of developing a competing program, of course, should turn not only on whether the
reverse engineering itself isindispensable, but on whether and how much copyrightable expression is used in the competing program.

On the other hand, future cases may construe Atari and Sega as having held only that reverse engineering is fair when it is attempting
to defeat the kind of copyright misuse that lockout devices represent.239 Given the continuing uncertainty as to the exact parameters of
the fair-use privilege to reverse engineer computer programsin the United States, it is appropriate to examine § 117, the other relevant
provision of the 1976 Copyright Act that has been applied to permit reverse engineering of computer programs.

D. Section 117: Limitations on Exclusive Rightsin Computer Programs

Section 117 of the amended 1976 Copyright Act states that:

Notwithstanding the provisions of section 106, it is not an infringement for the owner of a copy of a computer program
to make or authorize the making of another copy or an adaptation of that computer program provided:

(2) that such new copy or adaption is created as an essential step in the utilization of the computer programin
conjunction with a machine and that it is used in no other manner, or

(2) that such new copy or adaption isfor archival purposes only and that all archival copies are destroyed in the event
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that continued possession of the computer program should cease to be rightful 240

Congress enacted § 117 almost exactly in the form recommended by the National Commission on New Technological Uses of
Copyrighted Works (CONTU).241 The only modification was that the holder of the right was changed from a"rightful possessor” to
the "owner" of acopy of the computer program.242 According to the CONTU report, a"rightful possessor" wasto include not only a
purchaser but also alessee or licensee of acopy of acomputer program.243 Because the 1980 Act's legislative history merely states
that the Act "embodies the recommendations of [CONTU] with respect to clarifying the law of copyright of computer software,"244
the courts have tended to treat the Final Report of CONTU as |egidlative history.245

1 The CONTU Report and Congressional Modification of CONTU's Proposed § 117

Initsreport, CONTU stated that,"[b]ecause the placement of awork into a computer is the preparation of a copy, the law should
provide that personsin rightful possession of copies of programs be able to use them freely without fear of exposure to copyright
liability."246 Although in the vast mgjority of cases, "creators, lessors, licensors, and vendors of copies of programs intend that they be
used by their customers,” CONTU anticipated situations "in which the copyright owner might desire, for good reason, or none at all, to
force alawful owner or possessor of acopy to stop using a particular program."247 To prevent this from happening, CONTU designed
§ 117 to provide arightful possessor of a program "with alegal right to copy it to that extent which will permit its use by that
possessor."248 Additionally, CONTU thought that a rightful possessor of a copy of a program should have theright "to load it into a
computer and to prepare archival copies of it to guard against destruction or damage by mechanical or electrical failure."249

CONTU also proposed a limited right of adaptation, recognizing that

[b]ecause of alack of complete standardization among programming languages and hardware in the computer industry,
one who rightfully acquires a copy of a program frequently cannot use it without adapting it to that limited extent which
will allow its use in the possessor's computer.250

Thus, § 117 was intended to provide "aright to make those changes necessary to enable the use for which [the program] was both sold
and purchased."251 CONTU gave two examples of permissible adaptation: "The conversion of a program from one higher level
language to another to facilitate use," and "the right to add features to the program that were not present at the time of rightful
acquisition." 252

To protect the interests of the copyright owner, CONTU specified that exact copies made pursuant to 8 117 were to be leased, sold or
otherwise transferred only in connection with the transfer "of al rightsin the program, thus creating a new rightful possessor and
destroying that status as regards the seller."253 Adaptations, by contrast, were purely for the personal use of party making the
adaptation and could not be transferred without the permission of the copyright owner. Analogizing such adaptations to marginal note-
taking in abook, CONTU stated that although both involve the creation of a derivative work, unless the reader or user "tries to copy
and vend that work, the copyright owner is unlikely to be very concerned."254 Copyright owners having a different view "could, of
course, make such desires a contractual matter."255

Thislast remark appears merely to refer to a copyright owner's right to contractually prohibit adaptations of the copyrighted work.
However, some commentators have argued that CONTU meant to give copyright owners the right to contractually extinguish all of the
rights that CONTU's proposed § 117 would give to rightful possessors of a copy of a program.256 |f so, CONTU chose singularly poor
wording for the proposed § 117, which would have created a potential trap for contract drafters. Asthe CONTU report made clear, a
"rightful possessor" was to include not only a purchaser, but also alessee or licensee of a copy of acomputer program.25’ Had § 117
been worded so as to permit all rightful possessors to make or authorize the making of another copy or an adaptation of the program,
then it could have been argued that those rights could not be contractually extinguished unless the contract stated in the clearest
possible terms that possession of the copy of the program being transferred would be rightful only so long as no copies or adaptations
of the program were made. Even then, the courts might have construed the statutory rights of a"rightful possessor" to preempt
enforcement of such a contract.28

Without explaining its motivation, Congress, in the 1980 amendments, changed the holder of § 117 rights from a"rightful possessor”
to the "owner" of a copy of the computer program. Congress apparently intended by this change to allow copyright holders to
contractually modify the rights enumerated in 8 117 merely by retaining ownership of copies of acomputer program and transferring
possession of those copies by means of alease or license restricting the uses to which the copies could be put.

2. Shrink-wrap Licenses and Other Contractual Restrictions on Reverse Engineering of Computer Programs
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The importance of the change in the wording of § 117 has not been lost on the software industry. Developers of mass-distributed
software now commonly print extensive contractual terms on software packaging and specify that removal of the wrapping by the user
constitutes acceptance of those terms.259 These so-called "shrink-wrap" licenses often contain clauses prohibiting any modification or
disassembly of the computer program or its incorporation into any other program.260 The terms may also specify that the software
proprietor retainstitle to the software or diskette and that the user is merely a bailee or lessee rather than the owner.261

Although several courts and commentators have questioned whether shrink-wrap agreements constitute enforceable contracts,262
software devel opers continue to rely on them to deter reverse engineering. In an effort to buttress the enforceability of such provisions,
software devel opers have persuaded two state legislatures, in Louisiana and I1linais, to enact statutes specifically providing that if
certain conditions are met these shrink-wrap licenses are valid contracts.

The Louisianaand Illinois Software License Enforcement Acts263 specify that any person who acquires computer software will be
conclusively deemed to have accepted and agreed to all terms of alicense agreement for the software if awritten notice of such terms
is affixed to or packaged with the software in such away as to be conspicuous upon casual examination, readily understandable, and
clear in stating that use of the software or opening of the package will constitute acceptance of the license terms and that unused and
unopened software may be returned for afull refund. The statutes also state that the terms deemed accepted in such cases can include
any or all of thefollowing: (1) Retention by the licensor of title to the copy of the software; (2) prohibitions or limitations on copying
software or using copies made; (3) prohibitions or limitations on adapting the software in any way, including limitations on trandating,
reverse engineering, decompiling, or disassembling the software; (4) prohibitions or limitations on further transfers, rental or other
disposition of the software or copies of same.264

However, reliance on shrink-wrap licenses as away of limiting a user's rights under § 117 of the Copyright Act was called into
question by the first court of appeals decision to consider § 117.

3. The Vault Decision

Vault Corporation v. Quaid Software Limited26> held that the L ouisiana Software License Enforcement Act was preempted by federal
copyright law. In addition, the court held that a routine used to defeat a copy-protection program was non-infringing.266

In Vault, the Court of Appeals for the Fifth Circuit affirmed alower court holding that a feature of Quaid's "CopyWrite" diskette,
caled "RAMKEY," (which was developed, asit will be recalled, by loading Vault's copy-protected "PROLOK" disketteinto a
computer for analysis, and which, as developed, unlocked the "PROLOK" copy-protection program) neither directly infringed the
copyright of the "PROLOK" copy-protection program nor contributed to "CopyWrite" users infringement of the copy-protection
program or programs placed on "PROLOK" diskettes by Vault's customers.26” The "RAMKEY" feature of Quaid's"CopyWrite"
program was said to enable purchasers of programs on "PROL OK"-protected diskettes to make archival copies, as authorized by § 117
(2), that would protect them not only against mechanical or electrical failure but also against physical destruction of the "PROLOK"-
protected diskette itself.268

The court of appeals also upheld the lower court's rejection of aclaim that Quaid breached a " shrink-wrap" license agreement that
accompanied the "PROLOK" diskettes. The lower court had reasoned that because the license agreement was a contract of adhesion, it
was enforceable only if the Louisiana Software License Enforcement Act was valid and enforceable. The lower court held that because
the Louisiana Act "touches upon an area’ of federal copyright law, its provisions were preempted and Vault's license was
unenforceable.269

A purchaser of aprogram on a"PROLOK" diskette could apparently make an archival copy of the program on another disk, but
Vault's copy-protection device prevents a computer from reading the copy of the program unless the original "PROLOK" disketteis
also in one of the computer's disk drives. The Court of Appealswent on to explain that:

The fact that afully functional copy of a program cannot be made from a PROLOK diskette prevents purchasers from
buying a single copy and making unauthorized copies for distribution to others. . . . Quaid's product . . . unlocks the
PROLOK protective device and facilitates the creation of afully functional copy of a program placed on a PROLOK
diskette. The processis performed simply by copying the contents of the PROLOK diskette onto the CopyWrite diskette
which can then be used to run the software program without the original PROLOK diskette in a computer disk drive.
RAMKEY interacts with Vault's program to make it appear to the computer that the CopyWrite diskette contains the

required "fingerprint,” thereby making the computer function asif the original PROLOK disketteisin its disk drive.270
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The court of appeals found no direct infringement in Quaid's reverse engineering of Vault's program because Quaid's act of loading a
PROLOK diskette into its own computer memory for the purpose of analysis was "an essentia step in the utilization of the computer
program in conjunction with amachine," pursuant to § 117(1).271 The program could be analyzed on the computer alone, and thus no
decompilation, with its resulting "hard" (i.e. paper) copy of the program, was necessary.272 The court declined to limit the qualifying
phrase of § 117(1), requiring that the copy made by loading the program into the computer be "used in no other manner,” to permit the
user to load a program only for the purpose intended by its developer.273

Nor did the court find that Quaid's two versions of its"RAMKEY" feature constituted infringing derivative works based on Vault's
program. The court held that to constitute a derivative work, "the infringing work must incorporate in some form a portion of the
copyrighted work," and "must be substantially similar to the copyrighted work."274 Although one version of "RAMKEY" contained
approximately 30 characters of source code copied from Vault's program, the court concluded that the copying was not significant and
that in any event, the two versions of "RAMKEY" were not substantially similar to Vault's program. The court distinguished the cases
on which Vault relied as involving derivative works that performed substantially the same function as the copyrighted work, whereas
Quaid's programs performed an opposing function. The court also rejected Vault's contention that Quaid's program could be a
derivative work if it altered the operation of Vault's copyrighted work.275 The case on which Vault relied, noted the court, merely held
that the sale of a program that sped up the operation of another program constituted contributory infringement because the sped up
programs were themselves derivative works.276

The court found no contributory infringement by Quaid because the Supreme Court's decision in Sony Corporation of America v.
Universal City Sudios limits contributory infringement to cases where the material or device involved is not capable of substantial
non-infringing uses,277 and the "RAMKEY" feature of the "CopyWrite" program enabled purchasers of programs on "PROL OK"-
protected diskettes to make archival copies, as authorized by § 117(2), that would protect them not only against mechanical or
electrical failure (which could be avoided by copying a"PROLOK"-protected diskette on another diskette for use with the original
"PROL OK"-protected diskette), but also against physical destruction of the "PROL OK"-protected diskette itself.278

Finally, the court of appeals held that the provision in the L ouisiana Software License Enforcement Act permitting a software producer
to prohibit decompilation or disassembly of a copy of its computer program " conflicts with the rights of computer program owners
under § 117 and thus clearly ‘touches upon an area of federal copyright law."279 For that reason, the provision was preempted by
federal 1aw.280 This rendered the restriction in Vault's license agreement against reverse engineering unenforceable.

4. CRITICISMSOF THE VAULT DECISON

The Vault decision has been criticized as being a "rogue elephant” among those construing § 117.281 There are four stated criticisms of
the case. Thefirstisthat it ignored the fact that § 117 grants rights only to an "owner" of a copy of acomputer program, whereas
Quaid was merely alicensee.282 Asthe leading critic of the Vault decision put it, the court

held that a statute dealing with licenses was preempted (and that Vault's license was therefore unenforceable) because it
conflicted with afederal statute granting certain rights to owners. Thus, it cannot be said that the court moved Quaid into
the category of § 117 owners because Vault's license was unenforceable; on the contrary, the license was unenforceable
because the court treated Quaid as an owner. The only plausible inference is that the court simply ignored the distinction
between owners and licensees. In so doing, it created ammunition for the argument that not only shrink-wrap licensees
but al "rightful possessors* of software-the words of the statute as drafted by CONTU-are entitled to the benefits of §
117.283

The court's decision thus flew in the face of Congress's apparent intent in changing the words from a "rightful possessor" to "the
owner" of acopy of computer software.

The second criticism of Vault isthat it nullified one of CONTU's own premises-that copyright owners desiring more protection than
was available under § 117 "could, of course, make such desires a contractual matter."284 The Vault decision would arguably preempt
any contract that restricted reverse analysis and not just shrink-wrap licenses. Although the court in Vault merely held that the shrink-
wrap licenses authorized by the Louisiana License Act were preempted because they contained restrictions more onerous than those of
§ 117, the same could be said of any contract, whether a shrink-wrap license or not, insofar asit restricts the uses of computer
programs that § 117 would permit. Indeed, one subsequent federal trial court, following Vault's lead, may have held just exactly
that.285

Thethird criticism of Vault is that the court should have construed the phrase "essential step in the utilization of a computer” as


http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N271
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N272
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N273
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N274
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N275
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N276
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N277
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N278
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N279
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N280
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N281
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N282
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N283
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N284
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N285

permitting the copying of a computer program only for the purpose intended by the copyright holder.286 The court's conclusion that
there is no language suggesting that the copy that § 117 permits to be made in loading a program into a computer must be employed
for a purpose intended by the copyright owner, is"clearly at odds with the purpose of the section as stated by CONTU."287 The
CONTU report itself states that inclusion of an adaptation right in § 117 was designed to provide "aright to make those changes
necessary to enable the use for which [the program] was both sold and purchased."288

The fourth criticism of Vault iswith respect to its holding that Quaid was not liable for contributory infringement because its program
had a substantial non-infringing use in enabling the users of "PROLOK" diskettes to make archival copies.289 Aswe have seen, a
purchaser of a program on a"PROLOK" diskette could make an archival copy as long as the original "PROLOK" diskette was also in
one of the computer's disk drives.2%0 |n contrast to previous district court opinions,291 the court in Vault concluded that § 117(2)
authorizes an owner of a copy of acomputer program "to make an archival copy of that program in order to guard against all types of
risks, including physical and human mishap as well as mechanical or electrical failure,” and dismissed CONTU's reference to
"mechanical or electrical failure" as"illustrative only, and not exclusive."292 However, unlike mechanical or electrical failure, the risk
of physical destruction isin no way unique to computer programs, and it is clear in other copyright contexts that the purchaser of a
copy of a copyrighted work, such as abook, is not privileged to make a backup copy to guard against the risk of physical destruction,
at least so long as additional copies of the book are available on the open market.293

Given these criticisms of the Vault decision, it is not surprising that the court of appealsin Sega declined to find that Accolade's
reverse engineering was authorized by § 117.294 The Sega court concluded that Accolade's disassembly of the object code of Sega's
program, conversion of the program into source code, and printouts and photocopies of the source code version went far beyond the
uses contemplated by CONTU and authorized by § 117.29 Thus, the court found it unnecessary to decide whether § 117 permitsa
program to be used only asintended by the copyright owner, as Sega claimed, or permits the type of reverse analysis employed by
Quaid in the Vault case.

As compelling as the foregoing criticisms of the Vault decision are, the recent Atari and Sega decisions suggest two further questions
that the Vault court should have addressed: 1) Whether, irrespective of § 117, Quaid could have defended its reverse engineering as a
fair use under § 107, just as the defendants in Atari and Sega succeeded in doing; and 2) whether the L ouisiana Software License
Enforcement Act could be said to conflict with and thus be preempted by § 107'sfair use privilege. The first question will be discussed
in the remainder of this section while the second question will be discussed in Part V.

With respect to the first question, the immediate purpose of Quaid's reverse engineering, asin Atari and Sega, was to gain access to the
unprotected ideas and functional expression contained in the reverse engineered program. The ultimate purpose of Quaid's reverse
engineering, however, was to produce a program that would defeat Vault's "PROLOK" program, whose particular "nature” was to
prevent copying. Unlike the lockout devicesin Atari and Sega, Vault's copy protection program was consistent with the goals of the
Copyright Act, and was not a misuse. Thus, Quaid's ultimate purpose in reverse engineering Vault's program would undercut, rather
than strengthen, any fair use defense.

Specificaly, the product of Quaid's reverse engineering, namely, the "Copywrite" disk with its"RAMKEY" feature, could easily be
said to contribute to others infringement of Vault's"PROLOK" program. First, Vault's copy-protection program, as well as Vault's
customers programs, had to be copied onto the "Copywrite" diskette in order for the "RAMKEY" feature to work.2% This copy of the
copy-protection program, unlike the copy made when the "PROL OK" diskette was |oaded into the computer for reverse analysis,

could not be characterized under § 117 as an essential step in the utilization of the "PROLOK" copy protection program in conjunction
with amachine. Rather, the copy is produced as an essential step in the utilization of the "RAMKEY" feature of the "Copywrite"
program, and thus constituted an infringing copy of the "PROLOK" program. Second, the argument that there was a " substantial non-
infringing use" in assisting users of "PROL OK"-protected programs to make archival copies of Vault's customers programsis less
persuasive when we consider that the "RAMKEY" feature was not the only means available to avoid the risks caused by mechanical or
electrical failure.297 Nor, as we have seen, could "RAMKEY" legitimately be used to avoid the risk of physical damage to "PROL OK"-
protected programs.298 The "RAMKEY" feature had no apparent use other than to contribute to users infringement of "PROLOK"-
protected computer programs-a use which was highly likely, in turn, to diminish the market value of the "PROLOK" program.299

The ultimate unfairness of Quaid's conduct, however, flows not from the reverse engineering itself, but from the use made of the
results of that reverse engineering. It is the purpose and character of the ultimate use, analyzed in accordance with § 107 of the
Copyright Act, that make Quaid an infringer of Vault's program. Thus, notwithstanding the misguided result in Vault, the court's
conclusion that reverse analysis that does not involve decompilation is not an infringement may have been correct.

As the discussion up to this point makes clear, although some uses of the product of reverse engineering of publicly distributed
computer programs (such as defeating copy protection, as in Vault) may be unfair under 8 107, other uses of the product of reverse
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engineering (such as defeating lockout devices, achieving interoperability generally, or even developing a competing program) may
nevertheless be fair. Reverse analysis would appear to be permitted under § 107 whether or not it is permitted under § 117.3% Any
effort to enforce a contract purporting to limit the more general 8 107 privilege to engage in decompilation of a publicly distributed
computer program may constitute copyright misuse on the part of the copyright owner,301 and, in any event, as will be seen in the next
part of this article, is probably preempted by federal copyright and/or federal patent law.

V. Copyright and Patent Preemption of Restrictionson Reverse Engineering
A. Copyright Preemption

An appropriate place to begin a discussion of copyright preemption isto identify yet another criticism of the Vault decision, this one
having to do with its copyright preemption analysis. Not only did the Vault court incorrectly find a conflict between the Louisiana Act
and § 117 of the Copyright Act, but also, in applying the preemption test stated in Sears, Roebuck & Co. v. Stffel302 and its
companion case, Compco Corp. v. Day-Brite Lighting303 (generally referred to collectively as the Sears-Compco cases), the court
simply ignored the statutory preemption provision contained in § 301 of the 1976 Copyright Act.

Section 301(a) of the Act states that on or after the effective date of the Act,

al ... rightsthat are equivaent to any of the exclusive rights within the general scope of copyright as specified by
section 106 in works of authorship that are fixed in a tangible medium of expression and come within the subject matter
of copyright as specified by sections 102 and 103 .. . . are governed exclusively by this title.304

Section 301(b) goes on to state that nothing in the Copyright Act annuls or limits any rights or remedies under the common law or
statutes of any State with respect to "activitiesviolating . . . rights that are not equivalent to any of the exclusive rights within the
general scope of copyright as specified by section 106 . . ."3095 Thus, the question is whether state statutory and contractual protections
against reverse engineering fall within the scope of rights specified by § 106. An earlier version of § 301(b) contained alist of state
law rights that were not considered equivalent to those specified in § 106. One such example was "breaches of contract."306 Although
the clause was later deleted because of concerns over one of the other examples,307 the earlier version of § 301(b) nevertheless seems
to have manifested alegidative intent not to preempt the state law of contracts.

Given theinclusion of § 301 in the Copyright Act, it could be argued that this express statutory preemption test, rather than the test
guoted in Sears-Compco, should have been applied in Vault. The Sears-Compco cases, after al, were specifically concerned with the
preemptive effect of federal patent law which, unlike the Copyright Act of 1976, contains no express statutory preemption provision.
The test applied in Sears-Compco is arguably simply arule for determining whether, in the absence of an express federa statutory
preemption provision, state law nevertheless conflicts with federal law and is thus preempted by virtue of the Supremacy Clause of the
United States Constitution.308

Of course, theinclusion of an express statutory preemption provision in the 1976 Copyright Act does not necessarily preclude a
finding of preemption under the implied Supremacy Clause test articulated in Sears-Compco. A court could conceivably find that state
law, although not expressly preempted by 8 301(a), nevertheless "touches upon an area’ governed by the Act, and does so in asuch a
way that federal policy "is set at naught, or its benefits denied."309 Such a conclusion, however, would require some explanation of the
relationship between § 301(a) and the Sears-Compco preemption test. The court in Vault simply failed to provide such an explanation.

The legidative history makes clear that the primary purpose of § 301 was to preempt the common-law copyright protection for
unpublished works, which coexisted with the federal statutory copyright protection for published works prior to the enactment of the
1976 Copyright Act.310 The legidlative history also states, however, that "[a]s long as awork fits within one of the general subject
matter categories of 88 102 and 103, [§ 301(a)] prevents States from protecting it even if it fails to achieve Federal statutory copyright
protection."311 This remark suggests that § 301(a) itself might preempt any effort to provide contractual protection against reverse
engineering of a publicly distributed computer program, where the program would fail to achieve federal copyright protection against
such reverse engineering because of the fair use provisions of 8 107. The problem with this conclusion isthat contractual restrictions
against reverse engineering are not "equivalent" to any of the exclusive rights contained in 8 106. However, shrink-wrap licenses,
which restrict virtually the entire public from reverse engineering publicly distributed computer programs, arguably do provide
protection that is equivalent to copyright.

In any event, the legislative history also states that the purpose of § 301(b) "isto make clear, consistent with the 1964 Supreme Court
decisions[in the Sears-Compco cases|, that preemption does not extend to causes of action or subject matter outside the scope of the
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revised Federal copyright statute"312 [emphasis added]. This statement provides authority for applying the Sears-Compco preemption
test to state shrink-wrap licensing laws and other contractual restrictions on reverse engineering, even if § 301 itself does not preempt
such provisions.

Although no court has yet ruled on whether § 107 would preempt enforcement of contracts restricting reverse engineering of computer
programs, the Court of Appeals for the Second Circuit in Wright v. Warner Books313 addressed the preemptive effect of § 107 with
respect to contractual restrictions on the right to make use of unpublished letters. The court in Wright refused to construe arestrictive
agreement in such away as to prohibit a biographer from using manuscriptsin auniversity archive for scholarly purposes (in the case
at bar, for the writing of a biography of the author, Richard Wright). Purely as a matter of contract construction, the court said: "It
defies common sense to construe this agreement as giving scholars access to manuscripts with one hand but then prohibiting them
from using the manuscripts in any meaningful way with the other."314 But the court went on: "To read [the restrictions agreed upon] as
absolutely forbidding any quotation, no matter how limited or appropriate, would severely inhibit proper, lawful scholarly use and
place an arbitrary power in the hands of the copyright owner going far beyond the protection provided by law."315 This latter remark
strongly suggests that the court would preempt enforcement of a contract that attempted to restrict § 107's fair use privilege.

Preemption by federal copyright law of contracts prohibiting reverse engineering appears consistent with the European Community
Directive on the Legal Protection of Computer Programs. The EC Directive makesit clear that the right to reverse engineer
copyrighted software, which is guaranteed by Articles 5(3) and 6, may not be withdrawn by contractual provisions. According to
Article 9(1), any contractual provision contrary to these articlesis void.316

B. Patent Preemption of State Law and Primacy over Copyright Law

A final criticism of the Vault decision isthat in applying the Sears-Compco rule, the court neglected a number of Supreme Court
preemption decisions in which the Court refused to find preemption because it gave deference to state contract and trade secret law.
However, as this section will indicate, the most recent Supreme Court patent preemption decision, Bonito Boats, Inc. v. Thunder Craft
Boats,317 supports the Vault decision with respect to preemption of the Louisiana shrink-wrap licensing law.

In Bonito Boats, the Supreme Court unanimously held that a Florida statute,318 which prohibited the unauthorized use of a direct
molding process to duplicate manufactured boat hulls, conflicted with federal patent law and was thus invalid under the Supremacy
Clause. In the course of its opinion, the Court reviewed and reaffirmed its holding in the Sears-Compco cases, but also reaffirmed
intervening decisions that refused to preempt various aspects of state trade secret and contract law.

In Sears-Compco, the Court had held that because of the federal patent laws, a state may not, through its unfair competition laws,
prohibit the copying of an unpatented and uncopyrighted article. In both Sears and Compco, litigants had sought to enjoin the copying
of publicly distributed articles whose patents had been declared invalid.319 The Court concluded that to forbid copying would interfere
with the federal policy of allowing free copying of whatever the federal patent and copyright laws leave in the public domain.320

Likewise, in Brullotte v. Thys Company,321 the Court held that a patentee's use of aroyalty agreement that projects the obligation to
pay royalties beyond the expiration date of the patent is unlawful per se.322 The Court concluded that if such a device were available
to patentees, the free market visualized for the post-expiration period would be subject to monopoly influences.323 Similarly, in Lear,
Inc. v. Adkins,324 the Court held that a patent licensee who establishes that the patent isinvalid need not pay royalties accrued
subsequent to the issuance of the patent.325 Both of these cases stood for the proposition that contracts which attempt to provide
protection unavailable under federal patent law are preempted.

In Kewanee Oil Co. v. Bicron Corporation,326 the Court held that because state trade secret law has long co-existed with federal patent
law and does not undermine federal patent policy, even where protection is sought for trade secrets that are clearly patentable, thereis
no conflict requiring preemption.327 Although not mentioned in Kewanee Qil, it is noteworthy that the patent statute itself, in
specifying that applications for patents are to be kept confidential until a patent issues, embodies a policy of co-existence with state
trade secret law.328 In Kewanee Qil, the Court reasoned that the danger of interference with federal patent law was remote, because
state trade secret law provides far weaker protection than patent law, as the public at large remains free to discover and exploit the
trade secret through reverse engineering of productsin the public domain.329

Likewise, in Aronson v. Quick Point Pencil Co.,330 the Court held that preemption did not preclude enforcement of a contract to pay
reduced royalties to a patent applicant after adenial of the patent application.331 The Court concluded that enforcement of the royalty
agreement was consistent with its decision in Brullotte v. Thys Company, because the reduced royalty being challenged, far from being
negotiated "with the leverage" of a patent, rested on the contingency that no patent would issue within five years.332 A concurring
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opinion in Aronson added that nothing in Brullotte would justify preventing a patent applicant/licensor from entering into a contract
whose term does not end if the application fails.333

Notwithstanding its pragmatic approach in Kewanee and Aronson to state trade secret and contract law, the Court in Bonito Boats
reaffirmed Sears-Compco, at the heart of which, the Court said, "is the conclusion that the efficient operation of the federal patent
system depends upon substantially free trade in publicly known, unpatented design and utilitarian conceptions."334 Although the Court
admitted that its decisions since Sears "have taken adecidedly lessrigid view of the scope of federal preemption under the patent
laws,"335 it went on to state its belief "that the Sears Court correctly concluded that the States may not offer patent-like protection to
intellectual creations which would otherwise remain unprotected as a matter of federal law."336

The Court in Bonito Boats stated:

In essence, the Floridalaw prohibits the entire public from engaging in aform of reverse engineering of a product in the
public domain. Thisis clearly one of the rights vested in the federa patent holder, but has never been a part of state
protection under the law of unfair competition or trade secrets.337

The Court went on to reiterate what it had noted in Kewanee Qil, that "the competitive reality of reverse engineering may act as a spur
to the inventor, creating an incentive to devel op inventions which meet the rigorous requirements of patentability."338

Aswe will see, the Supreme Court's decision in Bonito Boats may bear upon two separate aspects of the question of the legitimacy of
reverse engineering.

1. Patent Preemption of Sate Shrink-Wrap Licensing Legislation

First, the Bonito Boats decision strongly suggests that federal patent law is an alternative to federal copyright law for preempting both
state legidlation and judicial cases that uphold the enforceability of "shrink-wrap" licenses, where the licenses prohibit virtually the
entire public from reverse engineering a publicly distributed computer program. Although the Vault decision may have given
erroneous reasons for why the Louisiana statute was preempted by federal copyright law, it did not address the question whether the
Louisiana Act might be preempted by federal patent law. Some commentators, even before the Bonito Boats decision, concluded that
federal patent law would indeed preempt such legislation.339

If shrink-wrap license provisions prohibiting reverse engineering are unenforceable because of the preemptive effect of federal
copyright or patent law, then many current "rightful possessors" of copies of mass-marketed computer programs would perforce
become de facto "owners."340 | n the absence of the shrink-wrap provisions, owners would be free of any contractual limitations on
their right under § 117 of the Copyright Act to load the programsinto their computers, to adapt them as necessary for use on their
computers, and to make archival copies. Courts could also consider some of the other statutory issues that the Vault decision raised
concerning the permissibility, under 8 117, of reverse analysis of a program after alawfully obtained copy is loaded into a computer.
At least where reverse engineering can be accomplished entirely within the computer, asin Vault,341 it could be argued that the act of
loading the program into the computer isindeed an "essential step"342 in using the computer program. If this construction of § 117 is
adopted, reverse analysis not involving decompilation or disassembly would thus be fair per se, without any need to consider the
indispensability of the reverse engineering under § 107's four factor test, although the fairness of the use to which the product of that
reverse engineering is put would still be subject to a § 107 fair use analysis. Such an interpretation of § 117 would be consistent with
Article 5(3) of the European Community Directive.343

2. Patent Law Primacy over Copyright Law

The Bonito Boats decision may have a second, and more far-reaching effect on the reverse engineering question. Some commentators
have suggested that the decision "may shed (perhaps no more than a glimmer of) light on the Court's view of the relationship, not just
between [federal] patent law and state law, but also between patent and copyright law as they affect computer software."344 Thisis
because "[t]he patent system is traditionally thought of as (what may be described as) ‘preempting’ copyright law in certain areas, just
asit preempts state law in some respects.”345 Although the primacy of patent law over copyright "is usually discussed in terms of
statutory construction,” because patent and copyright law are co-equal bodies of federal law, nevertheless, "anayzing that primacy asa
species of preemption can provide a useful perspective."346 That perspective is legitimate, commentators argue, because "the
Copyright Act contains its own self-"preempting' provision: the statute [in § 102(b)] provides that copyright does not extend to any
method of operation, process, or procedure, among other things."347
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Thus far, the principal conclusion of the commentators offering the foregoing view isthat it "may call into question the vitality of the
Whelan line of cases holding that the structure, sequence and organization of computer software-i.e., important functional
characteristics of the software-are protectible by copyright."348 The question raised by this line of cases, as we have seen, has an
important, albeit indirect, bearing on the reverse engineering question, in that narrowing the scope of copyright protection for
computer programs strengthens the justifications for reverse engineering as a necessary means for obtaining access to the broad
universe of unprotected ideas.

But Bonito Boats may have an even more direct bearing on the reverse engineering question. The case also buttresses the conclusions
of the courtsin Atari, Sega and Vault-namely that reverse engineering of a publicly distributed program is afair use under § 107, and
that a person who loads a program into a computer in accordance with 8 117 may thereafter subject the program to reverse analysis.

The argument for patent preemption of state law and patent primacy over federal copyright law gains strength from the increasing
recognition in the United States that computer programs may indeed be the subject of patent protection. Before 1981, the patentability
of computer programs was in considerable doubt. In that year the Supreme Court made clear in its decision in Diamond v. Diehr that
"aclaim drawn to subject matter otherwise statutory [i.e., patentable] does not become non-statutory simply because it uses a
mathematical formula, computer program or digital computer.”349 The Court held that a claim containing a mathematical formula used
in acomputer program must be viewed as awhole, and patent protection will issueif the overall function of the formulaisto
"transform or reduce an article to a different state or thing."3%0 This language generally confirms earlier decisions of the Court of
Customs and Patent Appeals (CCPA) holding that the application of aformula either to physical el ements (in apparatus claims) or to
process steps (in process claims) was sufficient to establish the validity of a patent claim,351 although the specific holding in Diehr
merely identified the physical transformation of an article as the touchstone of validity for a claim containing a mathematical
formula.352

Subsequent decisions by lower courts have held that computer programs are proper subject matter for patent protection. Several post-
Diehr decisions by the CCPA are of particular relevance. In re Taner,353 for example, held that a method for converting electrical
signals, by a process that includes a mathematical formula, is patentable subject matter.354 In re Pardo355 upheld claims for a method
and apparatus for controlling the internal operations of a computer so as to convert it from a sequential processor to one not dependent
upon the order in which it receives program instructions.356 A federal trial court decision, Paine, Webber v. Merrill Lynch,357 upheld a
patent for a computer program dealing with cash management, stating that it claimed a"methodol ogy to effectuate a highly efficient
business system" rather than a mere mathematical formula.358 Finally, the court of appeals for the federa circuit has upheld the
validity of computer-program-related claims.359

Astheforegoing casesiillustrate, and a recent survey confirms, the Patent and Trademark Officeisin fact issuing "pure" software
patents in significant numbers.360 The survey defines pure software patents as " patents which specifically disclose and claim software
technology without referring to hardware, other than a computer and typical peripheral devices."361 These patents can be divided into
two general types-inventions related to business methods and those related to computer/user interfaces.362 The survey concludes that:

[T]he Patent Office is now issuing alarge number of patents for computer programs operating on computersin awide
variety of applications. Many of these patents are "pure” software patents which indicates that the Patent Office is now
willing to grant patents for novel and non-obvious computer programs operating on conventional, off-the-shelf computer
hardware.363

The Patent Office and the federal courts now face what may be thought of as a second generation of computer software patent cases, in
which the concern will shift to the novelty and non-obviousness requirements as applied to computer programs, and the degree of
disclosure required of the actual source code of a program.

Thefirst paragraph of § 112 of the federal patent laws contains three disclosure requirements for a patent specification: 1) awritten
description of the invention; 2) a disclosure of the manner and process of making and using it, in such full, clear, concise, and exact
terms as to enable any person skilled in the art to which it pertains, or with which it is most closely connected, to make and use the
invention (the enabling disclosure); and 3) a disclosure of the best mode contemplated by the inventor for carrying out the
invention.364

A recent review of the cases dealing with what level of disclosure of software related inventionsis necessary to satisfy these disclosure
reguirements concludes that non-disclosure of computer codes in a patent application is not a per se violation of either the enablement
or best mode requirements of § 112, and that the application need only disclose sufficient information to ensure that a person of
ordinary skill in the art could practice the invention without undue experimentation and could routinely write the best mode
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program.365 This same article also concludes, however, that maintaining the computer code as a trade secret could give riseto an
inference that the disclosure is inadequate, and that where computer code is not disclosed, objective evidence in the form of expert
testimony and affidavits may be necessary to withstand a § 112 challenge to the adequacy of disclosure.366 These disclosure
requirements, it will be noted, stand in marked contrast with the Copyright Office regulations enabling those registering the source
code version of acomputer program to register only identifying portions of the program and, under some circumstances, to block out
portions of the source code containing trade secret material.

As we have seen, the existence of these regulations contributes in a material way to the 8§ 107 fair use argument that the nature of
computer programsis such that reverse engineering is the only way to gain access to the work's uncopyrighted ideas. Even if the
copyright office regulations are found not to be inconsistent with the fair use provisions of the Copyright Act, their validity should be
contingent upon the existence of abroad fair use privilege on the part of rightful possessors of publicly distributed object-code
versions of acomputer program to reverse engineer the program. Otherwise, the regulations would undermine what the Supreme Court
in Bonito Boats described as the heart of its earlier decisionsin Sears-Compco and Kewanee Qil-the conclusion that the efficient
operation of the federal patent system depends upon substantially free trade in publicly known, unpatented design and utilitarian
conceptions. Asthe Court in Bonito Boats said, the competitive reality of reverse engineering is not only in keeping with that
objective, but may act as a spur to the inventor, creating an incentive to devel op inventions which meet the rigorous requirements of
patentability.
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1. Throughout this article, the term "computer program™ will be used asit is defined in § 101 of the Copyright Act of 1976, 17 U.S.C.

8101 (1988), to refer to "a set of statements or instructions to be used directly or indirectly in acomputer in order to bring about a
certain result." Id. The term "software" will be used in this article as a more generic term that includes computer programs, databases,
and documentation. See generally 1 DAVID BENDER, COMPUTER LAW 88 1.05, 2.06[1] (1992).

2. For examples of judge-made law in each of these areas of intellectual property, seeinfra Part I11. For adiscussion of semiconductor
chip design protection, seeinfra Parts 11, 1V(C)(2).

3. Council Directive 91/250 of 14 May 1991 on the Legal Protection of Computer Programs, O.J. (L122/42) [hereinafter EC

Directive]. For adiscussion of the E.C. Directive, seeinfra Parts 1V (B)(C)(D). See also Keiji Sugiyama, Reverse Engineering and
Other Issues of Software Protection in Japan, 11 EUR. INTELL. PROP.REP. 395 (1991) (observing that most Japanese scholars
consider reverse engineering to be alawful practice).

4. The Supreme Court of the United States has described reverse engineering as "starting with the known product and working
backward to divine the process which aided its development or manufacture." Kewanee Oil Corp. v. Bicron Corp., 416 U.S. 470, 476
(1974). As applied to computer programs, reverse engineering embraces awide variety of methods for analyzing existing computer
programs. For a detailed explanation of reverse engineering of computer programs and the difference between disassembly,
decompilation, and other forms of reverse engineering, seeinfra note 15. For the reasons a computer program user or devel oper may
wish to reverse engineer a program, see infra text accompanying note 19.

5. 975 F.2d 832 (Fed. Cir. 1992).

6. 977 F.2d 1510 (9th Cir. 1992), amended, 1993 U.S. App. LEXIS 78.

7.17 U.S.C. 8107 (1988).

8. See, e.g., infra Part I11.


http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N365
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/note.html#N366
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html%23B%E2%80%A0
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B1
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B2
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B3
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B4
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B5
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B6
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B7
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B8

9. 847 F.2d 255 (5th Cir. 1988).
10. For discussion of the first question, seeinfra Part IV (C)(3)(a). For adiscussion of the second, seeinfra Part V.

11. For an explanation of the difference between source code and object code, see Apple Computer v. Franklin Computer Corp., 714
F.2d 1240, 1243 (3d Cir. 1983). For a discussion of trade secret protection for source code, seeinfra Part I11(A).

12. SeeL.J. KUTTEN, COMPUTER SOFTWARE (1992) § 9.01, (quoting In re Bedford Computer Corp., 62 Bankr. 555, 562 n.6 (C.D.
N.H. 1986)) ("[T]he source code isthe 'Life-blood' of any computer company and it israrely disclosed.”). Kutten discusses at length
the escrow arrangements which have been used in the software industry to protect secrecy. See also Allen R. Grogan, Decompilation
and Disassembly: Undoing Software Protection, COMPUTER LAW. Feb.1984, at 1, 3, 11 (noting that underlying design elements are
viewed as protectible trade secrets because they determine such factors as the software's speed, accuracy, cost, and commercial
feasibility, and concluding that through carefully drafted, enforceable agreements, alicensor should be able to restrict or prohibit
reverse engineering, and that if programs are sold without restriction, any attempt to decompile or disassemble object code should be
deemed to constitute copyright infringement unlessit is undertaken 1) for non-profit or similar purposes and otherwise falls within the
fair use provisions of section 107 of the 1976 Copyright Act, or 2) to use the program in conjunction with a machine as contemplated
by section 117 of the Act.); Anne C. Keays, Software Trade Secret Protection, 4 SOFTWARE L.J. 577 (1991) (discussing trade secret
protection under the Restatement (First) of Torts and the Uniform Trade Secrets Act, as well as the scope of trade secret protection in
Europe and Japan); Ronald S. Laurie, Protection of Trade Secretsin Object Form Software: The Case for Reverse Engineering,
COMPUTER LAW., July 1984, at 1 (noting that many software producers consider the internal structure and logic of their software to
be a trade secret despite unrestricted distribution of the object code form, but concluding that an act of decompilation or disassembly
performed in order to gain access to the internal structure and logic of the program does not constitute copyright infringement, and that
atrade secret claim based on decompilation or disassembly of object code, absent a contractual or confidential relationship, is
preempted by federal copyright law). For a discussion of decompilation and disassembly, see infra note 15.

13. See Grogan supra hote 12, at 2. See also Andrew Johnson-Laird, Reverse Engineering of Software: Separating Legal Mythology
from Actual Technology, 5 SOFTWARE L.J. 331, 343 (April, 1992) ("Deciphering computer-executable programs is extremely tedious
and error prone; it can take up to aminute or so for each computer instruction (atypical program might contain 500,000 instructions-
347 days worth of deciphering).").

14. Computer programming has been described as a three-step process that works from the general to the specific: 1) Defining the
problem to be solved; 2) flow charting the logical sequence of steps to be performed in solving the problem and breaking the steps
down into increasingly specific subroutines or modules; and 3) coding the program. The third step, in turn, involves two further steps:
first, writing the program in human-readable source code (which can consist of either any one of several high-level computer
languages that resemble human language and utilize human logic, or of assembly language, which requires the programmer to
approach each problem using generally far more detailed machine logic); and second, utilizing an interpreter or compiler program for
high-level source code, or an assembler program for assembly language source code, to translate the source code into machine-
readable form, called object code. Object code is simply abinary language, consisting of zeros and ones, through which the computer
hardware directly receives its instructions as a series of electronic pulses generated by the object code. See generally 1 BENDER,
supra note 1, § 2.03; Laurie, supra note 12, at 3-4.

15. For an accessible non-technical description of the process of reverse engineering of computer programs and itsrole in software
development, see Johnson-Laird, supra note 13. This commentator claims that the term "reverse engineering" is a misnomer, "a
convenient ‘handl€e ascribed to the process of analyzing existing software.” 1d. at 342. Reverse engineering, he says, is actually an
"additive" process, by which programmers must "recreate” the logical structure of the original program, which demands a considerable
amount of information from the reverse engineer. Id. at 344. See also Thomas C. Vinje, The Development of Interoperable Products
Under the EC Software Directive, COMPUTER LAW., Nov. 1991, at 3. Vinje distinguishes between "reverse analysis' techniques,
such as test runs, communication line traces, storage media dumps, and screen displays of object code, which do not involve
tranglation of the analyzed program'’s object code into anything similar to its original assembler source code, and those techniques
which do involve such atranslation, known as disassembly or decompilation. Id. at 10 n.23. Disassembly and decompilation attempt to
reverse the assembly and compilation processes described supra note 14. Of these two reverse engineering techniques, Vinje notes:

Disassembly is conducted by using a disassembler program to translate object code back into something akin to
assembler source code. "Decompilation” has come to be used more generally to connote the computerized translation of
acomputer program'’s object code into something akin to its origin source code. . . The appropriateness of the term
"decompilation" has been questioned by many who deny the existence (or even the theoretical possibility) of any
technique by which high level source code can be recreated from object code. In any event, disassembly is atechnique
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that clearly exists-indeed any operating system will include as a matter of course a disassembly tool-and disassembly
has been subsumed within the term "decompilation.”

Id. at 10 n.38. See also Grogan, supra note 12, at 7:

A compiled program is likely to be relatively more time-consuming and difficult to reverse engineer than a program
written in assembly language . . . because the internal structure of a program which has been compiled and optimized
tends to be jumbled and confusing. . . . [A] decompiler will not be able to generate the higher level language in which
the compiled program was originally written.

Id. Reverse engineering of computer programs should not be confused with reverse engineering of semiconductor chips. For a
discussion of the difference, see infra note 57.

16. See 1 BENDER, supra note 1, § 2.06[2].
17.1d.

18. See Ronald S. Laurie, The Copyrightability of Microcode: Is It Software or Hardware. . . or Both?, COMPUTER LAW., Mar.
1985, at 1.

19. The foregoing list of reasons for engaging in reverse engineering is based on asimilar list contained in areport of the Committee
on Computer Law, Reverse Engineering and Intellectual Property Law, 44 REC. ASSN. B. CITY OF N.Y ., 132, 134-35 (1989),

(hereinafter "Committee Report"), reprinted in 3 ROGER MILGRIM, MILGRIM ON TRADE SECRETS (1991) App. B-8, in 12-12B
BUSINESS ORGANIZATIONS (1990). For a discussion of this report, seeinfra Part 1V (C)(3).

20. Seeinfra notes 37-39, 45-51, and accompanying text, and Part V(B), discussing patent preemption of state law.
21. See supra note 12 and accompanying text.

22. Seeinfra Part 1V(C)(2) for adiscussion of the Chip Act.

23. Seeinfra notes 53-55 and accompanying text, and Part 1V (C)(3)(a), discussing trademark misuse and the first fair use factor.
24. See BENDER, supra note 1, 83.02[4].

25. Seeiinfra Part 111(B).

26. See generally 1 MILGRIM, supra note 19, 88 2.03-.04, 3.01, 4.01.

27.1d. at 88 5.04-05.

28.1d. at §5.04[2]-[3].

29. Id. at § 5.04-05.

30. Id. at 8 5.04(1].

31. Section 702 of the 1976 Copyright Act authorizes the Register of Copyrights "to establish regulations not inconsistent with law for
the administration of the functions and duties made the responsibility of the Register under thistitle" 17 U.S.C. § 702 (1988). Section
705 of the 1976 Copyright Act specifies that articles deposited in connection with a completed registration are to be open to public
inspection, but section 706 states that copies of deposited articles are to be authorized or furnished "only under the conditions specified
by the Copyright Office regulations.” 17 U.S.C. 88 702, 706 (1988). These regulations, in turn, permit reproduction of deposited
articlesonly if 1) the copyright owner grants permission, 2) a court orders reproduction, or 3) the Copyright Office receives awritten
reguest from an attorney on behalf of a party to actual or prospective litigation involving the copyrighted work, and the attorney gives
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satisfactory assurances that the requested reproduction will be used only in connection with the specified litigation. 37 C.F.R. § 201.2
(d)(2)(i)-(iii) (1991).

32. 37 C.F.R. § 202.20(c)(2)(vi) (1992).
33.1d.

34. 37 C.F.R. § 202.20(c)(2)(vi)(vii) (1992).
35. Section 102 specifies that

(a) Copyright protection subsists, in accordance with thistitle, in original works of authorship fixed in any tangible
medium of expression, now known or later developed, from which they can be perceived, reproduced, or otherwise
communicated, either directly or with the aid of a machine or device. Works of authorship include the following
categories:

(D) literary works;

(2) musical works, including any accompanying words;
(3) dramatic works, including any accompanying music;
(4) pantomimes and choreographic works,

(5) pictorial, graphic, and sculptural works;

(6) motion pictures and other audiovisual works;

(7) sound recordings; and

(8) architectural works.

(b) In no case does copyright protection for an original work of authorship extend to any idea, procedure, process,
system, method of operation, concept, principle, or discovery, regardless of the form in which it is described, explained,
illustrated, or embodied in such work.

17 U.S.C. § 102 (1988).

Section 101 defines "literary works" as "works, other than audiovisual works, expressed in words, numbers, or other verbal or
numerical symbols or indicia, regardless of the nature of the material objects, such as books, periodicals, manuscripts, phonorecords,
film, tapes, disks, or cards, in which they are embodied.” 17 U.S.C. § 101 (1988).

Apple Computer v. Franklin Computer Corp., 714 F.2d 1240 (3d Cir. 1983), held that both the source code and object code of a
computer program are protectible by copyright law, that the embodiment of a program in a read-only-memory (ROM) does not deprive
aprogram of its copyright protection, and that operating programs as well as application programs are protected by copyright. NEC
Corp. v. Intel Corp., 10 U.S.P.Q.2d 1177 (N.D. Cal. 1989) held, among other things, that microcode embedded in a microprocessor is
a protectible computer program. For the court's observations on reverse engineering of microcode, see infra notes 128-30 and
accompanying text. See generally Laurie, supra note 12, at 1 (classifying computer programs by form, function and medium of
expression and discussing the copyrightability of microcode).

36. See generally 1 BENDER, supra note 1, 8§ 4.04[2] (discussing the case law concerned with copyright protection for screen
displays); Ross Katchman, Copyright Registration of Computer Screen Displays from the Per spective of the Copyright Office,
COMPUTER LAW., Oct. 1987, at 16. For a polemic critique of the Copyright Office regulations governing registration of screen
displays, see Gary L. Reback & David L. Hayes, A Candid Assessment of the New Software Copyright Registration Procedures,
COMPUTER LAW., July 1989, at 1. Some courts have misleadingly referred to screen displays as non-literal elements of the program
that generates them, while other courts have equally misleadingly suggested that a similarity between screen displaysis evidence of a
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similarity in the expression of the programs that generate them. See e.g., Whelan Assoc. v. Jaslow Lab., 797 F.2d 1222, 1244 (3d Cir.
1986) (holding that screen displays could serve asindirect evidence of copying of the underlying program); Broderbund Software v.
Unison World, 648 F.Supp 1127 (N.D. Cal. 1986) (treating screen displays as non-literal elements of the underlying computer
program). Although Copyright Office regulations allow a single registration for computer programs and the screen displays they
generate, the two are nevertheless conceptually distinct copyrightable works. Identical screen displays, moreover, can be generated by
computer programs that do not themselves contain substantially similar expression.

37. See Survey of U.S. Business Software Patents: Post-Diehr Through December 1990, State Bar of Michigan, 56th Annual Meeting,

reprinted in 1 BENDER, supra note 1, App. 3A[6]. An earlier version of the survey isreprinted in 1 BENDER, App. 3A[4]. The
[earlier] version of the survey defines "pure” software patents as patents that " specifically disclose and claim software technology
without directly referring to hardware, other than a conventional computer and peripheral devices." 1d. at App. 3A-102. But see
Pamela Samuel son, Benson Revisited: The Case Against Patent Protection for Algorithms and Other Computer Program-Related
Inventions, 39 EMORY L.J. 1025 (1990). For a more extended discussion of patent protection for computer programs, see infra Part(V)

(B).

38. See 1 BENDER, supra note 1, 8 3A.03[2][c]. But cf. D.C. Toedt, Software Patent Controversies Lead to Different Outcomesin the
Federal Circuit, PTO, COMPUTER LAW., July 1992, at 18. See generally Samuelson, supra note 37.

39. See Robert Barr & Susan Hollander, Design Patents Revisited: |cons as Satutory Subject Matter, COMPUTER LAW., June 1992,
at 13, 15.

40. 17 U.S.C. §§ 901 et seq. (1988).

41. See RICHARD STERN, SEMICONDUCTOR CHIP PROTECTION § 1.1 (1986). Stern states that the two most important types of
semiconductor chip product, in terms of sales volume, are microprocessors and memory chips. Id. at 4.

42. See 17 U.S.C. 88 102, 107 (1988). For the text of sections 102 and 107, see supra note 35 and infra note 121, respectively.

43. The appropriation that a defendant has a right to prevent includes any use of the copyrighted work that violates the exclusive rights

enumerated in 17 U.S.C. § 106 (1988). For the text of section 106, see infra note 60. For a discussion of the scope of protection for
factual or utilitarian works, see infra notes 65-66 and accompanying text.

44. Feist Publications, v. Rural Tel. Serv. Co., 111 S. Ct. 1282 (1992).
45. 35 U.S.C. 88 103, 171 (1988) (inventions and designs, respectively).
46. See 1 BENDER, supra note 1, § 3A.02.

47.35U.S.C. §§ 112, 159 (1988).

48. In two respects, the disclosure of the invention benefits the public during the patent term. On the one hand, disclosure informs the
public about the very existence of the invention and may trigger a process of negotiation with the patentee aimed at reaching alicense
agreement. On the other hand, disclosure, with the accompanying description of the state of the art, is helpful for competitors "to
invent around" the potential invention when the invention is commercially successful and the patentee is not willing to license it.
Contrary to the general belief, "inventing around” is not necessarily wasteful of social resources-on the contrary, it is procompetitive
and stimulates innovation. It is precisely the procompetitiveness of "inventing around” in the patent context that led Congress, in
section 906 of the Semiconductor or Chip Protection Act, 17 U.S.C. § 906 (1988), to authorize the reverse engineering of chips, and
led the Ninth and Federal Circuits, in the Atari and Sega cases, to alow the reverse engineering of computer programs.

49. See 1 BENDER, supra note 1, § 3A.05; David Bender & Anthony Barkume, Disclosure Requirements for Software-Related

Patents,” COMPUTER LAW., Oct. 1991, at 1, 3. For amore detailed discussion of the disclosure requirements for computer program
related inventions, see infra notes 364-66 and accompanying text.

50. 35 U.S.C. 88 154, 271 (1991). Asaresult of the Patent Law Amendments Act of 1984, Pub. L. No. 98-622 § 101(a), 98 Stat. 3383
(1984), it isan infringement to supply within the United States, or to export from the United States, all or a substantial portion of the
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uncombined components of a patented invention in such amanner as to actively induce a combination of such components outside the
United States that would infringe the patent if such combination occurred within the United States. 35 U.S.C. 8§ 271(f) (1988). This
provision gives extraterritorial effect to U.S. patent law by making it an infringement to contribute to conduct occurring outside the
United States that would be an infringement if it took place within the United States. As aresult of provisionsin the Omnibus Trade
and Competitiveness Act of 1988, Pub.L. No. 100-418, § 9006, 102 Stat. 1156 (1988), it is an infringement to import into the United
States, or to sell or use within the United States, a product which is made outside the country by a process patented in the United States
35U.S.C. § 271(g) (1991). This provision gives extraterritoria effect to U.S. patents on processes.

51. The Patent Act explicitly acknowledges two species of patent "fair use." Section 271(e)(1) authorizes pharmaceutical |aboratories
to use patented substances (provided they do not result from genetic manipulation techniques) for the purpose of performing
experiments and obtaining datain order to provide the FDA with the necessary information for the approval of anew drug. 35 U.S.C.
8§ 271(e)(1) (1988). The new drug may be distributed only after the patent expires. Id. at 8 271(e)(2). Section 272 makes it lawful to
use patented inventionsin any vessel, aircraft, or vehicle entering the United States temporarily or accidentally. 35 U.S.C. § 272
(1988). This section embodies the language of Article 5 of the Paris Convention for the Protection of Industrial Property, Mar. 20,
1883, 25 Stat. 1372, T.S. No. 379, asrevised by Act of Stockholm, July 14, 1967, 21 U.S.T. 1629, T.|.A.S. No. 1583.

In addition to these two statutorily recognized fair uses, the unauthorized use of patented inventions for experimental purposesis
generally considered a"fair use," under both U.S. case law and foreign patent statutes. See, e.g., British Patents Act of 1977, Section
60/5; French Patent Law of 1968, as amended in 1978, Section 29; German Patent Law of 1980, Section 11; Japan Patent Law of
1959, as amended in 1978, Section 69; Kaz Mfg. Co. v. Cheesebrough-Pond's, Inc., 211 F. Supp. 815, 818 (S.D.N.Y. 1962), aff'd 317
F.2d 679 (2d Cir. 1963). But the experimental use exception in the United States is narrowly defined. See, e.g., Roche Products v.
Bolar Chem. Co., 733 F.2d 858 (Fed. Cir. 1984) (unlicensed experiments, where carried out one year before a patent expired, not
merely for amusement or strictly philosophical inquiry, but with aview to adapting the patented invention to the experimenter's
business as soon as the patent expired, constitute infringement).

52. The copyright term for works in general is the life of the author plusfifty years. 17 U.S.C. § 302(a) (1988). For anonymous and
pseudonymous works or works made for hire, the copyright term is seventy-five years from the year of itsfirst publication, or one
hundred years from its creation, whichever occursfirst. 17 U.S.C. 8§ 302(c) (1988). The term for utility patentsis seventeen years, and
the term for design patentsis fourteen years. 35 U.S.C. 88 154, 173 (1988) (utility and design, respectively).

53. See, e.g., Inre Morton-Norwich Products, 671 F.2d 1332, 1336 (C.C.P.A. 1982). For adiscussion of thislimitation in federa
copyright law, see infra notes 63-66, 70-71, 207-214 and accompanying text.

54. See 2 THOMAS MCCARTHY, MCCARTHY ON TRADEMARKS AND UNFAIR COMPETITION, 88 23.01, 24.14 (3d ed. 1992).

55. Federal and state trademark law also recognizes a "fair use" defense for use of a descriptive term in its primary meaning. I|n some
circumstances, ajunior user hasthe "qualified right" to the use of a personal name. And, to some extent, arebottler or repacker may
"collaterally" use atrademark with the goal of keeping the public informed. See 1 & 2 MCCARTHY, supra note 54, 88 11.17, 13.03,
25.08.

56. 17 U.S.C. § 904 (1988).

57.17 U.S.C. 8 906 (1988). For aniillustration of the difference between reverse enginering of a semiconductor chip and reverse
engineering of a computer program see Atari Games Corp. v. Nintendo of Am., 975 F.2d 832, 836, (Fed Cir. 1992), where the court of
appeals notes that Atari first tried to analyze Nintendo's lockout program by monitoring the communication between the "master”
semiconductor chip in the console and the "dave" chip located in the game cartridge. Id. at 836. Thisis an example of reverse anaysis
of acomputer program. Atari next tried to analyze the chips themselves by chemically peeling away layers of the chip to allow
microscopic examination of the object code embedded therein. Thisis an example of reverse engineering of a semiconductor chip
design. The latter process does not reverse engineer the embedded program, however, because it does not translate the embedded
object code into source code. Id. To successfully reverse engineer the embedded program, Atari ultimately found it necessary to make
fal se statements to the Copyright Office in order to obtain a copy of the source code for Nintendo's program.

The district court in Sega Enterprises Ltd. v. Accolade, Inc., 785 F. Supp. 1392 (N.D. Cal. 1992) confused reverse engineering of a
chip with reverse engineering of the computer program embedded therein. (" Accolade could have “peeled' the microchips as set forth
in8906 . .. or programmed in a clean room,' but instead chose to disassemble, reproduce and enhance SEL's software."). Id.; cf. Atari
Games Corp. v. Nintendo of Am., 18 U.S.P.Q. 1935 (1991) (if Atari had proceeded with its analysis of "peeled” Nintendo chips as
allowed by § 906, and not used the copy wrongfully obtained from the Copyright Office, it would not have infringed Nintendo's
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copyright).
For adiscussion of semiconductor chip protection and reverse engineering, see infra Part 1V(C)(2).

58. For patent misuse, see, e.g., Brullotte v. Thys Co., 379 U.S. 29, 33 (1964), Dawson Chemical Co. v. Rohm & Haas Co., 998 U.S.

176 (1980); Morton Salt Co. v. G.S. Suppiger Co., 314 U.S. 488, 492 (1942); Motion Picture Patents Co. v. Universa Film Mfg. Co.,
243 U.S. 502 (1917). For copyright misuse, see, e.g., Lasercomb Am. v. Reynolds, 911 F.2d 970, 973-74 (4th Cir. 1990); M. Witmark
& Sonsv. Jensen, 80 F. Supp. 843 (D. Minn. 1968), aff'd per curiam, 177 F.2d 515 (8th Cir. 1969). For trademark misuse, see, e.g.,
Anti-Monopoly, Inc. v. Genera Mills Fun Group, 611 F.2d 296 (9th Cir. 1979). For a more detailed discussion of the misuse defense,
seeinfra Part IV (C)(3)(a).

59. See supra note 35.
60. Section 106 states that:

Subject to sections 107 through 120, the owner of copyright under this title has the exclusive rights to do and to
authorize any of the following:

(2) to reproduce the copyrighted work in copies or phonorecords;
(2) to prepare derivative works based upon the copyrighted work;

(3) to distribute copies or phonorecords of the copyrighted work to the public by sale or other transfer of ownership, or
by rental, lease, or lending;

(4) inthe case of literary, musical, dramatic, and choreographic works, pantomimes, and motion pictures and other
audiovisual works, to perform the copyrighted work publicly; and

(5) in the case of literary, musical, dramatic, and choreographic works, pantomimes, and pictorial, graphic, or sculptural
works, including the individual images of a motion picture or other audiovisua work, to display the copyrighted work
publicly.

17 U.S.C. § 106 (1988). For adiscussion of two provisions of the Act that arguably limit the exclusive rights as applied to computer
programs, see infra Part IV(C) (8§ 107), and Part 1V(D) (8§ 117).

61. See generally Laurie, supra note 12,at 1; Grogan, supra note 12, at 1; Committee Report, supra note 19.
62. 17 U.S.C. §8102(b) (1988).
63. See generally MELVILLE B. NIMMER, 1 NIMMER ON COPYRIGHT § 2.03[D] (1992).

64. See Computer Assoc. Int'l v. Altai, Inc., 982 F.2d 693, 707-708 (2d Cir. 1992), (citing Concrete Mach. Co. v. Classic Lawn
Ornaments, 843 F.2d 600, 606 (1st Cir. 1988)); Herbert Rosenthal Jewelry Corp. v. Kapakian, 446 F.2d 738, 742 (9th Cir. 1971);
Morissey v. Procter & Gamble Co., 379 F.2d 675, 678-79 (1st Cir. 1967); Lotus Dev. Corp. v. Paperback Software Int'l, 740 F. Supp.
37, 66 (D. Mass. 1990); Manufacturers Technologies v. Cams, Inc., 706 F. Supp. 984, 995-99 (D. Conn. 1989).

65. Feist Publications v. Rural Telephone Service Co., 111 S. Ct. 1282 (1991) ("This Court has long recognized that the fact/
expression dichotomy limits severely the scope of protection in fact-based works."); Sega Enterprises Ltd. v. Accolade, Inc., 1993 U.S.
App. LEXIS 78, *39-40 ("To the extent that awork is functional or factual, it may be copied. . . . Works of fiction receive greater
protection than works that have strong factual elements. . . or works that have strong functional elements, such as accounting
textbooks.") (citing Baker v. Selden, 101 U.S. 99, 104 (1879)).

66. Sega, 1993 U.S. App. LEXIS 78, at *48. ("In order to enjoy alawful monopoly over the idea or functional principle underlying a
work, the creator of the work must satisfy the more stringent standards imposed by the patent laws."); Atari, 975 F.2d at 839 ("[P]atent
and copyright laws protect distinct aspects of a computer program . . . Title 35 protects the process or method performed by a
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computer program; Title 17 protects the expression of that process or method.").

Cf. 8 101 of the 1976 Copyright Act, which states that pictorial, graphic or sculptural works, listed as copyrightable subject matter in
section 102(a) of the Act, "include works of artistic craftsmanship insofar as their form but not their mechanical or utilitarian aspect
are of concern," and that the design of auseful article "shall be considered a pictorial, graphic, or sculptural work only if, and only to
the extent that, such design incorporates pictorial, graphic or sculptural features that can be identified separably from, and are capable
of existing independently of the utilitarian aspects of the article.” 17 U.S.C. 101 (1988).

67. For ageneral discussion of the two generations of computer program copyright cases and the differing views of commentators over
both generations of cases, compare Anthony L. Clapes et. a., Slicon Epics and Binary Bards: Determining the Proper Scope of
Copyright Protection for Computer Programs, 34 U.C.L.A. L. REV. 1493 (1987) (favoring broad copyright protection for computer
programs), with Peter S. Menell, An Analysis of the Scope of Copyright Protection for Application Programs, 41 STAN. L. REV. 1045
(1989) and Dennis S. Karjala, Copyright, Computer Software, and the New Protectionism, 28 JURIMETRICS J. 33 (1987) (opposing
broad copyright protection for computer programs). See also John T. Soma, et a., A Proposed Legal Advisor's Roadmap for Software
Developers, 68 DENV. U. L. REV. 191, 198-205 (1991) (describing three generations of computer copyright cases).

68. See Pamela Samuelson, CONTU Revisited: The Case Against Copyright Protection for Computer Programs in Machine-Readable
Form, 1984 DUKE L.J. 663, 705-06.

69. Id. at 710.

70.1d. at 727.

71. Seeid. at 735.

72. See cases cited supra note 35.

73. Compare Whelan Assoc. v. Jaslow Dental Lab., 797 F.2d 1222, 1236 (3d Cir. 1986), cert. denied 479 U.S. 1031 (1987) (holding
that the purpose or function of a utilitarian work would be the work'sidea, and everything that is not necessary to that purpose or
function would be part of the expression of the idea), with Computer Assoc. Int'l, v. Altai, Inc., 982 F.2d 693, 705-12 (2d Cir. 1992)
(rejecting Whelan's general formulation that a program's overall purpose equates with the program's idea as descriptively inadequate
and adopting a three step, abstraction/filtration/comparison test for deciding cases claiming non-literal copying).

The secondary literature on thisissue is voluminous. The sources cited and relied on in the Altai case alone, for example, include the
following: Menell, supra note 67, at 1051-57 (1989); Steven R. Englund, Note, Idea, Process, or Protected Expression?: Determining
the Scope of Copyright Protection of the Structure of Computer Programs, 88 MICH. L. REV. 866, 867-73 (1990); Thomas M. Gage,
Note, Whelan Associates v. Jaslow Dental Laboratories: Copyright Protection for Computer Software Structure-What's the Purpose?,
1987 WIS. L. REV. 859, 860-61 (1987); Marc T. Kretschmer, Note, Copyright Protection For Software Architecture: Just Say No!,
1988 COLUM. BUS. L. REV. 823, 824-27 (1988); Peter G. Spivack, Comment, Does Form Follow Function? The Idea/Expression
Dichotomy In Copyright Protection of Computer Software, 35 U.C.L.A. L. REV. 723, 729-31 (1988). See generally 3 NIMMER, supra
note 63, § 13.03[F].

74. Nicholsv. Universal Pictures Corp., 45 F.2d 119, 121 (2d Cir. 1930), quoted in Computer Assoc., 982 F.2d at 701. See generally
Nimmer, supra note 63, 813.03[A][1].

75. See Computer Assoc., 982 F.2d at 703 (citing Baker v. Selden, 101 U.S. 99 (1879); Mazer v. Stein, 347 U.S. 201, 217 (1954)).
76. Feist Publications, v. Rura Tel. Serv. Co., 111 S. Ct. 1282 (1992).
77. The court in Sega stated:

Computer programs pose unique problems for the application of the "idea/expression distinction" that determines the extent of
copyright protection. To the extent that there are many possible ways of accomplishing agiven task or fulfilling a particular
market demand, the programmer's choice of program structure and design may be highly creative and idiosyncratic. However,
computer programs are in essence utilitarian articles-articles that accomplish tasks. As such, they contain many logical,
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structural and visual display elements that are dictated by the function to be performed, by considerations of efficiency, or by
external factors such as compatibility requirements and industry demands. . . . Because of the hybrid nature of computer
programs, there is no settled standard for what is protected expression and what is unprotected idea. . . .
1993 U.S. App. LEXIS 78, at *40-42.
78. Thefirst generation of cases had a direct bearing on the permissibility of reverse engineering because, if a publicly distributed
object code were left altogether unprotected by copyright, as some commentators contended it should be, see supra note 67, there
would be no legal constraint on decompiling or disassembling it, though the results of decompilation or disassembly might be found to
constitute an infringing copy or adaption of the original source-code version of the program. Aswe shall see, infra text following note
230, the second generation of copyright cases may have an indirect bearing on the reverse engineering question.
79. See e.g., Mendll, supra note 67.

80. See supra note 60 for the text of § 106, which states that the exclusive rights specified in 8§ 106 are subject to 88 107-120 on the
Copyright Act.

81. See Vault Corp. v. Quaid Software Ltd., 847 F.2d 255 (5th Cir. 1988).
82. 1d. at 261. For the text of § 117(1), see infra note 240.

83.1d.

84. 975 F.2d 832 (Fed. Cir. 1992).

85. 1993 U.S. App. LEXIS 78 (9th Cir. 1993).

86. Atari, 975 F.2d at 843-44; Sega, 1993 U.S. App. LEX.IS 78, at *52-53.

87 Atari, 975 F.2d at 843-44; Sega, 1993 U.S. App. LEXIS 78, at *52-53.

88. 847 F.2d 255 (5th Cir. 1988). For criticisms of the Vault decision, see Part IV (D)(4).
89. Id. at 270.

90. Atari, 975 F.2d at 836; Sega, 1993 U.S. App. LEXIS 78, at * 3. For Sega's and Nintendo's justifications for using alockout device,
seeinfra note 193.

91. Atari Games Corp. v. Nintendo of Am., 18 U.S.P.Q. 1935, 1936 (1991) (" The security system consists of a patented computer chip

located in both the [game console] and in authorized game packs."); Atari, 975 F.2d at 836 ("Atari could not break the 1ONES
program code by monitoring the communication between the master and slave chips.").

92. Atari, 975 F.2d at 836.

93. Atari, 975 F.2d at 836. Chemically peeling the chip constituted reverse engineering of the semiconductor chip as permitted by

section 906 of the Semiconductor Chip Protection Act, 17 U.S.C. § 906 (1988), but did not amount to reverse engineering of the
computer program, which remained in object-code form. For a discussion of the difference between reverse engineering of
semiconductor chips and computer programs, see supra note 57.

94. Atari, 975 F.2d at 836.

95. Id. at 837. Specificaly, the attorney claimed that the copy was needed for litigation. The court in Atari ruled that Atari had no

reasonabl e apprehension of litigation when it obtained the copy of Nintendo's program from the Copyright Office, and that Atari used
the copy thus obtained to facilitate its reverse engineering of Nintendo's program. Id. at 836, 841. For the Copyright Office rules that
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the attorney violated, see supra note 31.

96. Id. at 836. For a discussion of the Copyright Office regulations that were violated, see infra notes 204-206 and accompanying text.

97. 1d. at 837. Although Atari's patent infringement claim was not discussed in the court of appeal's opinion, the existence of the patent

claim gave the court of apppeals for the Federal Circuit exclusive jurisdiction to review the trial court decision. See 28 U.S.C 8§ 1292,
1295, 1338 (1988).

98. 1d. at 835, 837.

99. 1d. at 837.

100. Id at 847.

101. 1d. 843.

102. Sega, 1992 U.S. App. LEXIS 78, at *4-7.
103. Id.

104. 1d. at *8.

105. Id.

106. 1d. at *9.

107. 1d. at *9-10. The file contained approximately twenty to twenty-five bytes of data. 1d. at 9. The court noted that Accolade's games

contain atotal of 500,000 to 1,500,000 bytes. The court did not indicate how many bytes of data were contained in Sega's lockout or
game programs. However, in afootnote added in its amended opinion, the court noted that Sega's "key" appears to be functional and is
of such de minimis length that it was probably unprotected under the words and short phrases doctrine spelled out in the Copyright
Office'sregulations, 37 C.F.R. § 202.1(a); Sega, 1993 U.S. App. LEXIS 78, at *41 n.7.

108Sega, 1993 U.S. App. LEXIS 78, at *10.
109.1d. at *11.

110. Id.

111. 785 F. Supp. at 1399-1400.

112. 1993 U.S. App. LEXIS 78, at *67-68. See also Brief Amicus Curiae of Eleven Copyright Law Professorsin Sega Enterprises Ltd.
v. Accolade, Inc., 33 JURIMETRICS J. 147 (1992).

113. Seeid. at 256.

114. 1d.

115. Vault Corp. v. Quaid Software Ltd., 655 F. Supp. 750, 755, aff'd 847 F.2d 255, 270 (5th Cir. 1988).
116. Id.

117.1d.
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118. EC Directive, supra note 3.

119. Id. See generally Thomas Dreier, The Council Directive of 14 May 1991 on the Legal Protection of Computer Programs, 9 EUR.
INTELL. PROP. REP. 319 (1991); Vinje, supra note 15.

120. EC Directive, supra note 3. Articles 5 and 6 must be read in conjunction with Article 4, which enumerates the "restricted acts’ (i.
e., the exclusive rights) of the copyrightholder of a computer program. The text of Article 4 isasfollows:

Article4
Restricted Acts

Subject to the provisions of Articles 5 and 6, the exclusive rights of the rightholder within the meaning of Article 2, shall
include the right to do or to authorize: . . .

(a) the permanent or temporary reproduction of a computer program by any means and in any form, in part or in whole.
Insofar as loading, displaying, running, transmission or storage of the computer program necessitate such reproduction,
such acts shall be subject to authorization by the rightholder;

(b) the translation, adaptation, arrangement and any other alteration of a computer program and the reproduction of the
results thereof, without prejudice to the rights of the person who alters the program,;

(c) any form of distribution to the public, including the rental, of the original computer program or of copies thereof. Thefirst salein
the Community of a copy of a program by the rightholder or with his consent shall exhaust the distribution right within the
Community of that copy, with the exception of the right to control further rental of the program or a copy thereof.

121. Thefull text of section 107 is as follows:

Notwithstanding the provisions of sections 106 and 106A, the fair use of a copyrighted work, including such use by reproduction in
copies or phonorecords or by any other means specified by that section, for purposes such as criticism, comment, news reporting,
teaching (including multiple copies for classroom use), scholarship, or research, is not an infringement of copyright. In determining
whether the use made of awork in any particular case is afair use the factors to be considered shall include-

(2) the purpose and character of the use, including whether such useis of acommercial nature or isfor nonprofit educational purposes;
(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in relation to the copyrighted work as awhole; and

(4) the effect of the use upon the potential market for or value of the copyrighted work.

The fact that awork is unpublished shall not itself bar afinding of fair use, if such finding is made upon consideration of al the above
factors.

17 U.S.C. § 107 (1988 and supp. 1993).

122. 17 U.S.C. § 107 (1988).

123. 975 F.2d 832 (Fed. Cir. 1992).

124. 977 F.2d 1510 (Sth Cir. 1992), amended, 1993 U.S. App. LEXIS 78.
125. 623 F. Supp. 1485 (D. Minn. 1985).

126. 1d. at 1494 (verbatim copying), 1493-98 (substantial similarity).
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127.1d. at 1501 n.17.

128. 10 U.S.P.Q.2d 1177 (N.D. Cal 1989).

129. 1d. at 1184.

130. Id. at 1187.

131. Atari, 18 U.S.P.Q.2d at 1935.

132. Id. at 1939 (quoting E.F. Johnson, 623 F. Supp. at 1501).
133.1d.

134. Sega, 785 F. Supp. at 1396.

135. Id. at 1400.

136. Id. at 1397.

137.1d. at 1398.

138. Pub. L. No. 96-517, 94 Stat. 3028 (Dec. 12, 1980) (codified at 17 U.S.C. 88 101, 117 (1988)).

139. This amendment added a definition of "computer program” to section 101 of the 1976 Act and revised section 117. In the original
section 117 of the Copyright Act of 1976, Congress specifically declined to adopt a position on the copyrightability of computer
programs, deferring a decision on the question until the previously created National Commission on New Uses of Technology
(CONTU) issued afinal report. Final Report of the National Commission on New Technological Uses of Copyrighted Works (July 31,
1978)[hereinafter CONTU Final Report]. The Computer Software Copyright Act of 1980 essentially adopted the recommendations of
CONTU. See generally Pamela Samuelson, CONTU Revisited: The Case Against Copyright Protection for Computer Programsin
Machine-Readable Form, 1984 DUKE L.J. 663, 694 (1984).

140. See STERN, supra note 41, § 1.4 (1986). See also Charles R. McManis, International Protection for Semiconductor Chip Designs
and the Standard of Judicial Review of Presidential Proclamations Issued Pursuant to the Semiconductor Chip Protection Act of
1984., 22 GEO. WASH. J. INT'L L. & ECON. 31 (1988).

141. Semiconductor Chip Protection Act of 1984, 17 U.S.C. 88901 et. seq. (1988).

142. 17 U.S.C. § 906(a) (1988).

143. See H.R. Rep. No. 781, 98th Cong., 2d Sess,, reprinted in 5 U.S.C.CA.N. 5750, 5771 (1984) [hereinafter Chip Act Legidative
History]. For an assertion that a similar reverse engineering custom exists in the software industry, see infra note 163.

144. 1d. For the distinction between reverse engineering of semiconductor chip designs and reverse engineering of computer programs,
See supra note 57.

145. Sega, 785 F. Supp. at 1398.
146. Chip Act Legidative History, supra note 143, at 5758.

147.1d. at 5777.
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148. 1d. at 57509.
149. Sega, 785 F. Supp. at 1398.
150. Sega, 977 F.2d at 1521 (citing Chip Act Legislative History, supra note 143, at 5757-59).

151. Section 905 of the Chip Act states that the owner of a"mask work" (i.e., a chip design) has the exclusive rights to do and to
authorize any of the following:

(2) to reproduce the mask work by optical, electronic, or any other means;
(2) to import or distribute a semiconductor chip product in which the mask work is embodied; and
(3) to induce or knowingly to cause another person to do any of the acts described in paragraphs (1) and (2).

17 U.S.C. § 905 (1988). To compare § 905 with the exclusive rights granted under § 106 of the 1976 Copyright Act, 17 U.S.C. § 106
(1988), see supra note 60.

152. See 17 U.S.C. § 912(a) (1988).
153. See 17 U.S.C. 117 (1988).

154. 17 U.S.C. 88 108-20 (1988), These sections contain a number of "safe-haven" provisions spelling out clearly permissible uses
that would otherwise violate 8106. Among these is 8117. If uses that do not fall within these safe haven provisions could not constitute
fair use, section 107 would have no function.

155. Atari, 975 F.2d at 843.

156. WILLIAM F. PATRY, THE FAIR USE PRIVILEGE IN COPYRIGHT LAW 401 (1985).

157. See generally Committee Report, supra note 19.

158. Id. at 139.

159. See generally LaST Frontier Conference Report on Copyright Protection of Computer Software, Conference Report, 30
JURIMETRICS J. 15 (1989) [hereinafter Conference Report].

160. Id. at 24-25. A number of these same academics filed an amicus brief in Sega, arguing for the position the courts of appeals
eventually adopted. See Brief Amicus Curiae of Eleven Copyright Law Professorsin Sega Enterprises Ltd. v. Accolade, Inc., 33
JURIMETRICS J. 147 (1992).

161. Conference Report, supra note 159, at 24-25.

162 Arthur R. Miller, Copyright Protection for Computer Programs, Databases, and Computer-Generated Works: |s Anything New
Snce CONTU?, 106 HARV. L. REV. 977 (1993). For acritique of Professor Miller's arguments, see infra notes 192, 203, 214, 227-28,

230 and 238.
163. See, e.g., Clapes, supra note 67, at 1501

The vitality of the software industry could be imperiled by a drastic limitation of the scope of copyright protection
available to authors of computer programs. Y et, largely on the basis of misapprehensions and ignorance, movements to
do exactly that are gathering adherents in this country and abroad.

Anthony L. Clapesisidentified as Senior Corporate Counsel of the IBM Corporation. But Cf. Johnson-Laird, supra note 13, at 354:
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Reverse engineering is practiced by all programmers, even those that work for those companies such as IBM, Apple, Ashton-Tate, and
Microsoft, who wish to outlaw reverse engineering.

164. 17 U.S.C. § 107(1) (1988).

165. Sega, 785 F. Supp. at 1398.

166. Committee Report, supra note 19, at 139.

167. Id. (quoting Sony Corp. of Am. v. Universal City Studios, 464 U.S. 417, 449 (1984)).
168 1d.

169. Id. at 140.

170. 1d.

171. For amore complete discussion of the "nature” of computer programs, see infra Part IV (C)(3)(b), discussing the second factor in
the four-factor test.

172. 785 F. Supp. at 1398, (quoting PATRY, supra note 156, at 401).

173. 785 F. Supp. at 1398.

174. Whelan Assoc. v. Jasow Dental Lab., 797 F.2d 1222 (3d Cir. 1986), discussed at text accompanying infra note 232.
175. Computer Assoc., 982 F.2d 693, also discussed at text accompanying infra note 231.
176. Committee Report, supra note 19, at 140.

177. Sega, 785 F. Supp. at 1398 (quoting PATRY, supra note 156 at 401).

178. Sega, 1993 U.S. App. LEXIS at 78, *38.

179. For such an inquiry, see infra notes 222-23, 229-30 and accompanying text.

180. Atari, 975 F.2d at 843.

181. Sega, 1993 U.S. App. LEXIS 78, at *33.

182.1d. at *34.

183. Sega, 1993 U.S. App. LEXIS 78.

184. Sega, 1993 U.S. App. LEXIS 78 at * 36, (citing Feist, 111 S. Ct. 1282 (1991)). Although in Sony Corp. of Am. v. Universal City
Sudios, 464 U.S. 417, 449 (1984), duplication of the entire copyrighted work was for a non-commercial purpose, thus weighing more
clearly in favor of afair use finding, the use was also a"non-productive” use, in the sense that it did not lead to the production of
additional works of authorship. While the Court in Sony rejected the argument that a non-productive use could not be considered afair
use, and later in Harper & Row v. Nation Enterprises, 471 U.S. 539, 555 (1985), rejected the argument that the particular productive
use of an unpublished work was afair use, it seemed to concede the relevance of the productivity of a use when it stated in that "a
productive use is merely one factor in afair use analysis." 471 U.S. 539, 555, 561 (1985).
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185. Atari had aleged the existence in Nintendo's licensing agreements of a "tie-out” provision that conditioned the license of its
lockout program on the licensee's agreement not to produce games for any other home video system for two years after the first sale of
any Nintendo-compatible game. Atari, 975 F.2d at 832, 84. Accolade's misuse defense was based on unspecified tying allegations.
Sega, 785 F. Supp. at 1399.

186. 975 F.2d at 846 (citing, inter alia, United Statesv. Loew's, Inc., 371 U.S. 38 (1962); Lasercomb Am. v. Reynolds, 911 F.2d 970
(4th Cir. 1990)). Loew's was said to have given tacit approval to the copyright misuse defense, and Lasercomb specifically sustained
such adefense. Lasercomb was the owner of a CAD/CAM computer program and had licensed some copies to Holiday Stedl, a
manufacturer of steel rule dies. Lasercomb, 911 F.2d at 971. The licensee, with the help of Reynolds, a computer programmer, created
and sold a program which was almost entirely a copy of Lasercomb's licensed software. 1d. Lasercomb sued the programmer (and his
employees as well) on grounds of copyright infringement. Id. at 972. Defendants did not deny they had copied plaintiff's software, but
alleged that Lasercomb had misused its copyright by including in its licensing agreement two clauses in which the licensee agrees not
to compete with the licensor. Id. at 972-73. The provisions read as follows:

D. Licensee agrees during the term of this Agreement that it will not permit or suffer its directors, officers and
employees, directly or indirectly, to write, develop, produce or sell computer assisted die making software. E. Licensee
agrees during the term of this Agreement and for one (1) year after the termination of this Agreement, that it will not
write, develop, produce or sell or assist othersin the writing, developing, producing or selling computer assisted die
making software, directly or indirectly without Lasercomb's prior written consent. Any such activity undertaken without
Lasercomb's prior written consent shall nullify any warranties or agreements of Lasercomb set forth herein.

Id. at 973.

The term of the agreement was 99 years, possibly longer that the term of the copyright itself. Id. The court in Lasercomb upheld the
defendant's copyright misuse defense, concluding that "a misuse of copyright defenseisinherent in the law of copyright just asa
misuse of patent defense isinherent in patent law," and that even though the copyright owner's conduct may not reach the level of
antitrust violation, the clauses were still in conflict with the goals of copyright law. 1d. at 973. In Lasercomb, the court was clearly
more concerned with promoting the goals of copyright law than with finding an antitrust violation. Indeed, the anticompetitive effects
of the agreement seem almost irrelevant to the court's finding of misuse. Holiday Steel was not a CAD/CAM software producer,
therefore the agreement would not restrain existing competition. Furthermore, having no experience in producing and marketing
software, Holiday did not appear as athreatening potential competitor either to Lasercomb or to the rest of the market. The tying-out
clauses would not result in higher prices either for CAD/CAM programs or for steel dies. Likewise, reduction in the output of either
was not to be expected. The anticompetitive effect of the clauses was atemporary barrier to the entry of an insignificant competitor.

For a summary of the defense of patent misuse, see 5 DONALD S. CHISUM, PATENTS § 19.04 (1993) and ERNEST B. LIPSCOMB
11, WALKER ON PATENTS, § 28.32-.36 (1984, Cum. Supp. 1992). The concept of patent misuse involves the interplay of two
elements: the inherent rights to the invention covered by the patent (basically the rights to exclude others from making, using, and
selling the invention) and the requirement that competition beyond the scope of the patent rights not be hindered by the patentee
seeking artificially to increase its revenue. The test to detect misuse, therefore, includes two sequential steps. First, courts must assess
whether the patentee is actually enforcing (or otherwise exercising) its rights. The patentee may be entitled to engage in conduct
which, in the absence of a patent, would constitute an antitrust violation -- e.g., fixing prices at which alicensee will sell the licensed
product. When the patentee acts beyond the scope of the patent -- e.g., attemptsto enforce an invalid patent -- there is technically no
misuse as such, though some courts characterize it as such, because no existing patent right is being invoked. Second, when the
patentee is acting within the scope of the patent, the court must assess whether the patent's practices have nevertheless impaired
competition outside the scope of its patent rights (even though perhaps not to the point of violating the antitrust laws) and thus
tampered with the patent's capacity to be used as a meter to measure accurately the invention's economic value. Thistheory, in aless
elaborate manner, has been recently stated by the Court of Appealsfor the Federal Circuit, in Mallinckrodt, Inc. v. Medipark, Inc., 976
F.2d 700, 703 (Fed. Cir. 1992) (" The concept of patent misuse arose to restrain practices that did not in themselves violate any law, but
that drew anticompetitive strength from the patent right, and thus were deemed to be contrary to public policy."). For an application of
this test, seeinfra note 191.

187. Atari, 975 F.2d at 846.

188. Id. Even had Atari's hands been clean, its tie-out allegation, see supra note 185, would have been unsuccessful if the restrictive
clause merely involved the licensed rights. Although as a matter of law, licensors may not prohibit licensees from dealing with
competing goods, they may restrain the disposition by licensees of the products embodying the licensed software. Cf. Bela Seating Co.
v. Poloron Prod., 438 F.2d 733 (7th Cir. 1971, cert. denied, 403 U.S. 922 (1971). In that case, Bela Seating and two patent licensees
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had entered into cross-licensing agreements which included the clause that they would manufacture "table arm chairs embodying the
invention . . . but not of substantially identical design.” Id. at 738-39. The court held that such a restriction was not misuse because "[a]
licensor may restrict the licensee's manufacture of the patented item to a specific use or design. . . . [T]herestrictionsin the Bela
agreements are limited to the manufacture of chairs covered by the claims of the patent in suit.” Id. at 739. Likewise, Nintendo's
restrictive clause could be construed as covering only video games which embodied its copyrighted software, i.e., the lockout device.
However, it is clear that Nintendo's purpose was much broader. In order to become a Nintendo licensee, Atari would be prohibited
from supplying games of its own creation for other home video systems for two years. See supra note 185. Tie-outs are subject to the
same rule of reason approach and to the same required findings of actual market power as atie-in. See infra note 190. If market power
were found, however, it appears that it might be very difficult for Nintendo to show a good business justification for the tie-out
provision, since the clause would prohibit Atari from supplying games for other home video systems--which did not require the use
(hence, the license) of the lockout program. See generally Donald A. Gregory & James J. Trussell, Tie-Outs -- Misuse of U.S. Patents,
14 EUR. INTELL. PROP. REP. 317 (1992).

189. Sega, 785 F. Supp. at 1399.

190. Id. The basis for Accolade's tying alegation is not clear. Apparently, Accolade was attempting to claim that by using the lockout
device, Segaintended to tie the sale of Sega-compatible cartridges (the tied product) to the sale of Sega's consoles (the tying product).
Sega required those, such as Accolade, who wished to create Sega-compatible games, to agree to make Sega the exclusive
manufacturer of all games that they produced. Sega, 1993 U.S. App. LEXIS 78, at *4. The problem with the tying theory, however, is
that Sega does not have monopoly power in the game console market. Nintendo, after all, offers a competing console. Tying isa
specific antitrust violation with specific elements. Clayton Act 8 3, 15 U.S.C. 8§14 (1991). First, it requires the tying of two separate
products. Second, competition must be substantially lessened or there must be atendency to create a monopoly with respect to the tied
product. Third, the seller must have market power over the tying product. See PHILLIP E. AREEDA, 9 ANTITRUST LAW § 1702
(1991) (stating five conditions for anillegal tie-in: (1) two products, (2) atie between them, (3) substantial economic power over tying
product by suppliers, (4) anticompetitive effort over (5) anot insubstantial volume of commerce. Apparently, Sega did wish to remain
the sole manufacturer of Sega-compatible cartridges. As Sega's customers would be locked-in to Sega consoles, Sega could then
dominate cartridge market. The first and second elements thus might be present. Sega's requirement that those, such as Accolade, who
wished to create Sega-compatible games, must agree to make Sega the exclusive manufacturer of all games they produced, moreover,
could restrain interbrand competition in the cartridge market. Sega, 1993 U.S. App. LEXIS 78, at *4. Nevertheless, copyright (by
analogy with the current understanding of patents) does not automatically give rise to monopoly power over the copyrighted products
(i.e. the lockout device in the console and cartridge). Cf. 35 U.S.C. § 271(d)(5) (added by Pub. L. No. 100-703 § 201, 102 Stat. 4676,
(1988), stating that no patent owner shall be denied relief or deemed guilty of misuse by reason of having conditioned the license of
any rights to the patent or the sale of the patented product on the acquisition of alicense to rightsin another patent or purchase of a
separate product unless in view of the circumstances that patent owner has market power in the relevant market for the patent or
patented product on which the license or sale is conditioned). Thus, the defendant in a copyright misuse case must give evidence of the
copyright owner's market power over the tying product. Most probably, Accolade's allegation was rejected because this evidence was
not supplied.

Under the so-called 'Jerrold rule,’ United States v. Jerrold Elec. Corp., 187 F. Supp. 545, 555-58 (E.D. Pa. 1960), reh'g denied, 365 U.
S. 890 (1961), tying may be permissibleif there is a sufficient business justification. This rule of reason approach was brought into the
Patent Act by the 1988 Amendment, 35 U.S.C. § 271(d)(5), which requires courts to take a "view of the circumstances' of the license.
Sega might have an acceptable justification because it could well alege that the exclusive dealership was aimed at keeping uniform
quality standards in the manufacture of game cartridges as well as the rendering of technical assistance to consumers.

However, in both Atari and Sega, the defendants failed to raise the only antitrust argument that plausibly arises from the facts-namely,
a Sherman Act 8 2 violation-an actual or attempted monopolization of the cartridge market. 15 U.S.C.A. 82 (1991). In effect,
inasmuch as the video game systems accept only compatible cartridges, the relevant market in both cases would be strictly limited to
compatible cartridges. A cartridge for the "Genesis' console does not compete with a cartridge for a"Nintendo” console, as consumers
cannot shift from one system to another, unless they also buy the other basic console. Therefore, Sega and Nintendo had the power to
raise prices of cartridges provided they do not reach alevel at which buyers would be induced to shift the console they use. Once the
relevant market is defined in this manner, it follows that Sega and Nintendo, by concealing the codes and invoking copyright
protection, were engaged in practices aimed at barring the entry of competitorsinto the cartridge market. See Digidyne Corp. v. Data
Gen. Corp., 734 F.2d 1336 (9th Cir. 1984).

Digidyneisatypical tying case. Data General manufactured a computer system, consisting of a CPU and a copyrighted operating
system, called RDOS. Id. at 1338. Digidyne produced CPUs that could only operate with RDOS because they emulated Data General's
CPUs. Id. Data General refused to license RDOS for anyone who did not buy Data General's CPU. Id. In ng Data Genera's
market power, the court followed the now overruled theory that copyrights, by definition, afford monopoly power. Id. at 1341-42. But,
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equally importantly, the court acknowledged that "many of defendant's customers were locked in to the use of RDOS." Id. at 1342.
Data General sold CPUs to equipment manufacturers who created a complete computer system for resale. These manufacturers
designed application software, which could not run without Data General's operating system, RDOS. Id. The conversion of the
application software so that it could operate with a system other than RDOS was out of the question as it was not economically viable.
From these facts the court concluded: "Defendant's operating system has been shown to be unique as a matter of law and distinctively
attractive as a matter of fact. Defendant's initial leverage is magnified by the lock-in." Id. at 1342, 1343. Even though it is no longer
good law to equate an intellectual property right with market power for purposes of establishing a Sherman Act § 1 tying violation,
Digidyne remains alandmark case to the extent that it has acknowledged that the "locking-in" of customers may dramatically
circumscribe the relevant market for a product to the product itself, for purposes of determining whether a Sherman Act 8 2 violation
has occurred.

Likewise, in both Sega and Atari, there is a product (the consoles) "locking in" buyers and a market over which the copyright owners
intended to acquire monopoly power (the cartridge market). Thus, Sega and Nintendo might be deemed to have engaged in practices
(namely, the enforcement of copyrights) aiming at maintaining monopoly power over the compatible-cartridge market. Even in the
event monopoly power was not found, however, Sega and Nintendo nevertheless might be deemed misusers, as both were admittedly
acting within the scope of their copyright (although in Sega, the court of appeals was not sure of that, see infra note 223) in a manner
that, through the barrier their lockout devices created to the entry of competitors into the cartridge market, allowed them to raise prices.

191. Sega, 1993 U.S. App. LEXIS 78, at *51. The court said:

[T]he fact that computer programs are distributed for public use in object code form often precludes public access to the
ideas and functional concepts contained in those programs, and thus confers on the copyright owner a de facto
monopoly over those ideas and functional concepts. That result defeats the fundamental purpose of the Copyright

Act. ...

Id. Therefore, the court found in Sega's use of its copyright the two elements that, combined, indicate the presence of misuse: a
conflict with the statutory goals and an anticompetitive effect. The most controversial aspect of the misuse doctrine does not reside in
its definition but, rather, in the fact that it can be raised as an affirmative defense even though the defendant has not been damaged by
the misusing practice. See, e.g., Morton Salt Co. v. C.S. Suppiger Co., 314 U.S. 488 (1942). In Atari and Sega, however, the
defendants were both being adversely affected by the lockout devices.

192 Professor Miller, supra note 162, at 1019-20, claims that there is "no principled basis for the Ninth Circuit's definition of the

relevant market in which monopoly control was to be prevented as the market for Sega cartridges. . . ." But see the discussion, supra
note 190, of Digidyne Corp. v. Data Gen. Corp, 734 F.2d 1336 (9th Cir. 1984), which provides just such a principled basis for the
definition of the relevant market.

193 For a more extended discussion of this point, see supra note 190. Thereason Sega gave for devel oping the lockout device was
concern over the rise of software and hardware piracy in Asia. Counterfeiters had discovered how to blank out the screen display of its
trademark before selling pirated games as their own. 1993 U.S. App. LEXIS 78 at * 7. The lockout device also gives the console
producer the ability to exercise quality control over games that can be played on the console. However, aslong as there is no confusion

about the source of the game cartridge, its quality is of no legitimate concern to the console producer unless the cartridge could cause
damage to the console.

194. Sega, 1993 U.S. App. LEXIS 78, at *38.
195 1d. at *53-55.

196 Id. at *8.

197 1d. at *10.

198. 1d. at *59.

199. Committee Report, supra note 19, at 140. For a discussion of the Committee's failure to recognize that this characteristic of
computer programs also plays arole in determining the purpose of the reverse engineering, see supra text accompanying note 171.
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200. 1d.
201. See supra note 171 and accompanying text.
202. Sega, 1993 U.S. App. LEXIS 78, at *44.

203. Atari, 975 F.2d at 843. Professor Miller protests that "[a]Ithough it is true that the scope of protection given to different types of
literary works may vary, they are all treated alike-absent statutory direction to do otherwise-under identical copyright principles, and
the exclusive right to make intermediate copies is accorded to al copyright holders, as Sega itself recognized." Miller, supra note 163,
at 1022 (citing Sega, 977 F.2d 1510, 1518-19). However, courts are directed by the language of § 107(2) to consider the "nature” of
the copyrighted work, which presumably means not only those aspects of its nature that it has in common with all other types of
copyrighted works, but also those aspects of its nature that are unique.

204. 1d. at 836. The court in Atari ruled that Atari had no reasonable apprehension of litigation when it obtained the copy of Nintendo's

program from the Copyright Office, and that Atari used the copy thus obtained to facilitate its reverse engineering of Nintendo's
program. Id. It was this use of the unauthorized copy of Nintendo's program that the court found to constitute copyright infringement.

205. See supra notes 31-33 for adiscussion of the regulations contained in C.F.R. § 202.20(c)(2)(vi)(vii) (1992). The Register of
Copyrightsis specifically authorized by section 408 of the 1976 Copyright Act to require or permit, for particular classes of works, the
deposit of identifying material instead of copies or phonorecords. Pursuant to this authority, the Register adopted regulationsin 1979
which permit the deposit of identifying material (in lieu of the statutory deposit) for secure tests and computer programs. See generally
3 MILGRIM, supra note 19, App. B18-5. These rules were subsequently amended a number of times. See, e.g., 54 Fed. Reg. 13,173
(1989) (for notice of the Copyright Office's most recent amendment of itsrule); see also 51 Fed. Reg. 34667 (1986) (where the
Copyright Office summarized the results of its original rulemaking proceeding). The Copyright Office set forth the policy basis for the
rule asfollows:

On May 23, 1983, the Copyright Office published a Notice of Inquiry in the Federal Register requesting public
comments on the deposit of material containing trade secrets. (48 FR 22951) . . .

The Copyright Office received atotal of 41 responses from the notice of inquiry. The vast mgjority of the responses
were from members of the computer industry and the overwhelming sentiment was in favor of establishing special
deposit procedures to mitigate the alleged uncertainties associated with depositing in a public office, material containing
trade secrets.

A number of comments addressed public policy issues concerning the establishment of specia deposit provisions.
Several of the comments expressed the view that trade secret protection and copyright advance similar societal goals,
and therefore it is completely consistent to modify the deposit requirement in away that would preserve trade secret
protection fully. The Association of American Publishers argued that the deposit requirement was not intended to
delineate the scope of a copyright claim through public disclosure, citing the Register's authority to determine the nature
of deposited material under section 408(c)(1) and National Conference of Bar Examinersv. Multistate Legal Studies,
692 F.2d 478 (7th Cir. 1982), concerning deposit of secure tests. Only two comments argued in favor of a deposit that
fully discloses and copyrightable content of registered material. One asserted that public disclosure through deposit was
intended as a trade-off for receiving copyright protection, and the other argued that owners of intellectual property
should elect either copyright protection or trade secret protection.

On the basis of the comments received, the Copyright Office has concluded that a case has not been made for
establishment of a broad deposit exemption covering all material which could conceivably contain trade secrets. Of the
submitted comments, only one came from outside of the computer industry. That comment came from a manufacturer of
spare parts who argued that public inspection should be restricted on deposits of technical drawings and specifications.

On narrower grounds, however, the Copyright Office finds that particular problems of the computer industry do merit
specia attention. Many in the computer industry are concerned that the availability of registered computer programs for
public ingpection in the Copyright Office gravely jeopardizes trade secret protection. While no court has directly
addressed the issug, it is clear that computer programs are valuable intellectual property whose owners are rightfully
concerned about adequate protection for their works. . .
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Frequently mentioned among the submitted comments was the proposal that the Copyright Office merely restrict public
access to deposits of computer programs and other material containing trade secrets. The Copyright Office has
concluded that such an approach would clearly violate section 705(b) mandating public inspection of deposits retained
by the Copyright Office. Asaresult, this proposal has not been adopted.

Id.

In National Conference of Bar Examinersv. Multistate Legal Studies, 692 F.2d 478 (7th Cir. 1982), the court explicitly held that the
Register of Copyrights has authority to promulgate the regulations requiring the Copyright Office to return the deposit of a secure test,
such as the Multistate Bar Examination, and retain only such portions, description, or the like so as to constitute a sufficient archival
record of the deposit. 1d. at 486-87. The regulation thus promulgated was found neither to be inconsistent with the requirement in
section 704(d) of the Copyright Act that the Register maintain the "entire deposit" of unpublished works during the term of copyright,
nor to defeat the purpose of the registration provision, nor to undermine the constitutional requirement that federal copyright law "[p]
romote the progress of Science and useful Arts." Id. In so holding, the court concluded that the statutory scheme of the Copyright Act,
when viewed as awhole, negates the notion that the deposit provisions are for the purpose of public disclosure. Id.

Even granting all of the foregoing, however, one may question whether the Register of Copyrights has authority to promulgate
regulations that, in effect, affirmatively provide federal trade secret protection for the source-code version of computer programs that
are being publicly distributed in object-code form. Aswe will seein Part V, these regulations, like state law efforts to enforce
contractual restrictions on reverse engineering of publicly distributed programs, may conflict with the preemptive policies of federal
copyright and, particularly, federal patent law. The dual nature of computer programs makes them distinguishabl e from the secure tests
involved in the National Conference of Bar Examiners case. The Copyright Office regulations, moreover, make it more difficult, rather
than easier, for the public to ascertain the uncopyrightable ideas contained in the publicly distributed versions of computer programs.

206 See supra note 205.

207 101 U.S. 99, 1104 (1879)

208. 1d. at 99.

209. 471 U.S. 539, 555 (1985).

210 The scope of fair use is generally narrower with respect to unpublished works. Id. at 551-54.

211. Id. at 563 (citing Gorman, Fact or Fancy? The Implications for Copyright, 29 J. COPYRIGHT SOC'Y 560, 561 (1982)).

212. Feistt, 111 S. Ct. 1282, 1289 (1992).

213 Sega, 1993 U.S. App. LEXIS 78, at *40.

214. |d. Professor Miller loses sight of this critical aspect of a computer program's nature when he protests that the effect of the Sega
decision isthat popular computer systemswill "lose" their copyright protection "merely because their popularity denominates them
“standards,’ a proposition that would not be taken seriously if the copyrighted works were Steinbeck's Grapes of Wrath, Hemingway's
The Sun Also Rises, or Miller's Death of a Salesman.” Miller, supra note 162, at 1020. A common error of those advocating broad

protection for computer programs and a ban on decompilation and disassembly is that they anal ogize the scope of copyright protection
for computer programs (utilitarian works) to the scope of protection accorded to fictiona (i.e., not utilitarian) literary works.

215. Harper & Row, 471 U.S. at 551-54. Section 107 of the Copyright Act was amended in 1992 to make explicit that unpublished
works were subject to fair use. Act of Oct. 24, 1992, Pub. L. No. 102-492, 106 Stat. 3145 (1992). For the amended text of § 107, see
note 121. The legidlative history of the amendment indicates that it was not intended to affect the treatment of decompilation under the
Copyright Act. See 137 CONG. REC. S.5648 (May 9, 1991).

216. Sega, 1993 U.S. App. LEXIS at 78, *48 n.9 (citing Lewis Galoob Toysv. Nintendo of Am., 964 F.2d 965 (9th Cir. 1992)).

217Committee Report, supra note 19, at 140.
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218. 1d.
219 Id. (citing Sony Corp. of Am. v. Universal City Studios, 464 U.S. 417, 449 (1984)).
220. 1d.

221 The Court specifically recognized that the duplication in Sony was a " non-productive" use, in the sense that it did not lead to the

production of additional works of authorship. In Harper & Row, however, the court stated that "a productive use is merely one factor
inafair use analysis." Harper & Row, 471 U.S. at 561 (1985).

222. 975 F.2d at 843.

223. The Sega amended opinion added a footnote rejecting Sega's belated suggestion that Accolade's use of the code which "unlocks®
the Genesis |11 consoleis an unfair use of copyrighted expression. Said the court: "Sega's key appears to be functional. It consists
merely of 20 bytes of initilization code plus the letters S-E-G-A. There is no showing that there is a multitude of different ways to
unlock the Genesis |11 console." In addition, the court noted, " Sega's security code is of such de minimis length that it is probably
unprotected under the words and short phrases doctrine." 1993 U.S. App. LEXIS 78, a *47 n.7. In other words, even considered
separately and its functionality put aside, Sega's security code might be entirely quoted, regardless of the fair use defense.

The court distinguished the Atari case as having found that Nintendo's 10NES program generated an arbitrary data stream "Key" that
unlocked the Nintendo console. Id. Asthe court of appealsin Atari made clear, the data stream did indeed do more than unlock the
Nintendo console, and Atari's "Rabbit" program created by virtue of Atari'sillicit reverse engineering of the Nintendo lockout
program, generated an identical data stream, and thus borrowed more protectible expression than was necessary to perform the
unlocking function. Atari, 975 F.2d at 839. What the court of appealsin Atari failed to address, however, was Atari's argument that, in
copying what it did, Atari was simply planning ahead for the possibility that future Nintendo machines might be programmed to reject
cartridges lacking these portions of the 10NES program and that it was entitled to copy more extensively from a copyrighted work so
asto preempt future efforts by Nintendo to recognize and reject its unauthorized cartridges.

224. Committee Report, supra note 19 at 141, (quoting Harper & Row v. Nation Enterprises, 471 U.S. 539, 566 (1985)).
2251d.
226. 1d. at 141 (quoting S. Rep. No. 94-473, 94th Cong., 1st Sess. 65 (1975)).

227. See Johnson-Laird, supra note 13, at 343. The commentator points out that there is a great difference between the act of
disassembling or decompiling and the act of creating a new program. Id. at 348. Moreover, contrary to what is generally believed (see,
e.g., Miller, supra note 162, at 1026, who describes decompilation as a"relatively simple procedure™) it is not that simple to generate a
new, competitive program upon the information obtained from the disassembling. "[1]t takes more time to reverse engineer an entire
program than to design a clone from scratch,” the commentator adds. Id. at 348.

228. See supra notes 11-12 and accompanying text. Professor Miller, supra note 162, at 1026, sees the risk that trade secrets
embedded in computer programs would be impaired in value as a reason not to recognize decompilation as afair use. However,
federal copyright law provides only a narrow form of trade secret protection for unpublished works. For published works, copyright
protection does not and cannot protect trade secrets embedded in the work, but only protects expression. Likewise, state trade secret
law provides no protection against reverse engineering of publicly distributed works. Finally, federal patent protection is available for
patentable utilitarian features of computer programs, and specifiesthat al other utilitarian features of publicly distributed articles are
to remain unprotected. See infra Part V(D).

229. In applying the four-factor test of section 107, the Conference Report, supra note 159, came to much the same conclusion as does
this article, particularly with respect to the fourth factor. The report points out that the aim of § 107(4) is to assess the effect that the
use of the copies can have on the market of the copyrighted work. 1d. at 24-25. Therefore, the statute is not concerned with the effect
that an otherwise noninfringing work (the new program, albeit a competing one) derived from the reverse engineered copy can have on
the market of the original computer program.

230. Hoehling v. Universal City Studios, 618 F.2d 972, 980 (2d Cir. 1980). Professor Miller appears to make the converse mistake
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when he states that one reason for prohibiting decompilation and disassembly is "[b]ecause the traces of copying can be disguised.”
Miller, supranote 162 at 1027. But "disguised copying" may not be impermissible copying of expression at al, but merely the use of
the ideas expressed. The fairness of the initial copying (i.e., decompilation or disassembly), and the fairness of the subsequent use of
the product of the reverse engineering, must each be determined on its own merits.

The larger difficulty with the argument of Professor Miller, Id. at 1013-32, and others who advocate broad copyright protection for
computer programs with little, if any, decompilation or disassembly permitted, is that they deal with the scope of computer program
copyright protection in isolation from other forms of legal protection. Because utilitarian features of computer programs are potentially
patentable, federal patent law arguably takes primacy over copyright law in protecting patentable utilitarian features of a computer
program and in declaring that all other utilitarian features of publicly distributed articles are to remain unprotected and subject to
reverse engineering. Seeinfra Part V(B)(2). If auser cannot get access to the utilitarian features of a computer program in order to
incorporate those features into new computer programs, the latter policy of federal patent law is defeated.

The core of Professor Miller's argument is that, if decompilation and disassembly are permitted, and the "creativity and success by
those in the position of Sega are to be penalized, not rewarded, later comers to the console market-or, indeed, any creative individual
who might be unfortunate enough to create a “standard' product or feature-will be discouraged from providing that public benefit
initially." Miller, supra note 162, at 1020. Contrary to Professor Miller's apparent assumption, there are at least two other types of
incentives available to reward later comers-one provided by federal patent law for sufficiently innovative products or features, and the
other provided by the very competitive process fostered by the federal antitrust laws that enabled Nintendo and Sega to enjoy such
widespread commercia success.

231. 982 F.2d 693 (2d Cir. 1992).
232. 797 F.2d 1222 (3d Cir. 1986).
2331d.

234. For adiscussion of copyright and trademark misuse, see supra notes 185-98 and accompanying text. See generally Johnson-

Laird, supra note 13. The commentator states that reverse engineering others software programsis a standard of the industry even
among those software producers which have strongly supported a ban on decompiling and disassembling source codes. Id. at 354.

235. EC Directive, supra note 3 (emphasis added).

236. Thomas Dreier, The Council Directive of 14 May 1991 on the Legal Protection of Computer Programs, 9 EUR. INTELL. PROP.
REV. 319 (1991). This commentator quotes from the Communication of the Council's Common Position to the European Parliament:

Decompilation is permitted by Article 6 to the extent necessary to ensure the interoperability of an independently created
computer program. Such a program may connect to the program subject to decompilation. Alternatively, it may compete with
the decompiled program and in such circumstances will not necessarily connect to it. SEC 87 final-SY N 183, 18 January 1991,

paragraph 4.7.

Id. at 315 n.57. But see Johnson-Laird, supra note 13, at 331 (contending that the EC Directive outlawed reverse engineering for the
purposes of producing a competitive program).

237Vinje, supra note 15, at 5: "Rather than permitting decompilation only for puposes of achieving the interoperability of an

independently created program “with the original program,' the provision adopted. . . permitted the achievement of interoperbility “with
other programs™ (emphasisin original).

238. In Sega, there is some language suggesting by way of dictum the court's approval of reverse engineering aimed at developing a
competitive product: "In any event, an attempt to monopolize the market by making it impossible for others to compete runs counter to
the statutory purpose of promoting creative expression. . . ." Sega, 1993 U.S. App. LEXIS 78, at *53-55 (emphasis added). But see
Miller, supra note 162, at 1015, who claimsthat "[a]s articulated in Sega, fair use permits decompilation only by someone who merely
seeks to create a product that is complementary to, and not a substitute for, an existing work. . . ."

239 Cf. supra note 238, where Professor Miller claims that Sega would only permit decompilationfor the purpose of creating a
complementary work.
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240. The complete text of section 117 is asfollows:

Notwithstanding the provisions of section 106, it is not an infringement for the owner of a copy of a computer program to make or
authorize the making of another copy or adaptation of that computer program provided:

(2) that such anew copy or adaptation is created as an essential step in the utilization of the computer program in conjunction with a
machine and that it is used in no other manner, or

(2) that such new copy or adaptation is for archival purposes only and that all archival copies are destroyed in the event that continued
possession of the computer program should cease to be rightful.

Any exact copies prepared in accordance with the provisions of this section may be leased, sold, or otherwise transferred, along with
the copy from which such copies were prepared, only as part of the lease, sale, or other transfer of al rightsin the program.
Adaptations so prepared may be transferred only with the authorization of the copyright owner.

17 U.S.C. 8§ 117 (1988).
241. 2 NIMMER, supra note 63, § 8.08 n.9.
242.1d.

243. CONTU Fina Report, supra note 139, at 31-32 (referring to "creators, lessors, licensors and vendors of copies of programs' and
comparing the section 117 rights of "rightful possessors' with the section 109(a) rights of owners of authorized copies of a copyrighted
work.).

244. H.R. Rep. No. 1307, 96th Cong., 2d Sess., pt. 1, at 23 (1980), reprinted in 1980 U.S.C.C.A.N. 6460, 6482.
245. See, e.g., Vault Corp. v. Quaid Software Ltd., 847 F.2d 255, 261 (5th Cir. 1988).
246. CONTU Fina Report, supra note 139, at 31.

247.1d at 31.

248. 1d.

249. Id.

250. Id. at 32.

251. Id.

252. 1d.

253.1d. at 31.

254.1d. at 33.

255. 1d.

256. See, e.g., infra notes 284-85 and accompanying text.

257. CONTU Report, supra note 139, at 31-32.
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258. Seeid

nn

259 Among the terms most commonly included in these so-called "shrink-wrap,” "box-top" or "tear-open” licenses or contracts are: 1)

clauses specifying that the software proprietor retains title to the software or diskette and that the user is merely a bailee or lessee
rather than the owner; 2) clauses prohibiting the rental of the software; 3) clauses limiting the use of the computer program to asingle
computer; 4) clauses disclaiming implied warranties or merchantability or fitness for a particular purpose; and 5) clauses prohibiting
any modification or disassembly of the computer program or its incorporation into any other program. See generally BENDER, supra
note 1, 8§ 4A.02[4]; Richard Stern, Shrink-wrap Licenses of Mass Marketed Software: Enforceable Contracts or Whistling in the Dark?
11 RUTGERS COMPUTER & TECH. L.J. 82 (1985).

At least one of the concerns that shrink-wrap licenses have attempted to address has recently been the subject of federal legislation.
The Computer Software Rental Amendments Act of 1990, Pub. L. No. 101-650, 104 Stat. 5128 (1990) amends section 109 of the 1976
Copyright Act so as to prohibit, until expiration of the amendment on October 1, 1997, the unauthorized rental, lease or lending of
software for adirect or indirect commercia purpose. This amendment in effect limits the application of the "first sale" doctrine
embodied in section 109, which ordinarily limits the exclusive distribution right of a copyright owner to the first sale of a copyrighted
work, while permitting the owner of an authorized copy to sell or otherwise dispose of that particular copy. The rationale for
eliminating software rentals as a permissible method of disposing of alawfully obtained copy of a copyrighted work is that such
rentals, like phonorecord rentals, which section 109 also excepts from the first sale doctrine, are primarily designed to permit
unauthorized copying of the rented work. H.R. Rep. 735, 101st Cong., 2d Sess. 7-10 (1990), reprinted in 1990 U.S. C.C.A.N. 6935,
6938-41.

260. See 2 BENDER, supra, note 1, 8 4A.02[4]; Richard Stern, supra note 259.

261 1d.

262. Seeinfra notes 279-80-and accompanying text, andnote 313..

263. LA. REV. STAT. ANN. § 51:1961-66 (West 1987); Ill. Pub. Act 84-901, eff. July 1, 1986.
264 LA. REV. STAT. ANN. § 51:1961-66 (West 1987).

265. 847 F.2d 255 (5th Cir. 1988).

266 Id. at 270.

267. Vault, 847 F.2d 255 (5th Cir. 1988). For a description of the reverse engineering employed by Quaid, see notes 113-17 and
accompanying text.

268. Id. at 264.

269. 1d.

270. Id. at 256-57.

271. Id. at 261. For the text of section 117(1), see supra note 240.

272. Vault, 847 F.2d. at 261.

273 1d.

274. 847 F.2d at 267, (citing Litchfield v. Spielberg, 736 F.2d 1352, 1357 (9th Cir. 1984), cert. denied, 470 U.S, 1052 (1985)).

275. 847 F.2d at 268 (distinguishing Whelan Assoc. v. Jaslow Lab., 797 F.2d 1222, 1244 (3d Cir. 1986) and Midway Mfg. Co. v. Artic
Int'l, 704 F.2d 1009 (7th Cir. 1983), cert. denied, 464 U.S. 823).
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276. 847 F.2d at 268 (distinguishing Midway, 704 F.2d at 1013-14).
277. Sony, 464 U.S. 417, 447-55 (1984).
278. 847 F.2d at 264.

279. Vault, 847 F.2d at 270, (citing Sears, Roebuck & Co. v. Stiffel, 376 U.S. 225, 229 (1964)("[w]hen state law touches upon the area
of [patent or copyright statutes], it is ‘familiar doctrine' that the federal policy 'may not be set at naught, or its benefits denied' by the
state law.")).

280 1d.

281. John M. Conley & Vance.T. Brown, Revisiting 8 117 of the Copyright Act: An Economic Approach, COMPUTER LAW., Nov.
1990, at 1, 9.

282.1d. a 5.

283. 1d.

284. Id. (citing CONTU Fina Report, supra note 139, at 14). But see supra text accompanying notes 256-58.

285. See Foresight Resources Corp. v. Pfortmiller, 719 F. Supp. 1006 (D. Kan. 1989). The court in Pfortmiller merely stated that a
licensing agreement accompanied the plaintiff's program, without specifying whether it was a shrink wrap license or not. Id. at 1010.
For further discussion of copyright and patent preemption of shrink wrap licenses, seeinfra Part V.

286. Conley & Brown, supra note 281, at 5, 9.

287.1d.

288. CONTU Final Report, supra note 139, at 31.

289. Conley & Brown, supra note 281, at 5-6.

290 Seetext following note 269, supra.

291. Micro-Sparc, Inc. v. Amtype Corp., 592 F. Supp. 33, 35-36 (D. Mass. 1984); Atari, Inc. v. JIS& A Group, 597 F. Supp. 5, 9 (N.D.
1. 1983).

292. 847 F.2d at 266-67.

293. See, e.g., section 108(c) of the Copyright Act of 1976, which gives certain libraries and archives aright to reproduce a copy of a
published work "solely for the purpose of replacement of acopy . . . that is damaged, deteriorating, lost, or stolen, if the library or
archives has, after areasonable effort, determined that an unused replacement cannot be obtained at afair price.” 17 U.S.C. § 108(c)
(1988).

294 Sega, 1993 U.S. App. LEXIS 78, at *28. The Sega court concluded that Accolade's reverse engineering of Sega's object code went
far beyond the uses contemplated by CONTU and authorized by section 117. 1d. The court thus found it unnecessary to decide the
exact scope of section 117. 1d. at *26 n.6.

295. 1d. at * 26.

296. Vault, 847 F.2d at 261.
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297. Seetext following note 269, supra, and text accompanying note 291, supra.
298 See text accompanying supra note 293

299 A connection may well exist between the general use of "CopyWrite" by pirates and the loss of "PROLOK'S" economic value.
Although VCR's made by Sony did not destroy the economic value of broadcast movies, see supra notes 217-21 and accompanying
text, "CopyWrite" and similar programs may be the determinant cause for the discontinuance in the use of protected diskettes by
software producers.

300 But see infra note 341-43 and accompanying text, suggesting that 8 117 could be intepreted to permit reverse analysis as a per se
fair use, without any need to consider the § 107 four-factor test.

Professor Miller, supra note 162, argues that, to the contrary, the "circumscribed freedom that section 117 gives the program acquirer
to make a copy or adaptation for internal use certainly carries with it the negative implication that the statute's permission does not
extend to commercial competitors, whose copying and adaptation is not “an essential step' in their own “utilization' of the program.”
Miller, supra note 162, at 1023. This argument, however, fails to recognize that 8 117 is merely a"safe-haven” provision that carries
no negative implication at all for the interpretation of § 107. If uses not falling within § 117, or any of the other safe-haven provisions
contained in 88 108-116 and 118-20, could not be fair uses, then § 107 would have no function. See generally note 154 supra and
accompanying text.

Professor Miller also argues that " Congress's enactment of the Semiconductor Chip Protection Act, just four years after the 1980
Software Amendments, arguably reveal s something about its views regarding fair use and reverse engineering.” Miller, supra note
162, at 1023-24. For arefutation of Professor Miller's attempt to draw a negative implication from the Chip Act and its explicit reverse
engineering privilege, see Part 1V (C)(2), infra.

301. For adiscussion of copyright misuse and how the doctrine applies to contracts that violate the policy of federal patent or
copyright law, or to contracts that have an anticompetitive effect in violation of federal antitrust law, see supra notes 185-86, 188 and
accompanying text.

302. 376 U.S. 225 (1964).

303. 376 U.S. 234 (1964).

304. 17 U.S.C. § 301(a) (1988).

305. 17 U.S.C. § 301(b) (1988).

306. S. 22, 94th Cong., 2d Sess. § 301(b)(3) (1976).

307. See 122 Cong. Rec. H10910 (daily ed. Sept. 22, 1976) (revealing a concern by the Justice Department that a state law right of
"misappropriation” as one which survives preemption would be a mistake).

308. U.S. Const. Art. VI.
309. See supra note 279.
310. See H.R. Rep. 94-1476, 94th Cong. 2d Sess. 129-131, reprinted in 5 U.S.C.C.A.N. 5745-5747 (1976). Since the effective date of
the 1976 Act, federal copyright protection has subsisted from the moment a work was fixed in tangible form; common-law copyright

protection is simultaneously preempted. Id.

311. Id. at 5747.

312. Id.
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313. Wright, 953 F.2d 731 (2d Cir. 1991). See generally L. RAY PATTERSON & STANLEY W. LINDBERG, THE NATURE OF
COPYRIGHT - A LAW OF USERS' RIGHTS 220 (1991):

A common practice of the producers of computer programs has been to distribute them with shrink-wrapped "licenses.”
These self-proclaimed licenses purport to bind the purchaser (upon opening the package) to the copyright owner's terms
- which invariably restrict the use the purchaser may make of the work. Such licenses are almost surely against public
policy as unilateral attempts to override public law with private law in an adhesion contract. One can be sure that to the
extent the provisions of such licenses preclude the fair use of the work, they have no legal effect, although their in
terrorem effect may be substantial. In our opinion, users would be well within their rights to ignore such unlawful terms
and to comply instead with the law of fair use. [emphasis supplied].

314. 953 F.2d at 740.
315. 1d.
316. EC Directive, supra note 3. The full text of Article 9(1) is asfollows:
Article9
Continued application of other legal provisions
1. The provisions of this Directive shall be without prejudice to any other legal provisions such as those concerning
patent rights, trade-marks, unfair competition, trade secrets, protection of semi-conductor products or the law of

contract. Any contractual provisions contrary to Article 6 or to the exceptions provided for in Article 5(2) and (3) shall
be null and void.

Note that Article 9(1) conspicuously excepts from its rule against enforcement of contracts contrary to the rights created in Articles 5
(2) (creation of a backup copy) and (3) (reverse analysis) and Article 6 (decompilation and disassembly), any contract that is contrary
to Article 5(1). Article 5 states that:

Article5
Exceptions to the restricted acts

1. In the absence of specific contractual provisions, the acts referred to in Article 4(a) and (b) shall not require
authorization by the rightholder where they are necessary for the use of the computer program by the lawful acquirer in
accordance with itsintended purpose, including for error correction.

2. The making of a back-up copy by a person having aright to use the computer program may not be prevented by
contract insofar asit is necessary for that use.

3. The person having aright to use a copy of acomputer program shall be entitled, without the authorization of the
rightholder, to observe, study or test the functioning of the program in order to determine the ideas and principles which
underlie any element of the program if he does so while performing any of the acts of loading, displaying, running,
transmitting or storing the program which heis entitled to do.

Id. Article 5(1), for example, would alow acopyright owner to contractually restrict the right of a user to load a program into a
computer when the program could thereafter be used at a number of terminals.

317. 489 U.S. 141 (1989).

318. FLA. STAT. 8§ 559.94(2) (1987), makes it unlawful "for any person to use the direct molding process to duplicate for the purpose

of sale any manufactured vessel hull or component part of avessel made by another without the written permission of that other
person.”

319. Sears, 376 U.S. 225 (1964); Compco, 376 U.S. 234 (1964).
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320. Sears, 376 U.S. at 232. Thisfederal policy isfound in both the patent and copyright clause of the U.S. Constitution and the
implementing legislation.

321. 379 U.S. 29 (1964).

3221d. at 32.

323.1d. at 32-33.

324. 395 U.S. 653 (1969).

3251d. at 674.

326. Kewanee Oil Corp. v. Bicron Corp., 416 U.S. 470 (1974).
327 1d. at 493.

328. Id. at 485, (citing 35 U.S.C. §122).

329. 416 U.S. at 489-90.

330. 440 U.S. 257 (1979).

331. Id. at 264-65.

332. 1d.

333. 1d. at 267.

334. Bonito Boats, 489 U.S. at 156.

335. 1d.

336. 1d.

337.1d. at 160.

338. Id. (quoting Kewanee, 416 U.S. at 489-90).

339. See Steven W. Lundberg & John P. Sumner, Patent Preemption of Shrink-Wrap Prohibitions on Reverse Engineering,
COMPUTER LAW., Apr. 1987, at 9; D.C. Toedt, Bonito Boats and the Primacy of the Patent System-Are There Implications for
Software Copyrights? COMPUTER LAW., Apr. 1987, at 12; D.C. Toedt, Bonito Boats Follow-Up: Free Competition Public Interests
vs. The Substantial Smilarity Test-Does the Legidative History Actually Support Nonliteral Software Copyright Protection?,
COMPUTER LAW., July 1989, at 14.; Arthur J. Levine, Comment on Bonito Boats Follow-up: The Supreme Court's Likely Rejection
of Nonliteral Software Copyright Protection, COMPUTER LAW., July 1989, at 29. But see Allen R. Grogan, Bonito Boats and
Whelan: A Smple Contrast Between Patent and Copyright Protection, COMPUTER LAW., July 1989, at 33; E. Gabriel Perle et d,
Bonito Boats Redux, COMPUTER LAW., Feb. 1990, at 1.

340 For adiscussion of the significance of these two terms, see supra Parts 1V (D)(1)(2).

341. See 2 NIMMER, supra note 63, § 8.08 at 8-107, noting that under section 117 "it is only a copy made by the very act of inputting
aprogram into a computer which is privileged." Id. Any subsequent retrieval of the work from the computer in atangible form, such
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as a printout, "clearly would constitute an infringing ‘copy™ under both the 1909 Copyright Act and the 1976 Act. Id. at 8-111.
342.17 U.S.C. §117 (1988).
343 For the text of Article 5(3), see supra note 316.

344. D.C. Toedt, Bonito Boats and the Primacy of the Patent System+-Are There Implications for Software Copyrights? COMPUTER
LAW., Jan. 1989, at 12, 12.

345. 1d. at 13.

346. Id.

347.1d. at 12.

348. 1d.

349. Diamond, 450 U.S. 175, 181 (1981).

350. 1d. at 193.

351. Id.

352. See, e.g., In re Walter, 618 F.2d 758, 767 (C.C.P.A. 1980).
353. 681 F.2d 787 (C.C.P.A. 1982).

354. See, e.g., BENDER, supra, note 1, § 3A.03[2], at 3A-38 (1991).
355. 684 F.2d 912 (C.C.P.A. 1982).

356 Id. at 913, 917.

357. 564 F. Supp. 1358 (D. Del. 1983).

358. Id. at 1368.

359. In re Iwahashi, 888 F.2d 1370 (Fed. Cir. 1989).

360. Proprietary Rights Committee, Computer Law Section, State Bar of Michigan, Survey of United States Software Patents Issued
From July 1987 Through December 1987, reprinted in BENDER, supra note 1, Chap. 3A, App. 3A[4] (1991).

361. Id., BENDER, supra note 1, Id., at App. 3A-102.
362. 1d. at § 3A.07[3].

363. See Survey of U.S. Business Software Patents: Post-Diehr Through December 1990, State Bar of Michigan, 56th Annual
Meseting, reprinted in 1 BENDER, supra note 1, App. 3A[6]..

364. 35 U.S.C. § 112 (1988).

365. Compare Steven T. Naumann, Compliance with 35 U.S.C. § 112 for Inventions Containing Computer Software: |s Disclosure of
the Computer Code Required?, 4 SOFTWARE L.J. 443 (1991) (the commentator says that the lack of disclosureis not aper se


http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B342
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B343
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B344
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B345
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B346
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B347
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B348
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B349
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B350
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B351
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B352
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B353
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B354
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B355
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B356
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B357
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B358
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B359
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B360
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B361
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B362
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B363
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B364
http://www.law.berkeley.edu/journals/btlj/articles/vol8/McManis/html/text.html#B365

violation of § 112, provided a person of ordinary skill in the art would have been able to practice and routinely write the program),
with David Bender & Anthony R. Barkume, Disclosure Requirements for Software-Related Patents, COMPUTER LAW., Oct. 1992, at
1 (the commentators conclude that a detailed description of the program, including its source code, is necessary). Only a'person
skilled in the art” can solve this conflict of opinions. Where such a person is enabled to rewrite the program notwithstanding the fact
that the source code is not entirely described, there is no need for further disclosure. See U.S. Patent and Trademark Office, Patentable
Subject Matter-Mathematical Algorithms on Computer Programs, Manual of Patent Examining Procedures § 2106.01 (1981).

366. Naumann, supra note 365.
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