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With the tragic events of
9-11, the ensuing an-

thrax spread, and the war on
terrorism DoD and Govern-
ment are faced with an ever in-
creasing new threat—Cyber
Terror. While terrorists’ plans
have traditionally involved
physical attacks, DoD’s increas-
ing reliance on a highly inter-
connected information grid
translates into a growing possi-
bility that terrorists could elect
to employ computer network
attacks. As the Internet has ex-
panded and DoD’s reliance on
it increased, protests and politi-
cal activism have entered a
new realm. Political activism
on the Internet has already
generated a wide range of ac-
tivity, from using E-mail and
Web sites to organize, to Web
page defacements and denial-
of-service attacks. This edition
of the IAnewsletter features two
articles which address this
evolving threat.

Exploring 
Biotechnology

The recent U.S. tragedy and
the on-going War on Terrorism
has generated increased inter-
est in biotechnology. IATAC, in
support of OSD Net Assess-
ment has over the past year re-
searched new biotechnologies
and has summarized their find-
ings in the form of a detailed re-
port which OSD has released to
the senior leadership through-
out DoD, including the Secre-
tary of Defense and the Vice
President. Given the events,
the interest, and where we are
as a nation, IATAC is publishing
the report as a Critical Review
and Technology Assessment
(CR/TA) to provide for its
wider exposure. The report, al-
though sensitive, is not classi-
fied. We will therefore not post
it to our Web site, but requests
for hard copies may be made
via E-mail.

Recently IATAC assumed re-
sponsibility for publishing the
IO Calendar. For years Don St.
John at DIA did an outstanding

job with the calendar. Opera-
tional demands and time con-
straints precluded the upkeep,
so IATAC proposed we under-
take its management. Pub-
lished bi-weekly and included
in the IA Digest, this calendar
summarizes upcoming confer-
ences and training across DoD
and Government. If you are in-
terested in either receiving the
calendar or posting an upcom-
ing event, please let us know
via E-mail at iatac@dtic.mil.

There are a wide variety of in-
teresting articles in this edition
of the IAnewsletter, which I com-
mend to you, from the DIAP to
the LE/CI Center at the Joint
Task Force for Computer Net-
work Operations and an update
on the PACOM TCCC published
a year ago. We continue to re-
ceive a diverse set of articles
across the spectrum of the IA
and IO domains. As always we
are interested in continuing to
share your thoughts and ideas in
this forum. Please visit our Web
site to download an author’s
packet if you are so inclined. ■

by M
r. Robert J. Lam

b, IATAC Director
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Terrorist organizations like
al Qaeda have indicated

the intent to inflict as much
physical and psychological
damage on their perceived ene-
mies as possible. While terror-
ists’ plans have traditionally in-
volved physical attacks, our
increasing reliance on a highly
interconnected information
grid translates into a growing
possibility that terrorists could
elect to employ computer net-
work attacks as a means of
achieving a mass effect on a
targeted population. In the af-
termath of the 11 September at-
tacks and in the current dy-
namic threat environment,
there are increasing concerns
about predicting, preventing, or
mitigating damage from such
attacks. This article provides a
brief overview of why and how
cyber terror might be employed
as an act of mass effect. Some
key terms are defined, a few
real and fictitious scenarios are
briefly examined, and some
mitigating factors are discussed.

Definitions
There are no universally

shared definitions yet for terms
like cyber terrorism or weapon
of mass effect. As such, the on-
going debate over definitions is

beyond the scope of this article.
However, for the purposes of
discussion this article defines
cyber terrorism and weapon of
mass effect as follows—
• Cyber Terrorism: Under the

USA Patriot Act of 2001,
Title 18 USC was amended,
and the new law allows
some computer attackers to
be prosecuted as terrorists.
Specifically, acts that know-
ingly cause the transmission
of a program, information,
code, or command, and
intentionally cause unautho-
rized damage to a protected
computer and are calculated
to influence or affect the
conduct of Government by
intimidation or coercion, or
to retaliate against
Government conduct may
constitute cyber terrorism. 

• Weapon of Mass Effect
(WME): Several types of
attacks, including: biological,
chemical, nuclear/radiologi-
cal, conventional explosives,
and cyber attacks. Weapons
of mass effect may cause
large-scale alterations of psy-
chological perceptions,
changing and/or influencing
both attitudes and behaviors. 

Cyber Terror: 
Potential for 
Mass Effect

Although it may seem un-
likely that a terrorist computer
network attack could cause a
comparable effect on a popula-
tion as the 1998 Tokyo subway
Sarin gas attacks, consider the
following—
• A group calling themselves

the Internet Black Tigers
took responsibility for
attacks in August 1998 on
the E-mail systems of Sri
Lankan diplomatic posts
around the world, including
those in the United States.1

• Highly visible and publicly
accessible Web sites such as
http://www.whitehouse.gov
provide a ready target for
anyone wishing to promote
an anti-American position or
message. In 1999, electronic
intruders, apparently upset
over the NATO bombing in
Yugoslavia, forced the White
House Web page to go
offline for over twenty-four
hours. While the actual
physical damage was unre-
markable, the larger damage
was the perception by thou-
sands of Americans that the
security of the White House
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was somehow compromised,
albeit electronically.2

• The LoveLetter virus of May
2000, of which anti-virus
vendor Symantec has identi-
fied more than 80 variants,
infected millions of comput-
ers and caused billions of
dollars in damage. The origi-
nal variant of this virus was
eventually traced to a lone
individual.3

• Multiple highly-used Web
sites, including eBay,
Amazon.com, Yahoo.com,
E*Trade.com, and CNN.com
suffered near simultaneous
denial-of-service attacks in
February 2000.4

• The Code Red series of
worms that were launched
in July 2001 reportedly
infected 250,000 computers
in just nine hours, and were
labeled “a real and present
threat to the Internet” by a
group of key INFOSEC agen-

cies including the CERT
Coordination Center and the
National Infrastructure
Protection Center (NIPC).5

The author of this worm has
yet to be identified.

Beyond the destruction, cor-
ruption, or alteration of data,
these examples illustrate anoth-
er important characteristic of
such electronic attacks—the at-
tacker’s attempt to erode confi-
dence in the confidentiality, in-
tegrity, and availability of vital
computer networks (see Figure
1). This is arguably the most
significant way cyber terror
qualifies as an act capable of
mass effect. Such attacks by
means of the click of a comput-
er mouse have affected larger
and wider audiences. These

documented attacks on com-
puter networks portend poten-
tially more serious attacks. 

5

continued on next page

Such attacks by means of the click
of a computer mouse have 
affected larger and wider targets.

Figure 1. Beyond the destruction, corruption, or alteration of data, the above illustrates another important characteristic of such elec-
tronic attacks—the attackers attempt to erode confidence in the confidentiality, integrity, and availability of vital computer networks.
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In testimony before Con-
gress, National Intelligence Of-
ficer for Science and Technolo-
gy, Lawrence Gershwin cited a
recent CIA report that suggests
weapons of mass effect, includ-
ing denial-of-service attacks, are
“likely to proliferate in the com-
ing decade.”6 If we accept this
as true, then we must consider
some even more serious and
plausible scenarios including—
• Cyber terrorists conduct a

series of major intrusions into
international banking net-
works, resulting in a global
loss of confidence in the secu-
rity of the banking system

• Cyber terrorists use comput-
er network attacks to dis-
rupt trading in all major
stock markets, resulting in
huge losses in dollars and
investor confidence

• Cyber terrorists disrupt air
traffic control, raising public
alarm about the safety of air
travel

• Cyber terrorists launch a
denial-of-service attack
against vital Government
information centers, render-
ing them unavailable for
public use 

• Cyber terrorists make subtle,
but significant changes to
vital online documents or
Web pages, which go unno-
ticed by the victims for days
or even weeks

• Cyber terrorists disrupt
Internet traffic globally,
resulting in a loss of confi-
dence in e-commerce

• In conjunction with physical
attacks on key infrastruc-
ture, cyber terrorists employ
computer network attacks to
create a synergistic effect,
amplifying physical and psy-
chological damage.

Although the events de-
scribed in these scenarios may
seem unlikely, they are all
technically possible and may,
in fact, already be within reach
for some terrorists. Michael
Vatis, director of Dartmouth’s
Institute for Security Technolo-
gy Studies, stated that during
the current war on terrorism
cyber attackers are likely to use
Web page defacements, denial-
of-service attacks, worms,
viruses, and data corruption.7

One reason attacks like these
are likely is that the tools for
launching such attacks are
commonly shared among hack-
ers via the Internet. 

Potential Appeal 
to Terrorists

In each of the scenarios out-
lined above, the actual damage
to data caused by the cyber at-
tack may be far less significant
than the longer-term psycho-
logical effects on the targeted
population. It is axiomatic that
successful computer network
attacks undermine trust in sys-
tems that rely on those very
computers, and this “mass ef-
fect” is what could make cyber
attacks useful to terrorists.
This is not the only character-
istic that might attract terror-
ists. Others include—
• Asymmetry: The ability of

a lone individual or small
group to cause dispropor-
tionately massive damage

• Accessibility: The possibili-
ty of inflicting damage on
vital infrastructure that is
normally protected by physi-
cal means

• Anonymity: The ability to
remain hidden in the global
information network by
using commonly available

tools like IP address spoofing
or by employing multiple,
intermediate victim comput-
ers and by transiting nations
and jurisdictions. Anthony
Lake, National Security
Advisor to President Clinton,
maintains that carrying out a
cyber attack presents no
immediate physical danger
to the perpetrator; a strike
can be launched from a
remote location, offering
greater anonymity; and, the
relative simplicity of the
equipment and skills
involved means an individual
can more easily act alone,
without recourse to a larger
group or government.8

• Range: The possibility of
striking targets around the
globe without the need for
physical proximity at the
scene of the attack. In his
recent book Six Nightmares,
Anthony Lake submits that
cyber terror also offers a
vast array of targets, as the
world becomes ever more
wired in the midst of an
information explosion.

Mitigating Factors
While the possibility of ter-

rorists using computer network
attack as a weapon of mass ef-
fect appears to be increasing, it
is important to note that there
are some factors that serve to
mitigate this growing threat.
Chief among these are—
• Technical Challenges

Remain: Causing mass
effects using cyber terrorism
alone remains a technologi-
cal challenge, despite the
availability of increasingly
advanced computer attack
technology on the Internet.
To successfully create a mass

6
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effect, terrorists would need
to cause a major disruption
in a critical computer infra-
structure. Awareness of the
criticality of these infrastruc-
tures by organizations like
the National Infrastructure
Protection Center (NIPC)
makes potential terrorist tar-
gets less vulnerable.

• Disruption is Effective:
Aggressive counter-terrorism
efforts make planning and
executing major attack opera-
tions increasingly difficult for
terrorists. The more preoccu-
pied terrorists are with oper-
ational security, evading law
enforcement and intelligence
services, and keeping their
organizations from being
penetrated, the less freedom
of movement they have to
plan and execute successful
cyber terrorist attacks. 

• Strong Information
Systems Security
Significantly Decreases
Vulnerability: This may be
the area where individual
users and systems adminis-
trators can make the most
difference in thwarting a
potential cyber terrorism
attack. Strict adherence to
strong, coordinated security
policies makes individual
computer networks less vul-
nerable to cyber terrorists.
Furthermore, strong net-
work monitoring, incident
handling, and responsive
forensics can isolate attacks
and keep them from causing
a mass effect. 

Conclusion
It is likely that some terror-

ists consider successful cyber
attacks against critical infra-
structure to be an attractive op-
tion for achieving their goals,
especially if such attacks hold a

high probability of causing a
mass effect on a targeted popu-
lation. Additionally, the avail-
ability of cyber attack tools in-
creases the probability that
terrorists may successfully
achieve a mass effect through
cyber terrorism. Aggressive
computer network defense,
coupled with other traditional
counter-terrorist efforts can
help mitigate this threat. ■

LTC Ed Sbrocco is Deputy Director
for Plans, Policy, and Exercises (J5/7),
Joint Task Force for Computer Network
Operations (JTF–CNO). He is an FA30
officer (information operations) who
received his B.S. in 1984 and M.A in
1994 from the United States Military
Academy. He has held a variety of com-
mand and staff assignments as an Army
infantry officer. LTC Sbrocco has been
assigned to the JTF since its FOC in July
1999. He may be reached at
sbroccoe@jtfcno.ia.mil.

Mr. Tom Ward is a member of IATAC
currently supporting the JTF–CNO
Director of Intelligence (J2) and the
Director of Plans (J5). He holds a B.A.
from DePaul University. His M.S. is from
Northern Illinois University. Mr. Ward
may be reached at wardt@jtfcno.ia.mil.

Mr. Chris Baden is an IATAC member
currently supporting the JTF–CNO
Director of Intelligence (J2). He holds a
B.S. degree from the United States Air
Force Academy and an M.S. from the
Joint Military Intelligence College. He is
currently enrolled in the M.B.A. program
at the University of Maryland, Robert H.
Smith School of Business. Mr. Baden
may be reached at badenc@jtfcno.ia.mil.
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Since the terrorist attacks
on September 11, 2001,

the speculation of the potential
for cyber attacks has varied—
from low-level nuisances to an
all out “cyber war.” What has
been seen thus far is on the low
side of the threat spectrum.
Both pro-U.S. protesters and
anti-U.S. protesters have been
active. However, the effects of
their actions have not been par-
ticularly damaging. 

In the last decade, with the
expansion of the Internet,
protests and political activism
have entered a new realm. Po-
litical activism on the Internet
has already generated a wide
range of activity, from using E-
mail and Web sites to organize,
to Web page defacements and
denial-of-service (DoS) attacks.
These politically motivated
computer-based attacks are
usually described as hack-
tivism, a marriage of hacking
and political activism. 

In addition to the consistent
activity of groups devoted to a
specific long-term cause, the
Internet has also seen short-
term periods of intense politi-
cal activity, which can be re-
ferred to as cyber protests. The
most common type of cyber
protest comes in the form of
Web page defacements. In such
scenarios, a Web site is compro-
mised through some security
deficiency and the hacker is
able to alter it, many times
placing propaganda, profanity,
or pornographic images on it.
Mail bombing is a popular form
of a DoS attack. Massive

amounts of E-mail or Web traf-
fic are directed against a specif-
ic site, overloading it and caus-
ing it to crash. This can range
from being a nuisance and em-
barrassment for an organiza-
tion to a major economic loss
for an e-commerce business. 

Post September
11 Incidents

Pro-U.S. Protests
Beginning on September 11,

patriot hackers and hacking
groups on Internet Relay Chat
(IRC) and newsgroups called
for attacks on Pakistani and
Afghani Web sites. They pro-
moted active retaliation for the
terrorist attacks on the World
Trade Center and Pentagon.
Some of the first Web sites de-
faced were those belonging to
the Afghan News Network,
Afghan Politics, http://www.
Taleban.com, and http://www.
Talibanonline.com. Some sites
were attacked merely because
their name sounded vaguely
Arabic. 

Spam (unwanted mass E-
mails) was used to encourage
hackers to join together in at-
tacking Web sites of Islamic
fundamentalism and those sup-
porting terrorism. The call to
hackers to join forces has been
successful. A group calling it-
self the Dispatchers has taken
up the task of striking out
against Palestinian and Afghani
Web sites. 

A prominent pro-U.S. hack-
ing group formed in late Sep-
tember. Founded by the
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wealthy, German hacker Kim
Schmitz, Young Intelligent
Hackers Against Terror
(YIHAT) has as its stated goal to
gather information on terror-
ists and give that information to
the proper U.S. authorities. 

Anti-U.S. Protests
Anti-U.S. protesters were

quick to respond to the attacks
as well. On September 14, a
hacker using the name Fluffi
Bunni defaced Web sites num-
bering in the thousands by
compromising an ISP domain
name server and redirecting
those sites to a page created by
himself. The message was
“Fluffi Bunni Goes Jihad.” Also,
the LifeStages computer virus
was renamed to WTC.txt.vbs in
order to infect computer users
who were curious about the
World Trade Center. The result-
ing effect on computer systems
was minimal.

Groups of Pakistani hackers
have declared cyber jihad on
the United States and are call-
ing on all hackers of Muslim
faith to participate. GForce Pak-
istan has taken on a large role
in building a coalition to fight
the United States as military
operations are taking place.
Their main targets are U.S.
sites but they are also attacking
Indian sites and foreign sites
supporting the United States.
They have stated that they will
continue to target military sites
and Web sites that support crit-
ical infrastructure.

Web servers and other com-
puter systems in foreign na-
tions are vulnerable as well as
those in the United States. An
incident occurred on October 1,
in Hungary, when hackers
compromised the Hungarian
National Security Office’s Web
site and defaced a page with

anti-U.S. propaganda. This indi-
cates the hackers’ willingness
to go after those nations not di-
rectly involved in the current
war on terrorism.

Conclusions

In the week following the ter-
rorist attacks, Web page deface-
ments were well publicized.
The cyber protests that have oc-
curred thus far have had little
impact on U.S. infrastructure or
the defense community as the
overall number and sophistica-
tion was rather low. Still, they
are indicative of cyber protests
to date. Generally, the most
popularly targeted sites are
those belonging to government,
educational, commercial, and
cultural institutions. However,
any site with an exploitable vul-
nerability will be susceptible to
a cyber attack. Political events
and emerging international sit-
uations will increasingly lead to
cyber protests.

As computing technology be-
comes faster and better, and
hacking tools become more ad-
vanced and easier to use, cyber
protesting and hacktivism will
become more significant to

U.S. national interests. Cyber
protesters are becoming in-
creasingly more organized and
their techniques more sophisti-
cated but, most likely, will con-
tinue to deface Web sites and
perform DoS attacks. There
will also be an increase in the
number of apparently unrelat-
ed hacking groups participating
in the cyber protests. National
boundaries are not always
clearly delineated in attacks on
opposing organizations. Be-
cause the United States is a
multicultural, world-leading
nation it will suffer from at-
tacks on culturally related sites
and structures in the future.
Pro-active network defense and
security management is imper-
ative to information assurance.
International cooperation and
private–public cooperation
within the United States are
necessary to ensure the ongo-
ing function of the defense and
civilian infrastructure.

This product was completed
with support from the CRU-
CIAL PLAYER project. CRU-
CIAL PLAYER is an interagency
project initiated in 1999 by the
Deputy Secretary of the De-
partment of Defense (DoD),
the Deputy Director of the Fed-
eral Bureau of Investigation
(FBI), and the Deputy Director
of the Central Intelligence
Agency, and funded by DoD
and FBI. The project is man-
aged by the National Infrastruc-
ture Protection Center, Wash-
ington D.C. ■

Kris R. Campbell is a
Counterintelligence Analyst with
Veridian. Mr. Campbell supports the
National Infrastructure Protection Center
under the CRUCIAL PLAYER project.
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The Defense-Wide Informa-
tion Assurance Program’s

(DIAP) mission is to ensure
that DoD vital information re-
sources are secured and pro-
tected by unifying and integrat-
ing Information Assurance (IA)
activities to achieve informa-
tion superiority. As the Depart-
ment develops solutions to
counter the many threats to
our information systems and
resources, a key element of our
strategy will be to incorporate
these solutions into the Ser-
vice/Agency information tech-
nology (IT) acquisition process-
es. The DIAP is leading several
initiatives with respect to im-
proving the way the Depart-
ment is integrating IA products
and services into DoD IT acqui-
sition processes.

DoD Wireless Policy
Development Efforts

Exploding onto the commer-
cial scene in recent years is a
wave of wireless technologies
and innovations that offer new
business opportunities and con-
venience features for the public
as a whole. These wireless tech-

nologies (e.g., local area net-
works, personal digital assis-
tants, personal electronic de-
vices, cell phones/personal
communications systems, mo-
bile satellite systems, and mul-
tiple wireless peripherals) also
provide tremendous opera-
tional capabilities for the De-
partment of Defense that can
extend the reach of operational
commanders, and are clearly
the wave of the future. The uses
of wireless technologies within
the Global Information Grid
(GIG) are rapidly becoming
viewed as an operational neces-
sity to facilitate command and
control, as well as combat sup-
port and business applications.

However, these enhanced ca-
pabilities also entail risks that
must be managed. To facilitate
the implementation of wireless
technologies and the manage-
ment of risk to DoD informa-
tion, operations, and person-
nel, the DoD Chief Information
Officer (CIO) directed that an
overarching DoD policy on the
implementation of wireless
technologies be developed. To
that end, a DoD-wide working
group has been charged with
developing that policy which
will address security, interoper-
ability, spectrum, and technol-
ogy, to include operational vul-
nerability assessments. The
target completion date for this
overarching wireless policy is
January 2002.

NSTISSP–11 
Deadlines Rapidly 
Approaching!

The National Security
Telecommunications and Infor-
mation Systems Security Com-
mittee (NSTISSC) provides a
forum for the discussion of pol-
icy issues, sets national policy,
and promulgates direction, op-
erational procedures, and guid-
ance for the security of national
security systems through the
NSTISSC Issuance System.
NSTISSP No. 11, Subject: Na-
tional Policy Governing the Ac-
quisition of Information Assur-
ance (IA) and IA-Enabled
Information Technology (IT)
Products, was issued in January
2000, and established policy
and milestones for incorporat-
ing IA into all systems used to
enter, process, store, display, or
transmit national security in-
formation. NSTISSP–11 further
states that by July 1, 2002, the
acquisition of all commercial-
off-the shelf (COTS) IA and IA-
enabled IT products to be used
on the systems specified above
shall be limited only to those
which have been evaluated and
validated in accordance with
one of the following—
• International Common

Criteria for Information
Technology Security
Evaluation [Common
Criteria]

• The National Security
Agency (NSA)/National
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Institute of Standards and
Technology (NIST) National
Information Assurance
Partnership [NIAP]
Evaluation and Validation
Program

• The NIST Federal
Information Processing
Standard [FIPS] validation
program.

The DIAP continues to publi-
cize this issue and is incorpo-
rating appropriate language
into the DoD acquisition (5000-
series) and IA (8500-series) reg-
ulations, as well as DoD’s im-
plementation of the Federal
Acquisition Regulation (DFAR).
In addition, the DIAP is devel-
oping a process for reviewing
waiver requests, as well as
briefing the DoD’s Information
Assurance Panel (IAP) and CIO
Executive Board in January
2002, and and providing brief-
ings at upcoming IA confer-
ences. For more information on

NSTISSP–11 and the NIAP
processes, refer to
http://www.nstissc.gov/ and
http://niap.nist.gov/.

Developing an 
IA Strategy for 
IT Acquisitions

The National Defense Autho-
rization Act for Fiscal Year 2001
included the requirement to
document an “information as-
surance strategy consistent with
the Department’s policies, stan-
dards, and architecture” before
acquiring mission critical and
mission essential IT, in addition
to complying with other Clinger-
Cohen Act (CCA) requirements.
Webster’s dictionary defines
strategy “as the art of devising or
employing plans toward a goal.”
The Department’s goal of secur-
ing and protecting our informa-
tion resources can only be
achieved through a “cradle-to-
grave” approach towards build-
ing IA into our IT systems, not

adding IA onto already estab-
lished systems. 

Formulating a program’s IA
strategy begins with understand-
ing some key foundation docu-
ments: Defense acquisition poli-
cies embodied in the DoD
5000-series; DoD Chief Informa-
tion Officer (CIO) Guidance and
Policy Memorandum (G&PM)
on Global Information Grid
(GIG) Information Assurance;
and the DoD Information Tech-
nology Security Certification
and Accreditation Process
(DITSCAP). GIG G&PM 6–8510
and the DITSCAP provide guid-
ance on IA requirements for IT
development that must be in-
cluded in a program’s overall re-
quirement document, system
design, and proposed opera-
tional concepts. IA costs (e.g.,
technical solutions, personnel,
training, physical security, engi-
neering, etc.) must also be de-
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Figure 1. Although wireless technologies provide tremendous operational capabilities for DoD, they entail risks that must be managed.
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In the spring of 2000,
Brigadier General James D.

Bryan, then the PACOM J6, au-
thored an article in IAnewsletter
Vol. 3 No. 4 outlining the vision
of the Pacific Theater NETOPS
initiative. Since the publish
date of that article, the US-
CINCPAC Theater C4I Coordi-
nation Center (TCCC) has
made great strides in develop-
ing network situational aware-
ness in the Pacific Theater. It
became apparent that this ini-
tiative is constructed of two dis-
tinct components—the technol-
ogy that makes the vision of the
Global Information Grid (GIG)
and the NETOPS initiative pos-
sible, and the partnerships that
make it a reality. 

Through its working rela-
tionships with DISA, the Ser-
vice Components, Sub-Unified
Commands, JTFs, other CINC
TCCC’s, and Joint Staff, US-
CINCPAC continues to strive to-
ward achieving Information Su-
periority and true
enterprise-level processes in
the Pacific Theater. 

The USCINCPAC TCCC is the
pilot program for the Assistant
Secretary of Defense for Com-
mand, Control, Communica-
tions, and Intelligence
[ASD/(C3I)] NETOPS concept.
Thus, the journey began with
development of the architectur-
al framework for the NETOPS
initiative. USCINCPAC devel-
oped a Concept of Operations
(CONOPS) outlining the key
players and their roles and re-
sponsibilities necessary to de-
velop the NETOPS construct in
the Pacific Theater. Standard
Operating Procedures were
also developed and an effort to
develop joint Tactics, Tech-
niques, and Procedures (TT&P)
for NETOPS is in progress. The
staff also developed an archi-
tectural framework linking US-
CINCPAC Joint Mission Essen-
tial Tasks (JMETs) and
Information Exchange Require-
ments (IERs) to the NETOPS
mission and daily operations in
the TCCC. By linking TCCC op-
erations back to JMETs, leader-
ship is able to more accurately

validate both the mission and
resource requirements. 

To achieve the NETOPS vi-
sion, USCINCPAC incorporated a
three-phased development
model. Phase I focused on gain-
ing essential operational capabil-
ities to obtain situational aware-
ness over the Theater
Information Grid (TIG). Current-
ly in Phase II, the focus expand-
ed to include achieving opera-
tional capabilities outlined in
Joint Vision 2020, Information
Transport and Processing; specif-
ically building collaboration
throughout the Theater and pro-
viding the linkage from systems
performance back to current op-
erations. In Phase III, the focus
expands again to include creat-
ing enterprise-wide processes in
order to establish an enterprise
operations capability for the TIG.
Through the infusion of technol-
ogy and the evolution of The-
ater-wide processes the TCCC
developed a viable situational
awareness and operational im-
pact assessment capability. 

Within the NETOPS con-
struct, it is envisioned that ca-
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pabilities go beyond the tradi-
tional functions associated with
Telecommunications Network
Management (TNM), Informa-
tion Assurance (IA) and Infor-
mation Dissemination Manage-
ment (IDM) through the
synergy of these three func-
tions in an operational environ-
ment. USCINCPAC is making
significant progress in each of
the functional areas as well as
in the overarching areas of
knowledge management and
enterprise operations. 

Current Capabilities
Network Management: Net-

work Management is the most
mature discipline within the
NETOPS concept, with a num-
ber of common protocols and
methods in use at USCINCPAC.
The Integrated Network Man-
agement System (INMS) built
on AI Metrix NeuralStar tech-
nology (INMS V.2) is the Man-
ager of Managers chosen for
DISA’s long haul circuit and
specialized network monitoring
responsibilities. The legacy ap-
plication, World Wide Online
System-Replacement or
WWOLS–R is now a partner ap-
plication of INMS V.2, provid-
ing specific circuit details such
as bandwidth, classification
level, circuit designation and
basic functionality. These two
tools provide a backdrop and
substantial near real-time view
of the DISN backbone from a
“stoplight chart” (red, yellow,
green) perspective of tens of
thousands of nodes. For the
next dimension of visibility the
TCCC utilizes DISA’s NetHealth
application (by Concord®) to
provide historical and near
real-time statistical reporting of
network performance. 

Information Assurance:
One of the primary goals in this

arena is the development of an
IA Common Operational Picture
(IA COP) for the Theater. The
key milestone was the installa-
tion of the Automated Intrusion
Detection Environment (AIDE).
AIDE is an Advanced Concept
Technology Demonstration
(ACTD) designed to combine
raw intrusion data (events) from
a wide range of dissimilar
vender Intrusion Detection Sys-
tems (IDS) products and fire-
walls. Real time correlation of
events from multiple sources
provides the basis for a real time
IA COP and provides the opera-
tor with a predictive analysis ca-
pability. Due to the large data
warehousing capability, retro-
spective analysis of large areas
of coverage is also possible.

Information Dissemina-
tion Management (IDM):
IDM endeavors to convert the
mass amounts of data available
on the GIG into usable knowl-
edge. Made up of a series of In-
ternet/Intranet search engines,
the Global Broadcast System
(GBS) and a highly configurable
information broker concept,
IDM promises to ensure deliv-
ery of the right information to
the right place at the right time.
USCINCPAC developed an IDM
CONOPS, and is developing a
significant GBS capability. As
an operational test site for
DISA’s IDM V3.0 software
(scheduled for release later this
year), the TCCC is positioned to
help shape the implementation
strategy for this new capability
within the NETOPS arena. 

Joint Task Force
(JTF) Support

The TCCC recently added
Domain Name System (DNS)
service to its set of core capa-
bilities. Due to the 24x7 operat-
ing schedule, providing DNS

service to deployed JTF’s from
the TCCC improves response
time when DNS problems
occur or changes are required.
It also improves coordination
during the planning process
and creates a “one-stop” shop
for JTFs to work C4 issues.

Creating and 
Sharing Knowledge

“Data is not information, in-
formation is not knowledge,
knowledge is not understanding,
understanding is not wisdom.”

Cliff Stoll & Gary Schubert

The innovations discussed in
the previous paragraphs pro-
vide the pieces necessary for
an overall C4 picture within the
Theater. Bringing this informa-
tion together to create usable
knowledge for decision makers
is the next step in the creation
of a Network/IA Common Op-
erational Picture (NET/IA
COP)—a primary focus of the
NETOPS concept. To accom-
plish this the TCCC provides
linkage between operational
missions and network health
through the fusion of NM and
IA capabilities. The final step is
distributing this knowledge via
a vehicle such as IDM. 

Further facilitating this trans-
formation of information, devel-
opers at USCINCPAC reengi-
neered TCCC processes as well
as many Theater-wide processes
and tailored a Remedy Knowl-
edge Management System to
capture data. The idea is to have
all of the information available
in one location where it can
more effectively be used for
metrics and data mining. The
latest project in the area of
knowledge management and in-
formation sharing is the imple-
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The tragedy of September
11th has shown that terror-

ist organizations continue to
target U.S. critical infrastruc-
tures. These events have also
shown us “up close,” that hostile
entities have the resolve, the re-
sources, and an increasing tech-
nological capability to carrying
out sophisticated attacks. These
attacks spotlight an even
greater need for information
sharing and analysis through-
out Government and the U.S.
Intelligence Community. The
U.S. response to the attacks also
emphasizes the need for in-
creased protection of infrastruc-
tures supporting DoD and U.S.
national security systems.

Because of the inherent vul-
nerabilities to information sys-
tems and the ubiquitous nature
of networking, DoD crisis re-
sponse organizations are re-ex-
amining their capabilities for
responding to cyber attacks.
Capability assessments to sup-
port National Military Strategy
have also recently taken place
to assist in DoD’s QDR process.

In an effort to support mission
assurance, DoD law enforce-
ment (LE) and counterintelli-
gence (CI) organizations have
intensified their efforts for re-
sponding to cyber attacks
against Defense critical infra-
structures. The primary DoD
agencies involved include the
Defense Criminal Investigative
Service (DCIS), the Air Force
Office of Special Investigations
(AFOSI), the Naval Criminal In-
vestigative Service (NCIS), the
U.S. Army Criminal Investiga-
tion Command (USACIDC),
and the U.S. Army Intelligence
and Security Command.

In 1998, DoD Components
formed a collaborative effort to
share information, conduct
analysis, and coordinate investi-
gations. This was accomplished
through the Defense Compo-
nents Law Enforcement &
Counterintelligence Center co-
located within the spaces of the
United States Space Command’s
(USSPACECOM), Joint Task
Force for Computer Network
Operations (JTF–CNO). Each of

these agencies has dedicated
representation in the Center.

The LE&CI Center coordi-
nates, de-conflicts, and facili-
tates law enforcement and CI
support and analysis for DoD
computer network incidents
and relevant criminal counter-
intelligence investigations and
inquiries. These efforts include
a comprehensive integrated ap-
proach and understanding to
support the protection of de-
fense, national, and interna-
tional infrastructures critical to
U.S. national security during
times of peace, crises, and war.

To improve upon this capa-
bility, the Defense Compo-
nents have intensified their ef-
forts by forming a “law
enforcement and counterintel-
ligence analysis branch” within
the LE&CI Center. This newly
formed unit will conduct analy-
sis and correlate criminal and
CI investigations relevant to
computer network intrusions
across DoD and military ser-
vice boundaries to support
warfighters and national securi-
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ty requirements. The Center’s
analysts will work to identify
trends and support indications
and warnings by analyzing
fraud, criminal, and counterin-
telligence cyber investigations
and data from multiple agen-

cies and information sources.
The LE&CI Center analysis
branch will aggregate and dis-
tribute information quickly and
efficiently to support both the
U.S. military LE and CI com-
munities, and the operational
needs of the JTF–CNO. Inputs
for analysis will come from
both classified and unclassified
sources to provide an all source
view of the current and emerg-
ing threats. State-of-the-art in-
formation technology, databas-
es, and analytical tools will
play a central role in the devel-
opment of the Center’s analysis
products. The LE&CI Center
analysts will work within DoD
by leveraging the analytical ef-
forts of each of the LE&CI Cen-
ter’s parent organizations. Ex-

ternal coordination also takes
place by leveraging informa-
tion and capabilities from the
security arena, and other Fed-
eral, State, and Local law en-
forcement, and the U.S. Intelli-
gence Community.

The formation of a multi-
agency analysis capability has
distinctive advantages for DoD. 
• This capability provides the

means to integrate multiple
agency data and analysis
through the production of
actionable analytical products. 

• It provides agents and ana-
lysts with a collaborative
environment to bring togeth-
er the collective experiences
and information that has tra-
ditionally been stovepiped. 

• It provides the ability to
aggregate somewhat margin-
alized data from multiple
sources to provide meaning-
ful analysis. 

• This effort provides DoD
greater insights into the
results of law enforcement

and counterintelligence
investigations that may
impact military readiness. 

During the Cold War Era, mil-
itary commanders were mainly
concerned with foreign threats
to DoD resources and capabili-
ties. Today, the threat has
evolved and as we have seen,
domestic security is equally
vital in managing risks. The in-
tegration of DoD investigative
analysis with other relevant
data increases the commander’s
view into the law enforcement
and counterintelligence com-
mon operational picture. ■

Mr. Eric White is a member of IATAC
currently supporting the DoD Law
Enforcement and Counterintelligence
Center (LECIC), co-located with the Joint
Task Force for Computer Network
Operations (JTF–CNO), Arlington, VA.
Mr. White is the lead law enforcement
and counterintelligence analyst for the
LECIC’s Analysis Branch. He holds a
B.A. in Criminology from Saint Leo
University, and has completed require-
ments for the M.S. Degree in Information
Systems and Telecommunications from
Johns Hopkins University, School of
Business and Professional Studies. Mr.
White is certified as a System Security
Practitioner (SSCP). He may be reached
at whitee@jtfcno.ia.mil.
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mentation of a Patrol Enterprise
Management (PEM). The PEM
was installed in the TCCC in
September 2001 after being se-
lected as a “Gold Nugget” from
last year Joint Warrior Interop-
erability Demonstration (JWID).

From its inception, develop-
ers and operators at the TCCC
made sharing visibility a top
priority. One of the first initia-
tives was working with DISA to
get INMS and VTC capabilities
out to the Service Components
and Sub-Unified Commands.
Additionally, the aggregate of
information collected and ana-
lyzed by the TCCC is presented
to the J6 in the daily Current
Operations Briefing. This infor-
mation is continually updated
and made available to Theater
partners through the TCCC
SIPRNET Web page. Informa-
tion is also routinely shared
through collaborative means
using such tools as VTC, Net-
Meeting, and Info Workspace.
Of note, it was decided early on
to pursue technology for imple-
mentation only if it had the
“joint seal of approval.” For this
reason, only products that are
DISA sponsored, ACTDs, or
JWIDs are implemented in the
USCINCPAC TCCC.

Partnerships
Technology insertion within

the TCCC laid the foundation to
achieve the vision of the NE-
TOPS concept for the Pacific
Theater. However, the TCCC
could not have enjoyed the suc-
cesses to date without partner-
ing with key players in The-
ater; specifically, DISA–PAC,
the Regional Satellite Support
Center Pacific (RSSC–PAC), the
Navy Computer and Telecom-
munications Area Master Sta-

tion (NCTAMS) Wahiawa, the
Service Components, Sub-Uni-
fieds, and JTFs. 

The USCINCPAC TCCC has
become an operational exten-
sion of the USCINCPAC Crisis
Action Team (CAT) J6 and pro-
vides Theater-wide C4 situa-
tional awareness to the J3 and
the Joint Operations Center
(JOC). The TCCC is able to pro-
vide more relevant situational
awareness for the CINC’s The-
ater operations. 

DISA, as the lead for develop-
ment of the GIG concept, is not
only the most likely candidate to
champion its development and
enterprise management but is
also the only organization with
the experience and global reach
to execute this concept. The close
relationship between the US-
CINCPAC TCCC and DISA–PAC is
one of the keys to success for NE-
TOPS in the Pacific. 

The TCCC and the DISA–PAC
Regional Network Operations
and Security Center (RNOSC) in
conjunction with the DISA Field
Office, located at USCINCPAC,
form the backbone for this very
strategic partnership. DISA and
USCINCPAC have worked hand
in hand throughout develop-
ment of the NETOPS concept in
the Pacific. The DISA–PAC
RNOSC serves as the technical
arm of the TCCC and the two or-
ganizations communicate via a
24x7 active VTC connection cre-
ating a virtual “shared work-
space.” Additionally, DISA and
the TCCC have experimented
with the CINC NOSC or CNOSC
concept, which physically lo-
cates DISA personnel in the
TCCC. The idea is to facilitate in-
formation sharing and provide a
robust INMS analysis capability.
At USCINCPAC this relationship

proved successful with positive
results and feedback from recent
joint exercises such as ULCHI
FOCUS LENS 2001. Permanent,
limited hour, CNOSC manning is
scheduled to begin in 2nd quar-
ter of Fiscal Year 2002. 

Relationships within the the-
ater have also helped accelerate
TCCC’s achievement of specific
IA goals. Developing and refin-
ing business processes such as
the tracking and reporting In-
formation Assurance Vulnera-
bility Assessments and Bul-
letins (IAVAs and IAVBs)
brought visibility and structure
to a process, which is key to en-
suring protection of Theater in-
formation systems. Evolving re-
lationships between IA
organizations such as the Glob-
al Network Operations and Se-
curity Center (GNOSC), region-
al Computer Emergency
Response Teams (CERTs), Net-
work Operations and Security
Centers (NOSCs), and the TCCC
greatly improved information
sharing and overall visibility of
the information warfare threat.
USCINCPAC is also working
with local intelligence agencies
to augment the TCCC with an
intelligence analyst in an effort
to become more proactive in
protecting Theater networks. 

The identification and imple-
mentation of new technologies
to further the NETOPS concept
is an on-going effort at TCCC.
Critical to this effort are part-
nerships with the Defense Re-
search Projects Agency
(DARPA) and the JBC as well as
associations with ACTDs and
JWID. These relationships are
key to the success of the GIG
and serve to accelerate and in-
crease the quality of solutions
derived. Collaboration and in-
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volvement of these players has
already proven successful with
advances such as AIDE and
BMC Patrol. 

Planners and developers at
the TCCC work closely with the
USCINCPAC Chief Information
Officer (CIO) and his staff in
developing the NETOPS con-
cept and TCCC capabilities. The
CIO’s vision and broad respon-
sibilities form a natural bond for
GIG implementation and facili-
tate a conduit to implement
strategic requirements that
often cross Service boundaries. 

Relationships with individual
Services and Sub-Unified Com-
mands continue to mature with
great strides being made at the
Service level to establish enter-
prise management capabilities.
Programs such as the Navy and
Marine Corps Intranet (NMCI)
and the Air Force’s Network
Management System/Base In-
formation Protect (NMS/BIP)
provide small examples of and
test beds for the global enter-
prise management concept of
the GIG. The key for continued
development of the GIG and
the NETOPS concept is the

massing of these Service initia-
tives at a Joint level.

Future plans are underway
to increase the USCINCPAC
TCCC physically and function-
ally with a move to a larger,
state-of-the-art, facility in Feb-
ruary 2004. Plans call for the
collocation of additional
DISA–PAC and USCINCPAC
functions to further capitalize
on this successful partnership. 

Conclusions

“Those who capture this
computing power and the corre-
sponding speed of the informa-
tion flow are going to have a
tremendous advantage. I don’t
care where you look in the spec-
trum of warfare. Throughout
history, soldiers, sailors,
Marines and airmen have
learned one valuable lesson: If
you can analyze, act and assess
faster than your opponent, you
will win!”1

Gen Ronald R. Fogleman

Through technical integra-
tion and evolving Theater
partnerships the USCINCPAC
TCCC is forging the way for

NETOPS in the Pacific Theater.
Developers are working with
the Joint Staff and DISA to
help shape the GIG and NE-
TOPS initiatives in order to
provide situational awareness
of Theater networks and the
critical link back to Theater
operations. This operational
linkage provides the mass of
force necessary for more accu-
rate and timely decision-mak-
ing for Theater warfighters
and is the foundation for infor-
mation superiority in the Pa-
cific Theater. ■

Lieutenant Colonel Timothy M. Petit is
Chief, C4 Current Operations Branch, J6
USCINCPAC, Camp H.M. Smith, Hawaii.
He graduated from the United States
Military Academy with a B.S. in Computer
Science. He also holds a Masters of Science
Degree in Operations Research from
Georgia Tech University and an M.A. in
National Security and Strategic Studies
from the Naval War College. 

Robert Lietzke is a Program Manager
supporting the Pacific Network Operations
initiative at Camp Smith, Hawaii. He
graduated with a B.S. in General
Engineering from the United States Air
Force Academy and holds an M.S. in
Human Resource Management and
Development from Chapman University. 

Mark Miller is a Senior Information
Assurance Engineer supporting the Pacific
Network Operations initiative at Camp
Smith, Hawaii. He graduated from Troy
State University with a B.S. in Computer
Science and holds an M.S. in Computer
Science from Boston University. 

Endnote

1. “Information Operations: The Fifth
Dimension of Warfare” Remarks as
delivered by Gen Ronald R.
Fogleman, Air Force Chief of Staff, to
the Armed Forces Communications-
Electronics Association, Washington,
April 25, 1995.
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Those charged with provid-
ing computer and network

security are faced with a dizzy-
ing array of defense strategies,
hardware solutions, software
tools, and policies all aiming to
provide some element of infor-
mation assurance. As is the
case with any security, it can be
difficult to know when things
are working properly and that
security efforts are on the right
track. Considering the rate of
technological development, the
challenges easily appear insur-
mountable. As with any lofty
undertaking, every now and
again what is needed is to get
back to basics. In recent
months, the Joint Integration
and Test Facility (JITF) at the
Air Force Research Laborato-
ries, Rome Research Site has
been exercising the fundamen-
tals of Information Assurance
(IA) and getting back to basics
with source code reviews. 

Code reviews are critically
important to IA. If there are
any doubts about the necessity
of such reviews, consider that
an extremely high percentage
of our collective approach to IA
and Information Operations
(IO) relies directly on software
and its ability to function reli-
ably. Aside from the obvious
computers, software runs our
switches, routers, hubs, and
other networking hardware. It
comprises the very tools we
use for computer and network
defense. Conventional software
testing may demonstrate that
the software is generally stable,
but IA requires answers to ad-

ditional questions. Did the soft-
ware come from a trusted
source? Did it even come from
within this country? How
many hands were involved in
the creation of our software?
Do we care to speculate
whether it is opening holes in
our defense, possibly exposing
invisible weaknesses? With
these questions in mind, re-
viewing source code for securi-
ty is clearly a wise investment
of our efforts.

The mission of the Rome Re-
search Site’s Joint Integration
and Test Facility is to evaluate
the installation and integration
of Department of Defense Intel-
ligence Information System
(DODIIS) Intelligence Mission
Application (IMA) software and
other information technology
assets. The chief objective of
the JITF is to establish that
IMAs integrated into a com-
bined site system will not nega-
tively interact with other IMAs
and will not lower the ability of
the user to perform his job. This
role gives the JITF a unique
purview of IA requirements
and the negative impacts of bad
software, making the JITF par-
ticularly qualified to perform
source code reviews. 

Traditionally, code reviews
are performed during the devel-
opment cycle by the develop-
ment staff. They take the form
of a non-critical peer review
aiming to create a higher quali-
ty product by enforcing coding
standards, employing more effi-
cient algorithms, and eliminat-
ing bulky, needless code. Often,
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the development phase is the
best place for this sort of review
due to its potentially large im-
pact on the final product and
lower implementation costs
due to early intervention. 

However, the JITF is in a
unique position to perform a
different type of code review,
effectively reinforcing those
done during development. The
JITF staff includes experienced
engineers who have a greater
collective view of the opera-
tional environment than might
be available to a developer.
Moreover, because they are not
associated with any develop-
ment staff or program office,
they offer objectivity that is es-
sential for candid reviews. This
impartiality in testing allows
JITF engineers to perform re-
view of source code at possibly
the most critical juncture—be-
fore it is deployed at user sites
and after the majority of the de-
velopment work has been done. 

Methods used by the JITF
range from traditional low-tech
approaches (this typically
means visually scanning the
source code) to innovative au-
tomated approaches.

The visual scan is time con-
suming and places rather hefty
demands on reviewers. Having
a good grasp of the software’s
intended capabilities and de-
ployed architecture before the
start of the review is frequently
helpful. From that point, the re-
view is helped along by a limit-
ed number of automated tools
(such as ITS4 or RATS)1 to
speed up the process, but ulti-
mately it will resort to reading
and reporting on every part of
the code. Such was the case in a
recent scan of 70,000 lines of
Java code for a Department of
Defense client. 

Not all code reviews are con-
ducted to hunt out computer se-
curity holes. Sometimes code re-
view is necessary in order to
release raw source code to a for-
eign government or prepare it to
be recompiled in such a way that
will not reveal sensitive com-
ments or phrases. For example,
when releasing it to trusted third
parties or subcontracted devel-
opers. The JITF has recently
made headway in this area with
the development of a specialized
code scanning utility. 

The JITF engineers were
faced with reviewing the source
code of a large product without
any software tools to identify
changes that must be made be-
fore the software could be re-
leased to coalition partners. As
a result, they created the
“Source Code Review” (SCR)
tool kit. In its current version,
SCR performs dynamic search-
es on source code and identifies
any words or phrases that might
be objectionable. The entire
code base can be examined at
the same time, cataloguing orig-
inal source along with recom-
mended necessary changes for
historical reference. 

SCR also accelerates the
progress of any review of asso-
ciated images, which might in-
clude emblems, banners and
icons. While it does not yet ex-
amine each image for hidden
markings, SCR does organize
all images as expandable
thumbnails, permitting the re-
viewer to select suspicious im-
ages for closer examination and
eliminate them from the base-
line if necessary. 

If much of this sounds analo-
gous to good configuration
management practices, this is
not coincidental. The philoso-
phies are quite similar, after all.
In fact, good coding practices,

configuration management and
judicious use of strict compila-
tion rules will eliminate the
great majority of weaknesses in
most software. However, in
those special cases of high sen-
sitivity calling for extra precau-
tion, there is nothing like being
able to reach back to funda-
mentals and being able to as-
sure software users that the
code itself is safe. This is the
practice of the JITF. ■

Mr. Louis Scheiderich, GM–14,
Supervisory Computer Engineer is the
Program Manager for the Joint
Integration Test Facility. He manages the
activities of approximately 22 govern-
ment and contractor personnel with a
primary mission of enhancing the inte-
gration and interoperability of intelli-
gence systems during development and
while operational. The JITF performs
testing and evaluation, and provides
engineering and consulting support to
intelligence system developers and opera-
tional sites. He received his Associates
Degree in Engineering Science from
Mohawk Valley Community College in
1968. In 1970 he received his B.S. in
Aerospace Engineering from the
University of Buffalo and in 1982 his
M.S. in Systems Management from the
University of Southern California.

Endnote
1. ITS4 can be downloaded from

http://www.cigital.com/its4/ at no
cost (certain conditions apply) and
RATS is available from
http://www.securesw.com/rats
under the GNU public license ver-
sion 2.
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Converging 
Technologies 

In FY98 the General Services
Administration (GSA) Smart

Card Initiatives Team an-
nounced an initiative to explore
the framework to integrate bio-
metrics and smart card tech-
nologies and to develop guid-
ance for Government-wide
smart card interoperability. Part
of the initiative included the for-
mation of a biometrics/smart
card integration effort and the
publication of a comprehensive
biometric/smart card integra-
tion guide.

The Defense Department’s
Smart Card Senior Coordinat-
ing Group (SCSCG) recently
chartered the Department of
Defense (DoD) Biometrics
Management Office (BMO) to
form a working group to ex-
plore the combination of bio-
metrics and smart card tech-
nologies. The DoD smart card,
commonly referred to as Com-
mon Access Card (CAC), is sim-
ilar in size to a credit card and
contains an embedded integrat-
ed circuit chip (ICC). 

The new working group, re-
ferred to as the CAC–BWG, will
evaluate biometrics alterna-
tives and recommend enter-
prise solutions for biometrics
with the CAC. DoD started the
review of smart card technolo-
gy after the National Defense
Authorization Act of FY00 re-

quired the establishment of a
smart card senior coordinating
group (SCSCG) chaired by the
Department of the Navy
(DON). Furthermore, DoD es-
tablished the Electronic Busi-
ness Board of Directors (EB
BOD) to oversee the operations
of the SCSCG in their develop-
ment and implementation of
department-wide interoperabil-
ity standards for use of smart
card technology. 

The SCSCG chartered the
CAC–BWG to—
• Evaluate biometric alterna-

tives and recommend an
enterprise solution for bio-
metrics with the CAC

• Make recommendations to
the SCSCG concerning CAC
related biometric, hardware,
software, policy, and legal
issues

• Assist Functional
Community Panels (FCPs)
and CINC/Services/
Agencies in biometrics/CAC
integration

• Coordinate and analyze
requirements for CAC-
biometrics

• Seek commonality in appli-
cations and software/hard-
ware interoperability

CAC–BWG Membership—
The CAC–BWG is chaired by
the DoD BMO and membership
is open to representatives from
each Functional Community

Panel (FCP), CINC, Service,
and Agency. 

Technology
Technological advances in

Integrated Circuit Chip (ICC)
capabilities, smart card readers,
and card configuration provide
multi-purpose applications to
authenticate, identify, and veri-
fy users in logical and physical
domains. These applications
not only provide enhanced in-
formation assurance and access
control but can also streamline
organizational processes and
procedures. Several enhance-
ments in smart card capabili-
ties include increased 64-Kilo-
byte EEPROM (electrically
erasable programmable read-
only memory), 32-Bit Con-
trollers, up to 135-Kilobyte
ROM, 5-Kilobyte RAM, and en-
hanced data crypto accelera-
tor/engine. In essence, these
mini computers enable smart
cards to hold more data, in-
crease data encryption speeds,
and increase processing capa-
bilities. 

Other emerging technologies
include the use of contactless
smart cards using radio fre-
quency identification (RFID)
technology. This technology
enables smart cards to transmit
a signal to a receiver device em-
bedded in either the smart card
reader or access control device.
Combination smart cards
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(combi-cards) include both con-
tact and contactless applica-
tions depending on the opera-
tional environment, such as
tighter security environments. 

Multi-Applications
Biometrics combined with

smart cards offer unique identi-
fication and authentication ap-
plications. These applications,
coupled with the correct blend
of support and training, provide
the end-user access to logical or
physical systems. Possible appli-
cations include access to por-
tals, extranets, intranets, Web-
enabled resources, internet
e-commerce applications, med-
ical data, DoD controlled facili-
ties, and potentially future
weapon systems. Depending on
environmental and operational
constraints, multiple biometric
identification applications can
be layered into one suite to en-
able multi-factor authentication. 

Recently, the Air Force con-
ducted a CAC/Public Key Infra-
structure (PKI) beta test to eval-
uate the issuance and use of
CACs with PKI certificates. The
evaluation focused on interop-

erability of CAC software, mid-
dleware, and hardware configu-
rations. The evaluation result-
ed in collection of empirical
interoperability data and identi-
fied issues with end-user edu-
cation and training. 

Future applications of bio-
metric-enabled smart cards de-
pend on the widespread accep-
tance of both technologies and
the operational utility to the
end-user. Studying possible
variations and alternatives of
combining these technologies
may lead to viable solutions in
an operational setting. 

The statements in this article
describe work in progress within
the DoD BMO and the USAF Bio-
metrics Office, and do not nec-
essarily represent the official
policy of the Biometrics Man-
agement Office or the USAF Bio-
metrics Program Manager. ■

Mr. Tom Castellano is a member of
IATAC and supports the U.S. Air Force
(USAF) biometrics office at HQ’s, USAF
Communications and Information,
Directorate of IT Enterprise Operations,
Network Systems, Infrastructure Branch.
He was recently mobilized to support

Operation Noble Eagle at the U.S. Army
Land Information Warfare Activity
(LIWA) and can be reached via E-mail at
tjcaste@liwa.belvoir.army.mil.

References
CardTech/SecurTech Web site and

conference proceedings CDROM,
available at: http://ctst.com.

Department of Commerce, National
Institute of Science & Technology
(NIST) Biometrics Consortium,
available at: http://www.biometrics.
org/.

Department of the Navy CIO avail-
able at:
http://www.doncio.navy.mil/
focusareas/smartcard/index.html.

Department of the Navy (DON)
Information Management and
Information Technology (IM/IT)
online resource site, available at
http://www.don-imit.navy.mil/.

DoD Biometrics Management Office
(BMO), available at
http://www.c3i.osd.mil/biometrics/.

Peck, Michael, Smart Cards for Smart
Soldiers, Card Technology—
Tracking the Future of Card
Systems and Applications, May
2001. 

U.S. General Services Administration
(GSA) Smart Card Office, available
at http://www.smartcard.gov.

21

Sample of a Smart Card

http://iac.dtic.mil/iatac
http://ctst.com
http://www.biometrics.org
http://www.doncio.navy.mil/focusareas/smartcard/index.html
http://www.don-imit.navy.mil
http://www.c3i.osd.mil/biometrics
http://www.smartcard.gov


I A n ews l e t t e r  •  Vo l .  4 ,  No .  4 ,  W i n t e r  01 / 02 http://iac.dtic.mil/iatac

Aseries of Information As-
surance distributive train-

ing products, which provide
baseline training for CINCs, Ser-
vices, agencies and other DoD
organizations and can be inte-
grated into specific IA training
programs, is currently being dis-
seminated by the Defense Infor-
mation Systems Agency. These
computer-based/Web-based
training products serve organi-
zations and individuals through-
out the Department of Defense,
as well as other federal depart-
ments and agencies, state and
local governments, and educa-
tional institutions. 

Many DoD organizations use
these training products in their
certification programs for Sys-
tem Administrators (SAs), In-

formation System Security Offi-
cers and Managers (ISSOs and
ISSMs), and other IA person-
nel. They are also used to satis-
fy the requirements of the
Computer Security Act of 1987
for end users. Four of the CBT
products, Introduction to the
Defense Information Technolo-
gy Security Certification & Ac-
creditation Process (DITSCAP),
Operational Information Sys-
tems Security, CyberProtect, an
interactive computer network
defensive exercise, and DoD In-
formation Assurance Aware-
ness, are currently required by
DISA for level one certification
of its System Administrators.
Although these products are
created primarily for the DoD,
with input from the Defense-

wide IA Program (DIAP) office
and service IA training repre-
sentatives, they are also used in
support of national-level IA Ed-
ucation, Training, and Aware-
ness outreach programs. Sever-
al of the products, including
CyberProtect, have a nation-
wide as well as a federal-wide
audience. Many public and pri-
vate universities, as well as Ser-
vice and agency schoolhouses,
have incorporated the series
into their IT courses. Further-
more, some of the products
have been customized by non-
DoD organizations and agen-
cies to create training materials
designed for their specific
training needs. 
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Information 
Age Technology

Many new training prod-
ucts have recently be-

come available. Updates of In-
formation Age Technology,
now Information Age Technol-
ogy V.2.1, and DoD INFOSEC
Awareness, now DoD Infor-
mation Assurance (IA) Aware-
ness, are additions to the IA se-
ries. Intended for those who
are not information technolo-
gy professionals but need to
understand the terms and op-
erations of the communica-
tions infrastructure, Informa-
tion Age Technology V.2.1
describes critical infrastruc-
tures and their relationship to
the Internet. DoD Information
Assurance Awareness explains
the components of Informa-
tion Assurance, as well as the
laws and policies designed to
ensure it. In addition, DoD IA
Awareness includes expanded
sections to reflect the ever-
changing world of information
technology: descriptions of in-
ternal and external threats to
information systems, new in-
formation about technology
specific vulnerabilities, and an
additional focus on the Inter-
net, including detailed discus-
sions of E-mail, macro viruses,
hoaxes, and Distributed De-
nial of Service (DDOS) attacks.

23

IA in Defense in
Depth

Information Assurance in De-
fense in Depth is another re-

cently released Web based
training product. Based on the
Joint Vision 2020 concept of In-
formation Superiority, and in-
tended for military and civilian
personnel responsible for the
defense of DoD computers and
computer networks, this
course explains the concept of
“Defense in Depth.” Using the
multi-dimensional defenses of
a mediaeval castle as a model,
it demonstrates the importance
of a layered defense, which in-
tegrates the capabilities of peo-
ple, operations, and technolo-
gy. The user will learn how to
detect, defuse, and react to a
wide range of threats to net-
works, enclave boundaries,
local computing environments,
infrastructure support, and
emerging technology. 

These CBT/WBT products
are additions to a growing selec-
tion of Web based training prod-
ucts, including IO Fundamen-
tals, an overview of Information
Operations in the Joint context,
and Secret and Below Interoper-
ability (SABI), an explanation of
the network-centric process that
incorporates risk management
into all decisions for Secret and
Below connectivity. 

Unix Security
for System 
Administrators

Additional Web based
training products in-

clude Unix Security for Sys-
tem Administrators, designed
to help the beginning to in-
termediate level systems ad-
ministrator understand what
makes up a secure UNIX sys-
tem, and Windows NT Securi-
ty, which details the steps
necessary to safeguard sys-
tem resources in a stand-
alone or networked Windows
NT operating environment.

http://iac.dtic.mil/iatac
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Other CD–ROMs available
include DAA Basics,

which highlights the duties and
responsibilities of the Designat-
ed Approving Authority and
Public Key Infrastructure,
which explains PKI and the se-
curity services it provides. In-
formation Assurance for Audi-
tors and Evaluators examines
IA threats and countermea-
sures, risk management, and
the advantages and disadvan-
tages of networked systems, as
well as the DITSCAP process,
data testing, reporting on evi-
dence, and assessing reliability,
in the context of detailed exam-
ples of computer crime. System
Administrator Incident Prepa-
ration & Response (SAIPR) for
Windows NT provides a virtual
hands-on experience, taking
the student through the steps
necessary to protect informa-
tion that may be useful in an
investigation of suspected
unauthorized activity.

Nineteen video presenta-
tions are also currently avail-
able. Sixteen of these are dis-
tributed in a compilation
format. Compilation 1 includes
titles such as “Protect your
AIS,” which is about Informa-
tion Security in the workplace
and “The Scarlet V,” which dis-
cusses virus-scanning software.
Compilation 2 includes presen-
tations such as “Just the Fax
Sir,” in which Officers Joe Jan-
uary and Frank Jones investi-
gate the security risks associat-
ed with the use of fax

machines, and “Sherman on
My Mind,” which examines the
issue of spending time on per-
sonal projects at work. Two ad-
ditional videos, Solar Sunrise,
about the computer hackers
who gained access to DoD com-
puters during the 1998 Iraqi
weapons inspection crisis and
Understanding PKI, an explana-
tion of how PKI can be used to
ensure the security and privacy
of cyber-based transactions,
may be ordered separately.

All IA CBT/WBT products
and videos (with the exception
of Solar Sunrise, which is avail-
able only to US military and
government personnel) are
available upon request and free
of charge. For more informa-
tion or to order IA Education,
Training and Awareness prod-
ucts please go to the Web site at
http://iase.disa.mil. There, you
can also sign up for the “IA
Product News” E-mailing list, to
get updates on new products,
as they become available.
Please direct any questions or
comments (including ideas or
requests for new training prod-
ucts) to the products and distri-
bution E-mail address: 
DODIAETA@ncr.disa.mil. ■

Note: These products are Web-
deliverable, using html and
Flash technology. They can be
loaded on Web servers for deliv-
ery via the Internet or intranet.
As with our traditional prod-
ucts, they also run on a LAN or
from a CD-ROM drive.

Introduction to
Computer 
Incident 
Response 
Team (CIRT)
Management

Introduction to Computer In-
cident Response Team

(CIRT) Management has also
been recently released for dis-
tribution. Introduction to CIRT
Management is an interactive
CD–ROM intended for those
whose responsibilities include
setting up and managing a
CIRT team. Procedures for hir-
ing CIRT personnel, tools for
preventing and dealing with
incidents, and CIRT reporting
requirements, including an ex-
planation of IAVAs (Informa-
tion Assurance Vulnerability
Alerts) and INFOCONs (Infor-
mation Operations Condi-
tions), are among the topics
covered. This training prod-
uct, which includes review ex-
ercises that highlight customer
service, different types of net-
work attacks, and incident pri-
ority, can be delivered to the
desktop via CD–ROM or in-
stalled on a network. 

http://iac.dtic.mil/iatac
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veloped as part of the IA strate-
gy, and considered during analy-
sis of alternatives, life cycle cost
estimates, testing plans, and de-
velopment of the Acquisition
Program Baseline (APB). 

Services/Agencies must en-
list the services of security pro-
fessionals or organizations to
assist program managers as
they incorporate sound IA
practices into every IT system
development (see Figure 2). In-
formation assurance reference
materials and strategy develop-
ment examples are available on
the Defense Acquisition Desk-
book Web site [http://www.
deskbook.osd.mil/default.asp]
and the DIAP Web site
[http://www.c3i.osd.mil/org/
sio/ia/diap/]. DoD Instruction
8580.1, “Integrating Informa-
tion Assurance into the Acqui-
sition Process,” is under devel-

opment and should be pub-
lished by April, 2002.

Mr. Eustace King is a Civil Service
GS-15 employed by the National Security
Agency (NSA), detailed to the Defense-
Wide Information Assurance Program
(DIAP), Office of the Assistant Secretary
of Defense, Command, Control,
Communications & Intelligence
(OASD[C3I]). Mr. King is the Technology
and Capabilities Development Team
leader and is responsible for acquisition
oversight, research and technology devel-
opment, security management infra-
structure, and IA architecture/require-
ments. Mr. King is a 1975 graduate of
Brooklyn College (City University of New
York) and earned an M.B.A. from
Gonzaga University in 1982. The DIAP
is located in 1215 Jefferson Davis
Highway, Crystal Gateway 3, Suite 1101,
Arlington, VA  22202. Mr. King can be
reached at 703.602.9969 or E-mail
Eustace.King@osd.mil.

continued from page 11

IT Threat
Solutions

Cost &
Schedule

DoD CIO

Security
Professional
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Manager

"Information
Superiority is not
going to happen
unless you two learn
to work together."toto

Figure 2. Services/Agencies must enlist the services of security professionals or organizations to assist program managers as
they incorporate sound IA practices into every IT system development.
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Biotechnology has revolu-
tionary potential for a

broad range of U.S. military ca-
pabilities. Further, because of
the United State’s unparalleled
lead in research and develop-
ment, biotechnology presents
the opportunity to recast the
framework of military opera-
tions and create a long term
U.S. advantage in the global
strategic environment. 

Biotechnology applications
range from enhancing human
performance by making
warfighters resistant to the ele-
ments, to hardware systems de-
sign, such as creating advanced
missile defense systems with
biomimetic Unmanned Aerial
Vehicle (UAV) swarms. If
biotechnology’s strategic im-
portance is realized, it could

provide the U.S. with a signifi-
cant advantage for the next two
to three decades. 

Although the broad military
potential of biotechnology is
exceptionally promising, cap-
turing it for defense purposes is
not being realized. Biotechnolo-
gy requires different skill sets
and expertise than DoD cur-
rently recruits and retains. In
addition, there is little guiding
policy or legal documents to es-
tablish the ethical “playing
field” for DoD to take advantage
of emerging commercial appli-
cations and advances. This
framework must be established
to support and facilitate
biotechnology research and de-
velopment. Finally, even if
DoD were to identify and pro-
totype a biotechnology ap-
pliqué for the war-fighter, it
does not have the military in-
dustrial complex to mass-pro-
duce the products. DoD needs
to establish firm business ties
to the commercial biotechnolo-
gy community to develop the
industrial base required for mil-
itary capability production.

These issues and others
must be addressed by the high-
est level of DoD leadership in
order to ensure biotechnology’s
potential is captured and fully
exploited.

The purpose of this report
was to determine if the explo-
sion of discovery and advances
in biotechnology held the same
potential for advances in mili-
tary affairs as the Information
Revolution. The approach un-
dertaken focused on three con-
verging areas—
1. Legal and Policy
2. Development of Exemplars
3. Provide Recommendations

on the DoD Infrastructure.

Biotechnology holds the
promise of revolutionary mili-
tary advances for DoD in a
broad range of applications.
Given our unique lead in this
fundamental science, these ad-
vances may provide a signifi-
cant strategic advantage to the
United States for the next sev-
eral decades. However, DoD is
poorly disposed to recognize,
much less take action to realize
this potential. A process of edu-
cation, action, and the involve-
ment of senior DoD leaders is
needed to move forward on the
opportunities being presented.
This report may be ordered on
our Web site or by completing
the order form on page 27 and
faxing it to IATAC. ■
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afcea.org/2002/2002home.htm

Phoenix Challenge “Information
Operations Concepts and
Solutions Exploration”
Conference 
The Air Force Information
Warfare Center (AFIWC) at New
Mexico State University (NMSU),
Las Cruces, NM

IATFF Information Assurance
Technical Framework Forum
“Securing Web servers/Web
sites”
John Hopkins Applied Physics
Laboratory, Laurel, MD
IATFF Chairperson (410) 854-
7302, webmaster@iatf.net,
http://www.iatf.net

National Operations Security
Conference & Exhibition
Salt Lake City, UT.
http://www.iaevents.com/
NATOPSEC2002/NOSC&ENew
Info.html

13-17

http://www.iaevents.com/IAWorkshop/IAWNewInfo.html
http://www.ndu.edu/irmc
http://www.ndu.edu/irmc
http://www.iaevents.com
http://www.rockymtn-afcea.org/2002/2002home.htm
http://www.iatf.net
http://www.iaevents.com/NATOPSEC2002/NOSC&ENewInfo.html
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