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meenats | Rapid Responses are Required

« Shorter and shorter policy response
cycles are a feature of the 21st
Century

+ Rapid responses are required to
maintain tactical and strategic
advantages over those who would
do the United States harm

03 March 2006
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We Must Adapt to Change

The US National Security Community—and the
Intelligence Community within it—is faced with the issue
of how to operate in a security environment that, by its
nature, is changing rapidly in ways we cannot predict.

A simple answer is that the Intelligence Community,

by its nature, must change rapidly in ways we
cannot predict.
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mvewsssy | Complexity Theory Suggests. . .

... that from intelligence officers who are allowed to

share

information and act upon it within a simple

tradecraft regime will emerge an intelligence

comm
reinve
nation

03 March 2006

unity that continuously and dynamically
nts itself in response to the needs of the
al security environment.




Session 1-5
D. Calvin Andrus, Central Intelligence Agency

nné

aesnat | There is Enabling Technology

* Two recently invented information sharing
tools can enable the IC to adapt to changes
quickly

— One is a self-organized, hyperlinked

“encyclopedia” called a Wiki, which is free from
personal opinion

— The other is self-published hyperlinked points of
views on the topics of the day, called a Blog

The Free Encyclopedia
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aesnnt | Intellectual Capital and Blogs

* Intellectual capital is stored in Y
8 1 ‘\ hd /'
— Artists’ sketch books - <
— Chemists’ lab books '
— Authors’ note books -
« Where is the IC’s intellectual capital stored?

- We call it tacit knowledge (in people’s heads)

— Blogs offer convenient way to capture the IC’s tacit
knowledge

— Blogs are the 21st Century’s real-time, shared,
sketch/lab/note books

03 March 2006
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The ruminations and ramblings of an information technology tourist,

About Me Wednesday, January 05, 2005

Hame:acadac . .
The Command Line in 2004
complete profile Those of us started using computers in the era of the DEC-10 and TR3-30
and Later M5-DOS 1.0 {which was easy to learn because 1t was so similar
to the DEC-10 operating system) were at home with the command line.

Then came the Macintosh (Amiga, Atan 5T, etc.) with no command line. |
remember wondening how | could use the Mac vathout a command line.
On my old Amiga. | would just break dewn and launch the CLI (command
line interface) so | could gat everything just nght.

Fast forward 25-30 years. | now (finally) have a Mac that runs 05 X. And
guess what? It has a little application that lets me open up a Unix
window 5o | can issue command line instructions--not that | do, however.

Well Neal Stephenson (famous Soifi suthor) wrote an essay (In the
beginning was the Command Ling) that was passed around the intemeat a
few years back. | printed off a copy and carned it around wath me for
about 2 years. When | was stuck in a waiting room or in a long line, |
would pull it out and read several paragraphs. | eventually finished it,
Boy, do | wish | could think and write like that.

Archives

Anyway, in the true spirit of standing the shoulders of gants, some guy
has updated the essay. Check it out,

) Ders [T et
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weannts || From Blogs to Wikis

+ While Blogs are single-author snippets of insight and
brilliance, Wikis are multi-author “agreed-upon”
knowledge.

* Blog content has a
perishable feel to it,
while Wiki content has
a sense of permanence.

« Both are updated in M

real-time.

03 March 2006
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Done
S¥ikal an bombings - Wikipedia, the free encyoiog =
ga- /j} W hitp [ fen wikipedia, org w/indes phputle = 7_juby_2005_London_bombings&oldid= 18317102 v OGk Q
Cosgle  Amamnn  Slagger  Wikipedia
Hawizzrss 208 O T 51 @vieip e s Cloptions ee.s [Bwarch Lntr £ & eather
2 Acaden; my lak  my pofernoes  my walchisl iy cantribufions oy oul
articie discussion edit this page Fistory mave waich
7 July 2005 London bombings
From Wikipodia, e troo encyclopedia
g 3 o M8, 7 Juty 2005, vigw cument revision
WIKIPEDIA sion | Ngwes revgan
The Froe Enyelepeutis
navigation o t
i e .- This article gvent

Indormaice: may changs sty as e el progrewe

On July 7, 2005, explosions or other incidents were reported at vanious London Underground stations in central London, specifically Aldgate,
Edaware Road, Kings Cross 81 Pancras, Qld Street and Bussell Suare tube station. They have been attributed 1o power suroes

The: stafions do not share the same ine. The incidents led 10 the immediate evacuation of many stations and apparently now the entire London
Underground network and much of the City of London.

External link

= BBC articled?

Category: Current events

This version of ihe page has been revissn
Besides normal ediling. the reason lor revision may have been thal this version contains
factual Inaccuracies, vandalism, or materal not compatible with the GFDL
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Froem Wikipodi, thes tron encyclogoia

= Primable version
= Pormanend link
= Cilir thiss articln

In cther languages
= Cymrasg

= Dangk

= Deutsch

= Esperanio
»_Esnafiol

W}»‘S};ﬁ}% The 7 July 2005 London bombings were a senes of co-ordinated suicide bombengs that struck London's
navigation public fransport system during the moming wsh hour.
= Man Page ALB50 am. (BST. UTC+1), three bambs exploded within 50 seconds of each other on three London
2 0““’“”""“:‘“"’ Underground trains. A fourth bomb exploded on a hus at 8:47 am. in Tavisiock Square. The bombings led to a
» Cument avants :
« Recert chages severe, day-long disruption of the city's transport and mobile lelecommunications infrastructure.
= Random ammicle Fifty-six people were kiled in the attacks, including the four suspected bombers, with 700 injured, The incident
= Halp was the deadliest single act of terrorizm in the United Kingdom since Lockarbie (the 1888 bombing of Pan Am
# oy W Elight 103 which killed 270}, and the deadiiest bombing In London since the Second Werld War.
= Donations
Palice investigators identifisd four men wham thay believed to be suicide bombars. These are the first sulcida >
search, in Wastorn Europe, and are thought to have been planned by lslamist Y : e
| based in the Uniled Kingdom; the lerrorist - Queda climed o Aldgady o Bussoll Squam
(Cogte Ling)  (Blcoatily Lins)
ilﬂl The bambings came while the LIK was hosling the first full day of the 315! (38 symmil. a day after London was. g
p— chosen o host the 2012 Summer Olympics. two days after the of the trial of cleric FE Ta - TRt o
= What linis here Abu Hamza, five days after the Live 8 concert was held there, and shartly atter Britain had assumed the ki Lt .
= Pelsted changes 1otaling presidency of the Counci of the Eurgpaan Unign. 21.July 2005
= Upload fae Details
» Spovial pages On 21 July 2005, a second seres of four explosions took place on the London Undarground and a London bus,
Locations

Haowever, this time only the detonators of the bombs exploded, and all four bombs remained undetonated.
asthma

There were no latalties: the single injury reported al the tme was laler revealed to be a
sufferer. All suspected bambers from this faied aftack were arrested by police.
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1 Bombings
1.1 Attagks on the Underground
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Capabilities They Bring

03 March 2006

Because they are real-time, self-authored,
hyperlinked bodies of knowledge that are open to
everyone on the system, they can adapt as fast as a
person can enter information.

With the addition of
— knowledgebase,

— search, and

— feedback tools,
contributors can know--in real time--how the
knowledge is received, and thus can make
adjustments--in real time.
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The Technology Stack

The Technology Stack

Feedback

Search

The Wiki The Blog

Intelligence Repository

03 March 2006
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Metcalfe and Disruption

Robert Metcalfe, inventor of the
Ethernet protocol and founder of
3Com, asserted that the value of a
communication system grows as
approximately the square of the
number of nodes of the system.

Andrus’s corollary is that the value of a
web space (wikis and blogs) grows as
the square of the number of links
created in the web space.

Once a critical mass is reached,
new social, political, and economic
systems start to emerge. This is
what authors Downes and Mui call

the Law of Disruption.

Larry Downes and Chunka Mui (1998) Unleashing the Kille
App: Digital Strategies for Market Dominance. Cambridge,

MA. Harvard Business School Press.

03 March 2006

Metcalfe's Law
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New IC Emerges Through Links

The Technology Stack

. / Feedback \\
( Search \ J
\ /
\.The Wiki The Blog /

Intelligence Repository
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It is Time to Grow

« At CIA, we have created nearly 500 internal blogs in
the last 6 months (a few dozen are active)

+ We have an internal Wiki that has generated about
10,000 pages in about a year.

+ We are just beginning to use the Intellipedia Wiki on

JWICS
Used for

;“—"; . ;. E“: - note taking,

‘/‘f.:“f' I r"HQ_,__ - floating/debating trial ideas,

i1 T - broadcast communication

’\... _' ) )s — drafting papers

PO W — publishing finished pieces (rarely so far)

8 S .

03 March 2006
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In Conclusion

« Technology is the enabler, not the solution

« The solution is changing the culture to allow
intelligence officers to share and act -- with simple rules
of engagement

* The ODNI must build an incentive

and reward structure for those
components that adopt this
new model of doing business

03 March 2006
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