X509 digital certificates have been accepted into PGPKey manager *as* acert since
PGP v 6.01(?) or 6.51. Also the trust chain isimported intact. The whole PKI chainis
marked trusted if you mark the signing Root cert as a " Trusted Introducer”

This works if the certificates are from a private PKI or through a known CA like
Thawte.

Pre PGP6.....and with GPG, the x509s are seen as RSA v3 keys (which they are) and the
trust chain is not imported into the key ring. GPG chokes on the signatures as the

cert isnot self signed . there is an easy work around. Thenone has to manually rebuild
the trust chain relationships.

X509 public keys can be exported from severa applications in several formats. The ones
that PGP handle best are base 64 .der also called .pem Whenopened in a .txt reader ,
they look like below.

----- BEG N CERTI FI CATE- - - - -

M | EuDCCA6CgAW BAgl BATANBgkghki GOwWOBAQUFADCBhj EVVBMGALUEAX MMU2 Fu
1Rl ¢3RSb290 MY wWCQYDVQQGEWI VUz EL MAK GA1UECBMCVITEX Fz AVBgNVBAOTDI NI

Y3Vy ZUNv b XAub3J nMRUWVEWYDVQQLEWX TYWsz VGVzdFJvb3Qx| zAhBgkghki GOw0OB
CQEWFHIpZGdI QHNI Y3 Vy ZUNv b XAub 3JnMB4XDTAONMDk x MDE3MDUWM 0 XDTAOMI Ax
VDE3MDUWM owg YYx FTATBgNVBAMI DFNhbnNUZXNO UnBv d DEL MAk GA1 UEBh MCVVIMK
Cz AJBgNVBAgTAI ZhMRe wFQYDVQKEWS TZWN1c mivDb 21wl mBy Zz EVMBMGALUECX MM
U2Fuc 1Rl c3RSh290MsMM QYJKoZl hve NAQkBFhRyaVWRnZUBz Z\WN1c miVDb2 1wl By
Zz CCASI wDQYJKoZI hvec NAQEBBQADg g EPADCCAQo CggEBANXx PuL80r | Pdbf 3vn¥ZE
F3msnd0dHYnksqUPWvaoc CLy D+HAJ Ss Me/ GOV 7ay hwiubl DQHohj b8cTYaATI gd
9j cHaDmHAJS5yx7i zCYnmpqRu+nF+0ad233dUi aW.OEul7| DeV5xPB4V+2Zv6JgM+CR
R7+aNr t H7qWkk6w3a+VxJQy+WB/ duZTc CObxj f xXOt nbf sCAd5ghdwL3j sysLUJO
KnYSVf wsG4CJ63cCAi t bTMzl uFj 7udk ACEEe9wW BW/W/5SEF GDaTst C78392r 0j z
X31Q 5wWRr gr ZuSadr +Gs+H8cOMI XQpbxyedo0Cnj QYUD3Sonbt KCxCdg4ZzVv031 JL
J FUCAWEAAa OCASOwg g Ep MAB GAL Ud EWEB/ wQFMAMBAF 8wHQYDVROOBBYEFM?/ DKTH
baEATp4al i Ef i A3cybORM Gz BgNVHSMEgaswgai AFM7/ DKTHbaEATp4al i Ef i A3c
ybORoYGWo! GIM GGVRUWEWYDVQQDEWX TYWz VGVZz dFJvb3QxCz AJBgNVBAYTAI VT
MBWCQYDVQQ EwJWYTEXMBUGALUEChMOU2V] dXJI QR9t cC5ventx FTATBgNVBAS T
DFNhbnNUZXNOUnBvdDE] MCEGCSqGSI b3DQEJARYUcm kZ2VAc2Vj dXJI (29t cC5v
¢ me CAQEwWDg YDVROPAQH/ BAQDAg EGVBEGCWCGSAGGHEI BAQQEAW ABz AeBgl ghkgB
hvhCAQOEERYPeGNhI GNI cnRpZmm j YXRI MAOGCSqGSI b3DQEBBQUAA4I BAQDU7uU58
g/ j HIUsY/ pHwQxHoY7Wgxi pt r Pf zCQAPVgR1Pi Y+Obl RY+EeB+n6udGvOMsEhO
1VEKxwwiXy sbCi nRgV4nGvm E3i HOI Cr 6J57xvvyALdPf weE2Ygl MDONI OF6bxb4Ps
9Npj WOEHVWDPkJg7t | AZYf Exft WAyd831St yl pBDr | ULgHcZ6sPyPuQ TTNG+NdD
U3LRf u4712Pz| TpY8guCzl uvk SUoXCK6/ g6ChEXf ur c S+8x7Po9Nt v4AXnLMsi x0X
AVEENX/ a91i CONYNnM gbnuAj nVI 4Nr K8J50R3dkwMFi h8zJ5CSUZk08pDI CGf PpHW
CsL70Ug027CQbj Mv

----- END CERTI FI CATE- - - - -

By copying to Clipboard then, opening PGPKey manager: Edit>Paste, you can import
this key block into the PGP key store in its original format..
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SansTestRoot <ridge@secureComp.orgs 55 RSA public key
iz [] SansTestRook <ridge@secureComp,.orgs =) User ID

- [ W=SansTestRoot, EMAIL=ridge@secureComp.org,., DxS24B2455 SHAL %509 certificate

E 1 key(s) selected

haEATpdaliEfil3cyb 0N IGzBgVHS NEgasvgai AFM?/ DETHhaELATp4aIiEfi A3
vhORoVGHpIGINIGGMRUwEwYDVOODEwx TYUS eV GV zdF Jvh 3 0xCz AJBgNWELYTALIVT
Mo=wC oY DVoOIEwIWY TEEMEUGAITEChMOUZVIAZI1Q2 9o CSveme xFTATEGNVELST
DFNhb T Z N0 TS vdDE JHCEGCSgGS Th3DOEJARY el kZ2ZWACZVIAET 1029t Chv
cie CAQEwDgYDVROP LQH,/ BEAQD AgEGMEEGCTCGIASG+EIBLAQOEAWT ARz AeBy lghkyE
hvhCAQOEERYPeGNhIGHN lenRp Zml JYERIMAOGCSgGS T3 DOEEEQUAAL4TRAQD U7 5SS
o/ JHIU=Y/ pHmQoHo T M9 g iptr PE2COAPVgRIPiT+COh IRT+EeE+nAaudGwONaERO
IVEExwuXyshCinRgV4nsvmiE3 iHOICr 6J5 Y xvwy ALAPEfwEZ Yy IMDON 10F 6bxb 4P =
ONp wOEHVWDPRIgVC IAZYfEx £ WAYASI 153ty IpEDe IU1gHe Z6sPyPud ) TTHGHNAD
UILRfud71ZPeITpYSguCe Iuvk3IToXCEe/ qechEXfurcS+8xVPooNtvAZmLMsix0X
AWENZ,/a91iCONTnMIghmul inVI4NrE8JSO0R3dkwNFihGeJ5C3UZR0GpD ICGEPpHT
CeL7oUglz 7205 M

Once it isin PGPKey manager, right click the public key and go to “Sign” Sign with a
private key in the local PGP Key store. Clicking “More Choices in the signing window
gives you the option of Meta-Introducer or Trusted Introducer The PGP 6.58 Windows
User’s Manual defines them as this-

What is a trusted introducer?

PGP uses the concept of atrusted introducer, someone who you trust to
provide you with keysthat are valid. This concept may be familiar to you from
Victorian novels, in which people gave letters of introduction to one another.
For example, if your uncle knew someone in afaraway city with whom you
might want to do business, he might write aletter of introduction to his
acquaintance. With PGP, users can sign one another’ s keys to validate them.

Y ou sign someone’ s key to indicate that you are sure that their key isvalid,
which means that it truly istheir key. There are several ways to do this. When
atrusted introducer signs another person’s key, you trust that the keys they
sign arevalid, and you do not feel that you must verify their keys before using
them.

What is a meta-introducer

PGP also supports the concept of a meta-introducer--atrusted introducer of
trusted introducers. If you work in avery large company, you might have a
regional security officer, atrusted introducer, who would sign users' keys.

Y ou could trust that these keys were valid because the regional security officer
had performed the actions to ensure validity. The organization may also have
ahead security officer who works with the local security officers, so that a
person in a West Coast office could trust a person in an East Coast office,
because both their keys had been signed by their respective regional security
officers, who in turn had their keys signed by the head security officer, who is
a meta-introducer. This allows the establishment of atrust hierarchy in the
organization.



Since the Root Certificate can authenticate other Intermediary certificates, act as a Bridge
Certificate between different CAs, and be the final authentication for User certs, pick
Meta Introducer. If you want to export your signature, then pick Trusted Introducer.

PGP Sign Key

By zigning the zelected user 1D[z], pou are certifving bazed on your own direct first-hand knowledge that the key(z)
and attached user ID[z] actually belong to the identified user(s].

Befare signing, make sure the key(s] were given to vau in a secure manner by the owner or yau have verfied the
fingerprint with the owner.

Kep/Uzer Name | Fingerprint
[ed 5 ansTestR oot <ridge(®@eecureComp.o... E4B5 9420 EEAE 3FES 8059 OGBS D1EF 0240

i
| =

— Signature Type E xpiration
& Mon-E wportable * Never

&% (" Exportable i Date: Im
& Meta-ntroducer Mon-Expartable
#, " Trusted Introducer Expartable

Dramain restriction :

Fewer Ehuicesl 0k I Cancel Help

Click OK and enter the passphrase for the secret key you will use to authenticate this key.
The Certificate will be entered into the PGPKey manager as a trusted and valid key.
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Descripkion

SansTestRoot <ridge@secureComp.orgs= RS54 public key

—[/=1 SansTestRoot <ridge@secureComp.org= =] User ID

[El CM=SansTestRoot, EMAIL=ridge@secureComp.org.., 0x824B2455 SHAL[X.509 certificate —
#  1ohn Ridge Cook <johnridgecook@earthlink. net = 0x43537711 Q} D55 meta-inkroducer sig w
< »

I 1 kev(s) selected




Repeat the process for another certificate signed by that Root, an Intermediary which is
signed by that Root, or any other element of a PKI trust chain terminating with that Root.

In this instance, SansClientTest2 was opened in a .txt reader, copied to Clipboard,

PGPK eys opened, then Edit>Paste. Inportation was approved and the x509 appeared in
the key list dready marked “Valid”. Why? Because it was signed by the Root , which
was marked as an Introducer when signed by alocal private key.

48 PGPkeys
File Edit Yiew Kews Server Groups Help

ZxdgLrTeh = d

Walidity Description

|

SansClientTestZ <ridge@securecamp.net = OxE7S0944E 1024 R34 public key
-1 [ sansClientTestz <ridge@securacaomp.net = =] User ID
[E Ch=5ansClientTestz, EMAIL=ridge@sscurecomp.n... 0xB24B2455 =] %.509 certificate E l
- %= SansTestRook <ridge@secureComp.orgs 0xB824B2455 =] 2048 RSa public key v
£ 11T} | >

1 key(s) selected

However, Trust has not been set, in a PGP sense for this particular key. The Root was
trusted and PGP marked the Client2 key as valid, but not trusted. To do that, right
click>Properties and move the slider over.

SansClientTest? =ridge@securecomp.net> |E| PX|

General

|0 |O=E750324B
Type: [ASA
Size: (1024

Created : |3/410/2004
Ewpirez : [Newer

Cipher: IDEA

v Enabled
Fingerprint

0BZ24 3375 GCB5 E27D CFERBACD 04E1 D348

v Hexadecimal
Trust Model
Irrvalid | —— ahd Untrusted J Trusted

Cloze | Help




Repeat the same simple process for any other x509 certificate you wish to import. If you
have a certificate with both the public and private key halfs (.p12 or ,pfx) they can be
imported directly into PGP (Key>Import), though the passphrase protecting the private
key will have to be entered.

The process above applies to Commercial CA’s Roots and client xX509s. Their Root certs
are often on the key servers or their web sites. They can also be exported from the
Internet Explorer or Mozilla certificate stores and brought into PGP. Thawte Freemail
x509 certificates can be used for both SMIME and PGP with the authenticated trust
chain carried over in both applications.

Some question the wisdom of extending trust models across different applications, but
PG Pis quite capable of operating in a hierarchical PKI structure as well as the diffuse,
Web of Trust moddl. Thisway, if oneis sure of the authenticity of the Root and their
practices, you can use PGP with a X509 certificate whose trust chain is also used for
more critical networking authentication, code signing, etc......

This process does not extend to GnuGP. |t does not accept a key that is not self signed .
While creating X509s self signed is possible and is a “PGP” type of way to use SMIME,
it defeats the PKI1 logic. It can be worked around if you have both the public and private

key-

(Guy's Workaround)

Import to PGP the key (including secret) with the X.509 certificate.
On the keyring , delete the X.509 certificate and self sign the key

with a exportable signature. Then re-import the key with the certificate
attached. They will combine on the keyring.

Ridge Cook
9/10/04



