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No Innovation

No real innovation in the anti-forensics field. 
We need the followings:
• New ways to hide stuff

• New ways to erase stuff

• New ways to exploit stuff e.g. log corruption

• New ways to exploit commercial tool e.g. encase, 
FTK.

Forensic Investigator depend to much on 
commercial tools. Break these tools and you 
break the investigation , the investigator moral 
and the investigation budget.
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Start by creating Evidence files

Created files on Drive G:\
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Deleting a file leave evidence

We delete the files without sending to recycler, 
then we grab the drive using encase.

Encase was able to located all deleted files

Running Disk Defrag does not help U!!!
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Deleting a file leave evidence

Now we defrag the G: drive and grab it again 
with encase. Encase still see the deleted files.
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Removing Evidence Commercial Tools

There are some tools that can help you erasing 
the file but most of them leave traces.

Here I have deleted two files and I have used 
SecureClean a very good tool. BUT!!!
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Removing Evidence Commercial Tools

Running SecureClean on G:\



Adonis a.K.a. NtWaK0 White Paper /*www.safehack.com*/

Removing Evidence Commercial Tools

As you can see SC for SecureClean. So we have 
tones of traces. So better way to hide your 
deleted files is using FILE 0 as described next 
slide
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BREAKING ENCASE - Hiding deleted 
files from Encase

We Open the Disk in Winhex we click on the file 
name that we like to hide from Encase.

We locate the string FILE 0 and we replace it 
with 00
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BREAKING ENCASE - Hiding deleted 
files from Encase

We dump our disk again using encase. Sure 
enough we do not see our deleted files.
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BREAKING ENCASE - Hiding deleted 
files from Encase

HO HO HO as you see the file name was 
removed and the investigator wont be able to 
create his timeline or file search using the file 
name.

So this is one way to break Encase.

Just imagine the investigator face when he does 
not see your hidden files in ENCASE.


