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No Innovation

® No real innovation in the anti-forensics field.
We need the followings:

e New ways to hide stuff
 New ways to erase stuff
e New ways to exploit stuff e.g. log corruption

e New ways to exploit commercial tool e.g. encase,
FTK.

® Forensic Investigator depend to much on
commercial tools. Break these tools and you
break the investigation , the investigator moral
and the investigation budget.
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Start by creating Evidence files

® Created files on Drive G:\

Address | G

| 4

3 objects 24 bytes t;l My Compuker
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Deleting a file leave evidence

® We delete the files without sending to recycler,
then we grab the drive using encase.

® Encase was able to located all deleted files
® Running Disk Defrag does not help U!!!

=00 @ b Mame “ Filter ‘R L ‘ File
El H epart | Ext
E;D @_ O 10 | @ $0bjld
oW 5
0 i1 | @ $ouata

[ 12 | @ $Reparse

O 13 |[T] $5ecure

[] 14| $Secure$305

1= El $lpCase

O 16 |[I] $valume

[]17 | @ evidencel.kxt Exk
[ 158 | @ evidencez.kxt ket
[]19 | @ evidences.kxt Exk
[ 20 | [ Unallocated Cluskers
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Deleting a file leave evidence

® Now we defrag the G: drive and grab It again
with encase. Encase still see the deleted files.

=evidence (51 Defragmented MTFS 19 ME

ﬂﬂ 76,33 6B

Defragmentation is complete for:

evidence (51

Wiew Repork | Close |
: p b =] -
e @ N Name Filkar In File
; Report | Ext
Bo0& 3
: e ] 16 |[I] $volume
-] S
] 17 | @ DFR407.tmp tmp
(] 18 | & evidence.exe s
O] 12 | @ evidencel bxt bt
O] 20 | @ evidencez txt txt
O 21 | @ evidenced bxt bt
O 22 | @ evidenced txt txt
O] 23 | @ evidenceS txt bt
(] 24 | @ evidences.exe 2L
O 25 | @ evidence? exe 5
[ 26 |[] Unallocated Clusters
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Removing Evidence Commercial Tools

® There are some tools that can help you erasing
the file but most of them leave traces.

® Here | have deleted two files and | have used

SecureClean a very good tool. BUT!!!
El

Address |==.- I

evidencel bxk
evidencez bxk

Will deleted these files
and use Secureclean

2 ohjects 2 bytes ‘Cil My Camputer
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Removing Evidence Commercial Tools

® Running SecureClean on G:\

@ Clean Drives

Status
ask: Deep CleamyCompletely clean all selected iterms) L ONames of Deleted Files on G irishe

@ Deleted NTFS @ Finished Cleaning
€ Deleted Files (7

U Once file data is overwritten, it CANNOT be recovered!

To ensure a complete cleaning, you must close all running secureClean has finished cleaning your computer.
applications including wehb browsers, email programes, and
systern utilities.

Deep clean your computer. This
operation 1z more hme intensive.

Clean your computer
automatically
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Removing Evidence Commercial Tools

® As you can see SC for SecureClean. So we have
tones of traces. So better way to hide your
deleted files i1s using FILE O as described next

S I I d e X @ Cases ‘ Table | BER Gallery |:| Timneline Report
ElDD @ 3 Marme “ Filter R L File
D{:l @ s epork | Ext
EI--IEIWG ] 1e @$ﬂmlume

“ [] 17 |@ AF~S0000.T~P TesP

[] 1= evidencel bzt bk

1= evidences bxt bk

[]z0 | & scoooool,T~F As lﬂu can see Sc for TP

[]21 |@ scoooooz, T-p SecureClean. So.we TesP

g 22 g SC3T-F - have tones of traces. So I”E

SZao000ag, T~p . P

[] 24 | @ SC000005, T~P better way to hide your ~p

deleted files is using

] 25 | & sC000006,T~P .
FILE 0 as described next .

O] 26 | scooooor. T~P

[J 27 | @ scooooos.T~p slide p
] 28 |@ 5C000009,T~P =
[J 29 | @ sCo00010.T~P TP
] 20 [@ sCo00011,T~P =
O 31 |[@ sc000012.T~p TP

Adonis a.K.a. NtWaKO0 White Paper /*www.safehack.com*/



BREAKING ENCASE - Hiding deleted

files from Encase

® We Open the Disk in Winhex we click on the file
name that we like to hide from Encase.

® We locate the string FILE O and we replace it
with 00

7| evidencel tut bat 2 bytez 08/19/2006 15:58.... 08/19/2006 15:58... 08/

7 evidenced. bt kxt & bytez 08/19/2006 15:58.... 08/19/2006 19:59... 08/

7| evidenced. bt bt 2 byter 081972006 15:58.. 0841952006 1559, 08/
Free space 17.6 B

Idle space Fill with 00000

IInnoted attr clusters 45FKRB
Sectars File Presigwm Calendar Legend - g Fic: ry
Of f=et o1 2 3 4 &5 & 7 g 9 A B C D E

DoeEB1000 | 46 49 4C 45 30 00 03 00 17 44 10 00 00 00 00 00 FILED
ooeE1010 02 00 02 00 38 00 00 00 D& 01 00 OO0 00 04 00 do g
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BREAKING ENCASE - Hiding deleted

files from Encase

® We dump our disk again using encase. Sure
enough we do not see our deleted files.

EIDD ‘*}' E Marme A‘ Filker Relgcurt Ei‘i
E“E@ c Ot |[T] $aktrDef
“ ] 2 |[I]4$Badcis

O = $BadClus $Bad
g ; %iﬁ:ﬁp Evidence files = Gone. This,
1 6 | sextend is a clear issue in Encase. If
01 7 |[T] sLogFie we use Winhex we can see
O & |[T]$mer the file name. But encase
O 9 |[T] smeToiee does not show anything.
[ 10 [@ $obild This will break encase and
(111 | @ $quota sure willbreak your
] 12 (@ $Reparse inv_es_tigaﬂﬂn
O 13 |[I] $5ecure '
14 $5ecure $505
O 15 |[I] $UpCase
R El $Yolume
O 17 |[[] Unallocated Clusters
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BREAKING ENCASE - Hiding deleted

files from Encase

® HO HO HO as you see the file name was
removed and the investigator wont be able to
create his timeline or file search using the file
name.

® So this Is one way to break Encase.

® Just Imagine the investigator face when he does
not see your hidden files in ENCASE.
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