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Introducing TrustToolbar Plug-in

This section introduces you to TrustToolbar and shows you how to download, install and start using it.

What is TrustToolbar Plug-in

TrustToolbar Plug-in maximises your Internet experience by making it easier to surf the web and safer
to conduct e-commerce. TrustToolbar Plug-in connects what you know in the physical world to how you
actually use the web. This allows you to navigate using brands, product names, company names, or
even your friend’s homepage name!

This guide provides you with an introduction on how to start using TrustToolbar Plug-in for easier
navigation, protection from fraudsters and enhanced searching.

Downloading & Installing TrustToolbar Plug-in

TrustToolbar Plug-in may be downloaded at no cost from the TrustToolbar website at
www.trusttoolbar.com

System Requirements
Before you start the installation, make sure your computer meets the following system requirements:

=  Microsoft Windows 95, 98, ME, NT4.0, Win2000 or WinXP

= Internet Explorer 5.01 or later

If you do not have Internet Explorer 5.01 or later, you may upgrade your browser at
www.microsoft.com. If you are installing TrustToolbar Plug-in on Windows NT, 2000 or XP you should
be logged on with Administrator privileges.

Installing TrustToolbar Plug-in from CD

Locate the trusttoolbar.exe on the CD provided. Double click the trusttoolbar.exe icon to begin the
installation wizard.

Installing TrustToolbar Plug-in from the Web

If you are installing TrustToolbar Plug-in directly from the website follow the instructions provided on the
download page at www.trusttoolbar.com. TrustToolbar Plug-in will automatically begin the installation
wizard.
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The Installation Wizard

Setup - Welcome

iinsiioalbas Welcome to the TrustToolbar Plug-in setup program
T hiz program will inztall TrustToolbar Plug-in for;
[nternet E xplorer

[t iz gtrongly recommended that you exit all \Windows proagrams befare
running this program

TruztToolbar Plug-in [nstallation

Yerzion 3.0.0.20
Dhigtributar Mumber 1.00

COMODO

ralrztall |

LCancel |

Before clicking Install, ensure that you have closed all running applications. After clicking Install you will
be prompted to agree to the End User Software Licence Agreement. When you have agreed, you will
be asked to set your Client Profile:

Setup 2 of 3 - Client Profile

= ) Setting Your Profile

Mustioolbaw

Frovide your email addrezz and name if vou want to be kept up to date with
TruztToaolbar related news. Thesze details are optional and are in o way
cohnected to vour TrustT oolbar Plug-in. See the Privacy Statement.

— Optional Details:
Y'our name: our e-mail address:

— Client Profile
Your client profile helps provide you with localized search resulkz
'our locale [required]:

m | Engiish [United Kingdorm) |

COMODO Y'our townAcity [required]; Postal/zip code;
I.-'l‘-.l:ul:-ess Roding j I

Hest I Cancel

You may specify your name and email address should you want to be kept up to date with the latest
TrustToolbar news and offers. You may unsubscribe from this list at any time in the future.

TrustToolbar Plug-in may be used to provide focused search results relevant to your locality. Should
you wish to use this facility please enter your country and, if applicable, town/city and postcode.
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Please note that you will be required to restart your computer to complete the installation of
TrustToolbar Plug-in. If you have any unsaved work you will be prompted to save work before
your computer is restarted.

TrustToolbar Setup

take effect Do you want ta restart Windaws now ar

@ TrustT oolbar needs to restart ‘wWindows for the update to
manLally later?

Restart Later |

Note: At download stage, if you have chosen to ‘Save this program to disk’ you will be asked to specify
a save location. When the download is complete the TrustToolbar Plug-in application will be saved to
your chosen location. Locate the TrustToolbar.exe file and double-click to begin the installation.
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Starting TrustToolbar Plug-in

TrustToolbar Plug-in also installs a task tray icon (next to your system clock) to provide easy access to
additional features. This icon also provides additional security alerts (as covered in subsequent sections
of this user guide). Please note that the task tray icon will only appear when a browser or web-enabled
application (such as Microsoft Outlook or Active Desktop) is open.

TrustToolbar Plug-in task tray icon

|<§- #BF %1920

TrustToolbar Plug-in and your browser

After installation TrustToolbar Plug-in will start automatically when you open your Internet Explorer
browser. The first you will notice is the Quick Start Guide briefly explaining how to use TrustToolbar
Plug-in:

TrustToolbar Quick Start Guide

How to use TrustToolbar

Mavigating the Weh:

a Amazon.com--Earth's Biggest Selection - Microsoft Internet Explorer

J File Edit iew Favorites Tools  Help

J GBack + = - () (4] &3 | ‘Qsearch [GlFavorites ElfMedia 4 | 2 S E

I S| ogpeon <] pw [ amazon [an

| —
Type a brand, company name, praduct name orweb address inta the Trusted Navigation
Bo= and press enter. For example, just type Amazon to go directly to theirwebsite.

Search the Weh: _—

2 Search Results - Microsoft Internet Explorer

J File Edit Miew Favorites Tools  Help

‘J Back + = - () at | ‘Qisearch  [GFavorites  GlfMedia ¢4 | B S E
| Fﬁ books . 'l | Ebl hikko: S, Erostoaolbar, comms 'l i Go ||C'CI-M-CI-D-D Ia j

¥ Show Quick Start guide on startups

If you do not wish the Quick Start Guide to be shown every time you open Internet Explorer, click the
Show Quick Start guide on startup tick box and the tick will be removed from the tick box.

You will now notice that your Internet Explorer has been updated with TrustToolbar Plug-in:
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Before TrustToolbar Plug-in is installed:
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After TrustToolbar Plug-in is installed:
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The TrustToolbar Plug-in Interface

The following diagram shows TrustToolbar Plug-in when you have navigated to a website. The various
parts of TrustToolbar Plug-in are described below:

Trusted Display Area:

Trusted Navigation Box: containing:
Search Box containing True URL Logo Name Country  TrustToolbar Button

T 154 UK Honvepage - “ecresolt Intenmet Explorer

Loans frami 1,000 fo :Eii.IIII
man.oo. k- M5N Home I S

Heimne | Py M55 | Hotmail | Sesinch | Shepping | Money | Pesple & Ohat

N amazonoo

Crer apanl an your credil cand?
Bl 1t s 55 sl i ey o [
IMTEHRES | BS1. LESUEFD LS THE Yy - -_
Personal Lians frem Ganeya Shaw's Hall | ks sessh sith the
. ; what do cebsbrity reunes make
EJ000 Eo £ 50,000 woor ks bt wgert cari and oF mrvcibase hmamnd? Phusi. Firscl
perfurmance concepis, Take o ook for " iy = =
o st whe's st besen vobed MEM Seanch

Sobhieg o repay For PO, Lebebint y o ol 1he
Amanths® ¥ iUz boday; YEar.

£ = ‘et i Prid il of vafe?
Trr—det:rzmtrm i = Irberest rabe decison - upor dosn? DM IOVEE CLUD
calcudat oF BE - Kike's Babihi 50 30 Fhes sscch
much v can save pol = P Cup Gt Aound Ehis ssekend M,;.::.

LAST DHANCT! rrar=im Farm,
ol SELT Torcry 5 o ek chaafeos bo onder i tinee: for

Wiothar's Dary dlslvary, Mk your Mum 8 heppy
oificil o g film st o
g L o el chub i
ot readdy fior i EreiereaT | ED FDR RACIAL HARASSSENT = SHMDKING HAS KILLED 5 MILLIDN IN ]
Y Dok O
reenrak e rrwTay

) W v, e o, b bovtoirnchoba e g ST A T R BRI bl v i, i b Vairrarncy el B [nferet 4

TrustToolbar Plug-in interface (from left to right):

Search Box:

Type your search words into the Search Box and press enter or click the ﬁ. button. The search results
will be displayed in your browser. Use the Search Box if you are looking for information or a product or
service on the web — TrustToolbar Plug-in provides results from numerous search engines in one
convenient place.

Trusted Navigation Box:

Use this box when you want to navigate the web. More info on how to make the most use of
TrustToolbar Plug-in for web navigation is in the next chapter of this guide. When not being used for
navigation the Trusted Navigation Box displays your True URL, e.g. the actual URL of the website you
are visiting.

Trusted Display Area:

The Trusted Display comprises of three components:

= Name - The name associated with the website. If your current website is a company, the name will
be the legal name of the company.

= Logo — The company logo belonging to the website.

» Country - The country of the website. If your current website is a company, the country will be the
country of incorporation of the company. Tip: If you're not sure what the flag is, hold your mouse
cursor over the flag to reveal the full country name.

TrustToolbar Button:
The TrustToolbar Button gives you access to the features and options of TrustToolbar Plug-in.
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Using TrustToolbar Plug-in to navigate & search

When you start your Internet Explorer browser you can utilise the enhanced TrustToolbar Plug-in
functionality to be directly navigated to websites.

Navigating by brands & company names

2 about:blank - Microsoft Internet Explorer : =8| =l
| Die Qi Wew  Pgvortes  Took  Help

P - o - Q) ) A Qisewch [afFwortes Frede 3| - OO ol B .
| sancnies =] ¢ | = =] @ | [Larepsred @9 7

Enter the brand / company name / product name here

= Enter a brand / company name / product name into the above box and press enter or click o,

A brand is usually the name of a company or product as used in promotions on the television, radio
and printed media. For example, Microsoft Incorporated is known as Microsoft, and International
Business Machines Incorporated is known as IBM. TrustToolbar Plug-in allows you to navigate to a
website by either entering the brand or the full company name.

Searching for products & services on the Trusted Commercial Web

A aboutiblan: - Microsoft Inbernet Esplorer : o =] ES |
| His [t Yew FProde Iwk  Hep
oo - o - Q) [ A | Pisewch [GjFevortes Fmeda 3| - O o il e B

(B = | =] ¢ | [eepmred 2
B =

Enter the search keywords here

=  Enter your search keywords into the above box and press enter or click ﬁ. The results will then be
displayed in your browser:

2 Search Beslts - Microsolt Inkernet Enplores =101x

B B Yew Fypoeded  Josk el
ek v oo (3 H] A Dsewch [Elfootes Preds 3| N 3 = ol & B

[tk | ot || hepiiomes, nsthocker conpth_s ] @60 | [COoRM DO | Comede Linibed

R foos Gol| nussdeet Coogle VMool msa® Mol eieie (D) Az

1 Durd youn kEnire... t\,\_ 1_’,-"’
i ol oy o Hhe baloa in Hee Search Bar 5 try sous search

el other sesrch engines

Fesaits for "looks” in TistedWeh ara;

HesiuHs powwered by i apathng

P i - the hidd -

The witimate conspracy book an the death of Princess Diana which tock 2 years bo mseanch and produces saidence thal she was
assasinaled by ME & the Cl& Chiling new evidence. Buy onfine

[ TR S N

Fimil h =

Eary and el boks on eBay, the woild's langas) oaline moerkeiplais

iz (iscitmer reacliapdasy o ineic 70 220H - H )L E

StudentflopkWorid. com: LE beokseller
£] [T 1 [ inbemat

|
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Search tip: Just click on any of the tabs in the Search Bar to try your search with other search engines.

Navigating by Country

TrustToolbar Plug-in allows you to navigate using brands in specific countries. You may choose to
navigate by a specific country for a single search only or to navigate by a single country by default.

Navigating using country for a single search only:

» Click on the Country Flag:

N et shilmnds - Microsolt Inbemmet Eaplomes =100 =1
Be EM Wem Fuokes Lok bel [ i |

| it o= - Q@A | Qhewdh [iFwedes (Freda (F - oSl e B
[ seachBan =] & |[E]) aenttbars. | e | [Unegered @
%

= Select from the list on the left the country you which to use to navigate by for a single search.
Alternatively, enter the first few letters of the country to find the country on the list.

Country Selector |
— Select a country to last for a single navigation:

|| Lazt ten used countries.

o o 3]
N v - Aruba

= AFG - Afghanistan, lslamic State of

R G0 - Angola, Republic of

Ak 414 - nguila

I -6 - tibania, People’s Socialist Republic of

Iﬂ AMD - Andorra, Principality of

o 41T - Metherlands Antiles

D :RE - Urited érab Emirates

= ARG - Argentina, Argentine Republic

- ARM - Armenia
BF 450 - American Samna {3‘ LI

Click OF ta navigate in “Any Country®,

ak. | Cancel I

=  When you have selected the country to use to navigate, click OK.

Setting a default country to navigate:

= You may set a default country for navigation through the Options menu. The Options menu is
detailed in subsequent sections of this Guide.

TrustToolbar User Guide 10



Using TrustToolbar Plug-in to tell you more about a website

Websites that are part of the commercial web, e.g. they are companies, have their name displayed on a
yellow background:

T} armnaroncom--Larth's Biggest Sedection - Microsoft Internet Explorer - =]
| e Et Wew Favorkss lock  Heb [ |
| i - - - @A Q)| Qewch Girnones Froe 3| B B B - [ sl 8 R

|ﬁ§taﬂ:ﬁﬂm3 & [-Ertrp.r_lm.mwm.mtxﬂ Fear nﬁm—[!!um.:mhﬂ: EE

i
amazon.com. YoF view caET | WisHAGT | oum ACcounT ) | WELR j

SEE MOAE
WTDEEY

F INTERNATIONAL ®= TOP SELLERS # FREE E-CARDS

Shop for Dior, DENY, and more designar brands at gLLEURY. com,

Hallo. Sign in to get personakzed . )
recommendstions, New customar? Start hers Hltfhﬂ'nnld
= | Spend 3150, get 325

| - All Electronics on Sale off next purchase
+ Frm Shlppwg
[ mowse |

* Books
&

Who really is your current website?

TrustToolbar Plug-in provides direct access to a commercial website’'s Site Credentials. Site
Credentials includes a range of validated information about the website, for example contact tel / fax
details, address, email contact and business description. To view a websites site credentials either:

= Double click on the corporate logo of the website
= Select Site Credentials from the TrustToolbar Plug-in context menu:

Y Comodo Growp - Microsalt Infesmst Esplons: =101 %]
FRe [k View Favodes Tooks Heb [ = |
- L = QD £ a a (& - ) d Gy & ™
Ead Siop Relbash Heomes Seach  Faepier My Hiztary L Prisit
Click To § it wevess. comads. o b0 [Comodo Groun ==y
I_ﬂ h"'—‘Jc:’ [) bz 1w comadarerr  x] @Ba |[c-oMEBO | S -
Stop Sewich 3
Skaw Tred T oolher P
C.0.-M-0.D-O =
= Home | Products | Research | Corperate | Me Options._
GROUP Dluick St Guide...
[l Hislpy
Latesi Events oy Fre
RSA Conference Teire: and Conditions
2002 Feb 1822, 2002 Frivacy Stahement —
Dir Calin 'Waltar, Hadd o - P
Erypleguaphy st Cameds o -_I - '| S Sine Comdeniials 1__
Rapearch Lab, ba ppssl ot T — ’ 4 ¥ p— -
SIZ RN canferesae i thies Team .
FiEa S S,

= Right-click the TrustToolbar Button and select Site Credentials. The TrustToolbar Pane will open
automatically to display the Site Credentials:
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Eie Eck  Yiew Fgvosles Joos Help
- . 0+ .2 E| ) a Cad 3 o B o
Enzh N Shap Flahety Huorme Semokh  Fawones  Hads Histomny ksl Friek
[ ok Tose =) @ | [ o 2w comodarer =] @B | [coMEE DO [Comodo Greup ==[r

C-O-M-0O:-D-0O

Home | Products | Besssrch | Corporate | Mews | Support | Mensge A
GROUP

Search b [ walidated Website  Connodo Group

oty ] Trading Address Cantact Details

- - Campud Higuss 10 Hey Stresl Bradlond, 'Weit Yorkileea,  Email: e ot el

Credentiats ) BOF 1043, Linted Kingdom Tel: +44 | 274 TI0505
Fass 4Nl 274 Tioala

Bussimiss Descriplion Weh: e ool reat

Comoda prowides nesxct gensrsbion E-commeancs Security

Solubons. E-bsEnesss 5 the most sxobing revolution of

o i and offers an unimaginably varst potential if - and

@by T - thé chalangid ol redl sacipily and stossaluly

mest. Comodo offers "ons stop” seourity For boday's
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The website’s online policy documents

TrustToolbar Plug-in also provides additional information on demand about your current commercial
website. In particular, and in order for the website to comply with the recommendations of the EU in the
E-Commerce Directive, TrustToolbar Plug-in provides a standard and direct means of viewing the
Privacy Statement & Terms and Conditions:

' Comodo Growp - Microsalt Internest Esplore:

Eie [t New Forosles Tods Help

A = ] £ a a (=l @ o - @& =
1 2 Gl Relisth Huime: Seaich Fawoiles  Mads Hisbany Ml Prisit
Click Ta'5 hitgr omoda. G ¥ o [Comode Groun ==ry
li e "‘J‘} ) e comocoret (S RRER] oS © |} . i
Stop Seaich -
Shioer T T oolher P
C.0.-M.0.D.O -
D er— Home | Products | Research | Corporate E Dpimons.
GROUP Dusck 5ian Gands...
[l Hislpy
Latest Events 2o
R5A Conference Teire: and Condilions:
2002 Fab 1822, 2002 Frivacy Stabement
D Calin Walbar, Hadd o
CEryploguaghy at Camods = :."_ Sine Concleniiak:
Sottwane Developmsent o ! Hardwam [

RS R

= Right-click the TrustToolbar button and select either the Terms & Conditions or Privacy Statement.
TrustToolbar Plug-in will then automatically open the selected policy document in your browser.
Alternatively you may select Click for Privacy Statement or Click for Terms & Conditions from
the Site Credentials displayed in the TrustToolbar Pane.

TrustToolbar User Guide 12



Popups

Many websites use ‘pop-up’ windows when you navigate their website. However, if the pop-up window
has removed its pop-up’s address bar we effectively have no idea of where the pop-up has originated!
How do you know that the pop-up actually belongs to the website?

The TrustToolbar Plug-in Solution: As TrustToolbar Plug-in cannot be switched off and hidden by the
website, you will always be informed of the identity of the pop-up window. For example:
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Example login without TrustToolbar

Example login with TrustToolbar — the company logo,
Legal Name are clearly visible. TrustToolbar will also
display the SSL padlock should an SSL connection be
establish.

How do you really know when a pop-up is a legitimate pop-up from the website it claims to be from? It
has no identifiers that can be trusted to tell you who it really belongs to! Remember, we are often
expected to enter our user name and passwords into pop-ups!

Credit card acceptance

When you visit an e-commerce enabled website, TrustToolbar Plug-in will inform you of the payment
methods the website has been authorised to accept.
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As only authorised payment acceptance logos may be displayed on the secure TrustToolbar Plug-in
interface, you can trust that the website has been verified and authorised as legitimate by the card
payment logo issuer (e.g. Visa, MasterCard, American Express). Furthermore, TrustToolbar Plug-in
provides a standardised means of displaying which card payment methods are accepted — there is no
need to:
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1. Worry if your credit card will be accepted!

2. Worry if the merchant really has been authorised to accept the payment method, or
whether they are just using payment brands to gain credibility!

Please note that TrustToolbar Plug-in will only display card payment methods of website’s participating
in the card payment display system.
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The TrustToolbar Pane

The TrustToolbar Pane opens in the bottom half of your Internet Explorer and is used to provide you
with additional features. You may open the TrustToolbar Pane at any time by right-clicking the
TrustToolbar button and selecting Show TrustToolbar Pane. You may hide the TrustToolbar Pane at
any time by clicking on the X in the top left corner of the TrustToolbar Pane.

Displaying multiple search results

When searching for a company using TrustToolbar Plug-in, the TrustToolbar Pane will be opened if
multiple results for your search words are found:
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= Select a link or click on the company logo from the results to open the associated website.

Conducting an Advanced Search

You may conduct an Advanced Search, with additional options, by clicking on the Advanced Search tab
in the TrustToolbar Pane:
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= Enter your search words / complete the relevant fields and click Submit. The results will
automatically be displayed in the Search Results tab.

Viewing Site Credentials

You may view the Site Credentials of your current site by clicking on the Site Credentials tab.

Advanced

Search ‘ Search |
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Results o e

Site with th
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Also see: Who really is your current website?

TrustToolbar Pane Options
Right-click anywhere in the TrustToolbar Pane to be presented with the Pane options:

Site Credentialz [Fefrezh)
v Site Credentiale auto update

Cloze on zelection

O ptions

LCloze Toolbar

The TrustToolbar Pane options contain:

= Site Credentials (Refresh) — select this option if you prefer to manually refresh the Site
Credentials details when changing between different websites. When selected, a tick will appear to
the left of the option

= Site Credentials auto update — select this option if you prefer to have TrustToolbar Plug-in
automatically update the Site Credentials details when changing between different websites. When
selected, a tick will appear to the left of the option

= Close on selection — When you are provided with multiple search results TrustToolbar Plug-in
displays the results in the TrustToolbar Pane. By default the TrustToolbar Pane will remain open
until closed manually, however you may specify in the options for the TrustToolbar Pane to be
closed automatically when you select a Name from search results. When selected, a tick will
appear to the left of the option.

= Options — select to view the TrustToolbar Plug-in options

= Close Toolbar — select to close the TrustToolbar Pane

TrustToolbar User Guide 16



TrustToolbar Plug-in Security & Protection Features

SSL indicators

An SSL connection means that your browser has established an encrypted connection with your current
website. The display of the two SSL indicators (the & and the https://) tell you when such a connection
is made, and with whom.

However, your standard browser displays SSL indicators in areas of the browser interface that can
switched off and hidden. If they can be removed, the website can redraw a graphic in their place —
hence the indicators can be faked!

Additionally, SSL indicators only indicate that you have an SSL connection with somebody, they do not
readily identify with whom you have the SSL connection. TrustToolbar Plug-in always displays your
current true URL, the website’s Legal Name (and hence the identity of the entity behind the website)
using the secure interface. As a result, you always have a means of identifying with whom you have the
SSL connection.

To ensure you know when you have SSL connection, TrustToolbar Plug-in displays the SSL indicators
in a prominently visible location. You no longer have to look for the padlock at the bottom of your screen
— TrustToolbar Plug-in displays the indicators where you expect to see them; next to the address!

You may view the website’s SSL Certificate by double-clicking the & on TrustToolbar Plug-in.

Obscured URL resolution

TrustToolbar Plug-in always displays your true URL. Unlike the standard Internet Explorer Address Bar,
TrustToolbar Plug-in cannot have its URL hidden, manipulated or obscured.

The website cannot switch off, hide or redraw TrustToolbar Plug-in like the standard Address Bar.
Therefore whatever it displays can be trusted as being your true ‘URL’.

Resolution of Obscured URL

Optionally, TrustToolbar Plug-in will resolve ‘obscured URLS’ to their true state. For example the
following URL is called a ‘semantic URL’ — it is purposely exploiting the way your browser displays
URLSs to you:

URL: http://www.cnn.comé&story=breaking news@64.69.179.2/example/index.html

While it looks like a CNN news link, it is in fact a link to an example web page belonging to Comodo.
Yet, your Internet Explorer browser will display the following:
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This URL could lead you anywhere! It could be a fake news story, a fake press release, a fake account
login page, or even a fraudulent imitation e-commerce website. The result is that you cannot trust your
URL to be ‘real’’ However, TrustToolbar Plug-in will identify an obscured URL and resolve it to its
correct state, thereby removing the ambiguity of URLs. For example, when the above URL is entered
into TrustToolbar Plug-in it will display your true URL:
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Because this ‘obscured’ URL belongs to Comodo, TrustToolbar Plug-in displays the Legal Name, Logo
and true URL of your current location. There is no ambiguity as to who owns this website with
TrustToolbar Plug-in!

On top attacks

TrustToolbar Plug-in utilises the power of the Operating System to beat an attacking website (which has
no choice but to act within the constraints and limits provided by the browser). For example,
TrustToolbar Plug-in identifies when a website is purposely attempting to obscure your current browser
with a new browser. Such an attack may be an attempt to obscure your TrustToolbar Plug-in to hide
your true location. TrustToolbar Plug-in identifies when such an attack is mounted, and ensures you will
always see your true location by slightly shifting the new browser to reveal your original browser.

Digital Certificate infrastructure

TrustToolbar Plug-in uses an infrastructure based on the open standards of X.509 Digital Certificates.
All information displayed on TrustToolbar Plug-in has been digitally signed by the Comodo Certification
Authority (CA). The company information is validated prior to the inclusion of the company in the
TrustToolbar infrastructure. For further details of the Comodo CA and the issuance process, please
refer to the Comodo repository available at the Comodo website www.comodo.net.

To view a website’s certificate double-click the TrustToolbar button or right-click the TrustToolbar button

and select View Certificate. The standard Windows digital certificate will then be used to display the
website’s X.509 Digital Certificate.
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E-Sigil Logo Verification

TrustToolbar Plug-in allows you to navigate to e-commerce sites more easily and once connected to a
site you are able to validate who owns the site. E-Sigil, on the other hand, enables the user to validate
E-Sigil protected graphical content of the site. This allows graphical content to be cryptographically tied
to a specific website. For example, E-Sigil is able to validate that a site is authorised to display an e-
hallmark seal or to claim that it is an authorised reseller or a service agent of a branded goods supplier.

Verifying an E-Sigil protected hallmark is very simple. Simply double-click the TrustToolbar icon in the
task tray area:

Double-click the task tray icon to
conduct the E-Sigil logo
verification process

What happens next?
The web page will become momentarily blank all content except the graphical content protected by the
E-Sigil system. Please note that the TrustToolbar itself will remain visible during the blanking process.

You can "trust" what they can see during blanking because it is protected using the same digital
certificate backbone used by TrustToolbar Plug-in.

The TrustToolbar Website Identity Assured Logo

When a website passes the identity validation process and becomes part of the TrustToolbar system,
Comodo issue the website with an Identity Assured Logo. This logo is protected using E-Sigil
technology. You may validate the authenticity of this logo by double-clicking the task tray icon.

{liustiooiban
| WEBSITE IDENTITY |
ASSURED|

Walidated by
i O -0 - -0

The “Website Identity Assured” Logo
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Your TrustToolbar Plug-in preferences
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TrustToolbar Plug-in may be customised to suit your preferences. TrustToolbar Plug-in options are

divided into two 'tabs' - click on each tab to toggle between option classifications:

TruztToolbar Options
General | Dizplay Elptin:nnsl

General Options

TrustT oolbar Options

General | Digplay Elptiu:unsl

— Security

¥ Fesolve obecured LFLs,

Repozition windaws to stop averlay
W
v attacks.

— Digplay Optiohs
v Dizplay only Company Logo and
Company Mame on pop-up windows.

Show large Y icon when the tray icon
iz nbscured.

— TruztT oalbar Pane
r Cloze TruzstT oolbar Fane an
zelection of a search resulk.

Automatically update Site Credentialz
[v J -
when browszing to new sites.

— Default Country
@ =%t Country

Change Default Cauntry... |

Cancel Help

Security Options:

= Toggling the URL Resolution: By default, TrustToolbar Plug-in will resolve obscured and hidden
(e.g. those containing the '@’ character) URL. You may toggle this option by clicking the check box
to remove / add the 'tick'. Click OK when you have made any changes.

= Preventing Overlay Attacks: By default, TrustToolbar Plug-in will prevent a website from opening
another browser and overlaying existing browsers. It will do this by subtlety repositioning the
overlaying browser so that you may easily view the browsers currently open. You may toggle this
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option by clicking the check box to remove / add the 'tick'. Click OK when you have made any
changes.

TrustToolbar Pane Options:

Customising the TrustToolbar Pane: When you are provided with multiple search results
TrustToolbar Plug-in displays the results in the TrustToolbar Pane. By default the TrustToolbar
Pane will remain open until closed manually, however you may specify in the options for the
TrustToolbar Pane to be closed automatically when you select a Name from search results. You
may toggle this option by clicking the check box to remove / add the 'tick'. Click OK when you have
made any changes.

Site Credentials Update: By default Site Credentials will automatically refresh should you change
websites while the Site Credentials tab is open. You may toggle this option by clicking the check
box to remove / add the 'tick'. Click OK when you have made any changes.

Display Options:

Customising the Display Options: By default, TrustToolbar Plug-in will display only the Company
Logo and Legal Name on Pop-Up windows. You may toggle TrustToolbar Plug-in to also display
the URL of the Pop-Up window. You may specify that the URL is also to be displayed by clicking
the check box next to "Display only Company Logo and Company Name on pop-up windows" to
remove / add the 'tick'. Click OK when you have made any changes.

More display options are available by clicking the Display Options tab.

Default Country Select Options:

TrustToolbar Plug-in allows you to navigate using brands in specific countries by default.

Countiy Selector x|

Drefault Courntry

Click the Change Default Country... button:

@ == Ay Countny

Change Default Country. .

— Please select your default navigation country:

The following box will be displayed:

Last ten used countries.

il @ === Ay Country

D
I B - Aruba
= AFG - Afghanistan, lslamic State of
BER 450 - &ingola, Republic of
Ak 414 - nguila
I :LE - tibania, People’s Socialist Republic of
Iﬂ AMD - Andarra, Principality of
e AT - Netherlands Antilles
IR :RE - Urited drab Emirates
= ARG - Argenting, Argentine Republic

- ARM - Armenia
B*™F 454 - American Samna LI

Click OF to navigate in “ény Country®. 0K | Cemzl I

Select from the list on the left the country you which to use to navigate by as a default. Alternatively,
enter the first few letters of the country to find the country on the list.
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=  When you have selected the country to use to navigate, click OK.

Repeat this process to select a different country. To return to selecting All Countries as your default,
click Any Country in the country selector list.

More Display Options:

Click the Display Options tab to select an alternative order for display of the Search Box, Trusted
Navigation Box and Trusted Display on TrustToolbar Plug-in.

= Click the radio button on the left of the display method to select

TrustT oolbar Options X|

General  Dizplay Options |

— Custamize current wisw

¢~ || [coMipo [comodo Group S | [ &) hetp-ifweme.comodonet | @60 | [ Cick ToSearch TIE

|| [ hetpcfivm comedo.ret =] @G |[CoMEBB 0 [Comodo Group B [) Cick To Sesich -|E|

|| &) e/ comedoret =] G0 | [ Ciick To Semch x| [COMI D0 | Comodo Group EE|

(v || @ cick Ta Semch 7] [ &) etp:fiwwm comodoret =] @G0 |[COMBD O [cComodo Group  EfE IT|

Cancel | Help |

Localising your search results

You may further customise your search results, including sorting and filtering your search results
dependent on your location, by using your Client Profile. Right click the TrustToolbar button and select
Update Client Profile.

Note: Your client profile is anonymous — it is in no way connected with you as an individual. For more
details read the TrustToolbar privacy policy.
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Uninstalling TrustToolbar Plug-in

To uninstall TrustToolbar Plug-in:

1. Click the Windows Start Button, and then click the Settings menu. Select the Control
Panel from the Settings menu.

2. When the Control Panel has opened, select and open Add/Remove Programs.
3. Locate Comodo TrustToolbar from the list and click Remove.

TrustToolbar Plug-in and its components will then be removed automatically.
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Getting help

If you require further assistance with using your TrustToolbar Plug-in, you may use the online support
facilities available on the TrustToolbar website.

You may directly open the online help by right-clicking the TrustToolbar Plug-in button to open the
context menu:
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Select Help to open the online help pages ———» =l kel

Ed Chant Profile
Terma and Cordénng
Frivaoy Shabment
Thn Cradartish

= Please note that you will be required to connect to the Internet to read the online help files.

The online help files consist of quick start guides, online tutorials, beginning and advanced FAQs
(frequently asked questions).
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Contact Information

Contacting the TrustToolbar Plug-in Team

TrustToolbar is one of the many Internet security, trust and navigability solutions innovated by Comodo,
the Internet security specialist.

Comodo and the TrustToolbar Plug-in support team can be contacted through the Internet using the
following services:

=  Additional or Support information can be requested by emailing mailto:info@comodo.net

= TrustToolbar Plug-in Product Home Page: www.trusttoolbar.com

= Comodo Corporate Home Page: www.comodo.net
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Copyright © 2002 Comodo Ltd. All Rights Reserved.

Comodo, TrustToolbar & Sigil are Registered Trademarks of Comodo Limited.
All other Trademarks used through this document are property of their respective owners.

Campus House, 10 Hey Street, Bradford, BD7 1DQ, United Kingdom
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