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ABSTRACT

Knowledge of the Internet Protocol (IP) addressis essential for connection establishment in
certain classes of synchronous distributed applications such as Internet telephony and video-
conferencing systems. A problem of dynamic IP addressing arises when the connection to
the Internet is through an Internet Service Provider since the IP address is dynamically
allocated only at connection time.

This paper proposes and contrast a number of generic methods that can be classified as on-
line and off-line methods for the resolution of dynamic IP addressing. On-line methods,
which include the World-Wide-Web, exchange server and dynamic Domain Name System,
are only effective when both the caller and recipient are logged onto the Internet. On the
other hand, off-line methods, which include electronic mailing and directory service lookup,
provide an additional means to allow the caller to leave messages when the recipient is not
logged onto the Internet.  Of these methods, the dynamic Domain Name System and
directory service lookup appear best for resolving dynamic |P addressing respectively.

I ntroduction

In using the standard Internet Transmisson Control Protocol/Internet Protocol (TCP/IP) suite
(Comer, 1991), each host computer is identified by a unique IP address. This IP address is
permanently fixed in the case of a direct connection to Internet. However, if the connection to
Internet is through an Internet Service Provider (1SP), the IP address is dynamicaly alocated only
upon connection and remains fixed during the duration of the sesson. The same IP address is
subsequently reused and assigned to another new user. This dynamic dlocation of |P addresses
poses a problem for connection establishment in certain classes of synchronous distributed
goplications such as Internet telephony and  video- conferencing systems. As such, thereis a need
to resolve this problem before a connection between users can take place.

In this paper, a number of methods are proposed to overcome this dynamic IP addressing
problem. These can be classfied as on-line and off-line methods.  On-line methods are different
from off-line methods in that the latter provides an option for the caler to make use of off-line
communication means (such as dectronic or voice mail) to leave a message in cases where the
recipient is not connected to the Internet. In each case, both caler and recipient must obvioudy be
connected to the Internet to alow real-time communication to take place between them.



On-LineMethods

In usng an ortline method, a user upon connecting to the Internet will initiate a process or an
gpplication to regigter the current IP address to some form of server depository. After registration,
this information can then be subsequently retrieved by other users for connection establishment.
On+line methods which indude the World-Wide-Web gpproach, exchange server, and dynamic
Domain Name System are differentiated in the Structure and role of the server depository and the
mechanism used to register and retrieve | P addresses.

World-Wide-Web Approach

This gpproach uses the World-Wide-Web (WWW or Web) and its associated HyperText
Transfer Protocol (HTTP)(WWW Consortium, 1993) servers for resolving IP addresses. HTTP
connections over the Internet are implemented using the standard TCP/IP protocol. Each WWW
document or resource has a unique address known as the Uniform Resource Locator
(URL)(WWW Consortium, 1993). Userswho are connected to the Internet and having access to
HTTP servers would usudly have home page directories assgned to them for putting up home
pages on the Web.  Information put up on such home page directories is accessible by anyone on
the Internet.  Thisin turn will dlow a current user’s |P address to be published and retrieved by
other users through the knowledge of the current user’s URL which is unique and fixed through the
HTTP sarver.  The URL is andogous to an eectronic mail (email) address of an Internet user
which is permanent and unique.
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Figure 1. 1P Address Resolution Using World-Wide-Web approach

The method used for IP address resolution using the WWW approach is shown in Figure 1. An
agent (dternaively known as a process) on the usar’s host computer will write the user's
information into a specid file (say ‘IP.txt’) and use the File Transfer Protocol (ftp) to transfer the
file to the user’s home page directory.  This information stored in the file is valid within a specified
time-out period, and therefore, must be updated regularly while the application is on-line. Thisis
necessary to overcome the problem of an abnormal disconnection (such as a power failure on the



host computer) which will result in out-deted and thus invaid deta left in thefile.  For example, the
IP address of the disconnected user may be re assigned to another user who makes a connection
to the Internet following the disconnection so that the 1P address defined in the file is no longer
vaid. Thisregular update of information only gpplies to users with dynamic | P addresses since for
the case of fixed IP addresses, the information in the file needs to be defined once only.

By knowing the URL of the recipient, the cdler may retrieve the information directly from the
IP.txt file and initiate a connection to the recipient by using the IP address defined in the file.
When the user exits from the gpplication, the agent will correspondingly remove the IP.txt file from
the wer home directory. This action athough desirable is not critica due to the presence of the
time- out mechanism which will autometicdly render thisfileinvdid after being timed-out.
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Figure 2. 1P Address Resolution Using Exchange Server

An exchange server (ES) is a dedicated server to support an application for resolving IP
addresses. An example would be a telephone exchange server for Internet telephony applications.
The main responghility of the ES is to maintain and manage the information of active registered
users running the application. It acts as an exchange to facilitate finding and connecting users
together as shown in Figure 2.

In order to support the possibility of alarge number of active users at any onetime, adatebaseis
usudly used for gtoring users information.  Basic information stored by the exchange server
include a unique user ID, user name and current IP address.  This unique ID can be specid 1D
defined by the server, an emall address, an URL or any unique identifier defined by the
goplication.



In using the ES, an agent mugt first register the user’s own information with the exchange. When a
connection request to arecipient is desired, a query is sent to the exchange. Two modes of queries
can be supported by the ES. In the first case, the user knows the identity of the recipient and
issues a gpecific query to the exchange to return the corresponding IP address of the recipient. In
the second case, the user does not know the intended recipient and issues a genera query to the
exchange to return a lig of active users and corresponding IP addresses and sdects one for

connection. The ESis basicaly modeled around the Internet Relay Chat (IRC) (Prospero, 1995)
server, running software designed solely to help cdlers using a particular program find one ancther.

When the user exits from the gpplication, the agent will de register the user from the ES.

In order to ensure that the list of registered usersis current and up-to-date, the ES will periodicaly
‘ping’ (Mark, 1996) each registered user (.e. user's IP port) to ensure that he or she is ill on
line. Thisis necessary to cater for any abnorma termination of the gpplication which is not being
communicated to the ES.  Furthermore, authentication during the ‘ping’ process is required to
ensure that the ‘correct’ user is registered since the IP address could be dready assigned to
another user who is dso registered with the ES.  Usersfailing the ‘ping’ process will automaticaly
be removed from the ligt of active users.

Variations to the basic ES architecture are possble.  The agent can be replaced to accept direct
user logins to the ES. Users are supplied with the same functiondity to search and retrieve other
users information. Depending on the dructure of the ES, information in the server can be
partitioned and organized in some particular manner.  Using the Internet telephony example,
information may be organized by location, language, subject and interest so that users can register
in various interest-group rooms. This will in turn support a chat-line facility to dlow the user find
and communicate with any other registered user in the ES.  Anonymity can be supported by
alowing users to use a nickname in place of ther red name dthough a unique ID mugt dill exist
between users.  Despite these variations, the basic method of using the ES to resolve dynamic IP
addresses remains the same.

Dynamic Domain Name System

The concept of domain name was introduced in Internet to provide a mechanism to organize the
large number of IP addresses into logical groups based on the organizations from which these
systems belong.  The Domain Name System (DNS) (Mockapetris, 1987), which conssts of

networks of resolvers and name servers, is an architecture built to support the use of domain name
asan dterndiveto an IP address.  Resolvers are used by Internet clients for retrieving information
(the IP address in particular) pertaining to the domain name from name servers. Name sarvers are
used to manage databases for storing domain name information.
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Figure3 Mechanism of Domain Name System

Figure 3 shows the smple mechanism used for Internet connection when domain names are used in
place of |P addresses. As most of the networks of Internet have access to at least one resolver,
the use of domain name in place of IP address become very convenient and practicd.  This
process eliminates the need to remember awkward IP addresses and the resolution from domain
nameto IP addressis transparent to the user. Name servers manage two kinds of data.  The first
st of data are held in sets cdled zones, each zone is the complete database for a particular
“pruned” subtree of the domain space.  The second kind of data is cached data which is acquired
by alocd resolver.  Such caching helps improve the performance of queries on domain name.
Regular updates are required to keep an up-to-date information of the cached data.  However,
this implies that domain name changes will not be reflected immediatdy with the use of cached
data  This does not pose much problems since the information stored in these name server
databases are generally static and seldom change.
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Figure4 IP Address Resolution Using Dynamic Domain Name System

An extension to this exiging DNS architecture can be made to dlow dynamic update of domain
names as shown in Figure 4. This extenson, termed & dynamic Domain Name System,

provides another approach for resolving dynamic IP addressing.  In this system, dl changes to the
domain name information can be reflected in the domain name system immediately provided there
is no caching done for that information. Every new connection to the Internet is communicated to
a dynamic domain name daemon whose role is to update the user’ s information to the name server
database. In doing 0, it becomes possible to use a fixed domain name to identify an Internet host
that may have adynamic address. The norma DNS is subsequently used to resolve the IP address
given a known domain name. This daemon together with the name server will be managed by an
organization that has aregistered domain in the DNS.

The fixed domain name is assgned to the user by the organization responsible for the domain. This
name can take the form of <user’'s domain name>.<registered domain>. In the example
‘userl.sasntu.edu.sy’, ‘userl’ is the user’s domain name and ‘sasntu.ac.sy s the registered
domain. Asin the previous exchange server gpproach, some form of ‘ping’ mechanism is used to
mantain an up-to-date list of current users and cater for any abnorma disconnection.

Off-Line Methods

The off-line method basicdlly functions smilarly to the online method with the exception that it can
till be used even though the recipient is not on-line a the time a the connection request.  The
method provides an answering machine facility to dlow the user to leave a message for te
recipient. Two methods, namely, eectronic mail and directory service lookup, offer distinct
approaches to resolve the problem of dynamic IP addressing.
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Figure 5. IP Address Resolution Using Electronic Mail Approach

This method utilizes the concept of fixed email addresses and uses dectronic mailing as a meansto
resolve dynamic |P addressng as shown in Figure 5. In thisdesign, the requester will only need to
know the email address of the recipient. The Simple Mail Transport Protocol (SMTP) (Postd,
1982) is used to transfer a specid email condsting of the requester’s IP address and other
information to a SMTP server machine which in turn uses SMTP to send the mail to the world at
large.  The Multipurpose Internet Mail Extenson (MIME) (Borengtein, 1993) format which
supports multimedia and multi-part mail has been chosen for mail representation.  Mail from the
world at large arrives on the recipient’s Post Office Protocol (POP) (Rose, 1993) server whereiit
awaits to be downloaded and processed.

At the recipient'send, an agent will poll the POP server periodicaly to check for such requests for
connection.  Upon receiving a connection request, the agent will retrieve and delete the call
request from the POP server and inform the recipient of the request. If the request is accepted, the
agent will act as the caller and initiate the connection through TCP/IP using the requester’s IP
addresses supplied in the email. The requester will subsequently authenticate the cal and dlow the
connection to take place.

In this approach, atime-out period is defined in the specid emall to indicate the period of vdidity of
the cal request. As such systems are meant to be synchronous in nature, a connection request is
terminated after being timed out.  Thus, the agent will automatically discard dl outdated requests.

If desired, the agent can be optiondly set to inform the recipient of the existence of such requests
subsequently.  In addition, the requester’s end could aso have an agent whose role is to monitor
the same time-out period. Upon the expiry of the time-out period, the requester is
correspondingly informed of the falure of the connection request and invited to submit a voice,

video or eectronic mal indead. This feature effectively emulates an answering machine for the
requester to leave amail for the recipient.



In addition to palling the POP sarver, the agent dso palls the recipient’s default mail inbox since
there is a posshility that during the polling interva, the default email sysem could have been
activated, downloaded and deleted al existing messages from the POP server to the default malil
inbox. Thisresultsin adrawback in this gpproach since there is the need for the agent to cater for
various default mail systems used by different users which will exhibit different characteristics and
formats for mail storage and processng.  In thisingance, multiple agents will be required unless
some form of standardization exists. However, this can be overcome if there is some way for the
default mail system to identify and leave dl such specid emal on the server for subsequent
processing by the agent.
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Figure 6. IP Address Resolution Using Directory Service Lookup

A complete profile of users information can be stored in the Internet by using a network of
databases known as Directory Servers.  From this network of databases (or clusters),
informetion of any user on the Internet can be retrieved.  Various servers with different purposes
and support can be built as a service layer between Internet users (clients) and these directory
sarvice clugters as shown in Figure 6.

An example of a service server would be a telephone lookup server which functions smilarly to a
telephone exchange server.  Additiond functions and superior facilities can be added to these
servers depending on the level of services offered and the amount of information stored in the
directory servers.  For example, the telephone lookup server may support a query requesting for
alig of IP addresses of users of a particular age group with a particular set of interests and living
within a certain area of the country.

The mode of usage of the service server is Smilar to the exchange server.  Users with dynamic IP
addresses will register this information (plus other temporary information that are set at connection



time) to the appropriae directory server. In order to make a connection to the recipient, aquery
for an IP address is sent to the service server which will in turn retrieve this informetion from the
directory server and channe it back to the requester.  An initiate connection request is
subsequently issued by the cdler to the recipient.

A possible architecture for these directory serversis use a geographic approach and organize them
in clusters according to the country which they serve.  Each cluster will consist of directory servers
in a hierarchicd manner to sarve dates, which in turn serve areas which serve users. This
structure results in ahierarchica tree with the world as the root of thetree.  Each sub-tree pertains
to individua countries.  The depth of the sub-tree will be dependent on the number of userswhich
it serves.  The architecture must be able to support the dynamic addition, remova and
modification of directory servers and user information to the directory service as well as support
ample and complex query and retrieva of information.

The motivation of using such a directory service is to provide a globa White Pages service to
facilitate globa communications over computer networks in an efficient manner.  Although the
directory service lookup gpproach was originaly conceived to handle IP addressing problems, it
nonetheless has resulted in many similar ideas and characteristics with the existing X.500 directory
sarvice (CCITT, 1988).  Since the focus of this paper is on techniques for resolving dynamic IP
addressing, the differences between these directory services are of secondary importance and
therefore would not be addressed.

Analysisand Comparison of Methods

All the proposed methods require some form of server depository for storing IP addresses which
can be retrieved by the user.  Depending on the method adopted, these servers are either stand-
aone dedicated servers (dynamic DNS, directory service lookup), or dedicated servers (exchange
servers) which are part of the application, or general servers (such asemail or Web servers) which
arean integra part of the Internet environment.

A number of factors have been used as a comparison between methods to gauge the efficiency and
effectiveness to resolve dynamic |P addressing.  These factors include:

Efficiency or Speed of Resolution. This factor refers to the time taken to resolve the IP
address and alow a connection between users to take place. Users would obvioudy prefer the
method that exhibits the Sortest time.

Ease of Use and Acceptability. This factor relates to the ease- of- use of the method and the
potentid of users buy-in. Users would prefer to use a smple and transparent method without the
need to acquire new skills or change their current practices.

User Base Scope and Accessibility. This factor refers to the numbers of users that can be
maintained by a particular method and the accessibility of this information by anyone on the
Internet.



Set-Up Parameters Required.  Thisfactor pertains to the number and complexity of the set-up
parameters that are required in order to use the method. Obvioudy the least number of parameters
are desired.

Visibility of Available Users.  Thisfactor indicates the provison of the method to support a
query for an active ligts of users, or more specificaly, to support a chatline fadlity where the
intended recipient is not identified beforehand.

Robustness and Resilience.  Thisfactor consders the robustness and resilience of the method
and the circumgtances in which it will fal to work. To some extent, this factor will depend on the
resources under control. For instance, if amail server serving the intended recipient is down, then
it becomes impossible for the eectronic mail method to proceed since the mail will not arrive at the
sarver. Inthis case, the mall server is an externd but necessary entity but is outside the control of
the method.

Ease of Implementation and Associated Overheads.  Thisfactor examinesthe ease a which
the method can be implemented and the overheads required to maintain it.

These factors have been used to rate each of the method under comparison. The results for the
comparison of online and off-line methods are shown in Tables | and Il respectively. These
factors are ranked relative to each other.  Whenever possible, quantitative data has been
provided. However, absolute data may not be redizable due to the possible variations in
implementing these methods.  For example, the exchange server may be implemented as a query
and retrieval modd or an IRC mode thereby resulting in significantly different speeds of |P address
resolution. In such ingtances, a range of values are provided. In addition, average times are
measured and used to cater for fluctuations in network conditions.

Table!. Comparison of On-Line Methods

World-Wide-Web Exchange Dynamic
Approach Server Domain
Name System

Efficiency or Speed of Resolution dow medium fast
(Averagetime, t(s)) (3<t<300) (1<t<180) (L<t<4
Ease of Use and Acceptability poor moderate good
User Base Scope and Accessibility high low high
Set-Up Parameters Required moderate few few
(Number of Parameters) (©)] 2 2
Vighility of Available Users poor good poor
Robustness and Resilience good not bad not bad
Ease of Implementation easy mogt difficult difficult

In the on-line method, the dynamic DNS is the preferred method for |P address resolution. It is
fast, easy-to- use and transparent to the user. Upon connection to the Internet, the dynamic domain
name daemon will register the required information to the DNS system. Subsequently, the
standard DNS will be used to resolve the address. Furthermore, this method is general and alows
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any Internet gpplication to make use of it directly without any additional overheads. The method is
auitable for resolving the IP address of a known recipient. Such a service can be offered by an
individud or organization who has aregistered domain in the DNS. However, it islikey that it will
be offered by 1SPs as part of a standard servicein future.

The exchange sarver is probably the first and most common method currently in use for resolving
IP addresses. It has been adopted by many applications due to its smple concept and its ability to
provide an early solution to the dynamic IP addressing problem. This approach has been widdy
adopted by dmogt dl exigting Internet telephony systems.  Systems using this approach can either
use aglobal server (eg. FreeTd (FreeTd, 1996), CoolTak 1.0 (Netscape, 1996)) or a set of
distributed servers (eg. Internet Phone 3.2 (IBM, 1996), Internet Connection Phone (VocaTec,
1996)) to implement the exchange. From the developers point of view, the exchange dlows them
to keep track of their customer base, monitor volume and usage patterns, and provide support
and services (e.g. advertisers) for their customers.

TheWorld -Wide- Web approach uses a novel way to resolve dynamic |P addressing. The method
requires the knowledge of the intended recipient’s URL in order to be able to extract the desired
information prior to connection. The method is not so eegant compared with the rest due to the
overhead of having to update the information on the HTTP server to ensure that it is kept up-to-
date. However, this method diminates the need to have dedicated servers and uses only existing
HTTP sarvers. Indoing so, it makes use of standard Internet facilities and services which are likely
to be more robust and religble.

Table Il. Comparison of Off-Line Methods

Electronic Mail Approach | Directory Server Look-Up
Efficiency or Speed of Resolution dow fast
(Averagetime, t(s)) (10 <t < 3600 (timeout)) (1<t<30)
Ease of Use and Acceptability good moderate
User Base Scope and Accessibility low high
Set-Up Parameters Required many few
(Number of Parameters) (7) )]
Vishility of Available Users poor good
Robustness and Resilience good not bad
Ease of Implementation difficult mogt difficult

Between the two off - line methods, the directory server lookup offers a better solution for dynamic
IP addressing. This gpproach basically mirrors the exchange server approach in thet it relies on the
exigence of servers, user regidration and query support.  Although it is arguable that the method
is the same, the intended concept of using the directory service is different and should be viewed
as one of the services provided by the directory service clugters. Like the dynamic DNS, the
directory service is genera and designed to service dl Internet users and not any particular
aoplication.  Depending on the services offered by the service layer, a totd integrated
communication system becomes possible to alow crossmedia exchange of information.  In
addition, due to the flexibility and scope of information which it can support, it will invariably be
able to exhibit superior functions over the exchange server.
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The eectronic mail gpproach uses a fixed email address concept to ddiver a speciad email to the
intended recipient who will in turn act as caller to establish the communication process. Although it
is a workable solution, the main concern is the possible unacceptable time latency before
communication can take place. The method relies on SMTP servers to transmit the mail to its
degtination. In some of our tests, it was found that the mail took longer than the time-out period to
reech its dedtination, thereby immediady rendering the method ingpplicablel  Even when
acceptable times are attained for mail transmisson, there is a need to carefully define the polling
time period to attain a compromise so that the CPU is not swamped with frequent periodic polling
and yet able to deliver an acceptable level of service.

Conclusons

A number of methods have been proposed to overcome the dynamic IP addressing problem. Ont
line methods which include the World-Wide-Web gpproach, telephone exchange and dynamic
Domain Name System can only be used when both cdler and recipient are connected to the
Internet.  Off -line methods which include eectronic mailing and Directory Service Lookup can ill
be usad even though the recipient is not on-line. This is achieved by having a provison for an
answering machine facility for the caler to leave a message for the recipient.  These methods have
been compared and rated according to a number of factors. It is concluded that the dynamic
Domain Name System and Directory Server Lookup are the two best approaches for resolving
dynamic IP addressing respectively.
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