








 

Summary of Results from California Testing of the  
ES&S Unity 3.0.1.1/AutoMARK Voting System 

 
The California Secretary of State tasked Freeman Craft McGregor Group (FCMG) to 
perform functional testing, accessibility testing, “red team” analysis (penetration testing) 
and source code review of the ES&S Unity 3.0.1.1 Voting System (“ES&S Voting 
System”).  On February 15, 2008, FCMG provided public written reports on each area of 
testing and review, supplemented by private and confidential red team and source code 
review reports that went into greater depth on security-sensitive information.  The major 
findings of the reports are summarized below. 
 
Functional Testing 
 
The report on the functional testing of the system concluded the system was capable of 
performing all necessary functions.  The functional testing, however, also revealed many 
serious deficiencies in the security features of the system.   
 
First, the testers noted that, as part of the California Use Procedures, instructions for 
securing the system are required. In the draft Use Procedure provided by ES&S for this 
testing, a copy of the Center for Internet Security’s (CIS) Windows XP Professional 
Operating System Specialized Security- Limited Functionality Benchmark Consensus 
Baseline Security Settings guideline was given as the recommended operating system 
“lock-down” setup to be applied to the Unity and AIMS workstation. Although that high 
level of “lock-down” of the operating system would be desirable in an election system, 
the actual use of the guideline recommended by CIS assumes careful testing by 
application developers or information security personnel to determine what portions of 
the checklist could safely be applied or adapted without denying the services and 
resources needed for the application to function. There was no evidence in the form of 
adjustments or instructions that ES&S had performed the necessary testing to apply the 
guideline at the level presented. As a result, the testers declined to setup the test 
environment to that level, and instead applied only basic elements of the Legacy level of 
the CIS checklist, terminating only services that were known to be vulnerable and 
recommended by the Microsoft Security Program office. 
 
Second, the testers reported that ES&S largely depends on the basic Windows login 
accounts and physical and procedural security provided by the local client’s Information 
Systems staff or equivalent to protect the Unity operations. Application level user 
account passwords, where they are used, are similar in complexity to the default 
Windows login passwords, which is considered a weak password scheme.  
 
Third, for the Hardware Programming Manager (HPM) (critical because it can be used to 
change the election definition) and Election Reporting Manager (ERM) (critical because 
it has the functionality to change votes in the reports) the only protection from malicious 
attacks is restricting physical access to the workstation. 
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Accessibility Testing 
 
Accessibility testing was conducted by Noel Runyan of Personal Data Systems and Jim 
Tobias of Inclusive Technologies.  Following a review that included expert “walk-
throughs” of the system and testing by voters with a wide range of disabilities, their 
report concludes that the ES&S Unity 3.0.1.1 Voting System (with AutoMARK and 
M100 Scanner) is substantially compliant when assessed against the requirements of the 
Help America Vote Act (HAVA) and specified in the 2005 VVSG guidelines.  The report 
concludes the system represents an adequately accessible voting system capable of 
effectively serving the large range of voters with disabilities that should be 
accommodated according to the HAVA requirements. 
 
The accessibility report did note, however, several areas in which the accessibility of the 
AutoMARK ballot-marking device could be substantially improved.  Improved ballot 
privacy sleeves and handling procedures are needed; the force required for ballot 
extraction is excessive; unnecessary ballot marking errors and high voter frustration are 
caused by the lack of confirmation dialogs before canceling or exiting the write-in 
function and before marking and returning the ballot; speech synthesis and audio 
interface controls could be improved; switching modes for the controls in the summary 
and verification reviews place heavy cognitive loads on audio-only voters; and more 
voters could make better use of the visual display if its magnification range and use of 
color was enhanced. 
 
Red Team Analysis 
 
The goal of the red team analysis (penetration testing) was to compromise the security of 
the voting system. The team demonstrated that several components of the voting system 
are vulnerable to attack. 
 
PCMCIA cards used by M100 Tabulators may be exchanged at the precinct during an 
election to implement ballot box stuffing attacks in favor of particular candidates. This 
exploit is difficult to detect without examining the audit logs. 
 
All data on the PCMCIA card used by M100 Tabulators is unencrypted and can be 
viewed using commonly available programs. This enables a potential attacker to analyze 
the data on the card and develop strategies to defeat the embedded security mechanisms. 
 
An attacker with unauthorized access to the Election Reporting Manager (ERM) can 
modify election results. The Red Team identified an exploit that enables the unauthorized 
access. Upon gaining access to the ERM, the attacker can manually add or remove votes 
from the official vote totals. Note that the ability to manually edit vote totals is necessary 
to correct errors, but only authorized individuals should have access to this feature. The 
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attack would take a few seconds and, if executed properly, could only be detected by 
analyzing audit logs. 
 
The Zip disk containing the M650 Tabulator results may be modified while it is 
transported to the Election Reporting Manager (ERM), which would process the modified 
vote totals without questioning their validity.   
 
An attacker with unauthorized access can gain complete access to the Audit Manager 
database by cracking the password.  Once access to the database is gained, attackers can 
change records, obtain, create or remove login credentials for the Audit Manager, 
Election Data Manager, or ES&S Image Manager (ESSIM) and delete audit log entries to 
cover their tracks.   
 
 
An attacker with unauthorized access could modify stored procedures in the Microsoft 
SQL Server database used by the AutoMARK Information Management System (AIMS). 
The exploit gives the attacker the ability to write modified ballot definition files data to 
the Compact Flash cards used by all of a jurisdiction’s Voter Assist Terminals. The 
attacker could modify the audio/visual information of the ballot so a voter using the audio 
ballot would hear the name of one candidate but the device would mark a vote for another 
candidate. 
 
An attacker with unauthorized access working with a computer systems expert could 
disable the access control system for the Hardware Programming Manager (HPM) and 
the Election Reporting Manager (ERM) in a few minutes. As noted earlier, unauthorized 
access to the HPM and/or ERM constitutes a serious breach of voting system security.  
HPM can be used to change the election definition and ERM can be used to change 
results in the reports. 
 
An attacker with unauthorized access could also tamper with the access control system 
for the Hardware Programming Manager (HPM) and the Election Reporting Manager 
(ERM) to selectively grant (or deny) any individual the right to access the HPM and 
ERM. 
 
An attacker with physical access to the system and the appropriate expertise could obtain 
the password for accessing the Hardware Programming Manager (HPM) and Election 
Reporting Manager (ERM) in a few minutes. 
 
An individual with sufficient expertise can pick the locks located in the front of the Voter 
Assist Terminal (VAT), the M100 Tabulator and the M650 Tabulator. The time taken by 
the red team to pick the VAT, the M100 and the M650 locks ranged from five seconds to 
one minute. 
 
The wire seal on the front panel of an M100 Tabulator can be bypassed. The wire 
security seals tested by the red team were provided by ES&S. If a seal is not tightened 
correctly, an attacker can bypass the seal on the front access panel of the M100 providing 
a vector of attack on the PCMCIA cards. 
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The Voter Assist Terminal (VAT) and M650 Tabulator incorporate several paper seals 
whose damage or removal are designed to indicate tampering. The red team used 
commonly available products to cleanly remove the paper seals on the VAT and M650 
back panel without damaging them or triggering the paper seal voiding mechanism. 
 
Source Code Review 
 
The review of the voting system’s source code was performed by atsec Information 
Security Corporation.  The reviewers concluded that users of the system should not rely 
on the claimed security measures.  Their public report provides the following summary of 
results: 
  
“The system is designed to execute code supplied on the election definition memory 
cards on the precinct ballot counters, with no effective measures to ensure integrity and 
authenticity of this code. Due to this, there is little assurance that the systems will 
actually be running the reviewed code at election time. 
 
“The system fails to provide strong Identification and Authentication for access control. 
Some components have no access controls at all. For those components that do restrict 
access by requiring a User ID, a password, or a User ID/password pair, the login 
credentials are either hard coded in the source code, stored in clear text in a database, or 
at best, scrambled with extremely weak algorithms that do not prevent credentials from 
being discovered. Thus, all components in the system are potentially exposed to 
unauthorized access. 
 
“The system fails to provide confidentiality and integrity of election data (including 
election definitions and election results). The election data is transferred among 
components of the Unity System via removable media devices. The data on the media 
devices is either in plain text, stored with simple checksum values, obfuscated with 
extremely weak homebrewed algorithms, or at best encrypted with symmetric algorithms. 
In cases where the data to be transferred is encrypted, the encryption keys are hard coded 
either as a plain ASCII string or with a simple obfuscation that can be easily reversed. 
The election data can be maliciously modified by a component of the Unity System or 
during the transition of the media from one component to the other, but yet still be treated 
as valid by other Unity System components. 
 
“The system fails to provide reliable accountability for audit logs. Audit logs of the Unity 
system are kept either in databases or log files, none of which are protected by any kind 
of tamper-detection mechanism. The audit log of the system is susceptible to tampering 
without being detected. 
 
“The developers generally assumed that input data will be supplied in the correct 
expected format. There is little validation checking of the data, leading to potentially 
exploitable vulnerabilities when those assumptions turn out to be incorrect, for example, 
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due to malicious manipulation of the election definition leading to execution of attacker 
supplied code. 
 
“The security of the Unity System depends on its secure use, which assumes that all 
parties involved in developing, maintaining, distributing, deploying and using the Unity 
system must be trustworthy. This assumption is equivalent to saying that there are no 
threats to the Unity system.” 
 
 
 
 


































































