
 
The sudden shutdown of McColo  caused a ripple that has impacted the  spam landscape for 
five months. Spam levels have yet to match the highs we monitored previous to this event. 
However, as we move toward the six month mark following the November shutdown, we’ve 
watched  as spam volumes have gradually crept back to approximately 91 percent of their pre-
McColo shutdown levels.  
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Since the shutdown of hosting company 
McColo in mid-November 2008, spam vol-
umes have slowly made their way back to 
“normal.” Old botnets are being brought back 
online, and new botnets are being created. 
Spam volumes are now at 91 percent of their 
pre-McColo shutdown levels.  
 
Zombie is a term given to a computer that has 
been compromised and is being used for vari-
ous criminal related interests such as sending 
spam, hosting websites that advertise spam 
and acting as DNS servers for zombie hosts.  
 
The top 10 countries hosting active zombie 
machines in March 2009 are compared below 
with the September 2008 results shared in the 
October 2008 State of Spam report : 

Like September 2008, the EMEA region con-
tinues to be the leading source of all zombie 
IP addresses, hosting 45 percent of active 
zombie computers in March 2009. Of the 
countries making up the EMEA region, Russia 
now owns the title of “leading EMEA country”  
leading Turkey by one percent. Turkey’s active 
zombie count fell by more than half. While 
EMEA continues to be the leading regional 
host of zombie computers, Brazil at 14 per-
cent has jumped five percentage points and 
owns the dubious honor of the number one 
host of active zombie machines. As countries 
such as Brazil, India and China (which have a 
burgeoning middle class) continue to invest 
heavily in Internet and IT infrastructure,  the 
location of active zombie machines will con-
tinue to change. 

McColo Shutdown Continues to Affect the Spamscape throughout the month of March  



Do you have the housing market blues?  
Does the term credit default swap send 
shivers down your spine?  Spammers are 
here to help!  Since the beginning of the 
year, spammers have been steadily utiliz-
ing sadly familiar terms from the mortgage 
industry in their spamvertisements.  Moni-
tored terms include:  foreclose, foreclo-
sure, interest rates, mortgage, and for fun, 
the misspelled forclosure. 
 
A review of these terms makes two things 
apparent. First, and as usual, spammers 
have been complementing marketing 
pitches with terminology relating to cur-
rent events, such as the economic down-
turn. There has been an increase in the 
use of these terms in enhancement spam 
and fraud spam where the intent is to 
steal money and/or personal information. 
 
Second, there has been a shift in certain 
types of spam, such as make money fast 
spam, which are actually get rich quick 
schemes built around purchasing fore-
closed homes. Many spam messages now 
carry the promise of avoiding foreclosure 
all together. 
 
 

Top 20 Mortgage Related Subject Lines: 
 
1. re: mortgage payment 
2. mortgage loan information 
3. a big instrument is  a mortgage to suc-

cess. 
4. search foreclosure listings by zipcode 

for free... nationwide! 
5. record foreclosure filings: homes given 

away! 
6. in fear of foreclosure 
7. hey mom, this can pay your mortgage 
8. don't go into foreclosure 
9. facing foreclosure? 
10. had a hardship and facing foreclosure? 
11. don't let your lender foreclose 
12. home-mortgage-mess: your 30 second 

bailout 
13. don't let them foreclose 
14. fight foreclosure 
15. save your house from foreclosure to-

day 
16. ; search foreclosure listings by zipcode 

for free... nationwide! 
17. lower your mortgage. popular ontv. 
18. get a free book from robert allen... the 

foreclosure guru. 
19. find out if a reverse mortgage is right 

for you 
20. mortgage modification may be avail-

able to you - avoid foreclosure! 

Spammers Rethink Their Mortgage Strategy 



If you are a resident of the United States 
and haven’t already filed your tax returns, 
maybe you should consider reading the 
following. The countdown to “Tax 
Day” (April 15 in the United States) is cur-
rently in full swing, with the IRS offering 
daily tips for filing. 
 
The run-up to Tax Day in the United States 
has traditionally become a time when 
phishing directed towards the IRS be-
comes more prevalent. As reported in pre-
vious Symantec State of Spam reports, 
spammers continue to attempt to disguise 
themselves as the IRS, dangling tax refund 
offers in front of unsuspecting users.  
 
These offers are aimed toward recipients 
who may be unaware that the IRS “does 
not initiate communication with taxpayers 
through email.” The purpose of these at-
tacks is often to collect personal details, 
including date of birth and debit/credit 
card information. However, these types of 
tax-related spam attacks are not limited to 
the United States, with spammers at-
tempting to disguise themselves as tax col-
lection authorities from across the world. 
The Irish tax authority recently became 
one of the latest targets. 
 
In addition to spammers disguising them-
selves as the IRS and other tax authorities, 
Symantec has recently observed that 
spammers have been offering ways to 
save money on tax preparation as a means 
to enter a user’s inbox. Spammers are us-
ing this method to attempt to obtain per-
sonal information from a recipient.  

Below are the top 20 tax-related subject 
lines in order that they have occurred in 
spam messages for February 1 to March 
23, 2009:  
 
1. rebate processor position - we need 

your help now 
2. we could help you settle irs debt now 
3. don't you want something for your 

taxes 
4. re: do you owe tax debt? read on 
5. a rebate processor position offers you 

the chance to work at home  
6. rebate processor position - easy work - 

great pay 
7. don't you want something for your 

taxes 
8. rebate processing jobs at home. imme-

diate placement 
9. re: need help with irs back taxes? 
10. fast & accurate tax refund 
11. 97% of all applicants can be helped 

with irs back tax 
12. warranty and refund policies and won-

derful discounts are available. 
13. re: do you owe back taxes? we could 

help 
14. $389 desktop, $499 laptop. amazing 

tax season 2-day sale. 
15. need irs tax relief?..  
16. no more tax increases  
17. get expert tax advice with your irs is-

sues  no cost consultation 
18. at home rebate-processor positions 

paying $390+ daily 
19. back taxes got you worried? 
20. back taxes got you worried?...  

Countdown to Tax Day Continues—Do Not File the “Spam Expense”  

http://www.irs.gov/newsroom/content/0,,id=104608,00.html?portlet=2
http://www.symantec.com/spam
http://www.revenue.ie/en/press/2009/pr-160309-emailfraud.html


April Fools’ Day was anticipated as the ex-
pansion date of the Conficker worm with 
the possibility of a major threat launch. 
We have found spam samples attempting 
to capitalize on the frenzy over Conficker 
(a.k.a. Downadup), offering the latest in 
antivirus security software that purport-
edly protects users from the Conficker 
threat. Some of these spam messages 
even use names and images of software 
much like our own Norton AntiVirus 2009. 
In the example below, it even mentions 
the name of one of our Symantec employ-
ees frequently cited in the press.  
 
In an attempt to increase financial gain,  

the product website is made to look like 
the product is one of our Norton con-
sumer security solutions, by using the 
AntiVirus 2009 name and comparing itself 
with other antivirus solutions such as Spy-
bot, Kaspersky, and AVG.  After clicking on 
the link inside the message, we find that it 
redirects to a website where the user is 
promptly given directions on how to make 
a payment. Whether or not any product 
will be made available after the payment 
is made is still unknown at this point. Even 
if the product promised is available, its ef-
fectiveness would be questionable be-
cause it is most likely a rogue application 
or pirated software. 

Conficker Used for Fake Antivirus Software Sale  

http://www.symantec.com/norton/theme.jsp?themeid=conficker_worm


With the ominous subject line "Take care 
about yourself!" fear mixed with excite-
ment might propel some recipients to dis-
regard security consequences and click on 
URLs that link to malware. In this recent 
example, geolocation services were used 
to target the recipient of the message. De-
pending on the relative location of the 
message recipient, the location of the ter-
rorist attack differs.  

 
In one location, the spammer indicated 
that there was a “Powerful explosion burst 
in San Pablo this morning,” and in another, 
they indicated that there was a “Powerful 
explosion burst in Pune this morning.” Fol-
lowing the message is a brief description 
of the attack including: “At least 12 people 
have been killed and more than 40 
wounded in a bomb blast.” and “explosion 
was caused by ‘dirty’ bomb.”  
 
 
 

The logo of a prominent news wire service 
was added to try and bring a sense of au-
thenticity. Human curiosity might prevail 
for some users as they were instructed by 
the spammer, “You need the latest Flash 
player to view video content. Click here to 
download.” Users should not click on this 
link as it contains a link to downloadable 
malware. The link between malware and 
spam should not be underestimated. 
Spammers have long used this connection 
to target unsuspecting recipients.  
 
Spammers often use human curiosity to 
tempt recipients into opening a spam mes-
sage and click on a link, or take some 
other action. In this instance, spammers 
believe that keeping spam content rele-
vant to a geographical location will enable 
them to achieve their goals. 

"Take care about yourself!" Avoid Terror -Related Malware Spam 



 
 
 

 

Metrics Digest: Regions of Origin:  
Defined: 
Region of origin represents the percentage of spam messages reported coming from 
certain regions and countries in the last 30 days. 



 
 
 

 

Metrics Digest: Global Spam Categories: 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
• Products E-mail attacks offering or advertising gen-
eral goods and services. Examples: devices, 
investigation services, clothing, makeup 
• Adult E-mail attacks containing or referring to prod-
ucts or services intended for persons 
above the age of 18, often offensive or inappropriate. 
Examples: porn, personal ads, relationship 
advice 
• Financial E-mail attacks that contain references or 
offers related to money, the stock market 
or other financial “opportunities.” Examples: invest-
ments, credit reports, 
real estate, loans 
• Scams E-mail attacks recognized as fraudulent, inten-
tionally misguiding, or known to result in fraudulent 
activity on the part of the sender. Examples: Nigerian 
investment, pyramid schemes, chain letters 
• Health E-mail attacks offering or advertising health-
related products and services. 
Examples: pharmaceuticals, medical treatments, herbal 
remedies 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• Fraud E-mail attacks that appear to be from a well-
known company, but are not. Also known 
as “brand spoofing” or “phishing,” these messages are 
often used to trick users into revealing 
personal information such as E-mail address, financial 
information and passwords. Examples: 
account notification, credit card verification, billing up-
dates 
• Leisure E-mail attacks offering or advertising prizes, 
awards, or discounted leisure 
activities. Examples: vacation offers, online casinos, 
games 
• Nigerian spam is named after the section of the Nige-
rian penal code dealing with fraud, and refers to spam 
email that typically alerts an end user that they are 
entitled to a sum of money, by way of lottery, a retired 
government official, lottery, new job or a wealthy per-
son that has that has passed away. This is also some-
times referred to as advance fee fraud. 
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