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Abstract

A Web service is defined as an autonomous unit of 

application logic that provides either some business 
functionality or information to other applications through 

an Internet connection. Web services are based on a set of 
XML standards such as Universal Description, Discovery 

and Integration (UDDI), Web Services Description 
Language (WSDL), and Simple Object Access Protocol 

(SOAP). Recently there are increasing demands and 
discussions about Web services privacy technologies in 

the industry and research community. In general, privacy 
policies describe an organization’s data practices what 

information they collect from individuals (e.g., consumers) 
and what (e.g., purposes) they do with it. To enable 

privacy protection for Web service consumers across 
multiple domains and services, the World Wide Web 

Consortium (W3C) published a document called “Web 
Services Architecture (WSA) Requirements” that defines 

some specific privacy requirements for Web services as a 
future research topic. At this moment, there is still no 

standardized Web services privacy technology. This paper 
briefly overviews the research issues of Web services 

privacy technologies.
Keywords: Web services, privacy policies, UDDI, 
WSDL, SOAP, WS-Security, EPAL, P3P. 

1. Introduction 

In the past few years, many companies have been forced 
to reorganize their businesses by using heterogeneous 
technologies in order to remain competitive in a business 
world. Current trends in Information and Communication 
Technology (ICT) may accelerate the widespread use of 
Web services in business [14]. Web services have become 
more and more popular in the research community as well 

as industry. Some studies even show that the Web services 
market is expected to grow to $28 US Dollars billion in 
sales in the coming three years [13]. In this paper, a Web 
service is defined as an autonomous unit of application 
logic that provides either some business functionality or 
information to other applications through an Internet 
connection. It is well known that Web services are based 
on a set of XML standards such as Universal Description, 
Discovery and Integration (UDDI) [1], Web Services 
Description Language (WSDL) [2], and Simple Object 
Access Protocol (SOAP) [21, 22]. 

Privacy control is usually not concerned with individual 
subjects. A subject releases his data to the custody of an 
enterprise while consenting to the set of purposes for 
which the data may be used [34]. The traditional view of 
access control model should be extended with an 
enterprise wide privacy policy for managing and enforcing 
of individual privacy preferences [35]. In the US, the 
Privacy Act of 1974 requires that federal agencies grant 
individuals access to their identifiable records that are 
maintained by the agency, ensure that existing information 
is accurate and timely, and limit the collection of 
unnecessary information and the disclosure of identifiable 
information to third parties [36]. From a recent survey, 
bank officers said that they had ongoing concerns, mostly 
procedural, about how to handle the anticipated privacy 
regulations of the US Gramm-Leach-Bliley Act (GLB), 
which requires financial institutions to regularly 
communicate privacy policies to customers and provide 
adequate opportunities for “opting-out” of personal 
information disclosure to non-affiliated third parties [37]. 

As Web services are becoming more and more popular 
for supporting different business applications, there are 
also increasing demands and discussions about Web 
services privacy technologies in the industry and research 
community. The information exchange in such a Web 
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services-based business environment must be protected by 
privacy-enhancing technologies [27]. In particular, 
information privacy relates to an individual’s right to 
determine how, when, and to what extent information 
about the self will be released to another person or to an 
organization [24]. Information privacy is usually 
concerned with the confidentiality of the business 
sensitive information on Internet. Many studies show that 
good privacy protection is an important factor to generate 
a good business [26]. For instance, one of the businesses 
that have to seriously enforce privacy protection is 
biometrics [19]. Some research works propose different 
models to support information privacy, such as the 
InfoPriv model [28]. In general, privacy policies describe 
an organization’s data practices what information they 
collect from individuals (e.g., consumers) and what (e.g., 
purposes) they do with it. 

To enable privacy protection for Web service consumers 
across multiple domains and services, the World Wide 
Web Consortium (W3C) published a document called 
“Web Services Architecture (WSA) Requirements” that 
defines some specific privacy requirements for Web 
services as a future research topic. At this moment, there is 
still no standardized Web services privacy technology. 
Towards Web services privacy technologies in the future, 
this paper briefly overviews the research issues of Web 
services privacy technologies. The remainder of this paper 
is organized as follows: Section 2 discusses related work. 
Next, Section 3 presents the research issues of Web 
services privacy technologies in WSA. Section 4 proposes 
a framework for enforcing privacy policies in WSA, 
whereas Section 5 discusses the conclusion and future 
work. 

2. Related Work

In the recent Web services research area, there are 
increasing demands and discussions about privacy 
technologies for supporting different business 
applications. For example, WS-Policy describes the 
business policies to be enforced on intermediaries and 
endpoints [9]. The business policies contain certain 
requirements such as required security tokens, supported 
encryption algorithms and privacy rules. The WS-Policy is 
represented by a policy expression, that is, an XML 
Infoset representation of one or more policy statements. 
The WS-Policy includes a set of general messaging-
related assertions defined in WS-PolicyAssertions [9] and 
a set of security policy assertions related to supporting the 
WS-Security specification defined in WS-SecurityPolicy 
[9]. In particular, WS-Security describes how to attach 
security tokens such as X.509 certificates to SOAP 
messages [9]. However, the current WS-Policy 
specification does not discuss the privacy rules in details. 

Even though WS-Privacy is mentioned to describe a 
model for defining subject privacy preferences and 
organizational privacy practice statements, WS-Privacy 
has not been developed yet [9]. Thus this paper proposes a 
privacy policy framework that can be complemented and 
aligned with WS-Privacy in the future. 

The Platform for Privacy Preferences Project (P3P) 
working group at W3C develops the P3P specification for 
enabling Web sites to express their privacy practices [4]. 
On the other hand, P3P user agents allow users to 
automatically be informed of site practices and to 
automate decision-making based on the Web sites’ privacy 
practices. Thus, P3P also provides a language called P3P 
Preference Exchange Language 1.0 (APPEL1.0), to be 
used to express user’s preferences for making automated 
or semi-automated decisions regarding the acceptability of 
machine-readable privacy policies from P3P enabled Web 
sites [5]. Based on the P3P framework, Lategan and 
Olivier [32] propose a conceptual model for enhancing the 
decision-making at the user agents by using the Chinese 
Wall security policy. Though the P3P framework is not 
mainly designed for supporting Web services privacy 
policies, the P3P working group is currently studying the 
feasibility of applying a revised version of P3P into Web 
services privacy policy framework. In addition, this paper 
presents an illustrative privacy meta-language that is also 
based on the basic ideas of P3P. 

Next, the Enterprise Privacy Authorization Language 
(EPAL) technical specification is used to formalize 
privacy authorization for actual enforcement within an 
intra- or inter- enterprise for business-to-business privacy 
control [10]. EPAL services themselves are exchanging 
privacy policies and making privacy authorization 
decisions. In particular, EPAL concentrates on the privacy 
authorization by abstracting data models and user-
authentication from all deployment details. However, the 
EPAL framework does not consider the privacy 
enforcement in the context of WSA. 

On the other side, there are a few number of research 
works related to Web services privacy policies. For 
example, Langheinrich [29] discusses a privacy awareness 
system targeted at ubiquitous computing environments. In 
the privacy awareness system, privacy proxies, which are 
implemented as a set of SOAP services, handle privacy 
relevant interactions between data subjects and data 
collectors but also provide access to specific user control 
capabilities disclosed in the privacy policy. Though this 
work does not mainly target on the context of Web 
services, it provides a basic framework for implementing 
Web service privacy-enhancing technologies in the future. 

Further, Rezgui et al. [31] view privacy in Web services 
from the aspects of user privacy, data privacy and service 
privacy. In particular, service privacy includes three types 
of policy. The usage policy states the purposes for which 
the information collected can be used. The storage policy 
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specifies whether and until when the information collected 
can be stored by the Web service. The disclosure policy 
states if and to whom the information collected from a 
given user can be revealed. In addition, they have also 
applied their model into a digital government architecture 
that aims at preserving citizens’ privacy [30]. Though 
Rezgui et al. focuses on the Web services privacy issues, 
they do not discuss the related technical issues in the 
context of WSA. 

Lastly, Tumer et al. [20] present a semantic-based 
privacy framework for Web services by using DAML-S. 
DAML-S defines an upper ontology for describing the 
semantics of Web services [33]. This semantic approach is 
somehow analogous to the concept of domain specific 
vocabularies discussed in the coming section. In a result, 
most of the related work focuses on the language level or 
proposes different frameworks for specific applications. 
None of the related works have been discussed Web 
services privacy technologies in the context of WSA. This 
is the major motivation of this paper. 

3. Towards Standardized Web Service 
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Figure 1. Privacy Concerns in WSA 

Figure 1 depicts different privacy concerns existing in the 
context of WSA. On the left hand side, the users interact 
with the Web services application via information 
exchanges. The information exchanges between the users 
and Web services application always contain different 
confidential and sensitive data. Referring to the 
publish/find/bind model in Web services [16], one can 
imagine that Web services providers publish their Web 
services descriptions at registries (e.g., UDDI) for public 
to access. The Web services are described in WSDL 
documents. Then, the users (Web service requestors) find 
the appropriate Web services at the registries. In many 
cases, there may have a mediator (i.e., a service locator) 
that helps to find appropriate Web services for requestors. 
This process is called matchmaking [15]. Once the Web 
services are found, the Web services application is trying 

to bind to each Web service via SOAP messages. 
From the users’ point of view, privacy concerns mainly 

raise in the registries and Web services. For example, the 
users may want the registries to protect their privacy such 
as their identities and what information they have retrieved 
from the registries. In addition, the users may also want to 
validate the privacy policies of business entities and 
services based on their privacy preferences [5]. It means 
that the Web services application may only bind to those 
Web services such that their privacy policies are satisfied. 
From another point of view, the privacy policies defined in 
UDDI for specific business entities and services must be 
consistent with the privacy policies defined in the WSDL 
documents of Web services.  

The scenario described so far is good enough for 
tackling the five “Web Services Architecture (WSA) 
Requirements” introduced by W3C (Ref: AC020) for 
enabling privacy protection for the consumer (user) of a 
Web service across multiple domains and services  [6]: 

AR020.1: the WSA must enable privacy policy 
statements to be expressed about Web services; 

AR020.2: advertised Web service privacy policies must 
be expressed in P3P [4]; 

AR020.3: the WSA must enable a consumer to access a 
Web service's advertised privacy policy statement; 

AR020.5: the WSA must enable delegation and 
propagation of privacy policy; and 

AR020.6: Web Services must not be precluded from 
supporting interactions where one or more parties of the 
interaction are anonymous. 
The major purpose of these WSA requirements is to 

enforce privacy policies in the context of WSA, where 
AR020.6 requirement is strongly related to 
workflow/business process integration issues [8]. 
Applying privacy policies in the context of WSA is the 
first important step to develop a technical framework for 
supporting Web services privacy policies. Especially, they 
recommend adopting P3P technologies to define privacy 
policies. However, these WSA requirements are not 
covering all the related issues to be investigated for the 
real scenario. First of all, one may realize that the original 
P3P specification is designed for Internet users to control 
over the use of personal information on Web sites they 
visit. Thus, P3P usages cannot be directly applied into the 
context of WSA. Next, the P3P vocabularies are mainly 
used to describe Web site's data practices, about what 
information they collect from individuals and what they do 
with it. One can imagine that vocabularies vary in 
different business applications. Thus, it is essential to have 
a vocabulary independent privacy meta-language for 
WSA. Lastly, these WSA requirements are not 
considering the privacy issues in Message Exchange 
Patterns (MEP) in the context of WSA [21]. As the 
privacy policies have also to be enforced in different 
MEPs, the WSA document should also include such a 
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requirement. 
The WSA requirement AR020.5 points out another 

relevant issue: the privacy policies have also to be 
enforced in a delegation and propagation situation, as 
shown in Figure 1. Web services may delegate some sub-
activities that are decomposed from the assigned activities 
to other Web services. This assignment process is also 
called delegation or propagation [9]. Nevertheless, the 
other important area to be further investigated is the 
privacy concerns in the intermediaries that pass the SOAP 
messages between the Web services application and Web 
services/registries, as shown in Figure 1. Referring to the 
SOAP message framework [21], the forwarding 
intermediaries and active intermediaries between the Web 
services application and registries/Web services are 
defined as follows: 

Forwarding Intermediaries: The SOAP header blocks in 
a SOAP message require that the SOAP message be 
forwarded to another SOAP node on behalf of the SOAP 
sender. In this case, the processing SOAP node acts in 
the role of a SOAP forwarding intermediary. 

Active Intermediaries: Based on the forwarding SOAP 
intermediaries, active SOAP intermediaries can modify 
the inbound SOAP message and then send the modified 
outbound SOAP message. In most cases, the active 
SOAP intermediaries are performing security services, 
annotation services, and content manipulation services. 
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Figure 2. Mapping between Different Models and Layers

In general, the active and forwarding intermediaries 
should not only keep the inbound SOAP messages at their 
storage by any mean. Thus, this paper proposes an extra 
requirement for enforcing privacy policies in WSA as 
follows: 

The WSA must define specific roles for active and 
forwarding intermediaries in order to enable privacy 
policy. 
Referring to Figure 2, a multi-layer framework is 

generally proposed to describe the conceptual, logical and 
language model for implementing Web services privacy in 
the context of WSA. A multi-layer framework describes a 
model with layers, which contain meta-models with a set 

of operations. This approach is analogous to prior research 
that recommends separating the description of the privacy, 
security, message, service and discovery in different 
layers. Figure 2 shows the mapping of each layer between 
the conceptual and logical models with the support of a 
XML language model. For illustration, the privacy and 
security layers are mapped to access control with the 
support of P3P/EPAL and WS-Security respectively. P3P 
is proposed by W3C discussed above, and EPAL is an 
interoperability language for defining enterprise privacy 
policies to govern data handling practices in the context of 
fine-grained positive and negative authorization rights that 
will be discussed in the coming paragraphs. On the other 
hand, WS-Security describes enhancements to SOAP 
messaging to provide quality of protection through 
message integrity, message confidentiality and single 
message authentication. Next, the message layer is 
mapped to the bind model in WSA with the support of 
SOAP. Then, the service layer is mapped to the find model 
in WSA with the support of WSDL. Lastly, the discovery 
layer is mapped to the publish model in WSA with the 
support of UDDI. As far as AC020 is concerned, P3P is 
proposed to be the privacy authorization language in 
WSA, as shown in Figure 2. However, to address the 
growing need for privacy authorization languages, many 
companies have been already marketing various privacy 
tools in the past few years [35]. EPAL is one of them. In 
EPAL, there are two major components: vocabulary and 
policy. The EPAL vocabulary includes lists of hierarchies 
of data-categories, user-categories, and purposes, and also 
sets of actions, obligations, and conditions. Data-
categories are used to define different categories of 
collected data handled differently from a privacy 
perspective such as financial data. User-categories are 
used to describe the users or groups assessed collected 
data such as investors. Purposes are used to model the 
intended service for which data is used such as an 
investment. Actions are used to model how the data is 
used such as buy and sell. Obligations are used to define 
actions that must be taken by the environment of EPAL 
such as “No personal data will be released to any 
unauthorized party.” In particular, conditions are Boolean 
expressions such as “all sellers must have signed the 
confidential agreement form.” A vocabulary may be 
shared by more than one enterprise. On the other hand, the 
EPAL policy defines the privacy authorization rules that 
allow or deny actions on data-categories by user-
categories for certain purposes under certain conditions 
while mandating certain obligations. 

Beside EPAL is one of the most promising privacy 

authorization languages, EPAL also satisfies the following 

properties of a privacy authorization model [38]: 

Interoperable: A privacy authorization model should be 

able to interpret and use credentials issued by any other 

issuing authorities. In EPAL, the concepts of vocabulary 

Proceedings of the IEEE International Conference on Web Services (ICWS’04) 
0-7695-2167-3/04 $ 20.00 IEEE 



and privacy policy are used to support the 

interoperability between a set of sector-specific 

enterprises. For example, an enterprise A’s privacy 

policy can refer to a vocabulary defined by an enterprise 

B. Furthermore, the enterprise A’s privacy policy can 

always refer to more than one vocabularies from 

different enterprises. 

Expressive: Credentials should not only contain an 

individual identity but also other useful information. In 

EPAL, a vocabulary is not only used to describe the 

user’s identity, but also to describe other privacy 

information in an XML format. 

Extensible: The credential system should be flexible 

enough to register new individuals and organizations 

with any new types of information. In EPAL, one can 

easily add now users or even define some new types of 

information in the vocabulary for implementing different 

requirements. 

Anonymous: An individual identifier should not be 

revealed in any circumstance. In EPAL, no user’s 

personal identifier can be revealed in both vocabulary 

and privacy policy. 

Scalable: Credential systems should be robust enough to 

handle the increasing number of users, service providers, 

and issuing authorities. In EPAL, it is always able to 

support a many-to-many relation between vocabularies 

and privacy policies in a sector-specific environment. 

At this moment, both P3P and EPAL do not present any 
approach to adapt its framework into WSA. In particular, 
the interactions between P3P/EPAL and other Web 
services languages are still missing. It is our belief that 
such issues, independent from the used privacy language, 
are the basic steps towards the standardization of Web 
services privacy technologies in the coming years. 

4.  A Framework for Enforcing Privacy 

Policies in WSA 

This paper aims at describing a privacy authorization 
language framework in which all the WSA privacy 
requirements introduced in Section 3 are tackling properly. 
From the language point of view, the key point is that 
different business applications certainly will wish to adapt 
the privacy policies to their own circumstances. Thus, it is 
not possible to define a privacy policy language that fit all 
the domains. For this reason, this paper proposes the idea 
of having a vocabulary independent framework, able to 
adapt to different Web services applications. Referring to 
Figure 3, we introduce the concept of domain specific 
vocabularies for supporting different types of business 
applications in the proposed privacy authorization 
language framework. For example, one can imagine that 

there exists a financial or medical application specific 
vocabulary [17]. Figure 3 describes the roles of domain 
specific vocabularies and Web services application in the 
context of the proposed privacy authorization framework. 

Domain Specific

Vocabularies

Privacy Policy

Web Services Application

Figure 3. A Privacy Authorization Language Framework

We present the proposed framework by describing the 
interactions among the WSA parties. More precisely, we 
introduce the protocol assuming that privacy policies and 
preference exchange rules are specified using P3P and 
APPEL, respectively. Parties involved in the protocol are:  
Web Services Provider (A), Web Services Consumer (B),
Discovery Agency (C), SOAP Intermediary (D) and Web 
Services Partner (E) (see Figure 4). The interactions are 
described as follows: 

1. A C: Request discovery agency's privacy policy in 
P3P. 

2. A: The Web services provider matches its privacy 
preferences in APPEL with discovery agency's privacy 
policy. 

3. A C: If they match, the Web services provider 
publishes service in WSDL and related privacy 
policies in P3P. Otherwise, the provider can decide 
what to do. 

4. B C: Find an appropriate Web service via UDDI. 
5. B: The Web Service Consumer matches discovery 

agency's and service provider's privacy policies in P3P 
with its privacy preferences in APPEL. If they match, 
the consumer attempts to bind to the Web service. 

6. B A: Request Web services provider's privacy 
policies in P3P. 

7. B D: If they match, the Web services consumer 
attempts to bind to the Web service via SOAP, by 
attaching a P3P privacy policy in the SOAP header for 
enforcing SOAP intermediaries to obey. 

8. A B: Request consent from the Web services 
consumer for propagation and delegation of 
information. 
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Figure 4. Protocol for Enforcing Privacy Policies in WSA 

Privacy Authorization Language

SOAP BodyBusiness Service

Business Entity

UDDI

SOAP Header

SOAP

Operation

Service

WSDL

WS-Policy WS-Security WS-Privacy Others

consistent

consistent
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and Web Services Languages 

For the proposed privacy authorization framework, 
Figure 5 shows a picture describing the relationships 
between the privacy authorization language and various 
Web services languages. Beside those three basic Web 
services standard languages (i.e., UDDI, WSDL and 
SOAP), Figure 5 also shows the applicability and 
feasibility of the privacy authorization language in other 
Web services-related languages, e.g., WS-Policy, WS-
Security, WS-Privacy and others. The privacy 
authorization language is used to define the privacy 
policies for protecting XML infosets in the context of 
different Web services languages. 

5. Conclusions and Future Work

In the past few years, Web services privacy issues are 
attracting more and more attentions from the industry and 
research community. While the number of Web services-
based business applications is increasing, one can imagine 
that the demands for privacy-enhancing technologies for 
Web services will also be increased in the future. This 
paper proposes a privacy authorization framework to 

tackle all the privacy requirements defined in the “Web 
Services Architecture (WSA) Requirements” document. 
Referring to the literature review, none of the related work 
has been done some similar studies as this paper has 
shown.  Future work includes the definition of a standard 
privacy policy language to be used in WSA, built on top of 
P3P. In this respect, we believe that the concept of domain 
specific vocabularies has to be one of the building blocks 
of such a standard. Additionally, mechanisms and tools for 
managing the interactions taking place in the proposed 
framework are needed, as well as efficient ways of 
enforcing the specified privacy policies. 

Additionally, we are interested in defining a more 
comprehensive framework for UDDI registries able to 
combining both privacy policies and internal access 
control rules. In this scenario, besides privacy concerns, 
we plan to consider further security properties, such as for 
instance the authenticity, confidentiality and completeness 
of the UDDI answer.   To satisfy the above-mentioned 
security properties we plan to adopt strategies similar to 
those presented in [38, 39]. 

Finally, we would like to mention that the “P3P 
BEYOND HTTP” task force [12] is formed under the P3P 
working group at W3C. This task force is currently 
working on the identification of the requirements for 
adopting P3P into a number of protocols and applications 
other than HTTP, such as XML applications, WSDL, 
SOAP, and Web Services. Web services privacy research 
topic is one of the most important focuses in this task 
force. With the efforts of industry researchers (e.g., 
EPAL), it is believed that Web services privacy 
technologies should be coming into the Web services 
research area soon. 
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