HOWTO: Use ZeroShell as a Radius server for Cisco Radius Authentication
By Paul Taylor

ZeroShell can be obtained from:
http://www.zeroshell.net/eng/

This document requires ZeroShell version 1.0 beta 6 or later. (Screenshots were taken
with a modified version of beta 5.)

Cisco routers support using Radius servers for user authentication. It is possible to
configure the radius server to automatically give certain users (or groups of users)
specific access rights on a Cisco router. To do that would require a very specific
configuration on the radius server. In most cases, though, that level of detail is not
necessary. In most scenarios you will want to authenticate the person when they log into
the router with their own individual user ID, then authenticate again when the user
switches to Enable mode. Why would this be desirable? Having a centralized point to
enable and disable individual user access or globally change the enable password on all
of your routers can greatly simply effectively dealing with employees leaving a
department/company. Using only local users and passwords set on routers themselves is
generally considered a bad policy.

The following is a skeleton Radius configuration for Cisco routers that works in my test
environment. Please do not ask me how to configure Radius on you router. Note that the
example router configuration assumes that no user should ever connect via the AUX port.

aaa new-model
aaa group server radius radius-groupl

server ZeroShellIP auth-port 1812 acct-port 1813
aaa authentication login radius-vty local group radius-groupl
aaa authentication login radius-con local group radius-groupl
aaa authentication login aux none
aaa authentication enable default group radius-groupl enable
aaa authorization console
aaa authorization exec radius-vty local group radius-groupl
aaa authorization exec radius-con local group radius-groupl
aaa accounting exec radius-vty start-stop group radius-groupl
aaa accounting exec radius-con start-stop group radius-groupl
aaa session-id common
radius-server host ZeroShellIP auth-port 1812 acct-port 1813 key MySharedSecretPhrase
line con O

authorization exec radius-con

login authentication radius-con
line aux 0

login authentication aux
line vty 0 4

authorization exec radius-vty

login authentication radius-vty

In the above example, ZeroShellIP should be the actual IP Address of the ZeroShell
machine, not a FQDN. Please note that the router must have a route to this address.
Also, MySharedSecretPhrase is where you should put your SharedSecret phrase. This
must be the same on both the router and the ZeroShell machine.



This document assumes that you have configured ZeroShell to the point that you are
running on your own database, not the Example database that comes with ZeroShell.

To configure ZeroShell to respond to these radius requests, we must first add users to
ZeroShell. For this example, we will simply use the default admin user to gain basic
access to the router. In addition to this user, we must add a special user for enable access.
Cisco routers are hard coded to send the username “$enab15$” along with the user
supplied password to gain level 15 access. When this user is added, Zeroshell
automatically converts the dollar signs to underscores. Simply add the “Senab15$” user
to ZeroShell with your desired password. You should end up with a screen that looks
like this:
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Next, select RADIUS in the left pane.
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Now, select the Access Points item (at the top of the RADIUS page).

In the pop-up window that appears, add your router name, IP Address, and Shared Secret
that matches the configured shared secret on your router.

Note: You may use very wide IP addressing here. In my example, I’'m opening this up
for the entire 10.0.0.0/8 network. This encompasses virtually all of my privately
addressed routers. Add as many networks here as you need, with the appropriate shared
secrets. (You can set the shared secret be the same for multiple networks.)

Access Point List

Access Point Name IP or Subnet Shared Secret
‘ ’ ‘/’ ‘ ‘ ‘ [Add][ Change ] [ Delete ]
Access Point Name IP or Subnet Shared Secret
O | AllTenDot 10.0.0.1/8 MySharedSecretPhrase

After closing the Access Point configuration page, you’ll be returned to the RADIUS
page. The process of adding an AP should restart Radius, but just to be sure, I like to
restart it by unchecking the “Enabled” box, then checking it again after the screen
refreshes. The resulting screen should show a Status of Active. If it doesn’t restart, your
shared secret may be too long.

Now, just connect to the console of your router (or shh/telnet there) and log in using the
admin user and password of ZeroShell. After you log in, go into enable mode, using the
password for the enabl5 user.



After you have successfully authenticated, select “Show Requests” on the ZeroShell
RADIUS screen, and you should get something like this:

LOG VIEWER Host Section Filter Configure
12007 v|[Aug ¥|[21 %] |radius (Local) ¥| |radiusd v | ‘

14:09:08 Login OK: [admin] (from client All10Dot port 66 cli 10.214.72.2)
14:09:13 Login OK: [_enab15_] (from client All10Dot port 66 cli 10.214.72.2)

There should not be any errors here, unless you mistyped your password while logging
into the router.



