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nju Who are we?

We are still discovering ourselves

* Kaun hu main...

e kahan hu main....

* Main yahan kaise aya...
* Purpose of my life... g

Till then,

K.V.Prashant :- CEH, CISSP Security
consultant/researcher. An avid null
community member.

Tamaghna Basu :- GCIH, CEH, ECSA, RHCE,
Diploma in Cyber Law. Once coder, now
researcher. A net addict citizen of India.
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NJU  What are you going to 1]/ EEIN
tolerate in next 30 mins or so...

* Lazy bums we are.

 Wanted an easy tool to
test apps with JSON
support. Unable to find
one.

* Laziness inside us
prompted us to use an
existing to and add JSON
functionality instead
building it from scratch.

http://null.co.in/

IESecurityfconierence,
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dﬁ Disclaimer  /¥\

We are not responsible for any mental, financial and
physical health issues arising after viewing this
presentation.

We are not responsible for any damage to conference
venue arising due our conference speech

So be seated at your own risk ©
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nju pll="="

Why are we here?

Because of him...

* American computer
programmer and
entrepreneur

* More popular for his
involvement and creation of
JSON format

(Ref: Wikipedia)

Doglas Croockford

http://null.co.in/ i Dial m Conierence http://nullcon.net/




nlu JSON:- What is that ? QR =~

JSON (an acronym for JavaScript Object Notation) is a
lightweight text-based open standard designed for human-
readable data interchange. It is derived from the JavaScript
programming language for representing simple data
structures and associative arrays, called objects. Despite its
relationship to JavaScript, it is language-independent, with
parsers available for most programming languages.

The JSON format was originally specified by Douglas Crockford,
and is described in RFC 4627. The official Internet media type
for JSON is application/json. The JSON filename extension is
.json

Blah... Blah... Blah...

SEE Wikipedia...
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JSON:- Whatis that ?

In simple language

" [t's a method to exchange data in a simple structured
format between web-client and server.

= Mostly used with AJAX request/response scenarios.

" Lightweight, lesser tags and easy to parse- less
computational intensive than XML

= Extensively used in applications developed by
companies like Google, Yahoo, Amazon etc.
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JSON: Client Side processing

var abc ='{"loginld":"'+ document.test.name.value +'","pwd":""'+
document.test.password.value +'"

var req = null;

if (window.XMLHttpRequest) {
req = new XMLHttpRequest();

}else if (window.ActiveXObject) {

try {
req = new ActiveXObject("MsxmI2. XMLHTTP");

}catch (e) {

try {
req = new ActiveXObject("Microsoft. XMLHTTP");

} catch (e) {}

'l
’

}
}

req.onreadystatechange = function() {
if(req.readyState == 4) {
if(req.status == 200) {

var employee=eval(+req.responseText+);
document.write(employee.name);

document.write(employee.age);

Jelse {
document.getElementByld("realtooltip2").innerHTML="Error: returned status code " + req.status + " " + req.statusText;
}
}
k
req.open("POST", "http://in-prashantkv.in.kworld.kpmg.com:8080/servlets/Search", true);
req.send(abc);

- pnalfSecurityiconierence http://nullcon.net/
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JSON: Message Format

Request sent to server :

{

“Loginld”:"name”
“owd":"secret”

/

Response received from server after authentication and
processing:

{

“name”:”Prashant”

n,n

“age":"secret”

/

http://null.co.in/ i pial m Conierence http://nullcon.net/
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JSON: Server Side processing

Using org.json libraries we can parse JSON object in below way:

public class HelloWorld extends HttpServlet{
public void doPost(HttpServietRequest request, HttpServletResponse response)
throws ServletException, IOException{

{
StringBuffer jb = new StringBuffer();

String line = null;
BufferedReader reader = request.getReader();

while ((line = reader.readLine()) != null)
jb.append(line);

JSONODbject jsonObject = new JSONObject(jb.toString());

String pwd = jsonObject.getString("pwd");
String uname = jsonObject.getString("loginld");

htto://null.co.in : pnalfSecurityiconierence http://nullcon.net/




nju OE~~"
JSON: Server Side processing

Using org.json libraries we can create JSON object in below method:

public class HelloJSON

{
public static void main(String args[]){

JSONObject jobject=new JSONObiject();

jobject.put("name","prashant");
jobject.put("Age",new Integer(25));
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JSON Fuzzing: What's missing

= Almost everything ©

= Current tools support only name/value pair
format of data e.g.

login=test&passwd=test123&seclogin=on

= But not JSON format like:
{"loginld":"test@ttt.com","pwd":"12345"}

" Tiresome to edit each field each field in http
proxies like paros

htto://null.co.in : pnalfSecurityiconierence http://nullcon.net/
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JSON Fuzzing: What's missing

Tamper Popup

rediffmaill@ B

The Next Generation Rediffmall

Username
]test

Password

(Uncheck if on shared computer)
Go | [ Secured login

Forgot Password?

Don't have a Rediffmail ID?
Create a new account

For Rediffmail NG Mobile, SMS "MAIL" to 57333

login=test&passwd=test
123&seclogin=on&Form
Name=existing

|

- fittps: imail rediff  com/cgi-bindlagin, cgi

Request Header Hame \ Request Header Yalue ] Past Parameter Hame \ Past Parameter Yalug ] :
Hast ‘ mal.teddfF.com : lngin | test i
Isr-Agent ] Moilafs.0 (indows; 1; Windows MT 5.1; en-U5 1 || passwd ] 12345
Aeept J et Shirl, aprlication<hirnl-+:ml, applcationamlq=C || seclagin J n
Accept-Language ] en-us,en;q=0.5 Formbame ] existing
Ancept-Encoding J eip, deflate
Hocept-Charset ] 150-8558-1, UtfF-3g=0.7, *10=0.7
Feep-flive J 115
Canneckian ] keep-alive
Referer J bkt e, reclifE, comy
Cooke S

Cancel

http://null.co.in/

IESecurityfconierence,
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JSON Fuzzing: What's miss

Post Parameter Mame I Post Parameter Yalue ]
]
Don't have a Yahoo! ID? . [o ]
Create New Account NI T
svplus ]
OR .emailZode ]
Sign in with: oka ]
@
n Facebook = ‘ Google stepid |
=t I
hasMsar ] ]
Sign in to Yahoo! -ehie [
.done ] http%a3a%a2F+:2Fmail.wahoo.com
Yahoo! ID [ ]
[test i B
(e.g. freeZrhyme@yahoo.com)
aad ] 4
Fassword login | rest
|....... passyd I testl23
[ Keep me signed in AR ]
(Uncheck if on a shared computer) passwd_raw ]

Sign In

(o 4 | Cancel

http://null.co.in/ r | 18&&]]]&]1} Conierence http://nullcon.net/
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JSON Fuzzing: What's missing

Welcome, Guest JEGTHN:Y R

| _mdiuidual Dealer

[test@ttt.com [s0s0ssee |

| Rermember Me

N 1

CarWale

Forqot Password

—

Post Parameter Hane | Post Parameter .|

{loginid"; test@ttt, com”,"pwd";"abed1234","rememberMe" False, ‘isDealer™ . ‘

http://null.co.in/ i | ]m Conierence http://nullcon.net/
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JSON Fuzzing: What's mlssm'g

Fost Faramesekter Mame | Fosk Parameter ... J

{"loginId":"test@tkt,. com”, "pwed": "abcd 1 234", "rememberfie”  False, "isDealaer": ... |

v catwale, comiajaxprof Carwaledia AjanCommanPro, Carvaledias, ashi

Request Header Name Request Header Value

Host Wi, Carale, com loginld test@ttt,com
Lser-fgent MizilayS.0 (Windows; Uy Windows NT 5.1; en-US; i | {J pwd ahed1234
hceept g rememberile False
Accept-Language U5, En;a=0.5 isDealer False
Aceept-Encoding ozip, deflate

heeept-Charset 150-8859- 1 utf-80=0.7,*:0=0.7

http://null.co.in/ i | ]m Conierence http://nullcon.net/
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JSON Fuzzing: What we did

" Took a popular Firefox addon

= Added conversion module to convert JSON to
name/value pair

» Added fuzzing capabilities on converted name
value/pair

" Convert back fuzzed values to JSON object and
complete the request

(current contribution still under review)

http://null.co.in/ [[HIHIIEIKE[EU m conierence http://nullcon.net/
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JSON Fuzzing: Demo

Demo

pnalfSecurityiconierence http://nullcon.net/

http://null.co.in/
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JSON Fuzzing: Road Ahead

Support for various JSON format :

= Simple object - {"loginld":"test@ttt.com","pwd":"12345"} V

= Nested object —
"name": "Jack (\"Bee\") Nimble", %

"format": { "type": "rect", "width": 1920}
http://null.co.in/ ; | 1 mﬂm Conierence http://nullcon.net/

}

= Array -

["Sunday"”, "Monday", "Tuesday", "Wednesday",
"Thursday", "Friday", "Saturday"]
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JSON Fuzzing: Road Ahead

" Present code changes to Tamper data
submitted to original writer

= Adding JSON fuzzing capabilities to other tools
like Webscarab

= Release a JSON application with common
vulnerabilities

http://null.co.in/ [Immm m Conierence http://nullcon.net/
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JSON Fuzzing: References

= JSON reference site www.json.org

= JSON Ajax tutorials
nttp://www.ibm.com/developerworks/web/li
orary/wa-ajaxintrol1l.html

= Tamper data page
https://addons.mozilla.org/en-
us/firefox/addon/tamper-data/
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JSON Fuzzing: Road Ahead

If you are still there/awake then

Dhanyawad

Special Thanks to null community

Tamaghna Basu
- tamaghna.basu@gmail.com

- tamahawk-
techguru.blogspot.com

- twitter.com\titanlambda

K.V.Prashant
-good.best.guy@gmail.com
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