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Defense intelligence Agency

Background Declaration— Intelligence 101

Joint Intelligence Taqk ¥orce - C‘ﬁmbaﬂng Termrhm

S-033-DR/ITL-3A. 19 Septemher 20@8

{17} The Defense Intelligence Agrney produced ffmfolfawmg dovyment for the ﬁeparfment af
Pafense Offfee of the Geperal Counsef to wiilige in Jederal court litipation,

W, pursndnt to 28 UL, § 17486, hereby declare wndex penalty

of perjury that the following s trueand correct to the best of my kncawledge information, and
belisf,

(1)) Intelligence

{U) Inteltigence is information esseniial to the security of the United States and U.S. interests,
espectaily information that is not casily, readily, or publicly known. ‘This infermation is
collpdted in n varety of ways by different members of ihe TLS, Intelligenes Community (IC).
The type of intélligence gathered is idemtiited by e roethod in which it was coflected, The five
mstin types of intelligence ave:

» (1) BUNANT- Human TndeHligence, information derived from s person(s)

+  (U) SEGINT- Signals Intelligence, Information dertved fiom foreign electromagnetic
signals transmitted for the purposes of comrunication

« { U) IMINT- Imagery Intelligence, information derived from photographs and other types
of imagery.

= (L) MASINT- Measure and Signatutes Intelligence, Information derfved from sensors.

Distverd frony, Blultiple Sooregs
D lasaify o BE
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» (1) OSINT- Open Source Tntefligence, infermation that is derived from public sources
such as news media,

(U) Intelligence ghthered uslng these methods is clrssified to protect the sources and methods
used by the IC, The level of classification depends on how sensitive the information is tind the
impuct the release of the informarion wonld bave to U.S. Nafional Security,

* (U} Confidential- Release of Confidendal Information could reusonably be expected te
catise damicige 10 U.S. National Security

s {U) Secret- Release of Secret information could regsenably be expected 10 cause serious
damage-to U.S. National Security

= (1) Top Secret Release of Tap Scerel information could reasonably be expected to
canse excaprionally grave damage 10 U8, Nutdona! Security

(U3 In‘addition to these classifications, ineligence ray be further restricted with 'z Sensitive
Compartmented Information (SCI) caveat, In-order 1o gain wecess to SCI material, & person muat
‘e “read-on” 10 the program that sponsors [he collection of that material, reading a description of
the uniquely sensitive nature of the protected information snd signing & conmmitnent o be held
accountable for the program’s secusity. SCT information is dependent on specific methods of
collectfon; theréfore, release of that information would comprémise U.S. inrelligence collection
-sowrces and methods, '

(1) The Intelligence Community (1)

(1)) The IC is-defined as a federation of executive branch apencies and organizations that work
separately and together to conduct intelligence activities necessary for advizing foreign relations
and protecting the nabional secufity of the United States, Such setivities indlude:

# (L) Collection of informetion neaded by the President, the National Security Courrcfi and
the Secretarias of State and Defense, and other Execative Branch officials for the
performance of their duties and responsibifities;

« () Produetion, analysis and dissernination of
finished intelfigence astessmentsy

« (1) Collection of information uamaming, and the
conduet of activities (o protect against inteligence
activities directed against the U.S, by fareign
powers, orgamizations, and their agemts, as well as
by international teerorists, narcotics fraffickers or
other hostile forelgn elentents;

« (10} Administrative and other support agtvities
within the United States and dbroad tor e
performunee of smuthorized sceivities; and

s (U Gther intelligence activities ag dirgered by the F’re&iﬁmt

(1) The threats to the United States that the IC works 10 mitigare take several fornis, In addition
to military threats that chailenged the community in the past, otficr transaational problems exist:
terrorism, proliferation of chemical, biological, radiological, and nuelesr (CBRN) materials to

2
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potentially hastile elements, information infrastructure attocks. marcotics tzafﬁékiﬂg and foreign
inteligence penetrations of sensitive programs,

{U) 1€ Members

(L} The IC comprises 17 organizations, led by the Director of National Intelligence (DNT). Each
mermnber of the IC has its own expertise, mission, and area of responsibility. However, the IC
collaborates in various orams, from informal communications, 1o joint interagency task forces,
As of Bxecutive Order 12333, JTuly 2008, the commuanity includes the following organizations:

»  {L) The Office of the Directar of Nutional Inteltigence;
= (U} The Ceatral lutelligence Agency;

*  (U)The National Security Agency;

« (U} The Defense Inteligence Agency,

= (U) The Navional Geospatlal-Imelligence Agency;

= {17y The National Reconnaissance (ffice; -

»  (U)yThe ather offices within the Department of Defense for the collection of specialized
national foreign intelligence throngh reconnaissance programs;

v (1)) The intelligence and counterintelligenee elements of the Army, the Mavy, the Alr
Foree, and the Marine Corgrs;

»  (U) The injelligence elements of the Fedarnl Bureau of Investigation (FBI:;

* (I} The Office of National Security Intelligence of the Drug Enforcement Administration
(DEA);

« (U} The Office of Intelligence and Counteriatelligence of (he Department of Energy;

» () The Bureau of Intelligence and Research of the Department of Stase;

" (U) The Office of Intelligenee and Analysis of the Depurtment of the Treasury:

= {U) The Office of Intelligence and Analysls of the Depaument-of Homeland Secprity,

= (1) The intelligence and counterintelligence elements of the Coasy Guard; sond

» () Such other elements of any department or ngency as may be desigoated by the
President, or designated joinily by the Director and the head of the department ar agency
concerned, as an element of the Intelligence Community.

(11} Although severnl offices of federal agencies are members of the 10, the agency sl may
not be a member of the G, For example, the Department of Justice (Do} as an entity is not a
member of the IC; however, the intelligence eloments of the FBI and the DEA, which fall under
the Dol, are members of the Commumity.

(t]) The Tutelligence Cyche -

(11} The intelligence oycle drives the day-to-day activities of the JC. It is the process of
developing ruw information inte finished produocts for use by the President, military, pulicy
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malcers, law enforcement or other decision makess for National Security purposes, There are
five steps in the Intelligence Cycle:

v Plansing

»  Collaction

¢ Processing

* Analvsis and Produetion

» Dissenination
{0C) Planning
{U) The planning stage Is the process of identifying
intelligence gaps or topics of intedligence interest,
priotitizing intelligence needs, and-assigning the
appropriate organization t obtain that intelligence. 1t i5 the beginning and the end of the
cycle—the beginning becanse it involves drawing up specific collection requireraents and the
end because finished intelligence, which supports polidy decisions, generates naw requirements,

(U] The whole process depends on guidance from public officials. Policy makers-—the
Fresident, his aides, the National Security Council, and other msjor depariments and agancies of
gt}vfzmmantmamtmin requests for intelligence. Al the nationn) level, the result of the planning
process is the Mationa? Intelligence Priorities Framework (NIPF.

() The NIPF

{1} The NIPF s the Director of Natloaz! Intelligenoe’s guidance t the I on the national
Inretfigénce priorities approved by the President, The NIFF consists of:” (1) intelligence topics
reviewed by the National Security Cotnell Principals Comanittee and approved by the. President,
{21 a prooess for assigning priodtiss to countrics and noo-state actors relevant 1 the spproved
intelfigence topics, and (3) & matrix shiowing those priorities. The NIFPF matrix refleots
custamers’ priorities for intelligence support and ensures that fong-term intelligence issues are
addressed.

() The Depuoty Divector of Natlonal Istelligence for Analysis (DIINIA)Y, on behalf of the DN,
oversees the process for developidg recommendations on nattonal intelligence priorities.

DINFA updetes the NIPF serdi-anmally in conrdination with IC efements, the Nattonsl
Intelligence Council; devignated Mission Munagers, and the Deputy Directors of Mationul
Tntelligence for Policy, Plans, and Requirements (DDNIPER) and Collegtion {DDNYC). Ad hoe
adjusunents may be made 1o reflect changes in world events and poliey priories:
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L) Collectlon

(V) Once intelligence requirsments are sssigned 1o e approprinte organization based on their
collection assets and mission, the 1C begins, or continues, to gather information to satisfy those
requirements, The collection specialties of the 1C members are as follows:

o (LI HUMINT- CIA, DIA, Military Services

» (U) SIGINT- NSA, Military Services

« (11 IMINT- NGA, NRQO, Military Services

»  (U) MASINT- DLA, Mititary Services

v (U)OSINT- Open Source Center (under ODNT)

(L} Processing

(U] Onee impelltigence is collected, it Is typically processed by analysts at the collecting agency
who determine iis relevance to existing validuted requirements. This involves converting the vast
amount of collected information to & form usable hy aralysly thyough decrypuen‘ langusge
transtations, and deta reduction. Tlis data or "raw” intelligence reporting is then reported
slectronically or in printed form o customers and to the all-source analytic organizations
ibrongheut the 1€,

(U3 Analysts and Production

(U) The analysix and production step, which cteurs at intelligence production cesters throughost
the IC, includes integrating, evaluating, and analyzing all available data to determine topics of
interest 1o [C customess. Anslysts consider the information’s reliability, validity, and relevance
to standing requirements. They Inlegrate down (rom multiple sources into a coberent whole and
form judgments about its collective meaning. The result is finished intelligence assessments

intended to inform policy makers of the implications of the information. All-source analysis
mxy be performed on topics of long-tetin tnferest tnd broad scope, or topies pertaining to
ongoing events of irmuediate interest Lo policy makers,

{U) Dissenvination

(V) Dissemimation is the final step in the intelligence eycle. 1n this step, finished intelligence is
commuaicated o the mmlhgcnce consumer, o inchwde those de.mmun makers whose npeds
initiated the infelligence requirements, The most h(ghly mrotected finished intelligence is hand-
corried daily to the President and key nutional security advisers. However, most finished
intelligence products are stored in computer data banks that allow consumers 1o retrieve them
electronieally as needed. The IC constantly strives 10 disseminate its producis in a manoer and
form that best suits its consumers. Where necessary, it will tailor suppant to meel the needs of
individual nsers. The recipients of finished intelligence products then make decistons based on
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the information, These decigions ma}f lead to the levying of morg. requirerents, thus triggering
the intelligence cyele.

(1) Intelligence Repurts

(U} All-source analysts ntilize a varlery of “raw” intelligence reparts 1o write finished
intelligence (FINNTEL) products. Many of these repotts are placed into various databases that
analysts regularly siccess. The-necessibility of these reports depends on thoir clagsificatlon; in
some.cases, reports may not be available 1o all analysts in the community. Reports disseminated

mid the reports databases are referred Lo as “message traffic.” Sowme examples of raports by the
different ageneies are listed below,

(t7) Dol) Human Ttelligence Reports

» (U} Intelligence Information Report (HR). The TR is the main Dol eeporting vebicle
for the HUMINT information used by DA and mititary services. Itis the only report
listed here that is broadly available in message traffic. DIA, as the proponent for these

- teports, has also issved reported sumbers to a number-of oxecutive branch depariments
and offiees. These include;

+ Department of Comméres

» Depariment of Energy

+  Depsrunent of Homeland Security (DHS)

+ Department of Justice

«  Depantment of State, Burean of nieligente and Resedrch
+  Departiment of State, U.8. Ald to Inlernational Development
+  Department of the Treasury

« Dng Enfocement Administration

» Paderal Burean of Investigation

» hmmigration & Customs Bnfordement (JCB), DHS

+ National lnfrastraectove Protection Center

+ National Reconnrissance Office
« 118, Coast Guard
« 1.8, Becret Service
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« B Draft Intelligence Information Report (DIER).

' Swmmary Interrogation Report. (STR)

(1) CIA Intelligence Reports

{U} NSA Intelligence Reporis

(L) NS A intelligence reports are most commonly Issued as EGRAMz, electranically transmitted
reporis that convey only one issue or event. They are distinguished by an alphanumeric serial
number, Additional handling Instructions may accompatiy the serial to provide additional
safeguards orto prutect sensitive, fragile, and/or perishahile sources and methods, Access to
SIGINT reporting, in addition, requires approval Tor access 1o Sensitive Compartmented
Information.

(I Law Enforcement Forms -

« (1) Field Document (FB 302)- FBT agents 1M o this to summarize an interview. This
form contains the notes from the interview on the information that is collacted. The
forms are often osed in court as evidence.

* (U Form 40 (FM40)- The Criminal Investigation Task Porce (CITF) uses this form to
recerd investigation activity, such as witness interviews, lab results fingerprint analysis,
resills of modelit, esearch results and suspéct interviews. This form is usad 16 record
information relevaat to how aerime was commniited as well as the logical-and factual
basis for any deductions about guilt, CITF conducts investigations of war erires and o
determine i any persons captured in the War of Terrorism are responsible. CITE

prepares casgs according (o the Military Commissions Act for trial by a military tribunal
for wear crimes andfor acts of terrerism.

1) Intelligence Analysis

(U} Intelligence analysis is the process of disseeting and compibing ambiguous information to
determine a trath. Intelligence analysts nadergo rigorons tradecralt training. Analysts use
various methods and employ specilic snalytical 1ools-to assist them in sorting and organizing the

7
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various pieces.of information. Aunalysts are trained to mcoguze and mitigate biases, not only in
thie information presented to them, but their own cognitive biases as well. The DNT issued the
Directive for Analyst Standards-in 2007, to ensure thatall intelligence analysts in the IC use the
same standards of excellence, integrity and objectivity in their assessments,

['bj fsml}nsis' Buiiéing £ Aua!yﬁt: -Argunient

1. Establish o baseline asseysmiontt What do we know is gding on, what do we think is going ofl, and
what g0 not we know that we need t figare oui?

2. Vet new information for conslsteney with the baseline, Is it in the ballpark of the baseling?. I}ect»
it say the same thing or dooes it reveal new developments? Does 1 add new detalls-abont somethiing we

| ain,aﬁ}f fnow? Does it say sumc.lhmg ouglundish ot contrpdictony (6 fépons from sourdes 1thit are more
relinhle?

| 3 Revite yout Bascline as necdsgury {o seconmnndate new information, If thera is mmwiwwr}

| reputting of cqually good quality, cfezkmwhdgﬁ thi explofe wiys it might be recoricled, T there s
no good sourses or reports with which 1o Lsmhhsh wreliable baseline, acknowledge the weakness ofthe -
reparting and make yous bisst utmmm

4. Follow-up infoymation gapy as they heeome apgﬂrmt. Learn about and task coleetion resources

s Appropriate scross the 1010 gonerate new information, ’ka c:imaly with-colleciars: w%mﬁe\ or
pﬁsxttﬂe.

8)) Evaluating Sources

{17) Ttelligence analysts nnst consider the source of Intelligence while reading intelligence
reports. Several factors help deterntine the credibility of 8 HUMINT source, most importantly
placement and access 1o the information, and the motivation for reporting. Much like informant
reporis received by law enforcement official, HUMINT sowrces are carefully screened: and
subsequently rated on their relinbility, both on the source themaedves and the informetion
provided. Intelligence reponts include & source line that gives a description of the source and
their assessod credibitity by the reporting officer. Parther, the analyst uses this information in
their overall assessment of the-intelligence provided and haw it relates to other available
iniglligence on the same problent set.
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« (1) Souree's motivation (inform or influence)

v (U} (U} Wittingness of the source, and their know ledge that the .S, government will
receive the information provided

2. A context statement which provides detuils tegarding the circumstances in which the soutce
obtained information in the report. .
(U) Intelligence analysts tuke additional steps to determine source reliability, including:
» (U) Verification of intelligence by other mesns
»  Other HUMINT sources
> Historical reporting
> Other intelligence disciplines (IMINT, SIGINT, MASINT, ci¢
» Review of captured documents and electronic metdia
« (U) Collshoration of intelligence from other mermbers of the Community
» (U} In some cases, n HUMINT source may be polygraphed
(U Interrogators ate trained 1o recogniza non-verbal cues from the source that will help them
determine the credibility of the information provided. Interrogators are also trained 1o take
cufturial dynamics to understand the unique psychological issues dealing with sources based on
cultural norms. This provides the collectors and interrogators additionsl insights into deceptive
behaviors,
{U} SIGINT, and more specifically communications Intelligence (COMINT), is derived from the
exploitation of cryptographic systeme or other protected sources through the applicgtion of
specific methods or techniques. In general, SIGINT reporting ts desmed reliablo since the
information comes directly from the communicant(s). However, the information may be
deliberately misleading if the comimunicenss suspect they are being monitared and deliberately
give false information, or they-may be deceptive with the individuals they are communicating
with, or they may have a history of providing insocurate informatlon.
(U Before a finished intelligence product Is disseminated, it goes theough a figorous
coordination process, both in the producing organization and with peers throughowt the IC. The
coordination process ensures there is a consensus on the assessment, and any credibility issues
are addressed.

I'have read this declaration and concur with the findingy and conelusion.

Enclosures:
1. Appendix A, (U) Special Regulations and Designations for Terrordsts
2. Appendix B, IICT NIPF Couritertertorism Priorities, June 20008
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3. Appendix C, NIPF CT Priorities Terrorist Support Eutities June 2008
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Appendix A, (U) Special Regolations and Designntions for Terrorists

(1) Spectally Designated Global Terrorist (SGT)

(U} Executive Owder 13224, empowers the Departiment of State and the Depariment of the
Treasury toplace both-grovps and fndividuals on the Specially Besignated Global Terrorist list,
which defines tervorismas: an activity that 1. lnvolves a violent sef or an act dangerous 1o
taaman Jife, property, ov infeastructure; and 2. appears 1o be intended (o intimidate or coerce a
civilfan population; to influence the policy of 4 govemnment by intispidation or coercion; or to
affeet the conduct of a government by mass destrnetion, assassination, kidnapping, or hostage
taking. This ss¢ inehudes any activity that provides financist, matertal, or technological support
o acts of errorism of emtitiss designated in or wader the Onder.

(11) Foreign Terrorist Organization (F10)

(U} A Foreign Terrorist Organizaiion (FTQ) 1s & foreign organization designated by ihe
Secretary of State in accordance with seation 219 of the Tmmigration and Nationality Act (INA),
as amended, FTO designations play  critical role in our fight against terrorism and are an
effective means of cartailing support for terrorist activities and pressuring groups to get out of
the terrorisie business.

(U} The Office of the Coordinater for Counter Terrorism in the State {)apariment (8/CTy
cominually monitors the activities of terrerist groups active around the world to identify polential
targets for designation. When reviewing potential targets, 5/CT Tooks &t the actua) terrorist
aitacks that & group has cauzied ont and whether that group has engaged in planriing and
preparations tor possible future bets of termrsgm ot tetains the capability uad fsent oy earry ot
sucl acta.

{U) Afier a target is idemificd, S/CT prepares o detailed "adinisirative record,” which is a
compilation of wformation, typically including both classified and open sources information,
demonstrating that the statutory criteris for designation have been satisfied. If the Secratary of
State, in consoltetion with the fktmmay Cenetal and the Secretary of the Treasary, decides 1o
make the designation, Congress is notifled of the Secretary’s futen! to designute the organization
and ghven sevin days to review the-designation, as the INA requires. Afer the expiration of the
seven-day waiting period and in e absande of Congressional action to block the designation,
notice of the designation is published in the:Federal Register, ui which point the de&gﬂatmn
takes effect. By law, an organtzation designated us an FIO may seek judicial review of the
designatlon in the United States Cowrt of Appeals for the Distriet of Columbia Circuid pot later
than 30 days after the designation is published in the Fedetal Register.

(U Until ceeently, the INA provided that FTOs must be re-designatwed every two years or the
designation would lapse. Under the Intelfigence Reform and Terrorism Prevention Act of 2004
(IRTPA) however, the re-designation teguirement was replaced by cerfain reviow and
revocation procedures. IRTPA provides that an FTO may file a petition for revocation 2 years
after ivs designation date (or in the case of re~-designated FT'Os, its most recent re-designation
date) or 2 years afler the determination date on its most recent petition for revoeation. In order to
provide a basis for revocation, the-petitioning FT'O must provide evidence thar the circommstances
forming the basis for the designation are sufficiently differest as to warrant revacation. H no
such review has been conducted during a five-year periogd with respect to a desigration, then the

11
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Secretary of Stare is vequired (o review the destgnation w determing whothar revocation would
Be appropriste. In addition, the Secretary of Swte may atany thne revoke # desigastion gpon a
finding that the circomstancss forming the busis for the designation have changed T such a
manney as ko warrant revacation, or thit the national security of the United States warrunts &
revocation. The same procedural requirements apply to revocations made by the Secretary of
State a8 apply o designatong. A designation may be revoked by an Act of Congress, or set aside
iy a Coutt order. :

{t)) Legal Criteria for Designation
(1) Undler Section 219 of the TNA, as amended:

L4} 1. Te nwast be o forelgn organization,

(U 2. The orgatization roust engage in werrorist gotvity, as defined in saction 212
@WKRB) of the INA (B UL.C, § 118203, * or terrorism, as defined 1a section
14D(d}{2} of the Foreign Relations Authorization Act, Fiseal Years 988 and 1989 (22
U.S.C. § 2636/ANZN¥ or retain the capability rad intent Lo engage. in terrorist sctivity
OF terrorism.

(11} 3. The organization's terrorist activity oy terrorism must threaten the security of U.S.
nationals or the nationad seeurity (national defense, forelgn relatons, or the ecomomic
tereats? of the United Siies.

(U} Legal Ramifications of Designation

E 3

() L Tuis sedawiul for a person in the United States or subject to the jurisdiction of the
Thuited States o knowingly provide “material suppart orresouress” to a designated F?’O.
{The torm “ranterial support or regources” is defined in 18 TL.8.C, § T339A0N) a8 ¥ any
property, tangible orintangible, or service, including currency or monetary instruments or
financinl securitios, Hnuncial sevvivas, lodping, training, expert ndvice or assistance,
safehouses, false documentation or identification, commnunications equipment. facilities,
WEnpOns, k-,thal substances, explosives, personnel (1 or more individoals who maybe or
include onesell), and ransportation, except wredicing or religions materials,” I8 U.S.C. §
2339A(LKL) provides thae for thése purposes “the teem ‘training’ means insouction or
teaching designed to impart a specifie skill, as oppased to general knowledge,” 18 11.5.C.
§ 2339A(Y3) further provides (hat for these purposes the term *expert advics or
assistanece’ menns advice or assistwece derived from scientifie, techuical or ather
specialized knowledge.'’

(L1} 2. Representatives amd membets of & desipnated FTO, if they are aliens, are
ingdmizsible 1o and, in certein circumstances, remuvable from the Unitéd States (see 8
RS.CL 5 1182 GYE3BUTY)-(VY, 1227 G)(1(AN.

(L 3, Any ULS. financial institution thet becomes aware that it has possession of or

control over funds in which & designased FTO or its agent has an interest must retain
possession of or comtrol over the fands and report the funds w e Office of Foreign

Assers Conrol of the U8, Deparumen of the Treasury.

(T) Other Effvets of Besignation

E ]

(U) 1. Supparts onr sfforts te cuth terrorism finaneing and encotrages other mations to do
the same. .

12
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v (U) 2. Stigmatizes and isolates dosignated terrorist orpanizations internationally.

« {3, Beters dorations or contributions to and seonomic fransactions with named
organizations.

v {U) 4. Heightens public awareness and knowledge of terrorist orgamizétions.
« (1N 5. Signals o othér goverimments oar concern-about named ofganizations.

(D) Current List of Deslgnated Foreipn Terrorist Organfzations

Abu Nidal Qrganization {ANQ)
Abun Sayyaf Group

Al-Aqsa Martyrs Brigade
Al-Shabaab

5. Ansar al-Islam

6. Armed Islamic Group ((G1A)

7. Ashat al-Ansar

B. Aum Shinrikyo

9. Basque Fatherland and Liberty {ETA)

10 Communist Party of the Philippines/New People's Army (CPP/NPA)
1, Continuity hrish Republican Army

12. Gama'a al-Islamiyvya (Islamic Grotp}

13. HAMAS (Tslamic Resistance Movement)

14, Harakat vl-Jihad-i-Islami/Bangladesh (HUIL-B) -
13, Harakat w)-Mujahidin (HUM)

16. Hizballah (Party of Guod)

17. Islamic Fitad Groap
18. Islamic Movement of Uzbekistan ML)

19. Jaish-e-Mcohammed (JEM] { Aoy of Mohmmmed)
20, Jemash Islamiya organization (J1)

21, al-Jihad (Egyptinn Islamie JThad)

22, Kahape Chai (Kach)

23. Kongra-Gul (KGK, formerly Kurdistan Workers” Party, PKK, KADEK)
24. Lashkar-e Tayyiba (L.T) (Anny of the Kighteous)
23, Lashkar i Jhangvi »

26. Libsration Tigers of Tamil Belam (LTTE}

27, Libyan Tslantic Fighting Group (LIFG)

Eal A

13
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28. Morogean Islamic Combatiant Group (GICM)

29, Mujahedin-¢ Khalq Organization (MEK)

30. National Liberation Army (BELN)

31. Palestine Libaration Fronl (PLE

32, Palestinian Islamic Jihad (P

33, Popular Front for the Liberation of Palestine (PELP)
34, PRLEP-General Command (PFLP-GC)

35, al-Quida (al-Qa'ida)

36. al-Qaida in the Islamic Maghreb (formerly GSPCY
37. Real IRA

38, Revolutionary Armed Forces of Oolombia (FARC)
39, Revolutionary Nuclei (formedly ELA)

40, Revolationary Organization [7 Navember

4]. Revoluiionary People’s Liberation Pacty/Front (DHKP/C)
42, Shining Path (Seaders Laminoso, 813

43, Tanzim Qa'idat al-Jihad i Bilad sl-Rafidayn (QIBRY (al-Qaidn in Iraq) (formerly mﬁm‘m
al-Tawhid wa'al-Iihad, ITI, al-Zorgawi Network)

44, United Self-Dafense Forces of Colombia (AUC)

14
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Appendix B, Interagency Intelligence Committee on Terrorism NIPF Countesterrorism Prioritles,
Juno 20008
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Appendix C, NIPF CT Priorities Terrerist Support Entities June 2008

. (Uy Priority 1 ' »

(U) Bilogty 2;
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{0 Priority 3.

et




- Case 1:08-cv-01789-RWR Document 84-2 Filed 07/29/09 Page 29 of 88




Case 1:08-cv-01789-RWR Document 84-2 Filed 07/29/09 Page 30 of 88

(U) Prioyity 4
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(D) Priarity. 5:
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—SECRET-FNOFORN-

IN THE UNITED STATES DISTRICT COURT
- FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE,
Petitioner,
Vs. Civil Action No.: 1:08-CV-01789 (RWR)
BARACK H. OBAMA, et al.,

Respondents.

fart” S S Nt Vst St St N Susgpt? Nt Suapt”

Dedlaration of
(Aliases) (Sept. 19, 2008) .
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Defense Intelligence Agency

Buckground Declaration - Nomes, Aliases, Kunyas and Variants
Defense Intelligence Agency

Juint Inteligence Task Force - Combating Terrorism

S:616-08A/ITA-IB 19 Septornber 2008

Thy Defense intelligence Ageney prodiced the following doctrment Jor the Department of
Drefense Office of the General Counsel to ntilize in federal conrt Ntigation.

I, prsuant o 28 U.S.C. § 1748, hereby declare under penalty of

pe}‘_m;y that the following is true and comrect to the best of my knowledge, mfurmaucm, ancd
betief

(U} Worldwide: Using Names, Alases, Kunyas and Variants

Apah niigration and the spread of Tslam around the world fntermixed with local ethno-linguistic
traditions and cultural practices produce regional variations in the way Arabic names sre
constructed, proncunced wod spelted. These variations; along with differences in standards for
the trangliteration of foreign pames by U.8. military, intelligence and Jaw enforcement
organizations, present chnllenges for the colleotion, reporting, and anatysis of intelligence. The
tagk of v direct corrslation batwesn Arablc And Lathn w; phabets combined with these
comploxities, is of particular impoctance to analysts while in today's Countertetrorism
environment. While using alfases and othet forms of mu.’fnpie identities is not unique to these
groups, this declaration will limit itself to providing 4 basic privaer on Avabic-ralated issiles to
adddress the detainee population st Guantanamo,
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{uy. Flsammfﬁ of Arabic Nawmes

(U} Traditionally Arabic mames are comprised af“ five elemerits: ism, kunya, nasab, tagab, and
niska, This naming convention s widcly used by Muslim populations and in countries with

mgmﬁmm Musiiny inflpence aronnd the world, although verving dépending on thiecomtry or
regibin.

»

(1) Isme- The ism is.tlie proper name given at birth, This part 'of the name is considered the

+ most personsl of the efements. In some aress, it is impolite to call an elder by their lam, yet

i other areas; It is common to oul} people by their ism;

" (1) Kanyn- The kunya is baditionally un honorific, which denates that the person js eithet

a mother or father, and is constructed using the name of the fizst-bon son or eldest

- daughter if the person has no sons. The kunya for o man is Abu, maning father of, plus
+the name of e first-born; while Ustim i% used for women, mesning mother of, with the

+ name of the first-born. For example, Abu Hwalim means father of Tbrabim, Addressing
~ spimeone by his of her kunya is a sign of respect,

(U} ta addition, there are severud nicknames that use an “Abu” consiruction, that are not

" frug kunyas. Mueh like the name Jack is used as a nickname for Jotm, many cormmonly

used lauiyes ere used us nicknames that do not bear dircet ressmblimce 1o the given name.

For example, Abu Sadeq is g mickname for Jafar, and Abu AR is u nickiame for Haséan,

(L) Insurgents, radicals and terrorlsts comimonly use kunyas as assumed names or
- peeadonyms. Kunyas used In dds manner are often chosen, or given, without regard to the
. ¢hildren’s names or regard to whether the individual hes children. In this case, uiing the
. kunya concesls the individual’s identity. - Fustier, it is often used as a seowrity, denial and

deception measure. The reasons for un inmrgent choosing a certain kunya varies widely.

1t could be the vegion they are from sutly as Zargawi (from Zmrs), Suti (the Syran), or al-
- Masri (the Bpyptian). 1t car be derived from the early herors of Islamic conquest, Hke Abu

Ubsydah, tme of three who led expeditions againat Byzanthurn, 1t can be derived ffom past
historical or Mititant Islaniist leaders like Abu Azzam, named after the spiriwal founder of
al-Qaida Abdullah Azzam,

(W) Nasab- The nasab is a pedigree, which denotes the family ﬁjmage on the Eather's side,
aid can go back several generations. In sy countries ibn or bin, is used for males (he

. son of) sand bint for females (the daughter of), while in ather countries the names are simply

listed in sequence. For example, Hesan ibn Fargj, would mean, Hesan, son of Fackj.
Another gxaniple usmg multiple genecations would be Hosan ihn Faraf itn Ahwed ibn
Mohammad, meaning Hasan, son of Faraj, who s the sen of Almed, wha is the son of
Mohanuned. In some fegions, that same name may appear as Hasan Faraj Abmed. A trug
name usually consists.of the jsm, nasab and the nigbe,
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¢ (UyLagab- The lagab is a-combination of words that deseribe some religious or admirable

quality of the person and is used as a seconidary name, T some cases, i is used in place of
the ism. A common laqab includes one of the 99 pames of God and “Abd,” or servant of,

- for example, Abd al Rahman, or servent of the Mercifud, There is no such name as

. “Abdul” in Arabiic, even though we commonly see this in English. This is a mistranslation

- of “Abd,” which is followed by the article"al.” Lagab can also comnote a person’s

* profession ke Samir al-Haddad, which means Samir whose family members at one time
were blacksmiths, Another popular lngab of course is Hajj or Haji, meaning the person has

. inade their pilgrimage to Meeca, ke Hajj Amin al-Hussein.

« (UF) Nisba- The nisba is another seeondary name that describes the oesupation, descent,

 ribe oy residence of the person. I can be used fo conibination with any of the sbave
slements, but will always be the last part of the name. For example, Mohwnmad al Masei,
means Mohammead from Bgypt, or using several clements, Mohammad of Husayi ibn
Harun sl Qabtani means Mohammad the benutifil, son of Aaron, from the Dahtan} tibe.

- The nisha ceur tell you much of the persons anoestry and gesgraphic origis, for fnstarice al-

- Zawahiri although from Egypt, comes fion the Zawalir clan of the Hejaz region of Saudi
Arabia. Ayman al-Zawehiri attempts to bolster his Arab Hneage by msking these

| conngetions.

¢ (N The following example uses o tilo-aud all five elemants of the neming convention:
- Mullah Mobamwiad Abu Nasar Abd al Rabiman, bin Thyabim bin Hasan al Makki; Mullah
- {title} Mohammad (jam) Abu Nasar (kunya) Abd al Rihman (laqab) bin [brahim bin Hasan
« {nasab, ¥ generntions) al Makki {nisba), This name would ransiate to the twacher
Mohammad, futher of Nasar,; servant of ihe Merciful, son of thrahim, grandson of Hasan,
from Mecea,

(U Spelling Variants

(11) Becduse Arabic and English have several lelters representing sounds that do not correspond
ditestly, several letters or lotter combinutions are used interchangeably to represent the same
sound, This often generates multiple English speliings representing the #ame ward or name in
Arabie. Other differences in practice, such us whetherto uso double or single consonants o
express o single sound, further Increase varjation. [tis common to see inteltigence reports
referenoing an individual with several different name speliings. Alhough, most organizations
have-gstablished numing standinds for conumon names, this is not consistent theoughout the
intefligence Community (1C)and has changed over tinwe,

v | {1J) Other spelling vacinbles inelude capitalization, and the use or non-use of dashies,
_ gpostropbes and spaces. 1o soume cases, apostrophes replace a letiers that doe not }:r&ﬂslaw
 futo: Fnglish, such os the Arabic letter “ayn,” which hﬁ&_ﬂ*é_i‘?‘i‘fﬂ(}i sesped not used n .
. Boglish, For exawiple, the name Moharomad has over 20 variations and alternate speilings
~oFal-Qgida include 2l Qaida, al Qa'ida, and al-Qaeda. :

» (1) Some commonly imerchanged letters include: )
« K, KH, GH, and Q such as: Kandabar, Khiadohar, Ghandahar or sz-daiﬁ_xr

3
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» O and U, such as: Mohammad or Mubammad
= Aand E, such as; Abmad, Almed
v 00 and U, such g Noor, or Nir

» - (11} 5ome commonly interchanged words and spetfings include:
= Al Ul and Ur, as in: Mohanumad al Rehman, Mohammad ol Rahman or Mohammad
ur Rahman
» b Din, and Uddin, as in: Nasar ul Dis, or Nasaraddin
o Abd Ul and Abdul, as i Abd ul Rahman or Abdul Rahamn

{ Various titles may be added to the beginning of the name, similar to titles used in Western
tradittons, Although these specific titles are more cominon in the Arab world, similar titles are
used in Afghanistan o Pakistan, from whete many fighters are recraited.

Mulieh- Religious leader
- Imam- Reélipious leader (as in clergy)
Hajji- Someone who weat on r pilgrimage to Mecea
Bhaykh- Tite of high respect, usually  leader of somme kind (tribal, ete)
CQari- Bomeone who can recite the Quran with a specific rhythm
~ Qazi/Qadi- Lawyer or judge (on Shari)
Ustad- tesher ov professor
Talib- student (Afghan)
. Malis, or Malsuwi - religions leader (A fghari)
Alhund- lawyer (Afghan)

* O F X & & & & B &

{Ll) e challenges of spelling and translating the use of Arab and Mustim influenced names is
furtlyer complieated for tndividuals otiginating from cotmtries with conventions based in pther
pultocal traditions, especially when combined with sigrificant differences in pronunciation s
well as the use of other loeal languages and alphabets,

(1) The source of the reporting can also have o signdficant impact on how names are spelled,
Searees may bave g regional dialect, which may complicate the fransiiterstion of the aame
phonetically, or misundersianding the nare completely, Some reporting originates from foreign
sources using dilferent lotters to represent Arabic sounds, For example, in Spanish, the “h° s
often substitwed with “5,” thus Mohammad would be spelied “Mojammad.” in French North
Afrita, Sherief is Cherief. ‘

(U Alinsey

(1) Aliases can take multiple forivs, from part of'a true name, to & something completely
unrelated to ihe true name. Like a nicksame, some aliases are descriptive of physical trals, such
as Nasar al Tawi] (Nagar the Tall). Adiases can also be just 3 single word, such as Tareg.

- Terrovists do use muilfiple linses, often changing them in differsnt locations. Nicknumes also
provide a degree of “cover” or operational security. In addition to theses alinses, many "
individuals will use “eall signs” for securlty purposes, A call signis simply another ndme tiat is

4
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only used during indirect communication. These call signs muy change depending on with
whom one is communicating, ar whsre they are Jocated.

(U) Confidence Meazares for Identification.

(U0 Jotelligence analysis consider all of these factors when making assessthents about a specific
individual or group, The biggest asset o wnanalystis an understanding of the complexities of
this particular problem set. Through training, experience, and deawing on (he expertise of senior
enalysts, subject matter experts and linguists at thelr disposal, analysss leam (he matty variables
thay need o take into account. Analysts uge many tools and processes iy wigke confident
assesstents, some of these include:

+ _ (1]) Database programs generally include features allowing the user to search on wvmianis to
: aceount for differént wransliterations or reporting conventions. These tools may include
- wildeasd or pattern matching searches, fuzzy word searches, and phonetie matching
" algarithms, In addition, some databases have maeros, which employ a list of nams variants
" based on historieal search results. Analysts then use additions! known dewils and other
: reporting to make confident ausessments.

> {U) Theough research and analysis of nmaltiple reporing soirees, analysts are often able to
* determing the various names.used, Corroboration and eollabotation within the IC helps
analysts conftrm identities.

» (U} Dacuments and media recovered from the detaine at the time of detention, and from
" pther spurces ean help confirm identifieations and/or provide further avenusg of
assessment. Someditainees have forged documments, such s fake prssports, that-allow
- ahalysts to deteimiine alternative identities of a detalnee,

b
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v (U) Photographs, taken during the detainee’s in«processing and those caplured with thie
detatnee, provide an additlonal resource to deferniine ideniity. Analysts show these photos
to multiple sources in order to gel a consensis on the individual(s) in the photograph, The
photo identifications (PID) can verify the identity of the detaince and his associates, as well
ag validate suspected relationships, ’

{U}iﬁ‘nnﬁlu&ian

(1) Detainees often use aliases and cover storjes to hide their sctual activities; however, it is
diffieuit to maintain these cover stories over time, Taterragators note any changes in details in
the §tory, wiich ooenr when the topic is reviewed mubtiple tines over a significant time pedod,
Analysts compare these stories.against other detainee reposiing as well as other sources of
jntelHgence to find inconsisiencies and vulerabilities in the cover story, develop further lines of
guestioning, as well as 10 carroborats the relighility snd validity of fruthful information. The IC
mitigates the challenges that foreipn language and oulturel practives cause in this complex
envivomuent, Through adiice provided by {ofelgn ares specislists, experience, education, snd
spedinlized tools, nalysts arc able to identify-—with confidence—persons of intercst or concerm,
including detainees,

I have read this declaration and concar with ﬁlﬁ-fiﬁdiﬂgs and coneclusion.

__11"

v,
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APPENDIX A
Common Counfry and Tribal Names
B Arable Geographie Adjectives in Names and Equivalents
Al -Adani | From Aden, Yemen

Al-Adrigi, al-Afiiki The African

Al-Ajami (actually al- | Literally “the foreigna™ brt abmost always pertains to Persians
*Ajarni) {franian, but i could also apply to any Perstan speaker—Iranian,
Tajik, or Dari-speaking Afghan).

Al-Ajnabi, at-Agmabt | The Foreigner (i.8,, not from “here”, or “not one of us,” NOTE: If
i “Apnabi” the “g" may imply an Bgyptian context.) Al Ajnabi is

P uuilkely to be part of a.terrorist nom de guerte, but may be
P considered an indication that the person so named {3 considered &
: “oreigner” oy "an outsider” by those using the {gron.
Al-Almani The German -
M-.i;xm:iki The American
Al-Andatusi | From Andalusia {southern Spain)
M-!:_mﬂrsi' The man fram Artweip
Al-Ansarl Literally meaning “the supporter™ und originally referring to

persons in Medina who atded the Prophet Mubammad, al Ansari as
now used among jihodists typically means *local jihadist—as
apposed 1o al-Muhalir, which means “foreign fighter.”

_ A}—éin}amini _ The A&'genﬁm_ﬁ_a'n
Al-Arming The Armentan
Al;n-évsiri {actoully zﬂ-- | From southwast Saudi Arvabia
Asi)

' ..f:ﬁim,ﬂ?syﬂaadi,, al-Trlandt | The Irishman
Al-Badsdwi The Badouin |
Al-Baljiki, al-Biljiki, | The Belgiam

i 1l-Balgild ,
Aiw}”«?wg‘halzi - The man from ?:'_}aﬁglkidﬁsh | _
Al-Banghladizhd The man from Bungladesh

| Ab-Barttand, al-Britani | The Brit

7
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M-.ﬁedaui The Bedouin
Al-Brazili The Brazilian
Al-Britani, ab-Barltani, | The Brit
Aléi:%mugha}‘i i A'-I"he Portuguese
Al-Danmiarkd 1 The I}ane_

AEmirad, al-fmaratl

The man from the United Arvab Emipuates

Al-Englizi, al-Inktiz, | The Baghshinan
al-Inghizi, al-Injalizi
Al-Faranst, al- The Frenchm&n-
-_Faransawi _
: AL-E?}&&{E, al-Farisi “The Persian, fhe ranian |
Al-Fasi From Fez, Morooeo
Al-Filastini The Palestinian
AE-i’%‘iﬁbiﬂi 'rhe Filipine {ﬁo‘m the Phitippines)
'AinFiyﬂtnxwmi The Vietnamese )
AbLGhani. | The Ghavaian
Al-Gharbi The Wesietner
Al-Hadrami 1 From the Hathmmat régian. éf‘Y#m &R
Al-Flalabi | From Aleppo, Syria |
M*Huﬁm  From: western Saudi Arabla
Al-Hindi The Indian
Al-Huland! The Hollander, from The Nethertands
AlIfiargi, al-lfengl | The Buropean
Al-Tghrigt [ The Greek
f}ll—I)ijl {detaally al - Pejorative Traqi stang for 4 Wesi&smar
L

Al-Imueati, al-Emirati

-“i'he man from the Uraited Arab Emivates

Al-Tigfalizi, al-Inglizi,
al-Englizi, al-Inklizi

The Fnglishman

| The Englishman

! Al-lnklizi, at-Injatizi.

E—
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al-Inglizi, al-Englin

Khaveali, al-Khawagi,

Al-Trani The 1 mniﬁl;

Allragi The lrag

Ai-fﬂﬂndi, al«-ﬁyr}zm&i The leishman

Alkbanl The Spaniard

Al-fskutlandi The Scot

Al-Islandi The Teelander

AldIsia'ili The Isracl

M-{muhi The Sontherhor

AbJawfl Fram the Yauf region of Yemen 6 Saud:t Arabia
Al-Tazaid The Aigﬁfi’ﬁﬁ |

Al-Kamirani From the Cameroons

Al-Kanadi The Condian

Al-Karibi ¥rom the Casibbean

Al-Bashmiri From Keshmir

ALKhatif me the (Persian) Gulf

A!»-'Khﬁwstg%i, al- - | Litorally memiing “Sir,” or “Mister™ (used especially. for Christians

and Westerners, with or without the name of the person s
addressed), khaveaga/kbawail has o streer slang meaning, especially
in Egypt, similar to calling sdreone o “gringo.” *Al-Khawaja™ is
unlikely to bse part of 4 temvorist onmie-de~guorre, but-can be

{ considered 4 Tikely indication the reference is to-a Chrlstian or

Westerner considered to be “foreign”™ or “an ocutsider® to those
using the term. '

Al-Kini The Kenyan
Al-Rubgwi the cuvan
Al-Kor The Korean |
Al-Kuowayti The Kuwaiti
Al-Libi The Litrvan
Al-Libiri The Liberian
Awgm’xrmni - | The Tebanese

I
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Al-Madani From Meding, Saadi Arabia
&LMag;hribi The Mbmucan |
Al-Majari, al-Magari | The Hungarian
Al-Makkawi, al- From Mecea, Saudi Arabia
Makki
Al-Masrl, al-Misri The Egyptian
Al-Miksiki The Mexican
Al-Muhajir ] Litorally “the Vémigram“ and originally referring to a person who
fled froms Mecea to Meding with the Prophet Muhammad, al
Muhajir as now used among jihadists typically means “foreign
Bghter.” 7
AlMuritam/Mauritani From Manritania
Al-Nabulsi | From Nablus, in fiie Wesl Bank, Palestine
AlNajdl | From central Saudi Ardbia
Al-Nasibi | A pejorative for Sunnis used by Shi‘a
Al-Nimgww] o | The Austrian |
AlHubl T The Nubian {from ares near border between li:'.é.ypt and Sudan}
Al-blurwali The Norwegian |
Al-Parsi, al-Farsi The Persian, the Iranian
Al-Qamari From the Comores Istands
All-(%)ubmsi Thie Cypriot; from lepms
Al-Qudsi From Jervsalom N
Al-Rafidhi A [;;ae_}u_raﬁ}fe for 'Siﬂ‘a- used by Sunnis that literally mesns
; 7 _ “rg_tg:;:twmst"
Al-Romant | ‘The Romantan
Al-Russi The Russian _
Al-Saidh From Uppef?égypt (i-€.. the upland area of southern Egypt) _
Ai-éafawf Pejemtivé for Persians {typically today meaning Iraman but ri |
! : { eauld apply 10 any Persiav-speaker—hanian, Tajik, or Dard-
i ! | speaking .Af‘ghgn_‘).
ALSama'mi‘% | From Bamatra, Irag
10
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AlSaudi  The Saudi
AkShami The Syrian, or from Bﬂrﬂam; the Nﬂrthemﬁ;(-éfsp. when Morth
: Yenzen)
Al-Sharqi, al-Sharaqi | The Easterner
%Ab&;i-h‘ The Chilcan
Al-Shimali { The Northerner
Al-Shishant [ The Chechan
ﬁingini, al-Sinani The Chiness
Al-Sinighali The Senﬁgalesc
Al-Skartlandi | The Seot
AlSudant The Sudaniess
Al-Sumali The Somali
Al-Sui The Syrdan )
Al-Suwidi The Bweds
Al-Swwvisri From Switzerjamd, the Swiss
ALTa%H From Ta*if, Saudi Arabia
Al-Tabuki P‘r&m."ﬁbﬁk, Saudi Arabia
Al-Tapzani The Tanzanian
Al-Trabulsi, sl | From Tripoli, either Libya or Lebanon
Trabelsi, al-—’l‘arabu!si :
AlTrimidadi | The Trinidadian
Al-Tshiki B The Czech
Al-Tunsi al-Tonisi - The Tunisian
AlTurki  The Turk
Al Umani (actually al- | The Omani
Umnnd)
Al-Urduni The Jordmzian
ﬂlﬁmtii _ The European
Aldlzbiki, al-Uzbeki | The Uzbek
[ Al-Yabani The Japanese




Case 1:08-cv-01789-RWR Document-84=2——ftet-0729/69—Fage4Sof-86— ==

Al-Yamani | The Yemeni

AlYunani ‘The Greek

12
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE,
Petitioner,
Vs, Civil Action No.; 1:08-CV-01789 (RWR)

BARACK H. OBAMA, ef al,,

Respondents.

Pr” s Syt Ve St St Nt Nt Vgt Nt Ny

Declaration of Robert H. Holmes
(Operations 101) (Aug. 22, 2008)
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=S EOREFYNOFORN—

Use of Intelligence Products in the Targeting and Operatlonal Cycles
in Operation Enduring Freedom (OEF) (U//-)

I, Robert H. Holmes, pursuant to 28 U.S.C, § 1746, hereby declare
and say as follows:

1. (0//Il) this is in response to the request from the Office of
General Counsel for a declaration for Habeas Corpus litigation
regarding the current procedures used t¢ employ intelligence to
locate and capture persons of interest on the Afghanistan
battlefield, As the Deputy Director of Operations for U.S. Central
Command, I am responsible for overseeing the operations of both
special operations and conventional forces within the U. 8. Central
Command (USCENTCOM) area of operations (RAOR), to include '
Afghanistan., From the initial stages of Operation Enduring Freedom
{OEF), U.S. special operation forces (SQF) have located and
disrupted tervorist networks through the use of intelligence. While
the particular tactics, techniques and procedures have changed over
time, the process under which QEF operators acquire and utilize
battlefield intelligénce remains relatively constant.

2. (U/-) General. Intelligence is critical for all military
forces, to include those capturing unlawful enemy combatants in
Afghanistan. Ground commanders in support of Operation Enduring
Freedom {OEF) in Afghanistan employ a FIND, FIX, FINISH, EXPLOIT,
and ANALYZE (F3EA) process to target the leadership, supporters and
key nodes of terrorist networks. The F3EA process is driven by
intelligence products of all types, to include Intelligence -
Information Reports (IIRs), Telegraph Disseminations (TD)s, FBI
302s, FM 40s and Summary Interrogation Reports (SIRs). Commanders
use multi-source and corroborated intelligence products to provide
the clearest possible picture of the operational environment. This
is critical in the fight against a highly compartmentalized, savvy
and network-based enemy. In this fight we must be able to rapidly
identify members of the network to disrupt and defeat their
operations. Criticalily, we must then exploit the final results of
that operation to lead us to the next individual inside the network
before the network can react and adjust its form to become invisible
again. The following explains how intelligence is used throughout
this continuous cycle to drive operations and ensure we are removing

the enemy from the battlefield with the highest degree of accuracy
possible.

Classlified By: MG Scaparotf, USCENTCOM J3
Reason: 1.4 {(a)
Declassify On; 22 Aug 2018

—G'EB'RE'FHNG'FSRN-
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4. (¢//JJ)) unlawful Enemy Combatant Status Determinations.
intelligence products developed and validated during the F3EA
process form the foundation upon which commanders make

3
—SECREFHNOFORN—
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determinations of the actual involvement of a target individual in
the enemy network and therefore ultimately lead to targeting
decisions. Intelligence products and physlcal evidence from the
objective are useful tools with which to determine a detainee’s
status as an unlawful enemy combatant, and, when subijected to
thorough review and analysis by the commanders making the actual

determination, generally form the factual basis for that legal .
determination.

5. '(U//-) Intelligence and information produced through this
F3EA process are also fed into the broader intelligence analytical
cycle, which combines this data with existing information and
intelligence to further task out for additiocnal intelligence
cperations. The information or intelligence derived from both the
analytical ecycle and the operational cycle (¥F3EA) are disseminated
to hiqhér,.adjacent and subordinate commanders through existing

intelligence systems architecture to assist in developing targets
and driving operations.

6. (U//J}) conclusion. The process described above illustrates
the ideal with no rescurce constraints placed upon the process. The
practical realities of the battle field often constrain the time and
resources available to execute the F3EA cycle; however, the same
principles can be applied even with very limited assets to develop
the same effect. Additionally, the sensitivity of the target may
also drastically reduce the decision making cycle. The F3EA process
will never generate a 100% solution; however, the guality and
veracity of the intelligence products remain the cornerstone of the
ground commander’s decision making process and the key to its
success.

Signed this 22™ of august, 2008

ROBEKT % . HOLMES

Brig Gen, USAF
Deputy Director of QOperatiéons




Case 1:08-cv-01789-RWR Document 84-2 Filed 07/29/09 Page 51 of 88

SECRETNOTFORN-

IN THE UNITED STATES DISTRICT COURY
FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE,
Petitioner,
vs. Civil Action No.: 1:08-CV-01789 (RWR)
BARACK H, OBAMA, et al,,

Respondents.

b Syt gt et Vet St et Vgt gt St S’

, - ‘Declaration of || I

(al-Haramain) (Sept. 19, 2008)
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Defense Intelligence Agency

Background Declaration — Terrorist Organization

Joint Tutelligence Task Force - Combating Terrorism

5-637-B840TL3A. 19 Septeniber 2008

(U) The Defense Intelligence Agenvy produved the following document for the
Bepartmunt of Défense Offfce of the General Cowrsel to ufifize in federd pourt
litigation, '

(W 1, I ursuant o 28 1.5.C § 1746, hereby deciare under penalty of
perjury that the following is teue and comect to the best of my knowledge, inforrhation,
“and belief.

(L) AL-Wada Islamic Humanitsrian Organization

st s RN

Timdthssify om: Subilect W treaty ordriomtiond agredaen
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(U} Al-Watn Leadership snd Official Money Movements

‘_
‘-

* (U} When Mafraft nesded fonds for charitable activities in Afghasistan, he called
upon Shaykh al-Rayis in Sawdi Arabis, Rayls wonld then call Abu Ahmed in the
United Arab Emirites (UAE) who wouldt transfor finds throngh 4 hawilato the Sheer
Khan Exchange Office in Kabul. The Sheer Khan Fxchange Office was in the
Exchange District and was rim by an Afghan namied Samiour. Matraft kept the money
in.a safls in Kabul, The Jagsst iransfer was for M(EJ 000 USE afier the ULS. strikes
began in Ovtober 2001.

TR e AT ——— 1A e e s
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(h Alb-Wafa and Al-Haramaln

’-
'=

{1y Conclusions
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1 bave resd this decluration snd conewr with (e Findipgs and conclaston.
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UNCLASSIFIED/FOR PUBLIC RELEASE

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE,
Petitioner,
vS. Civil Action No.: 1:08-CV-01789 (RWR)
BARACK H. OBAMA, ef al,

Respondents.

S R T e I A e i

UNCLASSIFIED/FOR PUBLIC RELEASE
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UNCLASSIFIED/FOR PUBLIC RELEASE

SERIAL:

b2

COUNTRY : AFGHANISTAN {AF); ERITREA (ER); ETHIOPIA (ET); SOMALIA (S0).

s, N =y, oo o

AND SUPPORT TO HIS OPERATIONS IN OGADEN, ETHIOPIA

21, b2, b5
o1, b2, b5

SOMMARY b1, b2

b1, b2

UNCLAGSIFIED/FOR PUBLIC RELEASE
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UNCLASSIFIED/FOR PUBLIC RELEASE
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UNCLASSIFIED/FOR PUBLIC RELEASE

b1, b2, b5
b1, b2, b5
b1

b1 [o1, b2, b
b1, b2, b5 |b1

6 -
b
b

b1

[l S e e s s b1, b2, b5
i|3—1]"b2,' b5 e 5

QMMEN . [ L h2 b1,b5
b1,bb
b2

UNCLASSIFIED//FOR PUBLIC RELEASE
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UNCLASSIFIED/FOR PUBLIC RELEASE

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE,
Petitioner,
Vs, Civil Action No.; 1:08-CV-01789 (RWR)
BARACK H. OBAMA, ef al.,

Respondents,

P L WA T T W T T P

1 ~ UNCLASSIFIEDAFOR PUBLIC RELEASE
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UNCLASSIFIED/FOR PUBLIC RELEASE

cOUNTRY : (28l DITBOUTI (DJ): ERITREA (ER): ETHTOPIA {ET); SOMALIA (SO}; UNITED
ARAB EMIRATES (TC).

IPSPE:
supa: N < v:1. OF SETAINEE [S@16027, ABDULLAHI SUDI ((ARALE})

FROM MOGADISHU, SOMALIA TO DJIBOUTI AND THE EVENTS THAT LED TO RIS CAPTURE

DETAINEE 16027, ABDULLAHI SUDI ARALE

UNCLASSIFIED//FOR PUBLIC RELEASE



Case 1:08-cv-01789-RWR Document 84-2 Filed 07/29/09 Page 64 of 88

UNCLASSIFIED/fFOR PUBLIC RELEASE

ptb2

Ib1,62,b5
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[67,62

Ib1,b2,05

UNCLASSIFIED#FOR PUBLIC RELEASE
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UNCLASSIFIED/FOR PUBLIC RELEASE

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE,
Petitioner,
VS, Civil Action No.: 1:08-CV-01789 (RWR)
BARACK H. OBAMA, et al.,

Respondents.

UNCLASSIFIED//FCR PUBLIC RELEASE .
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SERIAL:

PASS -

COUNTRY : ETHIOPIA (ET); SOMALIA (S0); UNITED ARAB EMIRATES (TC).

SOURCE: /715N [(Fl010027//DETAINEE ABDULLAHI SUDI
ARALE, A 50MALI CITIZEN BORN IN 1964 [XNPNE

b1,b2,b5

TEXT: 1. [P
b1,b2

b1.62 b3

b1,b2

b1,b2
b1,b2 b1.b2.b5

b1,02,b%
b1,b2

UNCLASSIFIED/FOR PUBLIC RELEASE
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE,
Petitioner,
VS. Civil Action No.: 1:08-CV-0178% (RWR)
BARACK H, OBAMA, ef al,

Respondents,

T e T

'

UNCLASSIFIED/FOR PUBLIC RELEASE
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PASS:

COUNTR‘I: PAKISTAN (PK); SAUDI ARABIA (S}\]; SOMALIA (SO}; UNITED STATES OF
AMERICA (US).

IPSE:

UNCLASSIFIED/fFOR PUBLIC RELEASE
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UNCLASSIFIED/FOR PUBLIC RELEASE

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE,
Petitioner,
Vs. Civil Action No.: 1:08-CV-01789 (RWR)
BARACK H. OBAMA, er al,

Respondents.
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UNCLASSIFIED#FOR PUBLIC RELEASE
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UNCLASSIFIED/fFOR PUBLIC RELEASE

SERIAL: 23

counTrY: [ ERITREA (ER); ETHIOPIA (ET}; PAKISTAN (PK); SOMALIA (SO); SUDAN
{SU); UNITED ARAB EMIRATES (TC).

1PSP: |3

SUBJ: - TIMELINE OF MEETINGS BETWEEN ABDULLAHI
sor ((arnsc)) T

SOURCE: [ //S7Z / = TATNEE ABDULLAHI SUDI
ARALE, h2 — b2 b1,02.b5 _
b1,b2,b5

UNCLASSIFIEDAFCR PUBLIC RELEASE
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE,
Petitioner,
2 Civil Action No.: 1:08-CV-01789 (RWR)
BARACK H. OBAMA, et af.,

Respondenis.

| I N A T S N N N

»  UNCLASSIFIED/FOR PUBLIC RELEASE
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saRhL;

COUNTRY:COMOROS {(CN); ETHIOPIA (ET); KENYA (KE); PAKISTAN (PK); SOMALIA
(S0); SUDAN (SU); UNITED KINGDOM (UK); YEMEN (YM).

SUBJ: 4 b1 b2 b6

b1 b2 b6

bt, b2, b5

SUMMARY : 3

UNCLASSIFIED/FOR PUBLIC RELEASE
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b1, b2

fot,b2

b1 b2, bs

01 b2, bb
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b1, b2
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b1, b2
b1, b2

ot b2 BT, B2 b5
b1, b2, b

b1, b2, b
4, [
b2
b1, b2
b1, b2
b1, b2

4B, |24
b1,b2

b1,b2 jb1, b2, b5
b1, b2, b5

UNCLASSIFIED//FOR PUBLIC RELEASE
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GUANTANAMO BAY, CU

»  UNCLASSIFIED/fFOR PUBLIC RELEASE
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE,
Petitioner,
vs. Civil Action No.: 1:08-CV-01789 (RWR)
BARACK H. OBAMA, et al.,

Respondents.
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SERIAL:

su3: N - -0t TAKEN FROM THE PASSPORT OF

DETAINEE S0-10027, ABDULLAHI SUDI ({ARALE)) [

DOI:

SOURCE : [
b1, b2, b5 SXAN 10027, ABDULLAHI SUDI

PAGE ONE

UNCLASSIFIED/#FOR PUBLIC, RELEASE
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COILUMBIA

)
ISMAEL ARALE, )
)
Petitioner, )
)
' ) Civil Action No. 08-CV-1789 (RWR)
) Miscellaneous No. 08-MC-442 (TFH)
BARACK OBAMA }
)
President of the United States, ¢t al., )
)
Respondents. )
I

FACTUAL RETURN
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

Misc. No. 08-442 (TFH)

IN RE:
GUANTANAMO BAY Civil Action No.
DETAINEE LITIGATION 08-CV-178% (RWR)

S T i T P

FACTUAL RETURN
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Respondents hereby submit, as explained herein, a factual return pertaining to the

petitioner identified as the subject of the attached Narrative. This return is intended to

supersede the material contained in any previously filed return, except for the fact that

petitioner was previously determined by a Combatant Status Review Tribunal to be an

enemy combatant.

This return sets forth factual bases' supporting petitioner’s lawful, ongoing

detention pursuant to the Authorization for the Use of Military Force and the President’s

power as Commander in Chief.

Dated: February 27, 2009

Respectfully submitted,

MICHAEL F. HERTZ
Acting Assistant Attorney General

TERRY M. HENRY
Assistant Br. Directot

S

ANDREW [, WARDEN

PAUL E. AHERN

JEFFREY P. LA VICKA

Attorneys

United States Department of Justice
Civil Division, Federal Programs Branch
20 Massachusetts Avenue, NNW,
Washington, DC 20530

Tel: (202) 305-9343

Attorneys for Respondents

' Respondents reserve the right to seek leave to further supplement the record with additional factual bases
supporting petitioner’s detention, as necessary.
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

Misec. No. 08-442 (TFH)

IN RE: Civil Action Ne,
08-CV-1789 (RWR)

GUANTANAMO BAY

DETAINEE LITIGATION

o . i i g S

DECLARATION OF REAR ADMIRAL DAVID THOMAS
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Declaration of Rear Admiral David M. Thomas. Jr.

Pursuant tol28 US.C. § 1746, 1. David M. Thomas, Jr.. hereby declare
under penalty of pejury under thelaws of the United States of America that 1o the bes! of
my knowledge, information. and belief, the following is true. uccurate, and correct:

I am a Rear Admiral in the United States Navy, with 31 years of active duty
service. 1 currently serve as Commander. Joint Task Force-Guantanamo (JTF-GTMO). at
Guantanamo ﬁay, Cuba. 1 have held this posttion since 27 May 2008. As such, [ am
directly responstble for the successful execution of the JTF-GTMO mission to conduet
detention and interrogation operations in support of the Global War on Terrorism,
coordinate and implereent detainee serecning operations, and support law enforcement
and war crimes investigations.

The attached narrative and supporting materials from files of the Department of
Defense or other government agencies contain information used by the Department of
Defense to establish the stutus of the individual who is the subject of the narrative ag an
enenty combatan and 1o substantiate their detention as an encray combatant at

Guanianamo Bay. Cuba.
Dated:

)

DAVID M. THOMAS, JR.
Rear Admiral, (1.8, Navy
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ISMAEL ARALE
Petitioner, Civil Action No. 08-CV-1789 (RWR)
V.

BARACK OBAMA, et al.,

Respondents.

NARRATIVE FOR ISMAEL ARALE (SN 10027)

1. Introduction
1. Ismael Arale (“Arale”) is a JGUIIN citizen currently detained at the United States
Naval Station in Guantanamo Bay, Cuba. For the following reasons described
herein and in the attached exhibits, among other reasons, the United States has
lawfully detained Arale as an enemy combatant pursuant to, infer alia, the

President’s power as Commander in Chief and the Authorization for the Use of

2. The factual bases for Arale’s detention are supported by numerous source
documents cited herein and attached hereto, which report interviews with him and
others conducted by law enforcement intelligence personnel, as well as

information from other sources. These reports and intelligence products are
1
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routinely relied upon by military or intelligence personnel in making decisions to
act upon threats to our nationallsecurity. Declaration of
(Intelligence 101) (Sept. 19, 2008); Declaration of Robert H. Holmes
(Operations 101) (Aug. 22, 2008).

3, As with all defained erfemy combatants at Guantanamo Bay, Cuba, Arale has been
assigned an Internment Serial Number (“ISN™). The ISN is an administrative
code assigned to military detainees. Arale’s full ISN is o(2) 010027, in which
the ﬁumbcr “10027” is Arale’s unique identifier and thedesignation
indicates that he is a J{Jlnational. Source documents attached as exhibits may
refer to Arale and other detainees by name, full ISN, or various short forms, such
asiuGl 10027” or “ISN 10027.”

4. It is common for those engaged in terrorist activities to use an alias, commanly
known in Arabic as a kunya, in order to conceal their true identify. See

Declaration of NG (/ lizscs) (Sept. 19, 2008). Arale

stated that he has used the following aliases: Mohamed Ali Omar and Abdullahi
Sudi. _Arale states that he never used the name Abdullahi
Sudi Arale but that &a]e is his nickname. CSRT Unclassified Summary. The
presiding officer at his CSRT said that petitioner’s name is Abdullahi Sudi Arale,
but Arale claimed that his name is actually Ismail Mahmoud Mohammed. Id

Arale EOBEG)

b{(1), b(6) g PNENR(). O [EREBYo(T), b(©)

b(1), b(6)

Ae10(1), b(6) 2(2)
b(2)
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o0 50 —

b(2)

5. The following narrative and attached materials set forth factual bases supporting
Petitioner’s lawful detention. This narrative is not intend;sd to be a complete
explication of the information in support of Petitioner’s detention in those
materials,
| II. Generzl Background

6. Al-Qaida (Arabic for “The Base”) was founded by Usama bin Laden (“UBL”)
and others in or about 1989 for the purpose of opposing certain governments and
officials with force and violence. See The 9/11 Comumission Report 56 (2004).

7. UBL is recognized as the emir (prince or leader) of al-Qaida, See id. A purpose
or goal of al-Qaida, as stated by UBL and other al-Qaida leaders, is to support
violent attacks against property and nationals (both military and civilian) of the
United States and other countries. See id. at 59-61.

8. Between 1989 and 2001, al-Qaida established training camps, guest houses, and
business operations in Afghanistan, Pakistan, and other countries for the purpose
of training and supporting violent attacks against property and nationals (both
military and civilian) of the United States and other countries. See id at 64-67.

9. In 1996, UBL issued a public Declaration of Jihad Against the Americans. This
declaration called for the murder of 1].8, military personnel serving on the

Arabian peninsula. See id at 48.
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10. In February 1998, UBL and his deputy, Ayman al-Zawahiri, issued a fatwa

11,

12.

13.

{(purported religious ruling} requiring all Muslims able to do so to kill Americans-
~-whether civilian or military--anywhere in the world, See id. at 47,

Since 1989, members and associates of al-Qaida, known and unknown, have
carried out numerous terrorist attacks, including, but not limited to: the attacks
against the American Embassies in Kenya and Tanzania in August 1998, which
killed approximately 250 people, see id. at 68-70; the attack against the USS Cole
in Qctober 2000, which killed 17 United States Navy sailors, see id. at 190-93;
and the attacks on the United States on September 11, 2001, which killed
approximately 3,000 people. See id. passim.

The Taliban (students of Islamic knowledge) is an Islamic fundamentalist group
that was formed in Afghanistan in 1994, See The Taliban in Afghanistan, at
www.ciT.org/publication/10551. After two years of violent conflict that included
the capture of Kabul, Afghanistan’s capital, the Taliban tock control of
Afghanistan’s national government in 1996, See The 9/11 Commission Report 65
(2004). Although it was never formally recognized by the United States, see id. at
124, the Taliban controlled Afghanistan’s national government from 1996 until
the United States-led military campaign ousted the Taliban from power in 2001,
See id at 337-38. During the period in which the Taliban controlled
Afghanistan’s national government, it provided safe harbor and support to al-
Qaida and UBL. See id. at 64-67.

On September 18, 2001, following the attacks on the United States on September

11, 2001, Congress adopied the Authorization for the Use of Military Force. See

4
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115 Stat, 224 (2001). Recognizing that the attacks of September 11, 2001, render
it both necessary and appropriate thﬁt the United States exercise its rights to
self-defense and to protect United States citizens at home and abroad, Congress
authorized the President to use all necessary and appropriate force against those
nations, organizations, or persons he determines planned, authorized, committed,
or aided the terrorist attacks that occurred on September 11, 2001, or harbored
such organizations or persons, in order to prevent any future acts of international
terrorism against the United States by such nations, organizations or persons.
Within weeks, United States military forces were deployed in Afghanistan. See
The 9/11 Commission Report 337 (2064).

14, The United States led the initial aerial bombing campaign of Afghanistan, with
ground forces composed of United States forces and Afghanistan militia opposed
to the Taliban, including the Northern Alliance, The Northern Alliance has
assisted the United States in its military campaign in Afghanistan to defeat al-
Qaida and the Taliban, See id. at 330-34; 336-38,

15. In December 2001, the United States-led military campaign removed the Taliban
from control of Afghanistan’s national government. See id. at 337-38. Taliban
and at-Qaida forces, however, have continued to operate in Afghanistan and
atfack coalition forces.

16. Currcnﬂy, two major military operations are underway in Afghanistan, First,
Operation Enduring Freedom (“OEF”) is a multinational coalition military
aperation, led by the United States, initiated in October 2001 to counter terrorism

and bring security to Afghanistan in collaboration with Afghan forces. See

5
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17.

18.

www state/gov/t/pa/prs/ps/2006/60083.htm. OEF operations led to the collapse
of the Taliban government and helped bring security and stability to Afghanistan.
Id, OFEF involves troops from over 20 nations, including about 19,000 United
States forces and about 3,000 non-United States troops. Jd. Second, the
International Security Assistance Force (“ISAF”) is a United Nations-mandated
international coalition operating under the command of the North Atlantic Treaty
Organization (“NATO”). See www.nato.int/isaffindex.html. ISAF was
established in 2002 with the goal of creating conditions for stabilization and
reconstruction in Afghanistan. ISAF is comprised of approximately 50,000 troops
from 40 countries. See id,

HI.  Designations of NGOs and other Qrganizations
According to the 9/11 Commission Report, UBL’s organization utilized a
financial network known as the “Golden Chain,” financed by individuals in Saudi
Arabia and Persian Gulf nations, who would direct donations through charities
and other NGOs. Those organizations would subsequently use those funds to
purchase arms and supplies for the mujahideen. 9/11 Commission Report 55
(2004). Al-Qaida “took advantage of Islam’s strong calls for charitable giving,
zakat” Id. at 170. Zakat “is one of the five pillars of Islam” and “is broader and
more pervasive than Western ideas of charity — functioning also as a form of
income tax, educational assistance, foreign aid, and a source of political
influence.” Id. at 372.
Numerous legal authorities provide for governmental entities to officially

designate NGOs or other organizations based on their links to terrorist activity;

6
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those designations result in the imposition of some form of sanctions or criminal

penalties on such organizations and those who deal with them.

19. Specially Designated Global Terrorists: The President has the authority to name
certain organizations or individuals as Specially Designated Global Terrorists
pursuant to the International Emergency Economic Powers Act (“IEEPA”), 50
U.S.C. §1701 et seq.; Exec. Order 13224, 66 Fed. Reg. 49079, 49082 (Sept, 23,
2001); see also 66 Fed. Reg. 54404, 54405 (Oct. 26, 2001). This Executive Order
provides authority for the designation and blocking of assets of certain listed
organizations and individuals (supplemented by later designations) who have
committed or pose a significant risk of committing certain terrorist acts. Exec.
Order 13224, 66 Fed. Reg. at 49079-80. Among other things, this designation
blocks the U.8. assets of the organization and prohibits any U.S, person or person
within the US from dealing with the organization or conducting transactions
involving blocked assets. 50 U.S.C, §1702, The U.S, Department of Treasury’s
Office of Foreign Asset Control implements the designation. Such a designation
of an organization is premised on a link to terrorism, which is defined as an
activity that “involves a violent act or an act dangerous to human life, property, or
infrastructure(,) and appears to be intended to (A) intimidate or coerce a civilian
population, (B) influence the policy of & government by intimidation or coetcion,
or (C) affect the conduct of a government by mass destruction, assassination,
kidnapping or hostage-taking.” Exec. Order 13224 §3(d), 66 Fed. Reg. at 49080,
Organizations so designated can be found at the following website:

http://www treasury, gov/offices/enforcement/ofac/programs/terror/terror.pdf.

7
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Organizations named herein that have been given this designation include al-
Itihaad al-Islamiya (“AIAI”) and al-Haramayn.

20. The U.N. Security Council al-Qaida and Taliban Sanctions Committee

Consolidated List: The United Nations Secutity Council’s al-Qaida and Taliban

Sanctions Committee has authority to place certain organizations on its
Consolidated List, which includes individuals and entities associated with al-
Qaida and the Taliban. S.C, Res. 1267, 16 (1999), United Nations Website,
Security Council Committee Established Pursuant to Resolution 1267 (1999)
Conceming al-Qaida and the Taliban and Associated Individuals and Entities,

available at hitp.//www.un.org/sc/committees/1267/ndf/consolidatedlist.pdf;

United Nations Website, Consolidated List Established and Maintained by the
1267 Committee with Respect to al-Qaida, UBL, and the Taliban and Other
Individuals, Groups, Undertakings and Entities Associated with Them, available
at http.//www.un.org/sc/committees/1267/pdf/consolidatedlist.pdf. Placement on
this list requires nations to freeze the financial assets of the organizations, ban the

_ travel of the organizations’ designated individuals into or through their territories,
and impose an arms embargo on the organizations. S.C. Res. 1267, 16 (1999);
United Nations Website, Security Council Committee Established Pursuant to
Resolution 1267 (1999) Conceming al-Qaida and the Taliban and Associated
Individuals and Entitics, available at

http://www.un.org/sc/committees/1267/pdf/consolidatedlist. pdf. Organizations

named herein that have been so listed include AIAT and al-Haramayn,
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III. Arale’s Background Information

21, vt G

b(2)

22. Arale stated that he went to Syria in 1999, and when he didn’t succeed in getting
an education there, he proceeded to Pakistan in January 2000, and obtained an
application for an Islamic university in ]slamabad. CSRT Unclassified Summary.
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25. He states that he returned to Somalia in 2006. CSRT Unclassified Summary. He

states that while in Pakistan from 2000 to 2006, he was a student, and he also

worked for 3 years for Damil as an airline ticket agent. 7d.
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56. Arale JOMEGH
o(1). b

57,

59. The FBI’s most wanted list includes Harun Fazul. FB1 Most Wanted List;

http:/fwww.fbi.gov/wantedfierrorists/termohammed.htm. Fazul was indicted in

federal court in New York for his alleged involvement in the bombings of the
United States Embassies in Dar es Salaam, Tanzania, and Nairobi, Kenya, on

August 7, 1998, Id.
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69. Arale states he never participated or said anything against the United States.
CSRT Unclassified Summary. Arale states he didn’t assist al-Qaida, that he
didn’t have any animosity towards the United States or any foreign countries, and
that he didn’t work against the United States. Despite contrary statements that he
has made, Arale claimed during the CSRT that the only person mentioned in the

Unclassified Summary that he knows is“ Id
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