|V Personnel Security:
Protection Through Detection

The personnel security system was put in place following World War Il as a means of
supporting the classification system and of implementing the Truman and Eisenhower
Administrations’ programs to investigate the loyalty of Federal Government officials.
Over the past half century, a variety of directives and additional regulations have been
issued to tailor the system to specific needs and respond to particular concerns (at
times on an agency-specific basis), creating a layering of rules and, in turn, certain
redundancies and other inefficiencies.

Even so, the fundamental standards and criteria around which personnel security
policies and procedures are organized remain those set out in an executive order that is
now nearly 44 years old. Although President Clinton’s Executive Order 12968, issued
on August 2, 1995, provides for common investigative and adjudicative standards to
improve clearance reciprocity, strengthens appeal procedures, and improves the means
of ensuring non-discrimination, it does not supersede Executive Order 10450, issued by
President Eisenhower in 1953. Thus, in effect, it simply adds another regulatory layer
to the personnel security system.

Personnel security in the future must be better integrated throughout the workplace,
with managers and line officers accepting greater responsibility for security. High-
profile examples of espionage arrests and poorly-administered procedures reduce
confidence in the overall system and reinforce the Commission’s view that the existing
approach to personnel security is in need of substantial reform.

An updated personnel security system also must allocate more attention and resources
to monitor, assess, and assist current employees, in particular those in positions of
greatest sensitivity and those who have become at risk as a result of changes or
difficulties in their lives. The Commission also believes that the personnel security
process must be better understood. Many employees and applicants who have passec
through the process have little understanding of what it actually involves. Greater
security awareness and understanding should lead to a more secure working environ-
ment, as personnel become more knowledgeable about the key security concerns and
significant threats, and what mechanisms exist to respond to these challenges.

Overview of the Personnel Security Process

The Background Investigation

The chief objective of the personnel security process is to attempt to determine
whether past behavior is a matter of concern for future reliabBigfore prospective
Federal employees (both military and civilian) and contractors’ employees who work in
the national security arena can have access to national security information, they must
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undergo an investigation and adjudication to

determine whether they should receive a
security clearance. As Figure 3 shows,
according to a 1995 General Accounting
Office (GAO) report, more than 3.2 million
government employees and contractors held
security clearances in 1993 (the last year fol
which full data are availablé).

A security clearance indicates that a person
has been investigated and deemed eligible fq
access to classified information based on
established criteria set out in regulations.
Although in limited instances agency heads
may grant a clearance without an investiga-
tion, employees normalkeceive access to
classified information only when they have

=

Figure 3: Number of Federal and Contractor
Employees with Clearances
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Source:General Accounting OfficeBackground Investigations:
Impediments to Consolidating Investigations and Adjudicative
Functions GAO/NSIAD-95-101 (Washington, D.C.: Government
Printing Office, March 1995), 12.

been “cleared” and a “need-to-know” justifi-
cation has been provided. In practice,

however, the “need-to-know” principle is seldom applied strictly, except in specific
areas such as most special access programs (SAPs), which maintain access rosters.

The clearance process begins with the submission of a personal history statement
detailing past residences, educational and employment background, criminal history,
relatives, and other personal information. An investigation is then requested and
conducted by a government agency such as the Defense Investigative Service
(DIS)—which is the largest investigative agency in the Federal Government—or by a

private contractor on behalf of an agency.

The length and complexity of the background investigation varies depending on the
level of clearance (or the access) needed. In most agencies individuals are vetted for
Confidential, Secret, or Top Secret clearances, and possibly for access to Sensitive
Compartmented Information (SCI) as well. The Department of Energy (DoE) has a
separate system pursuant to the Atomic Energy Act; most of its employees receive
either an “L” clearance, which equates to a Confidential or Secret clearance, or a “Q”
clearance, which equates to a Top Secret clearance.

Types of Investigations

There are three types of personnel security investigations: a National Agency Check
(NAC), which includes, but is not necessarily limited to, a check of FBI hame and
fingerprint records; Office of Personnel Management (OPM) investigations on all
applicants for Federal service; and, when appropriate, review of Department of
Defense (DoD) records of cleared military and civilian employees or contractors. The
NAC has served as the basis for Confidential and Secret clearances, primarily for

U.S. military personnel.

When the NAC is supplemented by a credit check and written inquiries, the
investigation is termed a NAC with Written Inquiries (NACNVritten inquiries are
sent to schools, employers, and local law enforcement agencies to verify information
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submitted by the person under investigation. This has been the standard procedure
required for Confidential and Secret clearances for Federal civilian employees in most
agencies, as well as “suitability determinations” for applicants seeking Federal
employment in positions not needing a security clearance. (Itis notable that applicants
for non-national security positions traditionally were subject to investigative steps for a
“suitability” determination thagéxceedethose for military applicants who needed a
Secret-level security clearance.) Those requiring access to Secret special access
programs, however, usually require a review process similar to that for a Top Secret
clearance.

A Single-Scope Background Investigation (SSBigorporating the NAC but using
investigative interviews in lieu of written inquiries, is required for Top Secret clear-
ances, for many SAPs designated Secret or Top Secret, for “Q” clearances, and for
access to SCl data. As part of the background investigation process, investigators
interview the applicant, current and former neighbors, character references, former
educators, former spouses, and current and former employers; undertake local and
national law enforcement record checks; and obtain credit reports and military and
medical recordslin addition, some agencies such as the CIA and the NSA require the
applicant to undergo a polygraph examination, a medical examination, and a psycho-
logical evaluation.

Government employees and contractor personnel with security clearances are also
subject to reinvestigations (covering the period beginning with the date of the last
investigation) throughout their careers. The timing of reinvestigations can be random,
but for Top Secret clearances they must be completed not less than once every five
years. While the primary difference between initial investigations and reinvestigations
is the period of time covered, some reinvestigation components may vary from the
initial investigation. For example, during an initial polygraph examination, the NSA and
the CIA cover counterintelligence issues (sabotage, espionage, and foreign intelli-
gence) as well as additional issues such as possible use of drugs and any criminal
activity, which are not included in subsequent tests. The

Departments of Energy and Defense require regular in-
Figure 4: Total Invesligution house reviews as part of their “personnel reliability”
programs for employees in extremely sensitive positions

Casts : :
. . (such as those having access to nuclear devices); these
(ix Millions) . . ] .
reviews are conducted annually and consist of an interview,
. $183 urinalysis, psychological testing, and a credit check.
200
15 3100 Investigative Costs
i1 513 As shown in Figure 4, according to a March 1995 GAO
£50 report surveying 51 different agencies, the total cost of
0 background investigations in 1993 (the latest year for which
o0 0P Other such figures are available) was $326 milfigfhe individual
Source: General Accounting OfficeBackground costs fo_r a standard field |_nvest|_gat|_on vary considerably,
Investigations: Impediments to Consolidating depending upon both the investigative agency and the
Investigations and Adjudicative FunctionSAQ/NSIAD- priority of the investigation. OPM charges $3,425 for
oot fgvgf)r.""gton’ D.C.+ Government Printing Offiet  service within 120 days and $3,995 for 35-day serithe

Defense Investigative Service, in contrast, to date has not
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been permitted to charge its customers for investigations or reinvestigations, although
this restriction is now being reexamined.

The Adjudication

The information collected during the investigative process is then forwarded to an
adjudicative office, where an adjudicator evaluates all of the data collected in order to
make a clearance determination. This decision is based on established guidelines. An
adjudicator who believes that the investigation is incomplete usually has the opportunity
to request additional information from the investigator.

When an already cleared employee is transferred or detailed to another agency or
special access program, that individual’s file is reviewed again by an adjudicator at the
receiving agency or by a program security officer prior to the acceptance of the
employee’s clearance. As a result, even though the individual's clearance may be up
to date, additional security vetting is usually required before the clearance will be
accepted by the receiving agency or special access program.

Improving the Current System

Modernizing the System’s Cold War Foundations

Prior to the Cold War, the Federal Government’s efforts to maintain a trustworthy and
reliable civil service were based primarily on the Civil Service Act of 1883. The Act
included a core principle of “suitability” for Federal employment, defining this as “a
requirement or requirements for government employment having reference to a
person’s character, reputation, trustworthiness, and fithess as related to the efficiency
of the service.” Seventy years later, Executive Order 10450 imposed an additional
requirement for Federal employment: “that all persons privileged to be employed in the
departments and agencies of the Government, shall be reliable, trustworthy, of good
conduct and characteand of complete and unswerving loyatbythe United

States” such that.“. . employment and retention . . . is clearly consistent with the
interests of national security (Emphasis supplied.)

The criteria applied to “suitability” and “security eligibility” determinations today are
largely redundant. All civilian Federal Government employees, regardless of whether
they need access to national security information, must be found suitable for govern-
ment service through use of at least a NACI. Those requiring access to national
security information must also be found security-eligible as defined by Executive Order
10450. However, the two-step process of determining suitability and security eligibility
is not applied uniformly across agencies, frequently involves duplicative steps and long
delays, and is poorly understood by applicants and many agency officials alike. In
addition, both the responsibilities and the criteria for suitability and personnel security
determinations may differ from agency to agency. Some agencies place responsibility
for both evaluations in the same office, while others maintain separate offices for
making suitability and security determinations, at times with minimal coordination
between the offices.
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While the fundamental principles of the personnel security system remain based on
Executive Order 10450, numerous other authorities have modified the specific lan-
guage set out in the Order for issuing security clearances, either because the Order
needed further amplification over the years or because it did not fit the needs of a
particular agency. For example, the Order does not mention “classified information”

Table 2: Major Personnel Security Authorities Since EO 10450

The Atomic Energy Act

Executive Order 10865 (1960)

Title 5 of the Code of Federal
Regulations

Public Law 88-290 (1964)

DoD Directive 5200.2-R (1979)

National Security Directive 63
(1991)

Executive Order 12829 (1993)

Director of Central Intelligence Directive
1/14 (revised 1994)

Executive Order 12968 (1995)

As amended in 1954, set out the restricted data classificatior
system, with an entirely separate structure from national
security clearances.

Established standards governing access for industry employs

Authorized heads of departments to prescribe regulations for
determining the suitability of applicants for Federal service.

Amended the Internal Security Act of 1950 to specifically
address personnel security concerns of the NSA

Combined all Department of Defense personnel security
programs, including DoD Directive 5210.9, which established
the military personnel security program requiring the military
abide by the same loyalty oath as civilians.

Established single scope background investigative standards

esS.

(o

for

access to Top Secret and Sensitive Compartmented Information.

Created the National Industrial Security Program (NISP), a
consolidation of Federal industrial security programs and
relevant regulations.

Provided adjudication standards for access to Sensitive
Compartmented Information.

Updated standards governing access to national security
information.
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or include the words “clearance,” “access,” or “need-to-know.” Some of the many
laws and regulations pertaining to the investigation of applicants and employees for
suitability or security eligibility determinations are summarized in Table 2.

A 1988 RAND Corporation reporfo Repair or Rebuildidentified some of the key
problems in the current personnel security process. Among the important issues raised
was how to define thbasic purpos@f the personnel security system; that is, should

it focus on responding to the loss of secrets through espionage, or should it look more
broadly at how to address behavioral problems of cleared personnel ranging from
alcoholism and drug use to financial problems? According to the report, the broader
the definition of personnel security, “the more difficult it becomes to separate

personnel security problems traditionally associated with personnel management, or to
prevent them from lapping over into other security areas, such as counterespionage or
physical security.” The report concluded:

Modest changes and incremental improvements to the current pro-
gram are not likely to produce a significantly more effective personnel
security program. Major investments in improving the effectiveness or
efficiency of current procedures should be deferred until the theoreti-
cal foundations of the program are thoroughly examined to provide a
clearer understanding and more complete description of the personnel
security problent.

In the nine years since that report was issued, however, any changes have been
modest and any improvements incremental in nature. It is essential that a personnel
security system for the post-Cold War era include new guiding principles reflecting
updated needs and priorities. These guiding principles must be common across the
Government to help officials implement specific personnel security proceatiates
enhance both national security and the understanding of operational needs, that are
sensitive to individual rights, and that are supportive of employees’ needs.

Recommendation

The Commission recommends five guiding principles as the
essential elements of an effective personnel security system.
Most already are part of the current system (including under

Executive Order 12968), but too often they are not actually
practiced throughout the Federal Government. The
Commission recommends that these standards be incorporated
into a new statute or regulation that would supersede Executive
Order 10450.
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While specific processes and tools may change over time, there must be consistent
guiding standards underpinning the overall system.

The five guiding principles are:

Openness and clarity of standards:All applicants for government employment,

as well as those seeking contractor positions that require government review, must
be provided with clear information in writing about the security vetting process.
Currently, applicants, employees, and contractors typically are provided little
information on the process. Promoting a greater understanding of the process
should help to improve overall accountability, both for employees and for those
responsible for administering security programs. For example, creating a standard
brochure to explain the clearance process and address the most common questions
would bring greater clarity to the system for applicants, employees, and

contractors.

Balanced, “whole-person” standards: The goal of an investigation and
adjudication should be to develop a balanced picture of the individual, based on
both positive and negative factors, including evidence that past problems have
been overcome.

Reciprocity for classified access:When a government employee or contractor
transfers or is detailed to, or is directly hired by another agency or private contrac-
tor, that individual’s clearance should be accepted by the receiving agency if it is
equivalent to or higher than that required for the new position and if the previous
investigation and adjudication occurred within the established timeframe. Agency
or program-specific supplemental forms should be eliminated.

Nondiscrimination principles: Denials and revocations of access should not be
based on arbitrary or capricious standards. The U.S. Government is not permitted
to discriminate on the basis of race, color, religion, sex, national origin, disability,
sexual orientation, or mental health counseling in granting access to classified
information. Although Executive Order 12968 represents a significant step

forward in this regard, it has not yet been fully implemented across the Govern-
ment.

Assurances of due processApplicants and employeatiould be immediately
informed in writing of the reasons for suspensions, denials, or revocations of
clearances and access, and should be given the opportunity to appeal an adverse
determination to a senior official or panel not involved in the original determination.

A person who has been denied a clearance or had a clearance revoked should be
allowed to reapply after a determined period of time.

Increasing Clearance Reciprocity and Standardization
Agencies often do not accept the clearances of government employees who transfer
from one agency to another, or of contract employees who wish to work on projects
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for multiple agencies. Agencies

The Defense Department has estimated frequently ?”F'C'Ze t_he qua"ty of
that by the year 2001, without additional eag:h pthe_r s investigations and
resources or major system improve- adjudications. As one result, they
ments, SSBIs will take an average of 27g NSiston duplicating lengthy and
days. Currently, DIS completion time for| costly procedures even though an

SSBIs is between 175 days and 220 individual’s clearances are cur-
days rent. Representatives of industry

have expressed frustration over

the frequency with which contrac-

tors are investigated and

adjudicated, with some citing cases in which individuals were reinvestigated repeatedly
during a single year because they required access to multiple programs.

In order to improve clearance reciprocity between government agencies, the inter-
agency Security Policy Board has agreed on minimum investigative standards across
the Federal Government; these have been forwarded to the White House for review.
However, a significant exception to this policy remains because these amioiRly
mumstandards. Thus, agencies are still permitted to retain specific additional security
requirements, thereby limiting the extent to which there can be genuine reciprocity of
clearances.

In addition to this lack of clearance reciprocity, the system is also made less efficient
by the failure to standardize the personnel security questionnaires that are used. An
April 1995 OMB memorandum prescribed one form, Standard Form 86, for use by
Federal agencies in security clearance background investigafidrs.new require-

ment has yet to be fully implemented, however, because the form was written for a
background investigation covering seven years, while the standards for investigative
components for a Top Secret clearance with access to Sensitive Compartmented
Information (SCI) have since changed and now vary from three to ten years. As a
result of these differences, several agencies continue to use agency-specific forms.
The longstanding objectives of greater uniformity, reciprocity, and cost effectiveness in
the clearance process appear to be a considerable distance from actually being
realized.

Recommendation

The Commission recommends that individuals in both Government
and industry holding valid clearances be able to move from one

agency or special program to another without further investigation
or adjudication. The single exception to this true reciprocity of
security clearances shall be that agencies may continue to requirg
the polygraph before granting access.
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This approach would reduce the “dead time” often facing cleared employees and
contractors when they transfer to other agencies or projects. The Government would
no longer have to pay for employees to sit idle and there would be less likelihood of
losing quality personnel who do not want to wait long periods for the completion of
additional clearance procedures.

Enhancing Investigative Quality

Standards vary widely for the hiring, training, and continuing education of personnel
security investigators, adjudicators, and security officers. This can contribute to
inconsistent quality in both investigations and adjudications.

The standards for personnel security investigators and adjudicators have changed over
time. At one point, the Justice Department’s Bureau of Investigation (later the FBI)
had the authority to conduct all investigations of those in sensitive positions, and almost
all of its agents, who conducted the investigations, were required to have a degree in
either law or accounting. As the number of personnel requiring background
investigations rose substantiafiyllowing World War Il (pursuant to President

Truman’s Executive Order 9835 in 1947 and then President Eisenhower’s Executive
Order 10450 six years later), and as the chief responsibility for investigations shifted to
the Civil Service Commission, hiring requirements for investigators were eased.

Today, despite the great emphasis placed on the background investigation, standards
for investigators and adjudicators are minimal; usually a bachelor’s degree in any field
will suffice, though it is not a requirement.

In addition, there are no common standards for training or continuing education: initial
training usually consists of four weeks of classes and is followed by varying periods of
on-the-job training. The Defense Investigative Service, for example, has had a hiring
freeze since 1991 and only conducts sporadic training for its investigators. Although
the DIS is reviewing its continuing education practices, senior DIS officials recognize
that they face, as one acknowledged, “a crisis situation because we know our people
are not receiving training” The OPM has no continuing education requirements.

And the Federal Government, because it recently privatized its investigations division,
must monitor the standards set for hiring qualifications, training, and education by the
successor to its Federal Investigations Service, the U.S. Investigation Service, Inc.

Reducing Inefficiencies in the Processing of Cases

According to a 1993 study by the Defense Department’s Personnel Security Research
Center (PERSEREC), over 96 percent of all DoD personnel security adjudications
were favorablé. Even so, cases with either no or only minor derogatory information
usually are reviewed closely byo officials: an adjudicative specialist and a supervi-
sor. This procedure is applied even after a case has had an initial review for
investigative sufficiency by two officials, the specialist directing the investigation and a
supervisor, before being forwarded to the adjudication office. Because of large
caseloads and first-in, first-out processing, even cases without derogatory information
(termed “clean” cases) are sometimes held up behind cases with substantial deroga-
tory information that take much longer to adjudicate.
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Time delays can inconvenience applicants and waste
significant resources. Both the Government and private
industry can lose qualified applicants who do not have the
patience or resources to wait, sometimes up to a year or
more, to find out whether or when they can begin work.
The GAO has estimated that these processing delays cas
the Government $920 million a year in productivity losses;
these costs will only increase as delays worsen.

ry

To alleviate the delays in the clearance process, adjudicat
offices should consider establishing fast-track procedures
by handling clean cases first, rather than holding them in |
behind cases with derogatory information that require mor
detailed analysis and processing. If the required level of
investigation has been undertaken and no derogatory

information has been revealed, the adjudicative office wou
issue a clearance immediately with only one review.

Establishing fast-track adjudications would eliminate a
second adjudicative review, thus saving time and resourc
reducing adjudicative backlogs (which are extensive and

[€)]

growing in several agencies), and permitting adjudicators {

Derogatory Information

Minor Derogatory: Information that,
by itself, is not of sufficient
importance or magnitude to justify an
unfavorable administrative security
clearance determination.

Moderate Derogatory: Information on
the basis of which an unfavorable
administrative security clearance
determination may not necessarily be
made, but which obligates the
investigative agent to pursue its
development.

Significant Derogatory: Information
that could, in itself, justify an unfavor-
able administrative action, or prompt
an adjudicator to seek additional
investigation or clarification.

focus more time on serious derogatory cases. Expedited

processing of clean cases would provide a good example of applying risk assessment
principles in an era of diminishing personnel security resourtiee NRO, for ex-
ample, already uses this method successfully, contributing to its average processing

time of under 60 days

Addressing Transparency and Due Process Concerns

Most agencies make little effort to disseminate any information regarding the person-
nel security process to applicants, contractors, and employees subject to investigation
or reinvestigation. These individuals thus remain largely uninformed with respect to
basic, unclassified information concerning the overall process, the length of time it

takes, the standards applied, and their own status.

For example, personnel security officials from one agency reported that approximately
10 percent of applicants withdraw from consideration after having applied for a

security clearance—often because they can no longer afford to wait. Contractors also
voiced concerns that the system is not accountable to its customers. For example, if
the contractor calls to check on the status of an employee, the agency in question
often cannot determine where the individual stands in the clearance process. In
addition, those subjected to the clearance process often do not understand it. Some
assume, for example, that they will be denied a clearance for reasons that are not
actually grounds for rejection. Moreover, security officials in many agencies often do
not know or understand the investigative or adjudicative processes of other agencies.

While Executive Order 12968 attempts to address other concerns about the fairness of
the personnel security process, it does not include provisions that are designed to
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improve the basic understanding and transparency of the process. Applicants or
employees who have their clearances denied, suspended, or revoked, and who are not
provided a reason, are effectively denied due process, even though Executive Order
12968 explicitly calls for improvements in this regard.

Allocating Resources More Effectively

Shortcomings in the initial screening process appear to account, at least in part, for the
hiring of two spies: Karl Koecher, arrested in 1984, and Larry Wu-Tai Chin, arrested

in 1985 both of whom were agents of foreign intelligence services whenired.

These cases, however, are the rare exception; other spies, including those responsible
for the most damaging espionage incidents in recent years, turned to espionage only
after many years of trusted Government service, and very rarely with ideological

motivations.

Data from the PERSEREC and Project SLAMMER, a study of post-World War |l
espionage cases, confirm that few persons join the Government or begin contractor
employment with the intent of committing espiondy&he main threat instead comes

from trusted “insiders,” those who already hold clearances and only much later in their
careers decide to commit espionage. Even so, the personnel security system estab-
lished under Executive Order 10450 consistently has allocated most resources to the
initial clearance process, based on the once-prevailing concerns about the Soviet Union
and its allies placing espionage agents inside the U.S. Government.

The Difficulties of Talking to Neighbors

“The neighbors are never at home unless it is in
the evening or on the weekend, and often do not
want to talk to strangers, regardless where they
say they are from. Single women often will not
open their doors for someone they don'’t know,
regardless of whether he or she has a badge.
Possibly the biggest problem is that neighbors do
not want to say anything that can potentially
subject them to a lawsuit.”

-- Intelligence Community Investigators

This focus on the initial clearance has shortchanged
the allocation of resources and attention to reinves-
tigations and continuing assessment programs.
Continuing assessment programs and reinvestiga-
tions often are the first areas subjected to budget
cuts. For example, the DIS announced in 1995 that,
due to diminishing resources, it could no longer
conduct periodic reinvestigations on a routine basis
and would establish an annual 5 percent ceiling on
all counterintelligence-scope polygraphs for current
employees. While this policy was later modified to
place decisions on initiating reinvestigations with the
heads of agencies (after senior NSA officials
voiced concern), questions regarding qo@lity of
reinvestigations have not been addressed.

In a period of declining resources, the Federal
Government also should target its security dollars

toward the most productive elements of the investigation: those that yield the most
substantial information relevant to the clearance decision. The most productive source
overall for developing derogatory information, according to a 1996 PERSEREC report,
was the person under investigation: the report noted that in 81 percent of the cases in
which incriminating information was uncovered, the individual subject provided such
information through the interview or on the personnel security questiofhaire.
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Some elements of an initial background investigation are much more productive than
others; those that are the most productive include interviews with former spouses and
employers, medical professionals, relatives, and listed or developed character refer-
ences? The least productive sources include neighborhood interviews, which are also
the most expensive and time consuntihdnterviews with education references also

are not productive, according to this and other studies.

The limited utility of neighborhood interviews should not be surprising. The practice of
interviewing neighbors is based on a vision of America as it once was—with
individuals living in the same geographic areas most of their lives, enabling
investigators to glean useful information from local sources with relative ease. Today,
this is less often the case, given greater personal mobility, privacy concerns, and the
litigiousness of society. When the difficulty of gaining access to neighbors and the
time and substantial expense of the procedure are also factored in, the notion that
neighborhood interviews should be done routinely as part of every background
investigation requires reassessment.

The Security Policy Board has implicitly acknowledged the limited usefulness of
neighborhood interviews by agreeing to limit their scope to three years for Top Secret/
SClI clearances. The Commission believes that the time has come to go further; in
view of the limited resources often available and the need to prioritize, it is important to
focus on the most productive elements of the personnel security investigation. The
Commission recommends the following steps to reallangtstigative resources and
focus on the most productive aspects of the investigation.

Recommendation

The Commission recommends that current requirements for

neighborhood interviews and for interviewing educational
references in every investigation be eliminated.

Under the above proposal, neighborhood interviews and checks of educational refer-
ences still would be allowed where personnel security officials believe that the
information yielded from these interviews would be productive; they simply would not
berequiredin every investigation. This proposed approach is consistent with the
critical objective of achieving increased reciprocity through greater standardization of
personnel security procedures; it would promote common standards across the Gov-
ernment that make sense in view of existing resource constraints.

Greater attention needs to be directed toward making continuing evaluation programs
more effective. For example, using existing public and private data bases—with the
express advance permission of the individual under review—to periodically scan for
criminal history, as well as for credit, travel, and business history, normally would
provide more accurate information at less cost than standard field reinvestigations.
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Personnel security professionals could monitor the behavior and activities of cleared
personnel on a continuous basis in a more effective, cost-efficient, and nonintrusive
manner. Given the evidence that there is little likelihood of catching spies through the
current standard investigative or reinvestigative process, better continuing assessment
programs could enhance the probability of deterring or identifying espionage activities.

Recommendation

The Commission recommends that greater balance be

achieved between the initial clearance process and programs
for continuing evaluation of cleared employees.

Most of the information needed is already available on existing databases; private
industry experiences suggest that efforts to utilize automation to access such data can
be very cost-effective as well as productive. Nevertheless, because some automated
tools can be expensive, a cost-benefit assessment should be completed prior to utilizing
them.

Resources should be focused on those individuals in the most sensitive positions or
where there is some evidence of suspect behavior; in an era of diminishing resources
and frequent budget cuts, more effective continuing assessment can be accomplished
only by concentrating on the areas of greatest vulnerability. In addition, those holding
what are identified as the most sensitive positions could be subjected to more frequent,
“in house” reviews similar to the personnel reliability programs used by the Defense
and Energy Departments, as described above. These measures provide a cost-
effective way to monitor and assess employees with greater regularity and frequency,
but without necessarily having to direct additional resources toward the traditional field
investigation.

Strengthening Employee Assistance Programs

The focus on the initial investigation has also limited the attention and resources given
to programs intended to assist current employees. These programs, generally termed
Employee Assistance Programs (EAPS), are critical in ensuring that employees can
receive professional assistance if they face serious personal problems. Despite a
requirement in the Federal Employee Substance Abuse Education and Treatment Act
of 1986, as well as evidence of their benefits, standards for EAPs across the Federal
Government do not exist. Furthermore, it is often not clear to the employee whether
attending an EAP would harm his or her cardxoth the quality of such programs

and the resources made available for them also vary widely from agency to agency.
The Commission therefore supports efforts to strengthen these programs.

According to 1994 figures, 79,742 employees turned to EAPs fothdlpe cost for

EAPs varies considerably, ranging from $8 to $50 per empfSyAtthough some
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employees may never seek the help that they need, others mayf
seek or can be directed to seek mental health or job counseling,
as shown in Figure 5. While the number of individuals who did Figure 5: Federal EAP Statistics
not commit espionage as a result of successful counseling is
impossible to quantify, helping cleared employees cope with their
personal problems almost certainly will deter some incidents of

espionage and other major security breaches. Required
Attendance

The maintenance of confidentiality is and should remain a key Resfz:‘;'ed L7

element of such programs. Employees having emotional and 83%

financial difficulties are less likely to seek counseling if there is a

perception that confidentiality is either nonexistent or poorly

maintained, and that reprisals from security officials are possible Not

For example, convicted spy James Hall reportedly had sought Helped

help for his alcoholism from a military EAP, but declined to return 8%

after a counselor warned that attending one could damage his Helped

career. Confidentiality policies for EAPs should include nondis- 0% Too Soon

closure of files and information garnered during the course of to Tell

counseling, except in cases where confidentiality is prohibited by 22%

law (such as when there is admission of child abuse, intent to dd

harm, or other criminal aCtIVIty)' Source: Office of Personnel ManagemeFRiscal

Year 1994: Report to Congress Title VI of Public
One additional issue with respect to EAPs is whether contractor Law 99-570(Washington, D.C.: Government

employees should be eligible. Most government agencies are Printing Office, September 1995), 5-7.

prevented under the Federal Employee Substance Abuse
Education and Treatment Act of 1986 from offering any EAP
services to contractor employees and their families. While some larger firms are able

to fulfill this function in-housesmaller companies often do not have the resources to
create an EAP. Because contractor employees may have access to the same national
security information as Federal employees, agencies that work with them should have
the option of offering the services of EAPs to contractor employees in certain
circumstances (without being required to do so). NSA officials, for example, have

said that they would like to be able to provide EAP services to contractor employees
from smaller companies, but cannot do so at present because of the legal restriction.

Assessing the Value of Financial Disclosure

Under the 1995 Intelligence Authorization Act, all Executive Branch employees with
access to “particularly sensitive classified information” must complete a financial
disclosure form. In April 1995 (while what became Executive Order 12968 was still
under interagency review), Acting Director of Central Intelligence William Studeman
announced that all CIA employees and agency contractors would be required to
submit annual financial disclosure forms. Executive Order 12968, issued in August
1995, requires that the “head of each agency” designate those employees (including
industrial contractors, members of the Armed Forces, and civilian employees) who
would be subiject to this reporting requirement.

Studies, including Project SLAMMER, demonstrate that interdstamcial gain is one
of the leading motivations for espionage and other criminal activitiesmarilyas a

88



Chapter IV: Personnel Security: Protection Through Detection

result of the Aldrich Ames case, the Congress (through the 1995 Intelligence Authori-
zation Act) and the Executive Branch (through Executive Order 12968) determined
that a new financial disclosure form was needed for those who have access to very
sensitive information. The form would be used in addition to credit reports, other
financial information collected, and the consent form that individuals sign, which
allows access to an individual's financial information provided the investigator can
show cause.

The requirement for a new financial disclosure form has generated considerable
debate among those responsible for its implementation. For example, nearly all
members of the SPB’s Personnel Security Committee have expressed the view that
using such a form would not meaningfully enhance personnel security and that the
concerns raised over the past two years by industry (including cost, use of the data
collected, and maintenance of the data’s confidentiality) have not been addressed
adequately.

While Executive Order 12968 provides fairly specific guidelines to assist agency heads
in deciding who is required to fill out a financial disclosure form, agency officials,
employees, and contractors have voiced concern over how officials will interpret the
Order’s provisions. They also are concerned that collecting the financial data by this
method will be a costly endeavor with limited returns. The CIA and the Customs
Service, two agencies that have been using a financial disclosure form, have not yet
guantified the effectiveness of their forms. Furthermore, once the information has
been collected, there is continued uncertainty over whether the Government has the
resources or technical capability to analyze it in a meaningful way.

Finally, there is still considerable uncertainty concerning whether the financial informa-
tion collected should be used as an analytical or investigative tool. If investigators use
the form simply as an investigative tool, it may provide very little added value to the
consent forms that all employees with security clearances already are required to sign.
If it is used as an analytical tool, adjudicators would use that information in their
security eligibility determinations, as they currently use credit reports and other avail-
able information.

Recommendation

The Commission recommends that both the Congress and the
Executive Branch reevaluate the requirement to utilize a new
financial disclosure form and consider staying its implementation
until there is further evaluation concerning how it would be used

and whether its benefits exceed its costs. The Congress and the
Executive Branch should review alternative approaches to
improving data collection, including utilization of the expanded
access to certain financial and travel records provided for under
Executive Order 12968.
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Advancing Polygraph Research

Senior officials from agencies that use the polygraph see it as a significant tool be-
cause of its utility in generating admissions of wrongdoing, either during the pre-test,
test, or post-test period. The polygraph saves time and money, and it serves as a
deterrent by eliminating some potential applicants from seeking a highly sensitive
position in the first place. The polygraph examination is conducted before the back-
ground investigation, saving additional resources should the applicant be rejected as a
result of polygraph admissions. According to a May 18993\ letter to the White

House, “over 95% of the information the NSA develops on individuals who do not
meet federal security clearance guidelines is derived via [voluntary admissions from]

the polygraph process”

Because disparities exist in the procedural safeguards employed by different agencies
for those employees requiring access to highly sensitive information, full reciprocity of
security clearances between the agencies cannot be achieved. While the polygraph is
used to screen employees at the CIA, NRO, DIA, NSA, and FBI (which resumed

screening in 1993), the White House, NSC, State Depart-
ment, and Congress have traditionally resisted adopting
polygraph screening. Even among the agencies that use t
polygraph, the scope, methods, and procedural safeguards
may diverge.

Although the polygraph is useful in eliciting admissions, the
potential also exists for excessive reliance on the examina-
tion itself. A related concern is that too much trust is placec
in polygraph examiners’ skills, creating a false sense of
security within agencies that rely on the polygr&bihe

few Government-sponsored scientific research reports on
polygraphvalidity (as opposed to its utility), especially those
focusing on the screening of applicants for employment,

2

Agencies that Use the Polygraph
for Employment Screening

Central Intelligence Agency
Defense Intelligence Agency
Drug Enforcement Agency
Federal Bureau of Investigation
National Security Agency
National Reconnaissance Office

indicate that the polygraph is neither scientifically valid nor especially effective beyond
its ability to generate admissions (some of which may not even be relevant based on
current adjudicative criteridf.Many senior intelligence community officials, however,
have told Commission members that they believe the polygraph is scientifically valid.

A 1989 Department of Defense Polygraph Institute (DoDPI) study found that 60
percent of subjects were incorrectly cleared in a test that measured the subject’s
knowledge or guilt of a crime. The results of this test concluded that the ability to
identify those guilty or knowledgeable of a crime “was significantly worse than
chance.?® The DoDPI study, however, was conducted in a controlled setting, and,
therefore, may not accurately reflect the conditions under which a polygraph is nor-
mally taken. (Another report, a detailed 1991 FBI study entitled “Polygraph
Examinations in Federal Personnel Security Applications,” is classified in its entirety,

and so the Commission cannot reference any of its substantive findings or recommen-
dations in this unclassified report.)

Past commissions, an internal CIA working group, and several other studies have also
called for additional research concerning polygraph accitddgwever,
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comprehensive research into the accuracy of the polygraph has not been funded,
despite the fact that the President’s Foreign Intelligence Advisory Board in 1988
recommended that the Director of Central Intelligence fund all future requests for
studies on screening accuracy. Moreover, despite DoDPI’s efforts to manage an
effective research program in recent years, little support for it appears to exist within
the broader scientific community, primarily because there is no open and objective peer
review of DoDPI’s research.

The Commission believes that the following would improve understanding of both the

polygraph’s utility and its scientific validity, thereby promoting better informed decisions
concerning its use.

Recommendation

The Commission recommends that:

(1) the director of scientific research at the Department of Defense
Polygraph Institute (DoDPI) establish a committee that includes
cleared, outside scientific experts to develop a coherent research
agenda on the polygraph; initiate and participate in a small grant
program to stimulate independent research outside the

Government; and review and comment on scientific progress and
the quality of government-sponsored research in this field; and
(2) independent, objective, and peer-reviewed scientific research
be encouraged as the best means to assess the credibility of the
polygraph as a personnel security tool and identify potential
technological advances that could make the polygraph more
effective in the future.

Making the Clearance Process More Efficient

Through Automation

Although steps have been taken to automate elemetite pErsonnel security

process within various agencies, there is no overall vision of how the personnel secu-
rity system should operate in the Information Age. Most of the system still remains
tied to a slow-moving, paper-based world, rather than functioning through a sophisti-
cated system of interconnected computers.

Recently developed, and potentially very promising, innovations include the pre-
screening software program “Military Applicant Screening System” (MASS),
developed at the PERSEREC, which leads military applicants through a series of
guestions to determine whether or not they would be eligible for a clearance. If the
applicant would be ineligible for a clearance, military recruiters can direct the applicant

91



Chapter IV: Personnel Security: Protection Through Detection

to another position for which a clearance is not required, thereby saving scarce
investigative resources

Other new developments include PERSEREC's “Adjudicator’s Desktop Reference
Guide,” which stores a broad array of guidelines, laws, and statistical information to
help adjudicators make final clearance decisions. Under review within the Security
Policy Board is a common identification badge that will allow personnel from one
agency to travel to another agency without having to undergo the traditionally cumber-
some process of passing clearances.

The Commission endorses these and other examples of automation of the personnel
security system, and recommends a more coordinated approach to developing addi-
tional programs. For example, building on the progress already made, a “Personnel
Assurance System” index could be developed to rank employees by the degree of
harm they could inflict, based on the sensitivity of their position and an assessment of
the relevant threat, as well as on their level of clearance. Those in the most sensitive
positions would be subject to more frequent and more detailed adjudication.

In addition, improved computer programs could be created that are capadteiiof-

ally scanning different databases (e.g., thdhefTreasury Department, consumer

credit reports, national criminal databases, and other commercially available databases)
for suspect behavior or other indicators of potential problems. Existing public data-
bases today include vast amounts of information on all facets of personal finances and
holdings. Consistent with applicable privacy requirements, officials should use these
databases as valuable open source information to assist in personnel security decisions.

The Commission believes that a more efficient, partially automated personnel investi-
gative process could be created using already-available technologies. The Defense
Investigative Service and the OPM Federal Investigations Processing Center already
have embarked on multimillion-dollar projects that will automate much of the initial
personnel security investigative process for civilmititary, and industrial contractor
employees; the objective now is to find a way to integrate these automation projects
into the entire personnel security process.

Conclusion

From the time of its inception following World War 11, the personnel security process
has remained vital to the protection of national security information. Unfortunately, the
process has not evolved to meet current national security needs.

A number of problems prevent the personnel security system from operating effi-
ciently and effectively. For example, the authorities governing the clearance process
are disjointed and outdated, which leads to confusion both for the administrators and

for customers of the process. Attempts to revamp the system have resulted in ad hoc
or piecemeal solutions, such as the financial disclosure form inspired by the Aldrich
Ames espionage case, that tend to address only the most recent high-profile espionage
cases rather than the underlying problems of the system. Fewer government re-
sources have led to a dangerous focus on initial investigations at the expense of
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reinvestigations, even though recent studies have shown that individuals now typically
turn to espionage only after years of government service. Moreover, too many of the
remaining resources are being used for less productive investigation elements, such as
neighborhood checks or redundant investigations for contractors and Federal employ-
ees who transfer between agencies.

The solutions for these problems must come from a fundamental reevaluation of the
personnel security system, rather than from temporary fixes. A successful security
clearance process commences when an applicant applies for a security clearance, but
it must continue with frequent and productive reinvestigations, better employee assis-
tance programs for troubled employees, and improved general security awareness by
managers and coworkers. Some recent innovations have demonstrated how automa-
tion can improve the system; a coordinated approach to developing further such
programs is desirable.

The Commission believes that the proposals set out above will move the personnel
security system in the desired direction. Guiding principles will lead personnel security
officials to a better understanding of their mission and responsibilities. Increased
reciprocity will allow employees to transfer more easily between agencies without
redundant investigations. Reallocating resources based upon the need for greater
balance between the initial clearance process and continuing assessment programs will
provide more protection against “trusted” insiders who can cause serious damage to
our nation’s security. Finally, an evaluation of the tools of the personnel security
system, such as the polygraph, will help ensure that they further the aims of the overall
process.
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